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Abstract

Network Function Virtualization (NFV) has recently emerged as a prominent cloud computing
paradigm to address the scalability limitations of middleboxes, such as firewalls, load-balancers,
and proxies. By decoupling them from their underlying hardware and fostering their imple-
mentation in the form of virtual network functions (VNFs), middleboxes can now be deployed
on commodity servers in the form of virtual machines or containers and scale on-demand in
response to evolving resource requirements. In addition, multiple VNFs can be organized into
an ordered sequence to form a service function chain (SFC). Admittedly, VNFs and SFCs are

the two primary constructs within the NFV ecosystem.

While NFV renders middlebox deployments more elastic and consequently cost-effective, it also
introduces several challenges, primarily related to the management and orchestration of VNFs
and SFCs. A particularly significant challenge is the SFC embedding (SFCE) problem, which
pertains to the optimal mapping of VNFs and virtual links to their physical counterparts,
namely servers and links within a substrate network. The optimization of SFCE is NP-hard,
with both exact and approximate methods proposed in the literature. However, as the NFV
landscape evolves, leaning towards localized and resource-constrained compute models such as

edge clouds, the relevance and scope of prevailing SFCE methods shall be revisited.

To substantiate this, we identify four critical limitations of existing SFCE methods in resource-
constrained NFV. The first one stems from SFCE optimization over a single resource dimension,
i.e., the CPU. While in core datacenters the CPU is indeed the main resource bottleneck, this
might not hold in resource-constrained networks, given the high versatility of resource demands,
along with the potentially lower capacity of remaining resource types, e.g., storage, memory,
etc. Another limitation of prevailing SFCE has its grounds on its lack to handle imminent
cross-service communications. The latter, which are particularly attractive in edge clouds,
introduce additional constraints to the standard SFCE scope, and these necessitate substantial
SFCE adjustments. A third limitation results from centralized reinforcement learning (RL)
schemes that can be found in the respective SFCE literature. These typically make highly
optimistic assumptions with regard to the observability of the underlying network, challenging
their practicality in real-life deployments. To this end, we identify the need for the investigation
of more appropriate RL schemes in the context of SFCE and NFV orchestrators in general.

Last, not much light has been shed on SFC pre-processing methods. As such, SFCs are mostly



perceived as invariable constructs, which contradicts their very virtual structure. In extension,
SFCE solvers might struggle to obtain solutions on par with the optimization objective during
unfavourable network states (e.g., high utilization). This raises the need for SFC pre-processing

algorithms that can optimize the SFC structure according to fluctuating network conditions.

This thesis sets out to explore the aforementioned challenges. Specifically, (i) we investigate
SFCE across multiple resource dimensions as a means to minimize resource wastage in resource-
constrained NFV, proposing adept heuristic and exact algorithms to handle the intricacies
of the problem at hand. Subsequently, (ii) we study SFCE through the lens of cross-service
communications, which is a relatively new concept in the realm of NF'V that advocates for cross-
service interactions, thus amplifying network capabilities. Further, (iii) we examine multi-agent
RL schemes within SFCE, paying particular attention to concise cross-agent communications
and the interpretation of the scheme’s learning capacity across various network topologies. Last,
(iv) we delve into SFC graph transformations in order to adapt the SFC request according to
the resource conditions of the underlying network, thus enabling SFCE solvers sustain high-
quality solutions even in conditions of limited resource availability and/or high level of resource

fragmentation.
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Chapter 1

Introduction

1.1 Motivation and Objectives

The rapid growth of services on the Internet calls for advanced ways to control and manage
network functions, such as firewalls, proxies, and load balancers. Traditional methods that rely
heavily on hardware are struggling to handle the growing complexity and variety of these ser-
vices [1]. Network Function Virtualization (NFV) has shown great potential in tackling these
issues by making networks more adaptable, and thereby more efficient and cost-effective [2].
This is achieved with the introduction of NFV-enabled network constructs, such as virtual
network functions (VNFs) and service function chains (SFCs). The former refer to the imple-
mentation of hardware-based network functions in the form of virtual machines and containers,
whereas SFCs implement ordered sequences of VNFs, which allows them to enforce complex,
end-to-end flow processing policies. Besides enterprise networks, NFV has also found trac-
tion across radio access networks (RANs) with the virtualization of, e.g., basestations and

gateways [3].

However, NFV presents multifaceted challenges that primarily stem from the dynamic and flex-
ible nature of VNF's. As opposed to traditional network architectures, where network functions
are tied to specific hardware, NF'V decouples these functions, allowing them to be instanti-

ated, scaled, and migrated on-demand across distributed virtual environments. This decou-

1



2 Chapter 1. Introduction

pling necessitates advanced orchestration mechanisms to ensure efficient allocation, scaling,
and termination of VNFs while maintaining service level agreements and optimal resource uti-
lization [4]. Alongside these, SFC embedding (SFCE) emerges as a pivotal problem within the
NFV ecosystem. SFCE involves the correct and efficient placement of a set of inter-connected
VNF's within a physical network (e.g., one or multiple datacenters). The importance of SFCE
is underscored by its impact on network performance, service delivery efficiency, and the over-
all quality of service. An inefficiently or incorrectly embedded SFC can result in sub-optimal

network performance, increased latency, and even service disruptions.

NFV is considered a relatively new cloud computing paradigm. As such, we deem that NFV
orchestration challenges, including the SFCE problem, shall be examined through the lens of
an evolving NFV landscape. Admittedly, this landscape is characterized by a remarkable shift
towards more decentralized and localized cloud computing models, mainly driven by the need
for low latency, bandwidth conservation, and location-aware services. This shift signifies the
emergence of resource-constrained environments, more specifically, edge clouds [5]. Unlike tra-
ditional centralized datacenters, edge clouds are distributed computing infrastructures situated
closer to data sources (such as end-users or IoT devices). By positioning compute resources at
the edge of the network, these clouds enable swift data processing, reduced data transfer costs,
and improved responsiveness, which are paramount for applications like autonomous vehicles,
augmented reality, and real-time analytics. However, with their resources being notably con-
strained compared to massive core datacenters, new challenges arise with respect to SFCE. In

particular:

1. A typical assumption in core datacenters is that certain resource types apart from the
CPU (e.g., memory and storage) are abundant. While this holds true in some sense,
it has led most existing SFCE studies optimize over a single resource type, namely the
CPU, effectively claiming that the respective solvers can be easily extended to tackle
multi-resource settings. We deem that it is imperative to investigate the above claim,
and to measure the impact of neglecting resource dimensions during SFCE optimization

in resource-constrained clouds, where resource abundance is challenged.
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. Edge cloud environments pave the way for cross-service interactions, as a means to lever-

age service collocation and thus amplify network capabilities. Yet, edge nodes (e.g.,
servers) are often resource-constrained, making optimal resource allocation critical when
multiple SFCs interact. Moreover, the dynamic nature of edge clouds necessitates ag-
ile scaling mechanisms, and the latter shall now account for resource scaling decisions
across multiple interacting services. These features emphasize the intricacies in resource
orchestration and scaling amidst interacting services, and they introduce relatively new
complexities to the domain of NFV. Hence, it is important to investigate SFCE through
this new perspective in order to fully harness the potential of next-generation networks

while ensuring efficient resource utilization.

. Reinforcement learning (RL) has been increasingly applied in the context of SFCE, pre-

dominantly using a centralized approach. Often, it is assumed that the centralized agent
possesses a comprehensive view of the environment, which includes several intercon-
nected edge clouds. However, this assumption seems to be in contradiction with the
NFV Management and Orchestration (MANO) architecture. In the NFV MANO model
(e.g., 16,7, 8]), a centralized agent is more likely to have access only to aggregate informa-
tion, providing a partial, rather than a complete, insight into the true state of the system.
This discrepancy underscores the need for a closer examination of how RL models align

with real-world orchestration frameworks.

. In the prevailing literature, SFC pre-processing methods have often been overlooked, re-

sulting in an evident gap in research. Consequently, SFC requests are predominantly
perceived as fixed constructs, meaning that their structure is mostly deemed immutable
and invariable. This perspective severely restricts the flexibility and adaptability of SFCE
solutions, hindering their optimization in alignment with the real-time state and avail-
ability of resources in the physical network. This highlights a pressing need for more
adaptive methodologies that can transform SFC requests to better fit dynamic network
conditions, and to augment solvers in finding high-quality solutions even at unfavourable

network states.
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The main goal of the thesis is to address the above challenges by investigating, developing, and
validating new methods and algorithmic mechanisms revolving around SFCE. Concretely, the
first goal is to develop new SFCE algorithms that take into account multiple resource dimen-
sions. This will help to use network resources more efficiently by minimizing resource wastage.
The second objective focuses on the development of SFCE methods for efficient cross-service
communication. This approach is anticipated to augment the interconnected functionality of
diverse, yet collocated, SFCs, thus amplifying network capabilities while saving bandwidth.
The third goal is to explore appropriate decentralized RL schemes for SFCE in the context of
NFV MANO. The focus here is to investigate multi-agent methods that have (as a system)
a complete view of the true network state, making the overall decision-making process more
reliable and grounded to reality. The final goal is to investigate SFC graph transformation tech-
niques to improve resource efficiency in cases where available resources are limited or highly

fragmented.

Overall, this thesis targets the development and application of advanced algorithms to tackle
tangible, complex problems that currently plague the NFV orchestration realm, especially con-
sidering resource-constrained environments, such as edge clouds. By devising innovative SFCE
strategies, exploring the potential of deep multi-agent RL, and utilizing advanced service graph
transformation techniques, we hope to foster significant advancements in the practical applica-

tion of NFV.

1.2 Contributions

The work undertaken in this thesis tackles a range of challenges in the domain of NFV and

SFC optimization. Specifically:

1. A significant contribution is the identification and proposal of innovative methods for
SFCE across multiple resource dimensions, such as CPU, memory, and storage. By ex-

amining multi-dimensional mapping efficiency metrics and assessing their suitability for
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heuristic and exact SFCE methods, the thesis offers a deeper understanding and innova-

tive solutions to optimize SFCE in resource-constrained NFV and beyond.

2. Moving beyond individual service management, this research presents a cross-service com-
munication aware SFCE heuristic that optimizes SFC placement based on both inner-
component resource and communication demands, as well as the requirements of another
deployed SFC that will be consumed. The introduction of a new data structure, the
VNF embedding tree, revolutionizes the process of managing and optimizing SFCE in

the context of cross-service communication.

3. Another pivotal contribution is the proposition of a cooperative deep multi-agent rein-
forcement learning (DMARL) scheme for decentralized SFCE. This scheme fosters efficient
communication between neighboring intelligent agents, addressing the limitations of cen-
tralized RL schemes. The behaviors learned by the team of agents are explored, providing

valuable insights into how a team of RL agents operates in SFCE.

4. Lastly, this thesis contributes to the field by introducing the concept of SFC graph trans-
formation (SFC-GT), advocating for the decomposition of VNFs into multiple instances
with lower resource demands, thereby facilitating their placement onto the NFV infras-
tructure. By treating SFC-GT as a multi-objective optimization problem and designing
a mixed-integer linear program (MILP) to solve it, notable resource efficiency gains are

achieved.

Through these contributions, this thesis advances both the theoretical understanding and prac-
tical application of NF'V, offering nuanced insights into the complexities of SFCE and presenting

innovative solutions to a wide range of emerging NFV challenges.

1.3 Outline

The remainder of the thesis consists of a background chapter, followed by four technical chap-

ters, and a conclusions chapter. In the following, we discuss the content of each chapter in



6 Chapter 1. Introduction

more detail.

Chapter 2 serves as a primer on the very fundamental concepts and constructs that are used
throughout the thesis. The discussion commences by delving into the various classes of resource
allocation challenges in NFV, emphasizing their intricacies and providing concrete examples.
Having established the positioning of SFCE within the overall landscape of resource allocation
problems in NFV, the chapter provides formal mathematical definitions and models, which

form the basis of most SFCE methodologies in the subsequent technical chapters.

Chapter 3 delves into optimizing SFCE across multiple resource dimensions. It first investi-
gates multi-dimensional vector distance metrics and assesses their suitability for SFCE. It then
discusses the design and evaluation of exact and heuristic SFCE algorithms which integrate
multi-dimensional notions, and compares their performance with single-dimensional counter-
parts. Last, a VNF bundling scheme is examined as a means to improved balance in server

resource utilization and consolidation.

In Chapter 4, we investigate cross-service communication constraints in the context of SFCE.
The chapter introduces the concept of an innovative data structure, namely the VNF embedding
tree, which is used to optimize the VNF embedding sequence. In the development of a cross-
service communication-aware heuristic, we pay special attention to the optimization of both

intra- and inter-SFC links.

Chapter 5 sets out to address the limitations of centralized RL schemes for SFCE. To this
end, the chapter proposes a multi-agent framework which is better aligned to standard NFV
MANO systems. Subsequently, the multi-agent framework is analyzed and evaluated against
a state-of-the-art centralized RL method. The proposed distributed method fosters cross-
agent communications, and reveals the impact of information exchange across various network

topologies and imperfect communication channels.

Chapter 6 advocates for SFC graph transformations (SFC-GT) in the event of highly utilized
and/or fragmented (resource-wise) networks. In this respect, it lays the foundations of SFC-

GT by introducing the notions of embedding flexibility and transformation complexity as two
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(primarily contradicting) factors that need to be balanced. Then, it models SFC-GT as a mixed
integer linear program by applying multiple complex linearization techniques to inherently non-

linear constraints.

Finally, Chapter 7 lays out the key takeaways of the thesis, and it discusses applications and

future extensions of the proposed methods.

1.4 Publications

The main body of this thesis is rooted in five key publications. These papers and articles
specifically delve into the challenges and innovations in orchestrating SFCs within resource-
constrained NFV environments. They present an exhaustive investigation starting from the
fundamental aspects of multi-dimensional SFCE, progressing to cross-service communication
considerations, then applying advanced deep multi-agent RL algorithms, and finally exploring
the transformation aspect of SFC graphs for enhanced resource efficiency. The list of these core

publications is as follows:

1. Angelos Pentelas, George Papathanail, Ioakeim Fotoglou, Panagiotis Papadimitriou.
”Network service embedding with multiple resource dimensions”, IFIP/IEEE Network

Operations and Management Symposium, 2020 [9]

2. Angelos Pentelas, George Papathanail, loakeim Fotoglou, Panagiotis Papadimitriou.
"Network service embedding across multiple resource dimensions”, IEEE Transactions

on Network and Service Management, vol. 18, pp. 209-223, 2020 [10]

3. Angelos Pentelas, Panagiotis Papadimitriou. ”Network service embedding for cross-
service communication”, IFIP/IEEE International Symposium on Integrated Network

Management, 2021 [11]

4. Angelos Pentelas, Danny De Vleeschauwer, Chia-Yu Chang, Koen De Schepper, Pana-
giotis Papadimitriou. ”Deep multi-agent reinforcement learning with minimal cross-agent

communication for SFC partitioning”, IEEE Access, vol. 11, pp. 40384 - 40398, 2023 [12]
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5. Angelos Pentelas, Panagiotis Papadimitriou. ”Service function chain graph transfor-

mation for enhanced resource efficiency in NFV”, IFIP Networking Conference, 2021 [13]

This thesis is complemented by several other studies in the field of NFV orchestration. While
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Chapter 2

Background

This section serves as a primer on technologies, concepts, and constructs that are central to the
subject of the thesis. Specifically, we commence with a brief introduction to Network Function
Virtualization (NFV), along with the standard reference architecture that has been proposed to
facilitate it. Subsequently, we highlight the various management and orchestration challenges
that go - unavoidably - hand-in-hand with NFV with a particular focus on resource allocation
problems. Finally, we elaborate on a core NFV resource allocation challenge, namely service
function chain embedding, and discuss its scope, aspects, and variants, as well as the core

properties of its standard form.

2.1 From middleboxes to virtual network functions

Firewalls, intrusion detection systems, load balancers, and network address translators are
common examples of network processing appliances, typically referred to as network functions
or middleboxes. Although their existence is hardly ever perceptible by the end users of the
Internet, middleboxes lie at the core of every network infrastructure in order to improve security
and performance, to increase availability, and to facilitate connectivity. Indeed, one of the
very first surveys - conducted by Sherry et al. [1] - on middlebox deployments over enterprise

networks reveals that the magnitude of the former is on par with the number of routers and

10
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switches of the latter, effectively ranging from a few tens (in small networks) up to tens of
thousands (in very large networks). However, middleboxes are implemented as physical devices
- typically resembling network switches - which in itself poses a severe challenge to infrastructure
providers (InPs), especially those operating large networks. Concretely, middlebozes are hard to
scale, since their acquisition, installation, and configuration require high capital and operational
expenditures, a good deal of physical effort, as well as high personnel expertise. As a result,
most middlebox deployments are provisioned for peak loads, effectively wasting most of their

processing capacity during their entire lifespan.

This inherently inelastic approach to middlebox deployments is addressed via NFV [2], which
emerges as a cloud computing paradigm that promotes the virtualization of middleboxes, i.e.,
their implementation in the form of virtual machines or containers. As such, virtual network
functions (VNFs) can be deployed on commodity servers of typical datacenters; by leveraging
existing virtualization technologies, VNFs can now easily scale their processing capacity in
response to volatile loads. Consequently, NFV opens up opportunities for on-demand network
functions provisioning, thus rendering NFV-enabled networks more agile, resilient, and cost-

effective.

To fill up its promise, NFV is backed by a hierarchical management and orchestration (MANO)
architecture, which is illustrated in Fig. 2.1. Conceptually, at the bottom lies the Physical Re-
sources layer, which encompasses physical servers, links, switches, base stations, etc. The
Virtual Infrastructure Management (VIM) layer lies right above the Physical Resources layer,
and it applies an abstraction to physical resources, essentially through virtualization. Hence,
servers, links and RAN resources, for instance, can be now further divided into smaller indepen-
dent segments, allowing for more fine-grained resource allocation. Such segments are realized
in the form of virtual machines, containers, virtual links, etc. Last, the NFV Orchestration
(NFVO) layer is positioned above the VIM layer, and it operates on an even higher level of
abstraction. Concretely, the NFVO acknowledges service elements in the form of VNFs. For
example, in Fig. 2.1, the NFVO view includes a service chain comprising a load balancer VNF,
a Firewall VNF, and a Proxy server VNF (which is a common service chain at the application

layer, e.g., load balancing and monitoring flows before they reach a Web server).
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Figure 2.1: The conceptual layers of an NFV MANO system.

The scope of NFV MANO is extensive, covering various MANO aspects of VNFs. NFV MANO
is responsible for the lifecycle management of virtualized resources, including the onboarding,
instantiation, scaling, healing, and termination of VNFs. It also encompasses the allocation and
optimization of resources such as compute, storage, and network bandwidth to ensure efficient
utilization and performance. Moreover, NF'V MANO plays a crucial role in fault manage-
ment, performance monitoring, and service chaining, enabling the detection and resolution of
issues, ensuring optimal performance, and enabling the composition of multiple VNF's to create
end-to-end services. Nowadays, advanced NF'V MANO implementations involve policy man-
agement, automation, analytics, and intelligence, providing a holistic framework for managing

and optimizing virtualized network infrastructures.

As explained in the previous discussion, the NFVO collaborates closely with VIMs, which are
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responsible for managing the virtual infrastructure layer that hosts the VNFs. The VIMs handle
the provisioning, monitoring, and control of virtualized resources, including virtual machines,
storage, and network connectivity. NFV MANO relies on the capabilities provided by VIMs
to ensure the smooth operation of VNFs. This interplay between NFVO and VIMs involves
communication and coordination through well-defined interfaces and protocols. NFV MANO
sends resource requests and receives resource status updates from VIMs, enabling it to allocate
and optimize resources effectively based on the needs and demands of the network services.
The close collaboration between NFVO and VIMs is essential for achieving efficient resource

management and orchestration in virtualized network environments.

2.2 Orchestration challenges in NFV

NFV MANO tackles several orchestration challenges to enhance the performance and efficiency

of virtualized network infrastructures. Some notable challenges related to this thesis are:

Service orchestration. Service orchestration involves managing the deployment and intercon-
nection of multiple VNF's to deliver complex network services. The challenge lies in defining the
service topology, which includes determining the sequence of VNF instantiation and their inter-
dependencies. Coordinating the deployment of VNFs from different vendors adds complexity
due to variations in their deployment models and interfaces. Ensuring proper connectivity and

configuration across the service chain is crucial to ensure end-to-end service functionality.

Resource orchestration. Resource orchestration focuses on efficient allocation and man-
agement of the underlying physical and virtual resources required for VNF deployment. It
involves coordinating compute, storage, and networking resources to fulfill the resource de-
mands of VNFs. Challenges include optimizing resource utilization to achieve cost-efficiency
and performance, handling resource conflicts or constraints, and dynamically reallocating re-
sources based on changing service demands. Resource orchestration also involves monitoring

resource availability and capacity planning.

Policy and performance management. Policy and performance management in NFV
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MANO involves defining and enforcing policies related to service deployment, resource alloca-
tion, and performance optimization. Policies can include quality of service (QoS) requirements,
security policies, and regulatory compliance rules. The challenge lies in ensuring policy com-
pliance across the NF'V infrastructure, coordinating policy enforcement across multiple VNF
instances, and adapting policies dynamically to changing network conditions. Performance
management includes monitoring and analyzing key performance indicators (KPIs) such as la-
tency, throughput, and availability, and taking appropriate actions to maintain service levels
and optimize resource utilization. It further involves collecting and analyzing performance data

from VNFs, VIMs, and other network elements.

Addressing these challenges requires robust orchestration frameworks, standardized interfaces,
and coordination mechanisms. Standards such as the Network Service Descriptor and Virtual
Network Function Descriptor specifications defined by ETSI [6] help in specifying the ser-
vice and resource requirements, while standardized APIs like the NFV Orchestrator (NFVO)
API [21] enable interoperability between different MANO components. Open-source projects
like ONAP [8] and OpenStack [22] provide platforms and tools that assist in addressing these

challenges and promoting standardization and collaboration within the NF'V ecosystem.

2.3 Resource allocation problems in NFV

Since its original conception, NFV has expanded its scope beyond the virtualization of tra-
ditional middleboxes. Concretely, application areas pertaining to Industry 4.0, such as au-
tonomous vehicles, remote healthcare, and smart manufacturing, require seamless, secure, and
prompt network connectivity, as well as elastic networks in order to keep the overlying ser-
vices reliable and affordable. The corresponding technologies which facilitate the above, i.e.,
vehicle-to-everything (V2X) communication networks [23, 24], network slicing for ultra reliable
low latency communications (URLLC) [25, 26], and edge computing [5, 16] - their common
denominator being that they are fueled by NFV - have become extremely vibrant fields of

research, effectively attracting researchers and practitioners across a wide spectrum of both
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academia and industry. Besides Industry 4.0, NF'V also empowers the virtualization of modern
mobile cores, such as 5G (and beyond) deployments. Here, both the control plane functions
(e.g., access and management mobility function - AMMEF, session management function - SMF,
policy control function - PCF, etc.) and the data plane functions (e.g., user plane functions
- UPFs) are implemented as VNFs. This enables mobile network operators to scale their 5G
deployments in response to volatile load, and to bring data processing closer to the RAN for

more efficient network utilization.

However, deploying NFV-enabled networks is far from trivial. Although the magnitude of phys-
ical effort and the risk of experts-driven deployments (which can turn out quite error prone,
especially considering the load stochasticity exhibited by modern networks) are limited with
NFV, it is now software that comes to the spotlight. Concretely, this software needs to handle
a wide range of operations, including the configuration, the deployment, the instantiation, the
monitoring, the scaling, and the repositioning of VNFs, to name a few. Since the scope of
this thesis touches upon the algorithmic challenges of NFV, we will refrain from diving into
pure technical problems. In fact, we will only focus on a subset of NF'V algorithmic challenges,
namely NFV Resource Allocation (NFV-RA) problems [4]. As the domain of interest is rela-
tively new and, thereby, constantly evolving, we will attempt to provide our own classification
of the most common NFV-RA problems. Our taxonomy has its grounds on systematic en-
counters in literature, our exposure in the related industry, as well as our own interpretations.
As such, Fig. 2.2 should not be taken as definitive, rather as a reference point that facilitates

subsequent discussions.

2.3.1 Static vs dynamic problems

We commence our discussion by elaborating on what we deem as a crucial property of each

NFV-RA problem we have encountered thus far, namely the way it treats the effects of time.

A static NFV-RA problem is effectively one whose scope disregards the potential evolution of
network parameters that might occur over time. That is, static NF'V-RA problems typically

work with problem instances which are formed by a snapshot of the problem’s environment.
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Figure 2.2: A taxonomy of common resource allocation challenges in NFV.

That is because the decision horizon of static NFV-RA problems is too narrow for parameter
updates to be critical. For instance, a static VNF admission control problem has a decision
horizon in the order of double-digit milliseconds, thus we can safely assume that the parameters
of the problem do not vary significantly within such short time-windows. For example, if a VNF
cannot be admitted to a datacenter because of insufficient resources now, it will not be able
to be admitted for the same reason after 20ms as well. Naturally, this rationale might not
always hold since the boundaries between correct and wrong assumptions (like the one above)
can sometimes be blurry. In fact, static NFV-RA problems can be seen as a simplification of
their rather dynamic counterparts. Yet, it is more convenient to frame a problem as static,
since this allows for easier mathematical modelling and harnessing of off-the-shelf optimization
solutions, such as mixed-integer linear programs (MILPs) and heuristics, which are - in most

cases - simple to design, use, and explain.

In contrast to static NFV-RA problems, dynamic ones position the evolution of network param-
eters at their epicenter. Here, the scope of the decision horizon extends to wider time-windows
(sometimes, even infinite) comprising multiple decision steps, thus it is essential to keep track
of the transitions of the problem’s environment. A dynamic NFV-RA problem can be seen

as a sequence of repetitions of its static counterpart; in effect, one could utilize the solver of
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the latter at every decision step of the former (since each individual step is the entire horizon
of the static version). In this case, though, the optimality of the end-to-end solution® is not
guaranteed most of the time. In principle, modelling dynamic NFV-RA problems is complex -
to be more precise, modelling the evolution of parameters accurately is the most complex part
- and solving them to optimality is usually either intractable or computationally inefficient.
Nevertheless, this does not mean that there can be no simplifications. For example, the VNF
(vertical) scaling problem - which acknowledges a dynamic environment by definition - can be
modelled in a reactive fashion, and then solved by a threshold-based optimization policy, e.g.,
if the observed load of the VNF exceeds 80%, increase its core frequency by a predetermined

value; if the observed load drops below 50%, decrease its core frequency accordingly.

As will be further clarified from the discussions in Sections 2.3.2 - 2.3.4, the distinction into static
and dynamic is not an inherent characteristic of an NFV-RA problem. Instead, it characterizes
the approach to modelling and solving the problem. That is, there are many cases where the
very same NFV-RA problem can be approached with static, dynamic, and even hybrid variants.
As a rule, the more the dynamic aspects of an approach to a problem - that is, the more the
emphasis on learning and modelling the (distributions of the) parameters of the problem, and
on the downstream effects of decisions on its environment - the more accurately the problem
is solved. This makes an approach particularly appealing to researchers. In contrast, a more
static framing of a problem makes it more myopic, but less complex also. This makes it
particularly appealing to engineers and production systems. Indicatively, this is corroborated
by the highly rich literature on sophisticated data-driven VNF scaling schemes; yet, state-of-
the-art NFV MANO systems, such as Open Source MANO [7] and Open Baton [27], employ
simple threshold-based scaling policies. With that in mind, there are no specific guidelines on
how to decide the level of dynamicity when tackling an NFV-RA problem. As such, we deem
that the solutions proposed in this thesis lie somewhere in-between the two extremes, i.e., we

aim at both modelling accuracy and practicality?.

* % %

'We use the term end-to-end solution to refer to the union of single-step solutions.
2Practicality refers to, e.g., solvability, explainability, deterministic performance, etc.
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We will now briefly discuss several NFV-RA problems which stand out in the respective litera-
ture. This will allow the reader to better grasp the landscape of resource allocation challenges
within NFV and, in extension, the positioning of this thesis. Importantly, we will attempt to
identify the level of dynamicity that is typically employed to solve (the standard form of) each
problem, based on the above discussions. Recall that the term SFC stands for service function
chain. For now, it suffices to know that an SFC is an ordered sequence of VNFs, which are
grouped together to enforce an elaborate, end-to-end flow processing policy (cf. top of Fig. 2.1).

A more formal definition of SFCs follows in Section 2.4.

2.3.2 Placement problems

NFV-RA placement problems focus on finding the best possible positions of NFV constructs
(such as VNFs, SFCs, and SFC flows®) onto physical network infrastructures. The prevailing
way of modelling placement problems usually involves the definition of a request model and a
network model. Commonly, NFV elements are associated with performance objectives, which
are translated into geographical constraints and resource requirements; such parameters are
captured by the request model. In contrast, network models formalize resource availability,
i.e., absolute and /or relative position of a resource, as well as its capacity. For example, a VNF
placement request can be associated with CPU requirements and geographical constraints,
while the underlying physical network can model a collection of servers scattered within a

geographical area and offering CPU resources. Eminent placement problems include:

VNF/SFC admission control. Admission control mechanisms can be seen through the
lens of NFV-RA placement problems, in the sense that they decide whether a VNF/SFC can
be placed within an infrastructure* or not. The static version of these problems is rather
trivial, since the solver only needs to ensure that resource constraints can be satisfied (this is
practically a constraint satisfaction problem, instead of an optimization one). However, the
VNF/SFC admission control problem can be rendered quite complex in its dynamic form, since

the solver now needs to compute the downstream effects of admitting each VNF /SFC over time

3An SFC flow consists in a collection of network packets which are to traverse the VNFs of the SFC.
4Infrastructure is vaguely defined here, e.g., it can be an entire network, a datacenter, or a single server.
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(e.g., whether the admission of a VNF now might prevent the admission of other - potentially
more valuable’~ VNFs in the future). Admission control mechanisms in the context of NFV

placement problems can be found in [28, 29, 30].

VNF/SFC embedding (SFCE). SFCE lies at the heart of NFV placement challenges. Ef-
fectively, solvers that address these problems need to optimize mappings of virtual elements
(pertaining to the request model) to physical elements (pertaining to the network model), sub-
ject to resource and location constraints. The objectives here may vary; the most common
are latency minimization, VNF collocation (alternatively, server consolidation), and load bal-
ancing. Irrespective of the objective, these optimization problems - even in their simplest,
static form - are NP-hard. As such, exact algorithms (e.g., MILPs) are only used in small-
scale instances, while problems of medium and large size are mostly solved via heuristics or
approximation methods. Dynamic variants of SFCE are scarce in the literature, as the problem
becomes (practically) intractable. We will elaborate further on the complexity aspects of SFCE
in Section 2.4.3. Nonetheless, it is worth to note that SFCE exhibits many similarities with the
well-known virtual network embedding (VNE) problem; hence, it is not an overstatement to
argue that the literature on SFCE has been built upon its VNE counterpart. Important works

that tackle the problem at hand are, e.g., [31, 32, 33].

SFC flow embedding. The SFC flow embedding problem can be seen as a rather user-
centric variant of the SFCE problem, since the prevailing objective here is to minimize flow
latency (which is perceptible by the end-user). Concretely, given a set of VNFs which are already
embedded within a network, the problem of SFC flow embedding boils down to the computation
of a subset of these VNF's such that i) the selected VNFs implement the correct end-to-end flow
processing policy as specified by the SFC, ii) resources of both VNFs and the network suffice
to serve the flow, and iii) the flow is steered correctly and efficiently. These problems typically
require shortest-path algorithms (e.g., Dijkstra’s method) and elaborate heuristics to compute
the best VNF subset. Because of its inherent complexity, SFC flow embedding is hardly ever
formalized in a strict dynamic form. Instead, the literature approximates its dynamicity with

static versions which, e.g., account for SFC flows batching. For further information, we refer

5Tt is common to assume that a VNF admission returns some form of reward to the network provider.
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the interested reader to [34].

Xk 3k

Taking a more holistic view, the above problems are all logically connected: at first, an admis-
sion control mechanism decides whether a VNF/SFC can be placed within an infrastructure;
then, an embedding algorithm is employed to compute the optimized position of the VNF /SFC.
Finally, an SFC flow embedding method computes the VNFs and the network paths each flow
will need to traverse. Indeed, the literature exhibits a few studies which target more than one
of the above problems at the same time (e.g., [28, 35, 36]). This supports our intuition of

classifying them under the same problem category, namely NFV-RA placement problems.

2.3.3 Scaling problems

As mentioned in Section 2.1, NFV fosters the virtualization of network functions, which greatly
enhances their scaling capacity. This in itself is extremely crucial, since NF'V workloads exhibit
high stochasticity and are, admittedly, difficult to predict. Prior to NFV, network operators
had to plan ahead of time (quarterly, biannually, annually, etc.) the size of their middlebox
deployments (e.g., the number of additional firewalls they will need), according to projections
of future loads®. If we link that to previous discussions, we will agree that this is essentially
a dynamic NFV-RA problem, since the decision horizon considers the evolution of the load
parameter. However, this inherently dynamic challenge was traditionally approximated with
a robust, yet inefficient, policy; that is, operators used to size middleboxes for peak loads.
Naturally, this resulted in over-provisioned infrastructures, which wasted energy and resources

during off-peak periods, i.e., a substantial amount of time. This changed drastically with NFV.

Loosely defined, VNF scaling is the practice of adding or removing compute or network capacity
to a VNF in response to volatile demands. Examples of compute resource types are CPU,

memory, and GPU, while common network resource types are bandwidth and DPDK-enabled

5We use the term load to capture multiple metrics, such as CPU load, number of sessions, data traffic, etc.
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ports [37]. The very nature of a VNF allows it to leverage virtualization techniques to scale in or
out and up or down, a process that can last from a few milliseconds (i.e., scaling up/down a VNF
implemented as container - CNF) up to a few minutes (e.g., scaling out a VNF implemented
as virtual machine - VM). Given the fact that the VNF scaling duration is now practically
negligible (compared to the duration required for purchasing a middlebox, having a network
technician approach the installation location, and connect the device to the network), the
original middlebox sizing problem can be dealt with more efficiently. Concretely, the problem
can be now approximated with two efficient variants: a static variant, namely reactive scaling
(e.g., [38]), and a dynamic variant, namely proactive scaling (e.g., [39]). As per the former,
VNFs scale in response to observed loads; with the latter, the solver predicts the evolution of
loads to perform the ideal scaling ahead of time. Both reactive and proactive scaling can be

realized via the following practices:

Horizontal scaling. According to horizontal scaling, a VNF scales in or out by adding or
removing VNF instances, respectively. This is the prevailing way of VNF scaling nowadays,
and it is natively supported by most VIMs, such as Openstack and Kubernetes. A critical
observation here is the following: while scaling out a VNF, new VNF instances need to be
spawned. These instances are not yet placed anywhere in the physical network, thereby an
embedding mechanism is still required to compute their optimized physical positions. This

further stresses the importance of the SFCE problem.

Vertical scaling. A VNF scales vertically when resources are added to (scale up) or removed
from (scale down) a running instance. The most viable way of applying vertical scaling is by
varying the frequency of the CPU cores assigned to the VNF instance, or by varying its last-
level cache (LLC) share. However, these features require advanced hardware technology, such
as Intel® RDT [40, 41], which is supported only by modern CPUs of general-purpose servers.

Consequently, vertical scaling is applied on a less frequent basis compared to horizontal scaling.

Xk 3k

Irrespective of the scaling practice (i.e., horizontal or vertical) and the scaling variant (i.e.,
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reactive or proactive), the core challenge of the VNF scaling problem is to compute the exact
resources required for given or predicted load values. The risk at hand is that, if the assigned
resources are more than required, then the operator is exposed to unnecessary costs, while if
resources are less than actually needed, then the performance of the VNF might drop. These
issues can be handled efficiently by offline scaling frameworks, which presume a VNF profiling
process. Profiling records the performance behavior of the VNF under varying loads and
resources, thus enabling the corresponding scaling mechanism to make (near-)optimal decisions.
In contrast, online scaling schemes learn efficient loads-resources combinations on-the-fly, with

the downside of exploratory actions during the early stages of learning.

2.3.4 Pre-processing problems

We have intentionally left VNF/SFC pre-processing problems last, since these can be seen as
rather complementary to the ones already mentioned. That is, most VNF /SFC pre-processing
problems emerge to augment the - as already hinted - quite complex placement and scaling
problems described above. The key-element here is to pre-process the loosely defined parts of
the request model in a way that facilitates the solver of the main problem to either obtain more

effective solutions or to obtain solutions more efficiently.

VNF sizing. In Section 2.3.3, we established how naive middlebox sizing strategies can evolve
into sophisticated VNF scaling policies through NFV. Thus, one might argue that VNF siz-
ing (i.e., deciding the number of additional VNF' instances which will be needed in a network
infrastructure) is no longer an issue, as it can be dealt with in a timely fashion using hor-
izontal scaling mechanisms. While this is true for the most part, in practice a VNF' sizing
step is still required. That is because several VNF's are developed by third-party organizations
(e.g., telecommunications software vendors), and network operators need to purchase licenses
of these VNFs in order to use them on their production environments. Therefore, the VNF
sizing problem now comes down to computing the right number of VNF licenses to purchase.
Nonetheless, flexible pricing schemes, which are widely adopted in the cloud computing domain,

can be applied here as well, essentially limiting the adverse impact of potentially inaccurate
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VNF sizing.

In a sense, VNF sizing augments horizontal scaling solvers by providing an upper bound to the

maximum number of VNF instances. A notable work that employs VNF sizing is [42].

SFC graph composition. The SFC graph (alternatively, the VNF forwarding graph - VNF-
FG) composition problem centers on re-ordering the VNFs of an SFC in order to compose
an improved graph alternative. The objectives here are usually either (processing) latency or
(average or maximum) bandwidth minimization. Naturally, SFC graph composition can only
be applied on SFCs whose structure is relatively loose; that is, VNF re-orderings do not modify
the original flow processing policy of the SFC which was specified by the user. For instance, in
a source — firewall — load balancer — destination SFC, the two VNFs can exchange positions
without affecting the flow processing logic. However, the final sequence can have a crucial

impact on the SFC performance.

Undoubtedly, SFC graph composition is tightly linked to the SFCE problem, since VNF re-
orderings alter the request model and its corresponding requirements (e.g., bandwidth require-
ments of virtual links between VNF pairs). A more formal definition, as well as an interesting

solution to this problem can be found in [43].

SFC graph transformation. SFC graph transformation (SFC-GT) formulates the problem
of decomposing the VNFs of an SFC into multiple instances, in order to augment an SFCE
solver compute feasible solutions even in cases of high resource fragmentation. The latter
refers to the problem of highly distributed resource availability (e.g., a datacenter can offer ten
CPU cores, yet these are available across ten servers), which is quite common in all kinds of
datacenters (e.g., both cloud and telco) and can lead to request admission rejections. SFC-GT
considers two critical factors when deciding how to transform an SFC: the embedding flexibility
of the SFC graph, and its transformation complexity. SFC-GT strives to find the sweet-spot
between highly flexible, yet low complex transformations, taking into account the given resource

fragmentation levels of the underlying network.

As already hinted, SFC-GT can be seen a quite useful pre-processing tool for the SFCE problem.
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SFC-GT is one of the main contributions of this thesis, and it will be detailed in Chapter 6.
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In some sense, the thesis touches upon all three aforementioned problem categories, either

explicitly or implicitly. Concretely, we put great emphasis on placement problems and, in

particular, on SFCE problems. The main reasons for that are the following:

1. SFCE is constantly introduced to new complexity dimensions. That is, both the request

model, as well as the network model, are highly affected by developments on Internet tech-
nologies, such as emerging Industry 4.0 applications, the virtualization of the mobile core
and RAN, and innovative network slicing concepts. Consequently, existing approaches
can become obsolete or ineffective extremely quickly, and new investigations are needed

to address each variant with tailored solutions.

. SFCE lies at the intersection of NF'V placement and scaling problems. Indeed, our discus-

sion in Section 2.3.3 illustrates how horizontal scaling is augmented by SFCE methods.

This further stresses the importance of efficient SFCE solvers.

. Emerging zero-touch network automation [44] requirements which have been set out by

network vendors and operators pave the way for the investigation and the development
of innovative, data-driven SFCE algorithms, primarily based on machine learning tech-
niques. As will be evident in Chapter 5, we pay particular attention to interpreting such

methods, as a way to enhance the practicality of the solution.

. Pre-processing techniques for SFCE problems have not been thoroughly examined, which

is apparent in the (lack of) respective literature. This opens up the opportunity to
design appropriate SFC pre-processing frameworks, taking into account practical issues

of modern network infrastructures, such as resource fragmentation.
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2.4 The service function chain embedding problem

This section is centered on the SFCE problem. Specifically, it aims to i) formally define im-
portant concepts which are extensively used throughout the thesis, ii) demonstrate the very
essence and practical challenges of SFCE through examples and illustrations, and iii) substan-
tiate the reasons which render SFCE a problem that requires special algorithmic treatment via
its computational complexity analysis. Thereby, this section serves as an SFCE reference point

within the thesis.

2.4.1 Formal definitions and network models

Definition 2.1 (SFC). An SFC A consists in an set of VNFs Vy, and a strict partial order <4
defined over V4. That is, A = (V4,<4), and Vy is a partially ordered set. Given two VNFs

1,7 € Vya, if i precedes j we write i <4 j. O]

In effect, the precedence relationship (<) orders most VNF pairs belonging to the VNF set of

an SFC. This ordering is essential for the functionality of the SFC. Concretely:

Definition 2.2 (SFC policy). Given an SFC A = (Vy4, <4), the strict partial order <4 dictates
the exact VNF sequences that can be traversed by each network flow of A. These VNF sequences

comprise the policy of A. n

The strict partial order of each SFC can be defined explicitly (via explicit ordering of all VNF's)
or implicitly (via relative ordering). Example 2.1 illustrates the derivation of an SFC policy

through implicit VNF orderings.

Example 2.1. A network operator deploys an SFC A where the set of VNFs is V= {firewall
(FW), intrusion detection system (IDS), load balancer (LB)}. The operator wants flows to
traverse i) the IDS prior to the FW and the LB, and ii) the FW prior to the LB. That is,
IDS <4 FW <4 LB, and the (policy of ) SFC A = (Va,<4) can be pictured as:

A = source - IDS — FW — LB — destination
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]

Notice that, in Example 2.1, all VNF pairs in V4 are ordered on the grounds of <4. SFCs with

this property form a linear chain. Specifically:

Definition 2.3 (Linear SFC). An SFC A = (Vy4,<4) is linear iff i <4 j or j <4 4, Vi,j €
VA7 i # j L

The policy of linear SFCs consists in a unique VNF sequence. However, there are cases where

an SFC policy comprises more than one VNF sequences, as shown in Example 2.2.

Example 2.2. A network operator deploys an SFC' B where the set of VNF's is V= {firewall
(FW), intrusion detection system (IDS), load balancer (LB), network address translation (NAT),
}. The operator wants flows to traverse the FW prior to any other VNF. Flows that pass the
FW control successfully can move on to the LB and then the NAT. Flows that are rejected by
the FW are forwarded to the IDS for further inspection. That is, FW <p LB < NAT, and

FW <p IDS. Thus, the policy of SFC B = (Vg,<pg) consists of two valid VNF sequences:

By = source - FW — LB — NAT — destination

and

By = source — FW — IDS — destinations

Here, destinationy can be a server of the network operator that logs intrusion attempts. [

Apparently, in Example 2.2, not all VNF pairs in Vg are <g-comparable. In particular, we
cannot compare neither the LB nor the NAT to the IDS on the grounds of <. SFCs such

as B are termed non-linear. In general:

Definition 2.4 (Non-linear SFC). An SFC A = (V4,<4) is non-linear iff 34,5 € Vu, i # j

and 7, j <-incomparable. O

While Definitions 2.1 and 2.2 suffice for both linear and non-linear SFCs, the thesis focuses

on linear cases. This decision has its grounds on the following realization: non-linear SFCs
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can be eventually decomposed into multiple linear ones, where each individual VNF sequence

represents the policy of a linear SFC.

In the remainder of the thesis, we might as well define SFCs in expressive forms, such as:
A ={VNF; <4 VNF3 <4 ... <4 VNF;} or A =VNF; — VNF; — ... = VNF,
where the VNF set V4 and the strict partial order <4 are both clear.

Xk ok

As mentioned in Section 2.3.2, most NFV-RA placement problems are modelled with the help
of a request model and a physical network model. SFCE is not an exception. In the following,
we formally define these two models, and we elaborate on how SFCE is built upon them. Notice

that the terms physical network and substrate are used interchangeably throughout the text.

Definition 2.5 (Request model). An SFC is modelled with a directed graph G = (V, F). The
set of vertices V' comprises the VNFs of the SFC, while the set of edges E consists of the
virtual links (i.e., conceptual connections) among adjacent VNFs. Each VNF is associated
with resource demands across a finite set of resources R, and the demand of VNF ¢ € V on
resource r € R is denoted by d,(i). Each virtual link (¢, j) € E has bandwidth demands, which

are expressed as d(i, j). O

Admittedly, considering the Definitions 2.1 and 2.2, as well as the expressive forms of SFCs, it
is somewhat intuitive that SFCs are mathematically modelled as directed graphs. An instance

of a request model is given in Example 2.3.

Example 2.3. Consider an SFC consisting of VNFs V = {f1, fa} and E = {(f1, f2)}. Then,

G = (V, E) can be pictured as:

D@

Figure 2.3: Ilustration of a linear SFC with two VNFs.
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Further, let R = {CPU}. If the VNF f, requires 10 CPU cores, we would write dopy(f1) = 10,
and if the (f1, f2) virtual link requires 700 Mpbs of bandwidth, we would write d(fy, fo) = 700. O

Definition 2.6 (Substrate model). A substrate is modelled with an undirected graph Gg =
(Vs, Es). The set of vertices V' comprises compute and routing nodes, and the set of edges
Es consists of the physical links among adjacent nodes. The set of resources offered by the
compute nodes of the substrate are denoted with Rg. Each node u € Vy offers a limited amount
of each resource type r € Rg, which is denoted with ¢,(u). Each physical link (u,v) € Eg has
a limited bandwidth capacity, which is expressed as ¢(u,v). Further, P(u,v) denotes all paths

that connect two nodes u,v € Vg, and P(Eg) comprises all paths in Fg. H

Example 2.4. Consider a substrate comprising Vs = {ni, no,n3, ny,ns} and Eg = {(n1,ns),

(n1,n3), (n2,n3), (n3, nyg), (ng,ns)}. Then, G = (Vs, Eg) can be drawn as:

Figure 2.4: Illustration of a substrate network comprising five nodes.

Further, let Rg = {CPU,GPU}. If node ny offers 64 CPU cores, we would write copy(ny) =
64. If ny offers no GPU, we would write cgpy(n1) = 0. If the (ny,n2) physical link offers
1000 Mpbs of bandwidth, we would write ¢(ny,ne) = 1000. Here, P(ny,n3) = {[(n1,n3)], [(n1, n2),
(ng,n3)]}. O

Apparently, R C Rg, as it only makes sense that the VNF's of the SFC request resources that
are indeed offered by the substrate. As such, we might as well write simply R to denote the

common set of resource types across both SFC and substrate models.

Definition 2.7 (Feasible node embedding). Given an SFC request G = (V, E') and a substrate
Gs = (Vs, Es), an SFC node embedding is feasible iff there exists a function my : V +— Vg

such that {my (i) = v | v can accommodate i, Vi € V, v € Vg}. O
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Definition 2.8 (Feasible edge embedding). Given an SFC request G = (V, E) and a substrate
Gs = (Vs,Es), an SFC edge embedding is feasible iff there exists a function mg : E
P(Es) such that {mg(i,j) = P(u,v) | (u,v) can accommodate (i,7), V(i,j) € E, (u,v) €
P(u,v), P(u,v) € P(Eg)}. O

Arguably, in Definitions 2.7 and 2.8, the term can accommodate is somewhat vague. In the
standard SFCE form, it primarily refers to the satisfaction of resource constraints. However,
in more complex SFCE settings, further practical aspects can be considered, such as location

proximity constraints, affinity and anti-affinity rules, volume bindings, etc.

Definition 2.9 (Feasible SFCE). Given an SFC request G = (V, E) and a substrate Gg =
(Vs, Es), an SFCE is feasible iff there exists a feasible node embedding dictated by my and
a feasible edge embedding dictated by mpg. A feasible SFCE is denoted by the tuple mg =

(my,mg), and the set of all feasible SFCEs is expressed with M. ]

In the context of SFCE, each feasible SFCE is quantified in accordance with a specified opti-

mization objective. Specifically:

Definition 2.10 (SFCE fitness). Given an SFC request G = (V, E), a substrate Gg = (Vs, Eg),
and a feasible SFCE m¢ = (my, mg), the fitness of m is determined by a function h : Mg — R.

Without loss of generality, we assume that the goal is to minimize h. O

Example 2.5. Consider the SFC request and the substrate from Examples 2.3 and 2.4, re-
spectively. We assume that the src (source) of the SFC is associated with the physical node
ny, while the dst (destination) of the SFC' is associated with the physical node nz. In practice,
these initial assignments are not under the control of an SFCE mechanism, and are there-
fore considered parameters instead of variables of the problem. For the sake of simplicity,
we assume that physical elements can accommodate all of their virtual counterparts (e.g., re-
sources always suffice). Along these lines, there can be a fitness function hy; which quantifies
the quality of an embedding on the grounds of how many physical nodes are used by the VNFs
of the SFC. As such, the embedding depicted on the left (mléft) 1s better than the embedding

on the right (mp?™ ), since the former uses one physical node (i.e., ny), while the latter uses
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right)

two (i.e., ny and n3). Hence, hy(m'") =1 < 2 = hy(mP#™). Similarly, a different fitness

function ho can quantify the embedding quality based on the minimum number of hops between

the src and the dst, while traversing the VNFs in the correct order. As per hs, we have that

ho(mp@™y =1 < 2 = ho(mlS!"), and m%"" is better than m'". That is, flows need to traverse

both (ny,n3) and (ny,ns) according to mi'", while they only need to utilize the edge (ny,ns)

: ight
according to mg""".

Figure 2.5: In terms of VNF collocation, the SFCE on the left is preferred, whereas in terms
of hop count, the SFCE on the right is superior.

O

Definition 2.11 (SFCE). Given an SFC request G = (V, E), a substrate Gg = (Vg, Eg), and
an arbitrary optimization objective quantified by a fitness function h, SFCE consists in the

computation of a feasible SFCE that minimizes h. Concretely, the goal is to:

in h
in (ma)

]

In simpler terms, SFCE boils down to computing the best (according to a specified optimization
objective) feasible mapping between the virtual elements of the request model, and the physical
elements of the substrate model. The last definition is about the decision counterpart of SFCE,

which will be mainly used in the theoretical analysis of SFCE in Section 2.4.3.

Definition 2.12 (D-SFCE). Given an SFC request G = (V, F) and a substrate Gs = (Vg, Eg),

D-SFCE strives to answer if a feasible SFCE mg = (my, mg) exists. O
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2.4.2 Practical aspects of SFCE and optimization objectives

The practical aspects and the optimization objectives of SFCE can vary based on the type of
the substrate, which can take two main forms: datacenter network or multi point-of-presence
(multi-PoP) network. The following paragraphs discuss how these two variants affect the scope

and the properties of SFCE.

Datacenter substrate. A datacenter network Gg is a collection of interconnected servers and
switches; these are the compute and routing nodes (Vg) of the substrate, respectively. Servers
are typically organized in racks. Different servers of the same rack exchange data through
intra-rack links, using a top-of-the rack (ToR) switch. For instance, server-1 and server-2
in Fig. 2.6 communicate via links (1, A) and (2, A). Servers that lie in different racks utilize
inter-rack links for their communication, which is facilitated by aggregation (AG) switches. As
an example, the connection of server-1 and server-3 utilizes links (1, A), (A, B), (B,C), and
(C,3). Intra- and inter-rack links comprise the set of substrate edges Fg. Notice that AG
switches bring certain racks together, hence, in some sense, certain pairs of servers belonging
to different racks are closer compared to others. We showed, for example, that server-1 and
server-3 are four hops away; however, the communication of server-1 and server-/ requires a
more lengthy path consisting of six hops, i.e., (1, A), (A, B), (B,D), (D, E), (E, F), and (F,4).
The network depicted in Fig. 2.6 is essentially a three-layer fat-tree datacenter, which is a quite

common datacenter topology.

With regards to the problem at hand, it is quite often that network operators, vendors, or
enterprises want to deploy SFCs within a single datacenter network. In these cases, it is
assumed that the collocation of the VNFs (in a spatial sense) is more favourable compared
to the case where the VNFs would have spanned multiple datacenters (this is the case of
the multi-PoP substrate). In the context of a single-datacenter, SFCE examines two critical
dimensions: i) improved SFC performance and ii) resource utilization efficiency of the substrate.
Improved SFC performance is typically ensured via dense VNF collocation. In more detail, as
we witnessed in the previous paragraph, there is always a path between two different servers of

a datacenter. However, the length of this path can vary. Since VNFs are effectively deployed
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datacenter «——!

aggregation (AG) switch
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intra-rack link

rack of servers e———

Figure 2.6: Illustration of a three-layer fat-tree datacenter network.

on servers, it makes sense that VNFs which continually communicate are positioned in servers
which are in close proximity with one another, since them being distant can result in extensive
communication delay (hence, performance degradation). The following example discusses three

alternative SFCEs and evaluates them on the grounds of VNF collocation.

Example 2.6. Let G = (V, E) be the SFC of Example 2.3. Notice that we can ignore the src and
dst nodes while modelling the SFC, since these are usually associated with locations beyond the
datacenter-level scope. Further, let us consider a simplified subset of the substrate illustrated in
Fig. 2.6, namely Gs = (Vs, Eg), where Vg = {1,2,3,4} and Eg = {(u,v),Vu,v € Vg, u # v}.
In the graphs below, the weights on the edges represent the length of the path between the
corresponding servers. For example, a path from server-1 to server-3 uses 4 physical links.
Further, each graph expresses a different SFCE. The SFCE on the left (mleft) maps both VNFs
on server-1, the SFCE in the middle (m%*4%) maps f1 on server-1 and fy on server-2, while
the SFCE on the right (m”ght) assigns fi to server-1 and fy to server-3. In terms of VNF

left

, ight
collocation, m o

middle is better than mg”" . That is, assuming that

is better than myidde = qnd mpiddle

h is a fitness function that quantifies the VNF collocation efficiency, we have that h(m left) 0,

since the (f1, f2) virtual link does not use any physical links”, h(m%de) = 2 and h(m ”ght) = 4.

"Actually, (f1, f2) is confined within server-1, and virtual switching is employed to establish the communi-
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Figure 2.7: In terms of VNF collocation, the SFCE on the left is preferred, since it maps the
(f1, f2) link within a single server, thereby establishing fast communication between the VNF's

f1 and fo.

We established how VNF collocation is an SFCE criterion that regards the performance of a
single SFC. However, a datacenter can host multiple SFCs, as well as additional applications
which do not necessarily pertain to NFV. As such, the datacenter operator needs to take a
more holistic view of their substrate, and to devise resource allocation plans that satisfy the
requirements of a diverse set of services. This brings us to the second dimension examined by
the datacenter-level SFCE, namely the resource utilization efficiency of the substrate. Here,
common goals are server consolidation and server load-balancing. The former refers to the
utilization of a minimized amount of servers, such that the unutilized ones can be shut down,
thus saving power. Naturally, server consolidation is inline with VNF collocation, and the two
objectives can be combined easily. However, there are cases where VNF-to-server assignments
might compromise VNF collocation in favour of improved long-term resource utilization (e.g.,
minimization of resource fragmentation). In contrast, server load-balancing aims at keeping
server utilization at equal levels; this way, the risk of server malfunctions due to resource
saturation is minimized. Apparently, load-balancing stands against VNF collocation, and the
two objectives are, in some sense, conflicting. Importantly, both notions can be naturally
extended to physical link resources as well. That is, server consolidation leads naturally to link
consolidation, thus saving switch TCAM resources which further reduces power consumption,

while server load-balancing leads to link load-balancing, where congestion situations can be

cation between fi; and fs.
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easily avoided.

Example 2.7. Consider the embeddings illustrated in Example 2.6. In terms of server consol-

left

idation, mg middle

remains the best option. However, on the grounds of load-balancing, mg and
mgght seem better alternatives. In fact, an SFCFE that would target both VNF collocation and

server load-balancing would prefer m&4de as a compromise between the two objectives. O
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The discussion above unveils some practical aspects of SFCE over a single datacenter, it exem-
plifies its most common objectives, and it corroborates its intricacies. Now, we will delve into
a different SFCE scope where the substrate consists in a network of datacenters, instead of a

single datacenter.

Multi-PoP substrate. A multi-PoP network is a collection of interconnected PoPs. FEach
PoP represents a geographical location where the provider has infrastructure, such as servers,
routers, and switches. Throughout the thesis, we will assume that each PoP is a datacenter
network, as defined and described earlier. Fig. 2.8 illustrates a hypothetical multi-PoP substrate
Gs comprising 11 PoPs over Europe; these are the nodes Vg of the substrate. Further, adjacent

PoPs are connected via inter-PoP links, which are the edges Fg of the substrate.

SFCE over multi-PoP networks deals with deciding the optimal assignment of VNF's to the un-
derlying PoPs. For improved SFC' performance, operators aim at VNF collocation (similar to
SFCE over a single datacenter), since service latency can be highly perceptible in a multi-PoP
scale. Hence, placement strategies typically consider the latency minimization objective. Fac-
tors that can contribute towards latency-efficient SFCEs in this context are VNF collocation,
coupled with the distribution of VNFs across short paths from the src to the dst of the SFC.
Conversely, for the resource utilization efficiency of the substrate, operators commonly account
for throughput maximization or load-balancing. To achieve throughput maximization, opera-
tors need to carefully assess the bandwidth requirements of multiple SFCs which are (to be)
hosted within their network, and place them in a way such that inter-PoP links are utilized in

an optimal fashion. This is on par with latency minimization under the assumption that links
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inter-PoP
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} neighboring PoPs

Figure 2.8: Mlustration of a multi-PoP topology spanning Europe.

are never congested, which would have an adverse effect on latency. Load-balancing extends
the notions of the single datacenter case in the multi-PoP setting, thus it remains conflicting

with the objective of latency minimization.

Example 2.8. Let G = (V, E) be the SFC of Example 2.3. This time we cannot ignore the src
and dst nodes of the SFC, since their positioning plays a crucial role in determining the SFCE
alternatives. Specifically, according to Fig. 2.8, there are 4 possible (acyclic) paths from node s

to node d. These are:

pathy: (s,1) = (1,2) = (2,d)

paths: (s,1) = (1,3) = (3,2) — (2,4d)

paths: (s,1) = (1,2) — (2,4) — (4,4d)

pathy: (s,1) = (1,3) = (3,2) = (2,4) — (4,4d)

Assuming that all edges incur the same latency, some of these paths are apparently shorter
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than others. For instance, pathy is shorter than paths and paths, which are both shorter than
pathy. However, even though pathy seems an unreasonable choice for mapping the SFC of
Example 2.3, it still can be a viable option under special circumstances. For example, if the
substrate is resource-wise saturated and nodes s, 1, 2, and d cannot accommodate either f, or

fa, then these might need to be placed in nodes 3 and 4, respectively.

2.4.3 Complexity of SFCE

The SFCE problem is known to be NP-hard [45], and finding an optimal embedding solution
becomes challenging as the scale and complexity of the network increase. In particular, the

computational complexity of the SFCE stems from several practical factors:

Combinatorial nature. The SFCE problem is inherently combinatorial in nature. It involves
mapping both VNF instances and their corresponding virtual links to the available physical
or virtual resources while satisfying various constraints. As the number of VNFs, virtual
links, and available resources increases, the number of possible embedding combinations grows

exponentially, leading to an exponential search space.

Resource constraints. The embedding problem needs to consider various resource con-
straints, including CPU, memory, bandwidth, and latency requirements of the VNFs, as well
as the available capacity of the underlying infrastructure. Balancing resource utilization across
the infrastructure and ensuring that the resource requirements of the VNF's are met adds com-

plexity to the problem.

Inter-dependency considerations. SFCs often have inter-dependencies between the VNF's,
where the output of one VNF serves as the input to another. Embedding these inter-dependent
VNFs while maintaining the correct order of their execution becomes a complex task. Ensuring
proper connectivity and data flow between the VNFs within the chain introduces additional

computational challenges.
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Dynamic and real-time constraints. The SFCE problem becomes more complex when
dynamic and real-time constraints are considered. Network conditions, traffic patterns, and
service demands may change over time, requiring the embedding to be adaptable and flexible.
Efficiently adapting the embedding to meet changing demands while minimizing disruptions to

the existing service instances poses computational challenges.

Due to the computational complexity of the SFCE problem, finding an optimal solution in
a reasonable amount of time is often infeasible. As a result, heuristic and approximation
algorithms are commonly employed to address this challenge. These algorithms aim to find
near-optimal or suboptimal solutions by using techniques like constraint relaxation, greedy

algorithms, genetic algorithms, and machine learning-based approaches.

For the sake of completeness, we show that the decision counterpart of a relatively simple SFCE

variant is NP-complete.

Theorem 2.1. D-SFCE with multiple resource types and zero bandwidth demands of virtual

links is NP-complete.

Proof. We perform a polynomial-time reduction to the NP-complete Multidimensional Bin

Packing decision problem.

Simplified SFCE Problem. Given a set of servers S = {Sj, ..., S;n}, each with certain capacities
in r dimensions (e.g., CPU, memory, bandwidth), and a set of VNFs V' = {Vj,...,V,,}, each
requiring certain resources in r dimensions, the problem is to determine whether there exists a

mapping of each VNF to a server such that no server’s capacity is exceeded in any dimension.

Multidimensional Bin Packing Problem. Given a set of r-dimensional items I = {1, ..., I,,} and
a set of bins B = {By, ..., B, }, each with a certain capacity in r dimensions, the problem is to
decide whether all items can be packed into the bins such that the total size of the items in

each bin along each dimension does not exceed the bin’s capacity in that dimension.

Reduction. We construct an instance of the Multidimensional Bin Packing problem from an

instance of the SFCE problem as follows. Each server S; in the SFCE problem corresponds
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to a bin B; in the Multidimensional Bin Packing problem, with the capacity of B; in each
dimension set equal to the capacity of S; in that dimension. Each VNF V; in the SFCE
problem corresponds to an item I; in the Multidimensional Bin Packing problem, with the size
of I; in each dimension set equal to the resource requirements of V; in that dimension. Under
this construction, a solution to the SFCE problem (a mapping of VNFs to servers such that
no server’s capacity is exceeded for any resource type) corresponds directly to a solution to
the Multidimensional Bin Packing problem (a placement of items into bins such that no bin’s

capacity is exceeded in any dimension).

This reduction can be performed in polynomial time, which means the simplified SFCE problem
is at least as hard as the Multidimensional Bin Packing problem. Thus, we can conclude that

the simplified SFCE problem is NP-complete. ]



Chapter 3

Service Function Chain Embedding

across Multiple Resource Dimensions

As NFV expands to cater to the needs of virtualized mobile networks and emerging 5G (and be-
yond) services, the resource demands across dimensions like CPU, memory, and storage become
more diverse. This increase in requirements presents a challenge for SFCE, as most existing
methods primarily consider a single resource dimension, typically the CPU, making them inef-
ficient. This chapter explores methods to optimize SFCE across multiple resource dimensions.
We examine various multi-dimensional mapping efficiency metrics and evaluate their suitabil-
ity for both heuristic and exact SFCE solvers. By leveraging the most suitable and efficient
metrics, we propose two heuristics and a mixed integer linear program (MILP) for optimized
multi-dimensional SFCE. Additionally, we introduce a VNF bundling scheme that generates
balanced VNF bundles to enhance VNF placement. Our evaluation demonstrates significant
gains in resource efficiency using the proposed heuristics compared to single-dimensional ap-
proaches, along with a slight sub-optimality compared to the proposed MILP. Furthermore,
we explore the impact of the bundling scheme on embedding efficiency when combined with
our most efficient heuristic. Further, this chapter uncovers valuable insights and potential

implications of employing multi-dimensional metrics in SFCE methods.

39
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3.1 Motivation

Many proposed methods for SFCE face a notable limitation, as they are designed to account
for a single resource dimension. However, this restriction proves to be highly problematic,
particularly when considering nodes (i.e., VNFs). In practical scenarios, VNF resource demands
must be expressed across multiple dimensions, including CPU, memory, and storage. As the
scope of NFV continues to expand, encompassing virtualized cellular network elements [46, 3]
and specialized service elements [47], a wide diversity of requirements is expected to emerge
across these resource dimensions. Focusing solely on CPU demand, which is a common practice
in the majority of SFCE methods, for VNF's with intensive memory or storage needs can lead to
significant resource wastage. Consequently, this resource inefficiency translates into potential
revenue loss for the InP. The implications of relying on single-dimensional SFCE methods
become even more severe in resource-constrained NF'V environments, such as edge clouds,

where resource efficiency is of paramount importance.

To overcome these challenges, it is crucial to develop SFCE methods that consider multiple
resource dimensions simultaneously. By accounting for the unique resource demands of VNF's
across CPU, memory, and storage, InPs can achieve a more efficient and optimized resource
allocation. This comprehensive approach not only minimizes resource waste but also ensures

that the varying requirements of different VNF's are adequately addressed.

In light of these, this chapter aims to bridge the gap in SFCE methods by proposing innova-
tive techniques that account for multi-dimensional resource demands. By integrating advanced
optimization algorithms and heuristics, we seek to enhance the resource efficiency and perfor-
mance of SFCE in diverse NF'V environments. Through extensive evaluations and comparisons,
we aim to demonstrate the superiority of multi-dimensional SFCE methods over their single-
dimensional counterparts, particularly in terms of resource utilization, revenue generation, and

overall quality of service placements.
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3.2 Contributions

Our study aims to quantify the advantages of multi-dimensional SFCE methods compared to
approaches that consider only CPU demands, and to examine the extent to which balanced
resource utilization across multiple dimensions can ensure high resource efficiency. Our exten-
sive evaluations reveal significant gains in resource efficiency when employing multi-dimensional
SFCE methods. Additionally, we discover that integrating a multi-dimensional mapping metric
into a heuristic is a complex process that requires careful coupling to achieve optimal efficiency.
We further devise and evaluate a VNF bundling mechanism that seeks to generate VNF bun-
dles out of individual VNFs with unbalanced resource demands. More precisely, the main

contributions of this chapter are the following:

e We investigate the suitability of multi-dimensional mapping efficiency metrics for SFCE

across multiple resource dimensions.

e We propose both heuristic and exact methods for the embedding of SFCs with demands

across multiple resource dimensions.

e We assess the efficiency of multi-dimensional metrics for SFCE, and further quantify the
resource efficiency gains compared to an SFCE method that accounts for a single resource

dimension.

e We perform a comparison between our most prominent heuristic and an MILP, in terms

of SFCE optimality and solver run-time.

e We propose a VNF bundling scheme and assess its efficiency by coupling it with our most

efficient heuristic.

e We shed light on challenging aspects and potential implications from the utilization of

multi-dimensional metrics within SFCE heuristics and exact methods.
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3.3 Problem Description

In this section, we elaborate on how methods from vector bin packing (VBP) can be incorpo-
rated into SFCE, and further explain the integration of multi-dimensional allocation principles

into a heuristic algorithm and an MILP that we later present and evaluate.

Research in the field of single-dimensional VM assignment has produced several algorithms that
achieve high levels of optimization [48]. However, when dealing with multi-dimensional VMs
and servers, the problem becomes considerably more complex. That is, the notion of a VM
best fitting a server cannot be straightforwardly extended to many dimensions. In practice, the
multi-dimensional VM allocation problem is approached as a variant of the VBP problem and

algorithms implemented for the former draw upon research on the latter.

The VBP problem involves allocating n-dimensional items to n-dimensional bins while mini-
mizing the number of bins used. This problem has been proven to be an NP-hard optimization
problem [49]. Consequently, various heuristic algorithms have been developed as more suitable
approaches for solving it, such as [48, 50, 51, 52]. In our case, if we associate the items with
VNF's and the bins with servers, VBP algorithms can be directly applied to handle the virtual
node placement phase mentioned in Section 2.4.1. However, since these algorithms cannot con-
sider the bandwidth and VNF collocation requirements of an SFC, their success in addressing

our specific problem is not guaranteed. We propose solutions for this later in this chapter.

The shortcomings of a simplistic allocation policy, which considers three resource type require-
ments for VNFs, are clearly demonstrated in Fig. 3.1. Essentially, if we place the topmost VNF
in Server 1, a significant portion of its first resource type remains unused. This is because
the other two resource types of the server are already fully occupied, preventing the accom-
modation of additional VNFs. On the contrary, placing the VNF in Server 2 appears to be
more appropriate due to the opposite reason, namely, achieving more efficient utilization of
resources. Essentially, the corresponding resources marked with the bold line are implicitly
bounded; however, the fact that they are not assigned to any particular VNF prevents InPs

from monetizing them. Techniques addressing this problem can be deemed efficient only when
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Figure 3.1: VNF-to-server mapping with 3-dimensional nodes.
they minimize such resource wastage.

Yet, recall that SFCE focuses on SFCs which typically involve more than one VNFs. As a result,
conventional VBP algorithms, which allocate items to bins based on holistic criteria, cannot
be directly employed in the specific problem we are studying. Our objective is to investigate
possible approaches to utilize VBP insights within the realm of SFCE. We expect that this
exploration will lead to improved resource utilization in servers compared to other relevant

methods that do not incorporate multi-dimensional resource mapping.

3.4 Methodology

This section presents a comprehensive approach for optimizing the efficiency of SFCE algorithms
across multiple resource dimensions. In particular, it is structured into five subsections, namely,
i) mapping efficiency metrics, where we explore methods from VBP that can be suitable for
integration with SFCE solvers, ii) a mixed integer linear program (MILP) for exact SFCE, iii)
a scalable multi-dimensional heuristic for near-optimal SFCE, iv) a single-dimensional heuristic
that serves as a baseline, and v) a greedy VNF bundling scheme that exercises multi-dimensional

notions on optimized batches of VNFs, instead of single VNFs.
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3.4.1 Mapping efficiency metrics

Let G = (V, E) be an SFC, Gg = (Vs, Eg) be a datacenter substrate, and R = {1,...,n} be
their common finite set of resource types. We use the vector d(i) = (dy(7), ..., d,(7)) to indicate
the demands of a VNF ¢ € V over R. Similarly, we denote with c(u) = (¢1(u),. .., c,(u)) the
vector of available capacities of a server u € Vg. According to this notation, we now present

the way each metric is computed, as well as its broader scope.

L2 norm-based greedy. Based on the L2 norm-based greedy metric, the server u that hosts

VNF i in the most efficient way will be the one that minimizes the quantity:

= 32 ()~ a ) (3.1)

Eq. (3.1) computes the euclidean distance between the n-dimensional points expressed by the
coordinates of c(u) and d(i). Thus, the L2 norm-based greedy selects the server u € Vg that

minimizes this distance.

Dot product - Cosine similarity. Given the vectors c(u) and d(i), their dot-product can

be computed with the analytical expression, i.e., Eq. (3.2):

c(u)-d(i) = er(u) - dy(i) (3:2)

As per the dot-product metric, the most suitable server u € Vg for hosting VNF i is the one

that maximizes Eq. (3.2). The dot-product of the two vectors can be also calculated as:

c(u) - d(i) = [[e(w)[[ - [|A()]] - cos § (3:3)

where ||c(u)|| and ||d(7)|| indicate the norms of the respective vectors, while cos 6 expresses the

cosine of their angle (which is illustrated in Fig. 3.2). Consequently, and given that d(i) is
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Figure 3.2: The angle 6 between the vector of a server’s residual capacities, c¢(u), and the vector
of a VNF’s resource requirements, d(i), for a 2-dimensional scenario.

fixed for a specific VNF i € V| the dot-product in Eq. (3.3) increases if the value of ||c(u)|],
cos @ or both also increase. Nevertheless, the effect of ||c(u)|| on the final selection of a server
may outweigh that of cosf. Since we deem the latter term as more appropriate for finding
aligned (according to available and required resources) server-VNF pairs, we utilize the cosine

similarity metric, shown in Eq. (3.4):

The coordinates of all vectors participating in Eq. (3.4) are positive and thus their angle lies
within [0, 3). Therefore, the domain of s, will be (0,1] and, apparently, the closer this value to

one, the better.

Resource skewness. The notion of resource skewness is introduced in [53] as a means to
quantify the fairness of the utilization of a server’s various resource types. In accordance with

the applicability of the other two metrics, we can compute the skewness of each server using:
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where ¢(u) expresses the average consumption of all resources of server u. In this way, Eq. (3.5)
can be used to assign a cost to each VNF-to-server mapping alternative, for a specific VNF ¢
and the available servers u. The smaller the skewness of a server the more balanced its resource

utilization is. Therefore, we would opt for the server u € Vg that minimizes Eq. (3.5).

Nevertheless, we compute skewness as shown in Eq. (3.6). Specifically, we omit the terms d,(7)
from the nominators of the previous equation, and compute the average resource skewness of
all servers according to their current consumption levels in order to obtain a single value for an
individual datacenter. Hence, we adopt this metric as a holistic resource utilization efficiency

measure.

Sevs {f S (2
Vs|

— 1)2

datacenter skewness = (3.6)
Manhattan distance. In the MILP that we later present, we aim at incorporating a metric
that acts similarly to those already presented. More specifically, this metric will act as a penalty
assigned to the servers selected during the SFCE, in the sense that the more balanced their
resource consumption is the better (and vice versa). It becomes apparent, though, that the
metrics presented thus far are computed with non-linear terms. Hence, by incorporating them
into an MILP, the element of linearity would be lost. Furthermore, the execution time of the
resulting solver would be extended. To circumvent this, we incorporate the Manhattan distance
into our MILP. According to Eq. (3.7), this distance is computed as the sum of the absolute

differences of the respective coordinates of the two vectors.

n

s =3 Jer(w) = do i) (3.7)

r=1

Despite the fact that the Manhattan metric seems incapable of expressing aspects, such as
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the angle of two vectors, its simplicity and linearity make it computationally efficient. Thus,
it stands out as the most appropriate metric for our MILP (cf. Section 3.4.2). Instead, the
L2 norm-based greedy and the cosine similarity metrics are incorporated into the heuristic

algorithm, which is presented in Section 3.4.3.

Note that each resource dimension r € R can be assigned with a weight, by multiplying an «,
value with the r-th dimension of both d(i) and c(u). Such weights can adjust the impact of a
resource type on the embedding computation. For instance, someone can assign a higher weight
to the CPU dimension compared to memory, which, in turn, may be given a higher weight than
storage. In our evaluations (cf. Section 3.5), such adjustments are implied by different resource
scarcities, mandated by VNF resource demands and server resource capacities (i.e., such weights

are applied implicitly).

3.4.2 Mixed integer linear program

This section presents an exact SFCE algorithm based on MILP principles. While we do not
anticipate that the MILP will scale favorably in our NP-hard optimization problem, it is crucial
to develop and compare one against the other proposed methods in order to determine their

empirical gap from theoretically optimal solutions.

Let z;, € {0,1} be a binary decision variable that indicates the assignment of VNF i on server
w. Similarly, let f(; ;) ) € R>o be a continuous decision variable expressing the fractional
mapping of the virtual link (i,j) on the physical link (u,v) (i.e., flows can be split across
multiple paths). Last, we introduce z, binary variables to express the allocation of server u
from the current embedding, and M, € R, variables to compute the Manhattan distance
between the vector of available capacities of server u and (aggregated) requested capacities

from the current embedding. The linear constraints of our MILP are the following:

> wiu=1 VieV (3.8)

ueVyg
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in,udr(i) <c(u)zy, Vre R Nu€ Vg (3.9)
eV

M, = (zucr(u) - Z dr(z)xw> Yu € Vg (3.10)

reR eV

Z (f(ivj)ﬂ(uav) - f(ivj)v(v7u)) = Tijw = Tjus

veVy

vF#U

Y(i,5) € E,Yu € Vg (3.11)
Z f(i,j),(u,v)d(i7j) S C(“’a U)a v(uv U) € ES (312)

(i,)eE

Z f(i,j)(u,v) <1- .Tj7u,V(Z‘,j) € E,Vu € VS (313)

veVy

vFEU

z,z € {0,1} (3.14)

[ M € Rxg (3.15)

Practically, constraints (3.8) impose the mapping of each VNF at exactly one server, while
constraints (3.9) ensure that i) servers capacities are not exceeded and ii) z and z variables
are associated properly (i.e., z, becomes 1 for u is utilized, 0 otherwise - via the objective
function). Constraints (3.10) assign Manhattan distance scores to each server u as a means to
quantify balanced embeddings. Constraints (3.11) associate x and f variables on the grounds
of flow conservation. For example, if ;, = z;, = 0, then u might be an intermediate node for
(1, 7); thus, the outbound traffic of v with respect to the flow (¢, j), which is ZUGVS—{U} Fti.5), ()
must be equal to its inbound traffic, ZUEVS—{U} fti.j), (- If w is not visited by (4, j), then both
sums will be zero. A similar binding of x and f is performed when w is source or sink node for
(,7). Finally, constraints (3.12) ensure that link bandwidth capacities are not violated, con-
straints (3.13) avoid loops in link mappings, and constraints (3.14) and (3.15) enforce variable

domains. Our objective is to:

1
Minimize Z (20 + M) + m Z Z fti.g), () (3.16)

u€Vs (Z,])GE (’U,,U)EES (Z,])GE
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subject to constraints (3.8) - (3.15). In the objective function (3.16), the value of a acts as
a weight parameter that signifies the importance of efficient VNF-to-server allocations (for a
more thorough discussion on the adjustment of this parameter, see Section 3.7). For a given
SFC, the objective function gives preference to solutions that utilize fewer servers efficiently
(first constituent of (3.16)), while, at the same time, minimize the volume of network traffic in

the datacenter (second constituent of (3.16)).

3.4.3 Multi-dimensional heuristic

Based on [31], we implement a heuristic that initially ranks the racks of the datacenter in
descending order, according to the average available capacity of their top-of-the-rack (ToR)
to core switch links (line 5 in Algorithm 1). The attempt of embedding an SFC within the
substrate topology initiates from the first ordered rack and ends on the last (line 6). In case
that the whole SFC cannot be placed within a single rack, the min-cut algorithm is applied
(line 39) to partition the request into segments, striving to minimize the amount of generated

inter-rack traffic via the coordinated VNF and link assignment.

The aspect that we investigate appears during the placement of VNFs within a certain rack.
Let V' C V be the set of servers within this rack. Then, for a specific VNF i of a given
SFC, the corresponding s’ values are computed in accordance to the utilized metric (line 11).
The most suitable server for accommodating VNF i is expressed by u = argmin,cy(s',) or u =
argmaz,ey (s, depending on the metric (léne 12). Thus, the substance of each metric lies on
the way they sort the servers of each rack. Nevertheless, if the VNF can be placed in the same
server as its predecessor, this placement is prioritized since, in this way, the generated traffic
within the substrate network is reduced (line 13). Regarding the respective flow mappings, for
adjacent VNF's within the same rack the mapping possibilities are limited, since there are unique
paths that can establish their connection. In the case where such VNF's are accommodated in
servers within different racks, though, the algorithm assigns the corresponding flow to inter-rack

links that are the least loaded.

Fig. 3.3 exemplifies the logic behind the proposed algorithm, in an attempt to map an SFC to
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Algorithm 1 Heuristic for VNF placement
1: Input: V,racks, Vg, Er
2: Output: mapping, rejected service
3: rejected_service := True
4: N .= |VF|

5. s_racks = sort(racks)

6:

7

8

9

for R € s_racks do

prevServer := " None”
placed_vnfs =0
for i € Vr do
10: placed_vnf := False
11: compute s',Vu € Vg
12: sorted_Vi = argsort,(s)
13: if prevServer € sorted_Vi and i fits prevServer then
14: update mapping
15: placed_onf := True
16: placed-vnfs+ =1
17: if placed.vnfs == N then
18: rejected_service := False
19: else
20: for u € sorted_Vy do
21: if 7 fits u then
22: update mapping, prevServer
23: placed_vnf = True
24: placed_vnfs+ =1
25: if placed_vnfs == N then
26: rejected_service := False
27: break
28: else
29: continue
30: if placed_vnf and rejected_service then
31: continue
32: else
33: break
34:  if rejected_service then
35: continue
36: else
37 break

38: if rejected_service and |Vp| > 1 then

39: VFU VF2 = mmCut(VF, EF)

40:  mappingl, rejectedl = vnPlace(V,racks, Vg, Er)
41:  mapping2, rejected2 = vnPlace(V,racks, Vg,, Er)
42:  if rejectedl or rejected2 then

43: return {}, True
44:  else
45: return mappingl U mapping2, False

46: else if rejected_service and |Vp| = 1 then
47 return {},True

48: else

49:  return mapping, False
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a datacenter rack. In this example, we consider the embedding of an SFC (composed of three
2-dimensional VNFs) to a specific rack that consists of two servers. d,(i)- and ¢, (u)-values
are used for the purposes described in Section 3.4.1. The heuristic seeks to map the VNFs
sequentially, ¢.e., it will commence with the mapping of VNF 1 and terminate with VNF 3.
For the sake of simplicity, let us assume that the heuristic incorporates the Manhattan metric.

Thus, we compute the following:

st =10.45 — 0.20] + |0.75 — 0.40| = 0.60

sb = 10.80 — 0.20] + |0.75 — 0.40| = 0.95

and we derive that VNF' [ will be assigned to Server 1. In more detail, this decision is made
based on the following two conditions: (i) Server I has sufficient capacity to accommodate
VNF 1 and (i) s = 0.60 < 0.95 = s} (i.e., assigning VNF 1 to Server 1 is more efficient
than assigning it to Server 2). Subsequently c,(u)-values are recomputed, since the available
resources of Server I have changed. Ideally, VNF 2 would also be placed on Server 1; however,
it is apparent that it does not fit due to lack of available CPU resources. Thereby, VNF' 2 is
mapped onto Server 2 and c,(u)-values are recomputed. We note that although VNF 3 fits
better in Server 1 (i.e., s3 = 0.10 < 0.25 = s3, considering the updated ¢, (u)-values), it will be
placed on Server 2, where its predecessor has been assigned in order to avoid the generation of

additional intra-rack traffic.

This example demonstrates a critical aspect of the problem concerned. That is, striving for
a balanced resource consumption may lead to larger traffic volumes and, thus, the inherent
capability of an algorithm to skew in favour of the former against the latter (or the opposite)

will significantly affect the overall SFCE efficiency.
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Figure 3.3: SFCE example with the multi-dimensional heuristic using the Manhattan metric.
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3.4.4 Baseline heuristic

Moreover, we have developed an additional heuristic called heuristic-cpu. This heuristic acts
as a reference point, allowing us to measure the potential benefits of SFCE when considering
multiple resource dimensions. Specifically, this heuristic is similar to the one described in
Section 3.4.3. However, instead of utilizing any of the mapping efficiency metrics outlined in
the preceding sections, it prioritizes the servers within a rack based on their CPU capacity,

ranking them in descending order.

3.4.5 Greedy VNF bundling

We devise a VNF-graph pre-processing method, namely Greedy VNF Bundling (GVB), which
seeks to generate bundles out of VNFs, while maintaining the same resource requirements with
the sum of individual VNFs that comprise each bundle. The primary aim of GVB is to create
VNF bundles with more balanced resource demands (across the resource dimensions), thereby,
augmenting the underlying SFCE method in VNF placement. The main intuition behind this
approach is that bundling VNFs with resource intensity in different dimensions (e.g., a CPU-
intensive VNF with a memory-intensive one) can generate more balanced VNF bundles. One
restriction here is that bundling should be applied only to consecutive VNFs (in the service

chain) in order to enforce correctness in the processing of traffic.

A key-feature of GVB is the way that it groups adjacent VNF's. More specifically, it commences

with an empty bundle, and places the first VNF of the chain within it. Subsequently, it assigns

the following VNF in the same bundle, if the sum of the respective VNF resource requirements

results in a more resource-balanced (bundled) VNF, provided that its requirements do not

exceed the capacity of a server; otherwise, it opens up a new bundle and repeats the same
-

procedure. The level of resource balance is quantified using Eq. (3.4), where c(u) = 1, and

d(i) expresses the resource requirements of the it bundle.

To exemplify GVB, Fig. 3.4 illustrates a service graph comprising four VNFs, with their re-

spective resource demand d() vectors (i.e., normalized CPU, memory, and storage demands,
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Initial SFC graph d(VNF B) = (0.25, 0.24, 0.064) d(VNF D) = (0.06, 0.06,0.12)

VNF A VNF B VNF C VNF D

d(VNF A) = (0.03,0.015, 0.006) d(VNF C) = (0.125, 0.06,0.024)

Greedy VNF bundling

Bundle 1 Bundle 1 Bundle 1
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Processed SFC graph

WNF bundle 1 » VNF bundle 2

d(bundle 1) = (0.28,0.255,0.07) d(bundle 2) = (0.185,0.12,0.144)

Figure 3.4: The Greedy VNF Bundling (GVB) service graph pre-processing method.

respectively). For instance, d(A) = [.03,.015,.006] indicates that VNEF A requires 3% of a
server’s CPU, 1.5% of its memory, and 0.6% of its storage capacity. According to the GVB
procedure, an empty bundle (i.e., Bundle 1) is spawned, and VNF A is assigned to it. Eq. (3.4)

computes the level of resource-balance of Bundle 1, as follows:

%
1-1.03,.015,.
balance(Bundlel) = cosf = 03, 015, .006] = .864

=
[11]] -1][-03,.015,.006]||

Subsequently, we examine whether VNF' B should be placed into Bundle 1. This will result in



3.5. FEvaluation Results 55

Bundle 1 requiring
[.03 + .25,.015 + .24, .006 + .064] = [.28, .255, .07

resources, and thus:

N
1-1].28,.255,.
balance(Bundlel) = cosf = 28, 255, 07] =.906

=
1] - 11128, 255, .07]]]

Since the generated bundled VNF is more balanced, we assign VNF B to Bundle 1. Next, we

attempt to assign VNF C to Bundle 1, also. In this case, we obtain:

—

1 - [.405, .315,.094]

balance(Bundlel) = cos§ = —
[|1]] -]][-405,.315,.094]||

= .898

which implies a degraded level of resource balance. Hence, we do not assign VNF C to Bundle
1; instead, a new bundle (i.e., Bundle 2) is spawned. Following a similar approach, we obtain
that Bundle 2 comprises VNF C and VNF D. Finally, this pre-processing phase results in a
new service graph (depicted at the bottom of Fig. 3.4), which consists of two VNF bundles
connected with a virtual link (i.e., the edge between VNF B and VNF C).

3.5 Evaluation Results

3.5.1 Evaluation setup

All of the algorithms assessed are designed to embed SFC requests within a datacenter that
features a two-tier hierarchical structure. In the simulation, the datacenter comprises 200
servers, grouped into 10 racks. The 10 top-of-the-rack (ToR) switches interface through the
core layer of the topology, which comprises 5 core switches. Each individual server offers a
computing capacity of 64 vCPUs, along with 512 GB of primary memory, and 8 TB of storage

space. Additionally, every server is linked to its respective ToR switch at a rate of 4 Gbps. In
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contrast, the connections between the ToR and the core switches operate at 16 Gbps. These

specifications can be viewed in Table 3.1.

Leading cloud service providers, such as Microsoft [54], Amazon [55], Google [56], and IBM [57],
facilitate the deployment of compute-, memory-, and storage-optimized VMs, to name a few.
Such offerings underscore the diverse resource needs of tasks carried out in cloud settings, as
well as the adaptability the cloud affords in meeting these varied demands. Drawing from these
insights, we categorize VNF's into three main types: compute-, memory-, and storage-optimized
VNF's. Depending on the type, a VNF instance could require 2, 4, 8, 16, or 32 vCPUs. However,

the requirements for other resources will vary based on the specific VNF type. To elaborate:

Compute-optimized VNF instances are specified by a constant memory-to-vCPU ratio of 4,

as well as a constant storage-to-vCPU ratio of 25.

Memory-optimized VNF instances are associated with a constant memory-to-vCPU ratio of

8 and a constant storage-to-vCPU- ratio of 32.5.

Storage-optimized VNF instances have a constant memory-to-vCPU ratio of 8 and a constant

storage-to-vCPU ratio of 232.5.

Therefore, if a VNF requires 8 vCPUs and is classified as a memory-optimized instance, the
required memory and storage capacities will be 64GB and 260GB, respectively. Apparently,
these VNF instances yield a positive correlation between the various resource dimensions (pair-
wise), irrespective of their type. Although this correlation may influence the behavior of our

algorithms, such instances are deemed more realistic.

Moreover, the incoming traffic for an SFC is assigned a random value between [10, 100] Mbps.
In contrast, the ratio of inbound to outbound traffic for each VNF within the service chain is
set to a random value within the range of [0.5,1.5]. This particular ratio sheds light on how
VNFs might influence the magnitude of the outbound traffic in relation to the inbound traffic.
Such variations can arise because certain VNF's, like those responsible for packet inspection,
redundancy removal, or caching (among other tasks) may suppress or amplify the inbound

traffic [31].
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In terms of incoming SFC requests, we consider the more realistic case of expiring SFCs with
a lifetime of 3 to 9 time intervals. Such SFC requests arrive at the datacenters with a Poisson
distribution (30 on average per time interval). Furthermore, each SFC comprises 3 to 10 VNFs

(cf. Table 3.3).

Our simulations are conducted on a server with 8 CPU cores at 2.1 GHz and 8 GB of RAM,
using the Linux-based Ubuntu 16.04 (LTS) operating system. The simulation environment is

implemented in Python, while for the MILP we rely on the Gurobi solver [58].

For the comparison between the SFCE methods, we use the following metrics:

Request acceptance rate, which is computed as the ratio of the successfully embedded SFCs

over the total number of incoming SFC requests.

Resource utilization, which corresponds to the sum of the physical resources (i.e., CPU,
memory, storage) that have been allocated for the VNFs (and are hence monetized by the

InP).
Resource skewness, which is computed according to Eq. (3.6) (cf. Section 3.4.1).

Intra- and inter-rack traffic, which is the mean volume of traffic observed in the respective

links in various snapshots of the simulated network infrastructure.

3.5.2 Evaluation of metrics

In this section, we explore the effectiveness of the two multi-dimensional mapping metrics,
specifically the L2 norm-based greedy and cosine similarity, as they’'ve been integrated into
our suggested heuristic. As demonstrated in Fig. 3.5, the heuristics utilizing these metrics
prove to be more proficient than the heuristic-cpu. Notably, the heuristic-L2 displays a higher
acceptance rate than the heuristic-cos, but both clearly surpass the performance of the third
algorithm. Bearing in mind that a 1% difference in the acceptance rate at the end of the
experiment corresponds to the rejection of more than 70 SFCs, the improvement by the proposed

heuristics is deemed considerable.



58 Chapter 3. SFCE across Multiple Resource Dimensions

Table 3.1: Datacenter Model Parameters

Number of Core Switches 5
Number of Racks 10
Number of Servers per Rack 20
Capacity of server vCPUs 64
Capacity of server memory 512GB
Capacity of server storage 8TB
ToR-to-Server link capacity 4Gbps
Inter-rack link capacity 16Gbps

Table 3.2: SFC Request Model Parameters

Inbound SFC traffic uniform distr. [10,100]
Outbound-to-inbound traffic ratio uniform distr. [0.5,1.5]
Splittable flow Yes

Table 3.3: Evaluation Environment Parameters

Number of SFCs per time interval Poisson(30)

Number of VNFs per SFC uniform distr. [3,10]
SFC type expiring

SFC running duration random [3,9] intervals

To delve deeper into embedding efficiency, we also assess the resource utilization achieved
by the three aforementioned methods. In doing so, we present the percentage difference in
resource utilization between the heuristic-L2 and heuristic-cos (calculated as a moving average)
relative to that of the heuristic-cpu. As indicated in Fig. 3.6, the proportion of surplus CPU
allocated to SFCs by the multi-dimensional heuristics is either equivalent or lesser than the
corresponding percentages related to the other resource dimensions (see Figs. 3.7, 3.8). This
holds true for both heuristic-L.2 and heuristic-cos. Such a result aligns with expectations, given
that the heuristic-cpu prioritizes the CPU resource dimension, thereby allocating it to VNFs
more judiciously than it does for memory and storage. Nonetheless, when considering the
allocation efficiency across all resources, there are notable improvements: a minimum gain of

4% for the heuristic-cos and at least 7% for the heuristic-L2.

To further comprehend the advantages of the multi-dimensional heuristics, we explore how
resource balance plays a pivotal role in their efficiency. As illustrated in Fig. 3.9, the introduced
algorithms demonstrate a more balanced consumption of the various resources compared to the

heuristic-cpu. When measuring this balance through the resource skewness metric, the two
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heuristics produce server states that are nearly 8% more balanced on average. Moreover, the

algorithm utilizing the cosine similarity metric exhibits the most favorable skewness, as its

skewness values typically fall below those of the heuristic-L2. Yet, it would be premature to

conclude that the enhanced resource utilization is purely a result of skewness (i.e., harmonized

consumption of server resources). If this were solely the case, the heuristic-cos would offer

similar, if not superior, efficiency compared to the heuristic-L.2. In contrast, our earlier findings

suggest otherwise.

This finding essentially raises the need for a deeper investigation of the way that the two
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metrics influence the embedding decisions. Recall that the cosine similarity metric ranks servers
according to (3.4). As such, a previously unused server may be selected for the placement of a
VNF, although this VNF may fit into a previously allocated server within the same rack. This
can, in turn, lead to the mapping of subsequent VNFs onto the same server (since it currently
hosts only one VNF), although (according to Algorithm 1) there will be no consideration of the
degree of alignment between the VNF resource requirements and the available resources of the

Server.

Consequently, the heuristic-cos utilizes the cosine similarity less frequently in the computa-
tion of VNF-to-server mappings, which eventually affects its efficiency. On the other hand,
the heuristic-L2 tends to map a VNF to the server that minimizes (3.1) (i.e., its embedding
approach is dictated by the Best Fit principle). As such, subsequent VNFs are less likely to
be placed onto the same server, due to lack of available resources. Thereby, the L2 norm-based
greedy metric is used more frequently for the computation of the additional VNF-to-server

assignments.

Along these lines, we reach the following observations: (i) the heuristic-L2 yields a higher
degree of server consolidation compared to the heuristic-cos, and (ii) the effectiveness of a
multi-dimensional mapping efficiency metric is highly dependent on the embedding heuristic.

These observations are essentially reflected by our resource allocation and skewness results.
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The cosine similarity, in particular, has been proved a more efficient metric compared to the
L2 norm-based greedy [59]. However, this gain of the cosine similarity is not translated into
better embedding efficiency, since the corresponding metric is less frequently utilized by the

embedding heuristic.

Lastly, Fig. 3.10 illustrates the average intra- and inter-rack traffic generated on the datacenter.
According to this plot, all algorithms achieve a negligible degree of inter-rack traffic, with the
heuristic-cpu exhibiting higher variation from the average value. This is attributed to the
more frequent min-cut triggering, i.e., the algorithmic element that enables the partitioning
of an SFC across multiple racks. We also observe a higher volume of intra-rack traffic for the
heuristic-L2. This stems from the following observations: (i) the heuristic-L2 admits a larger
number of incoming SFCs, and (ii) it exhibits a tendency for SFC partitioning across multiple

servers, as explained in our previous discussion about the L2 norm-based greedy metric.

3.5.3 Comparison of MILP and heuristic-L2

As detailed in Section 3.4.2, we integrate the Manhattan distance into an MILP to penalize
suboptimal assignments, all while maintaining the linearity of the exact method. Subsequently,
we compare the derived algorithm (i.e., MILP-manhattan) with the heuristic-L2, which stood
out from the previous comparison. To this end, we assess the margin between the heuristic

algorithm and the optimal solutions computed by the MILP-manhattan.

According to Fig. 3.11, the two algorithms manage to embed roughly the same number of
SFCs. Their marginal difference of ~ 1% (that unexpectedly favors the heuristic-1.2) is further
investigated via additional micro-benchmarks. More precisely, an analysis of the rejections
(Fig. 3.12) uncovers the limited computational capacity of the heuristic for embedding long
(> 8 VNF's) SFCs compared to the MILP; instead, the heuristic utilizes the available resources
for embedding more short SFCs (< 5 VNFs). This computational limitation of the heuristic-
L2 can be mainly attributed to its poor search space exploration capability (compared to the
MILP-manhattan), since the exercised min-cut policy reduces the VNF-to-server allocation

combinations.
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the different service chain lengths.

After approximately 3,000 SFCE requests, we observe the relative utilization for each resource
dimension, illustrated in Fig. 3.13. It is apparent that storage (which is the most abundant
resource type) has the most profound impact on the overall resource utilization of the heuristic-
L2. As such, we conclude that the proposed heuristic exhibits only a minimal (1-2%) margin
from the MILP in terms of maximizing resource utilization. This, combined with the improved
resource skewness (cf. Fig. 3.14), empower the heuristic-L2 to achieve high efficiency on par

with the MILP-manhattan.

However, there is a noticeable disparity between the two methods in terms of consolidation,
with the MILP-manhattan having an edge. This is suggested by the corresponding intra-rack
traffic levels displayed in Fig. 3.15. Nevertheless, MILP exhibits a significant drawback, as its
solver run-time grows exponentially with the problem size. For instance, according to Fig. 3.16,
the computation of the embedding for an SFC with 10 VNF's requires 6 seconds on average,
whereas the heuristic’s run-time is in the order of milliseconds across all SFC lengths tested here.
The scalability limitation of the MILP could be potentially addressed by employing relaxation
and rounding techniques, similar to our previous work in [31]. However, the resulting linear
program (LP) is expected to yield a degree of sub-optimality (compared to the MILP), whereas

its solver run-time would still be considerably higher than the heuristic.
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3.5.4 Comparison of GVB-heuristic-L2 and heuristic-L2

We hereby investigate the potential gains from the GVB pre-processing method, which generates
VNF bundles in order to augment VNF embedding. To assess the efficiency of GVB, we couple
it with the heuristic-L2, which stands out as the most prominent embedding method (in the
following, we term this combination as G'VB-heuristic-L2). In particular, GVB processes the
initial service graph generating a potentially shorter graph with bundled VNFs, which is, in
turn, conveyed to the heuristic-L2 for optimized embedding. Since VNF bundles are associated
with higher resource requirements (compared to the VNFs of the initial service graph), this

reduces the search space for VNF embedding optimization. Consequently, if the embedding of
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a bundled VNF is not possible, instead of the embedding request rejection, we perform another
embedding attempt using the initial (non-bundled) service graph. In such case, we assign zero to
a G'VB-success binary variable. We also assign zero to the same variable, whenever the number
of generated bundles equals the number of initial VNFs (which might occur if, for instance,
all VNFs of a service chain are CPU-intensive). Otherwise (i.e., whenever GVB-heuristic-L2

successfully embeds bundled VNFs), we assign the value of one to this variable.

According to Fig. 3.17, the assignment of CPU, memory, and storage of the GVB-heuristic-L2,
in relation to the respective allocations of the heuristic-L2, is approximately 2% less across all
three resource dimensions. This implies slightly lower profits for an InP; however, the VNF
bundling method appears to yield higher embedding efficiency than heuristic-1.2, as indicated
in Fig. 3.18. More precisely, 90% of the services embedded with the GVB-heuristic-L2 are
assigned to 5 servers at most, whereas the respective number of servers for heuristic-L2 is 9.
Although these servers usually belong to the same rack, the higher degree of VNF co-location

achieved by GVB-heuristic-L.2 reduces the volume of generated traffic.

To shed more light on the behavior of the bundling algorithm, we examine its success rate.
In Fig. 3.19, a continuous line illustrates the product of the GVB-success variable with the
average CPU utilization of the datacenter, whereas the dashed line merely represents the lat-

ter. These curves intersect whenever a bundled VNF placement occurs, i.e., GVB-success=1.
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(threshold-based variant).

Unexpectedly, the GVB-heuristic-L2 yields successes even at very high utilization levels (e.g.,

above 80%), which indicates that GVB is triggered very frequently.

The insights gained from the behavior of GVB-heuristic-L2 lead to a critical observation, which

stems from an intuitive principle of bin-packing, i.e., having many and small items, instead of

fewer and larger, when closing up the bins (i.e., when bins are almost full), is more effective.

Therefore, we evaluate a variant of GVB-heuristic-LL2, whose main difference from the initial

bundling scheme is that it is not executed when the infrastructure exceeds a certain utilization

level. In our simulations, we set this threshold to 75% of the mean DC CPU utilization. As
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such, this GVB variant is triggered only for low and medium utilization levels. Instead, it
reduces to the basic heuristic-L2 for the embedding of the initial VNFs (in analogy to many
and smaller items), when the infrastructure utilization is high (analogous to bins ready to close
up). With this behavior, GVB lays the foundation for a balanced resource consumption within

servers.

This adjustment in the behavior of GVB yields even higher resource efficiency, since it leads to
(i) equivalent resource allocations with the heuristic-L2 (Fig. 3.20) and (ii) slightly improved
VNF co-location efficiency, according to Fig. 3.21. Fig. 3.22 corroborates that GVB is triggered

(frequently) only at low and medium utilization levels.

Consequently, the GVB-heuristic-L.2 effectively couples the cosine-similarity (according to the
bundling logic described in Section 3.4.5) with the L2 norm-based greedy (since the heuristic-L2
is employed to map the service graph with the bundled VNFs). Thereby, the GVB-heuristic-L2
promotes the synergy of the two metrics, whose gains are illustrated in Figs. 3.20 and 3.21.
Additional gains could be achieved by coupling the proposed bundling scheme with an SFCE
MILP, as well. In particular, the smaller number of VNF's in the service graph (as the outcome
of VNF bundling) is expected to reduce the MILP solver run-time, which is illustrated in
Fig. 3.16.

3.6 Related Work

Throughout this section, we discuss related work on the following two areas: (i) SFCE and (ii)

multi-dimensional VM assignment.

3.6.1 Service Function Chain Embedding

Benson et al. propose CloudNaa$S [60], a system that allows the deployment of cloud appli-
cations offering features such as virtual network isolation, service differentiation and flexible

deployment of middleboxes. The network controller of CloudNaaS is responsible, among others,
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for the assignment of VMs (that compose the cloud application) to physical servers considering
their communication dependencies and requirements. Authors employ a heuristic approach for
tackling this problem, with its ultimate goal being to minimize the amount of flow mapped on
the network links. Another research work that considers the problem of SFCE is Stratos [61].
In particular, Stratos comprises a framework for a multitude of NFV orchestration functions,
such as service chaining and resource provisioning. The resource provisioning aspect of Stratos,
which is the most relevant to our work, mainly deals with flow distribution, i.e., the assignment

of flows to the various VNF instances. This problem is formulated as a linear program.

Nestor [31] and DistNSE [62] tackle the multi-provider SFCE problem, taking into account the
privacy restrictions imposed by the different participating providers. Both Nestor and DistNSE
decompose this into two sub-prolems: (i) service chain partitioning (among providers), and (ii)
mapping of each chain segment onto the respective provider’s domain. While Nestor relies
on a centralized broker for service chain partitioning, DistNSE handles this in a distributed
manner, using an embedding protocol (which essentially obviates the need for any centralized
orchestrator). The intra-provider mapping of both Nestor and DistNSE (which is the particular
sub-problem of relevance to our work) is restricted to a single dimension for all resource types

(i.e., CPU demands for VNFs and bandwidth demands for links).

In [63], Fu et al. present a deep reinforcement learning approach for the embedding of network
services. As implied in the paper, the inherent dynamic nature of Internet of Things should be
supported by SFCs being embedded by algorithms that can autonomously adjust their decisions

based on past knowledge.

The SFCE problem has also been studied in the context of cellular network slicing. The aim here
is to optimize the placement of VNF's that implement certain elements of a virtualized cellular
network, such as the eNodeB (eNB), the Serving Gateway (S-GW), the Packet Data Network
Gateway (P-GW), and the Mobility Management Entity (MME). In particular, authors in [46]
propose an exact method for the embedding of such VNF-graphs onto a virtualized cellular
core. Besides capacity constraints, the proposed method optimizes the placement of VNF's,

taking into account delay budgets between VNFs, as mandated by 3GPP. Papagianni et al.
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follow a different approach to this SFCE problem, as they promote the sharing of VNFs among
multiple service chains in a network slice, as means to reduce the deployed VNF instances and,
consequently, the provisioning and management cost of the virtualized cellular network [3]. To

this end, the authors propose a MILP formulation for SFCE with shared VNFs.

Even though all of the above-mentioned studies shed light on critical aspects of SFCE, the
fact that they are confined in single-dimensional nodes (i.e., CPU demand) restricts their
applicability to SFCs with diverse requirements across multiple resources. Hence, we address
this limitation by providing an efficient SFCE algorithm that accounts for multiple resource

dimensions, eventually leading to more efficient utilization and higher revenues for InPs.

3.6.2 Virtual Machine Assignment

The multi-dimensional VM allocation problem is examined as a specific application of the more
generic VBP problem. Within the context of mapping VMs to physical hosts, several studies
(e.g., [53, 64]) primarily focus on server consolidation, i.e., the allocation of VMs into as few

servers as possible.

Ghodsi et al. [65] is considered to be one of the most influential studies on the discussed
topic. This study is among the first that approaches the fair allocation of multiple resources
as pertaining to users with heterogeneous requirements. To this end, they propose Dominant
Resource Fairness (DRF), a multi-dimensional allocation scheme that meets a multitude of
preferable properties. However, the applicability of DRF can be seen as more suitable for large
computer clusters, where all users have equal rights of utilizing their resources, as opposed to

commercial cloud infrastructures, at which profit maximization is commonly sought.

An additional research work tackling this problem is [53]. In particular, Xiao et al. implement
an algorithm that aims at using the least amount of hosts possible. In addition, the utilization
of host resources must not exceed respective pre-determined thresholds so as to avoid VM
performance degradation. In order to circumvent the difficulty of allocating resources across

multiple dimensions, authors embrace the notion of resource skewness. Essentially, skewness
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acts as means to quantify the efficiency of server resource utilization and also trigger VM

migrations that improve the overall server utilization.

Motivated from VM placement problems, the studies in [48, 50] propose new heuristics for
the multi-dimensional VM consolidation and the VBP problem in general. In both studies,
authors underline the difficulty of extending the objective of best fitting VMs to servers, when
considering both of them as multi-dimensional vectors. To this end, they propose two heuristics;
namely, the Dot Product and the Norm-based Greedy. The former is able to evaluate the VM
requirements against the residual capacity (across multiple dimensions) of servers, while the

latter utilizes a certain norm to quantify the distance between the aforementioned vectors.

Tetris [59], a cluster scheduler that matches tasks with machines according to requirements
along multiple resources, is proposed to confront the drawbacks of fairness- and slot-based
schedulers. Authors suggest that the former does not optimize job completion time, while the
latter results in either excessive resource allocation or resource wastage. To this end, Tetris
incorporates the cosine similarity (defined in Section 3.4.1) for calculating the alignment of

tasks with servers.

The objective of our study is aligned with related work [31, 61, 60], which targets at the mini-
mization of the generated inter-rack traffic and also ensures correctness for the embedded service
chains. Since we deal with multi-dimensional virtual and substrate nodes, we further employ
the efficiency metrics used in [48, 50, 59, 53], which are discussed in detail in Section 3.4.1. To
the best of our knowledge, the coupling of SFCE with the multi-dimensional VM allocation
problem has not been investigated in the literature. Our work essentially enables the compu-
tation of efficient SFC embeddings under a pragmatic scope, which leads to a more balanced

resource consumption, eliminating resource wastage and potential revenue losses for InPs.

3.7 Conclusions

We conducted a comprehensive study on SFCE across multiple resource dimensions. To this

end, we evaluated the effectiveness of several multi-dimensional mapping metrics initially in-
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troduced for multi-dimensional VM assignments. By incorporating these metrics, namely L2
norm-based greedy, cosine similarity, and Manhattan distance, into either heuristic or exact

methodologies, we were able to quantify the advantages of multi-dimensional SFCE.

Based on the VNF types and their associated resource demands, along with the initial resource
capacities of the servers used in our simulations (as detailed in Section 3.5.1), two observations
can be made: (i) there is a positive pairwise correlation among different resource dimensions,
and (ii) the CPU resource is the most sought after (this observation depends on the simulation
settings, but it is on par with real-life deployments). These factors undeniably influence the
efficacy of a mapping metric. Indeed, we ran tests with VNFs demanding a uniformly random
resource quantity ranging from 1% to 50% of a server’s initial resources across all dimensions. In
this scenario, the heuristic-cos emerged as the top performer across all performance indicators.
However, such parameters are not reflective of real-world situations, leading us to exclude them

from our primary evaluation.

The Manhattan distance between the vector of residual capacities and the vector of demands,
as pertaining to a server and a VNF'| respectively, takes values that are tightly related to the
number of different resource types, i.e., resource dimensions. For n dimensions, and given
that all vector coordinates are normalized, the M, could theoretically lie within the range
[0,n). Therefore, the « value is adjusted to 10, considering (i) that we are dealing with three
dimensions, (ii) the domains of the other variables, and (iii) that we wanted to emphasize
the MILP’s capability of obtaining efficient VNF-to-server assignments. At the same time,
as already discussed in Section 3.5, this inherently strengthens the algorithm’s capability of
consolidating the VNFs of a specific SFC. Nevertheless, there will be a pivotal value of « that,
if exceeded, the second term of (3.16) will be dominated, resulting in inefficient SFCEs, due to

unfavourably large inter-rack traffic volumes within the datacenter.

Our evaluation results corroborate the improved resource efficiency of multi-dimensional SFCE
compared to a single-dimensional counterpart. The resource efficiency gains mainly stem from
(1) a more balanced resource consumption, and (ii) increased VNF consolidation, which confines

both intra- and inter-rack traffic in the DC. Additional insights gained from our evaluations
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indicate that the way resource consumption balance is achieved is crucial, since the heuristic-
L2 and the heuristic-cos achieve similar resource skewness levels, yet they exhibit notable
differences in the rest of the performance metrics. This brings us to a second conclusion, which
is the critical impact of the embedding algorithm on the utilization of the mapping efficiency
metric. In our case, this pertains to the frequency that the metric is utilized. Furthermore, we
identified an insignificant gap in the optimality between the heuristic-L2 and the MILP (which

is essentially outweighed by the substantial solver run-time of the latter).

Lastly, we evaluated a VNF graph pre-processing method, which strives to group VNF's into
resource-balanced bundles. Our evaluation results indicate that the proposed bundling scheme,
coupled with the heuristic-L2 (i.e., GVB-heuristic-1.2), can increase resource utilization while
achieving a high degree of VNF co-location. We further evaluated a variant of GVB-heuristic-
L2, at which the VNF bundling scheme is triggered below a pre-defined resource utilization level.
This empowers an InP to properly adjust the trade-off between VNF co-location and resource
efficiency in order to increase their revenue by either minimizing resource wastage (i.e., saving
capacity to accommodate additional services) or by embedding services at potentially premium

prices via a minimal embedding footprint (in order to meet strict latency requirements).



Chapter 4

Service Function Chain Embedding for

Cross-Service Communication

NFV orchestration in its current form handles individual SFCs separately, leading to limitations
in their ability to interact with one another. This lack of interaction becomes a challenge when
an SFC requires the consumption of another SFC, or a part of it. In a dynamic service ecosystem
that encourages cross-service interactions, it is crucial to consider the orchestration of SFCs

while taking their cross-service communication (CSC) requirements into account.

In this chapter, we propose a CSC-aware SFCE heuristic which optimizes the placement of
SFCs. It goes beyond considering only the resource and inner-component communication de-
mands and takes into consideration another deployed SFC that needs to be consumed. To
address this, we examine different types of CSC and introduce a new data structure which we
term VINF embedding tree. This data structure helps generate the most suitable sequence for
embedding the VNF's of SFCs and enables the heuristic to handle the complexities of SFCE with
CSC requirements. Through simulations, we evaluate the efficiency of the proposed heuristic
and reveal significant benefits in terms of service co-location, without any noticeable impact on

embedding efficiency, when compared to a baseline heuristic that neglects CSC considerations.

72
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4.1 Motivation

NFV initially emerged to address network processing needs within the telecommunications
sector, specifically by virtualizing middleboxes, such as firewalls, NATSs, and proxies [1, 66].
As discussed in Chapter 2, the scope of NFV expanded over time to encompass cellular net-
works [46, 3] and other applications across various domains, referred to as verticals, including
automotive, media, e-health, manufacturing, etc. This evolution has given rise to a dynamic
service ecosystem that fosters opportunities for interactions between different services. In this
context, one SFC can consume another SFC, thereby enhancing its functionality. For instance,
an augmented reality SFC that provides location-based metadata can significantly improve its
service delivery by leveraging access to a social network service to offer personalized recommen-
dations. Deploying such SFCs often involves the utilization of dedicated network slices within
data centers [16]. This trend is particularly gaining momentum in edge computing to support

time-sensitive applications like location-based services [47].

The orchestration of SFCs that need to consume others requires particular care. For example,
SFC embedding or scaling should be handled jointly with the consumed SFC. More precisely, the
embedding optimization of an SFC does not solely pertain to its own resource/communication
demands, but is also pertinent to the placement of the SFC that will be consumed. How-
ever, the prevailing way of service orchestration deals with SFCs independent to each other,
thereby, performing placement or scaling decisions only with respect to the individual service
requirements. This approach can yield sub-optimality in terms of CSC, i.e., the communicating
components of the two services may be assigned to datacenter regions (e.g., different racks) with
low-bandwidth connection or unnecessary long hop-count, with a potentially adverse impact

on cross-service response time.

Along these lines, we emphasize the importance of integrating CSC considerations into SFCE,
a problem which we term SFCE-CSC. The goal is to add an additional dimension to the SFCE
policy: the co-location of two interacting SFCs. It is imperative for SFCE-CSC to not only
factor in the intricate communications and resource needs among its own components, but also

to optimize the placement of CSC links. The challenge is further exacerbated when considering
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the varying nature of CSC, depending on whether a service is fully or partially utilized.

4.2 Contributions

Since existing SFCE methods are, in principle, oblivious of CSC, we propose a new heuristic
for the SFCE-CSC problem. A key aspect of the proposed heuristic is the VNF embedding
tree, i.e., a new data structure that facilitates the evaluation of VNF embedding steps, with
the aim of generating the most suitable sequence for the embedding of a VNF-graph. Com-
paring the proposed heuristic with a baseline heuristic designed for generalized SFCE (thereby,
not catering to CSC), our proposed method consistently yields a higher degree of co-location
of communicating SFCs, albeit not impacting the embedding efficiency of individual SFCs.

Concretely:

e We provide a comprehensive mathematical formulation of the SFCE-CSC system model.
This formulation establishes a clear framework for understanding and addressing the

challenges associated with the embedding of SFCs while considering CSC requirements.

e We present a systematic approach to SFCE-CSC that utilizes innovative techniques. One
of the key techniques introduced is the VNF embedding tree, which plays a crucial role
in optimizing the embedding process. This approach offers a structured and effective

method for addressing the complexities of SFCE-CSC.

e We evaluate the proposed method rigorously through extensive simulations. Our assess-
ments demonstrate the effectiveness and efficiency of the approach in terms of service

co-location and embedding performance.

4.3 Problem Description

Before delving into the SFCE-CSC problem, we lay out our perception of cross-service interac-

tions. To begin with, in the context of CSC, we consider the following SFC classification: (i)
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Figure 4.1: A cross-service interaction between an augmented reality SFC, and a social media

SFC.

consuming SFCs, and (ii) providing SFCs. Essentially, CSC provides the means for a consum-
ing SFC to enhance its functionality by gaining access to service elements or functions offered
by a providing SFC. Such SFCs may be co-located in the same (edge) cloud infrastructure,
opening up an opportunity for peering between the two services [16]. As such, the consuming
SFC can be enabled to consume another (i.e., providing) SFC with very low latency, enhancing
its functionality and potentially the experience offered to the user. For instance, Fig. 4.1 illus-
trates an augmented reality (AR) SFC co-located with a social media (SM) SFC. In particular,
the AR SFC retrieves user preferences stored in the SM SFC; thus, it can offer an enhanced
personalized AR experience to users. In this example, the AR is the consuming SFC, while the
SM fulfills the role of the providing SFC. Henceforth, a pair of a consuming and a providing
SFC is referred to as a CSC pair. This certainly does not preclude a consuming SFC from
acting as a providing SFC, and vice-versa, both to the same or to a different CSC pair. In the

scope of this chapter, we consider SFCs that fulfil only a single role.

To further exemplify cross-service interactions, we depict Figs. 4.2 - 4.4. Initially, we distinguish
between three types of CSC. CSC type 1 (Fig. 4.2) represents a cross-service interaction, at
which a single VNF of the providing SFC is only consumed. In this case, a subset of the

traffic traverses only the consuming SFC (i.e., VNF' A — VNF B), whereas the rest of the
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traffic is redirected through the providing SFC (i.e., VNFF A — VNF E — VNF B). For
example, consider a mobile application as the consuming SFC, which offers basic and premium
subscriptions. This subscription discrimination exposes basic users to advertisements, while, at
the same time, providing an ad-free experience for premium users. In this scenario, VNF FE of
the providing SFC could be a virtualized cache that stores advertising content, which is offered
to the consuming SFC. Consequently, traffic associated with basic subscriptions will traverse
the path VNF A — VNF E — VNF B, instead of the path VNF A — VNF B, which will be

utilized for premium users.

VNF C

VNF D VNF G

Y

Figure 4.2: The CSC type 1 implies that a single VNF from the providing SFC is consumed.

We further identify an additional CSC type, i.e., CSC type 2, at which the consuming SFC
accesses a subset of the providing SFC, in the form of a sequence of VNFs; as depicted in Fig. 4.3.
This CSC type pertains to SFCs that require the consumption of a wider spectrum of functions
offered by a providing SFC. For example, assume that VNF A is a firewall, whereas VNF F
and VNF F correspond to a light and heavy intrusion detection system (IDS), respectively.
In this case, flows that are suspicious for intrusion can be subjected to an additional two-level
inspection by utilizing the respective VNF's of the providing SFC (VNF A — VNF E — VNF F

— VNF B). Instead, all remaining traffic will traverse only the VNFs of the consuming SFC.

Last, we consider the scenario where the entire providing SFC needs to be consumed, depicted
in Fig. 4.4. For instance, assume that the providing SFC is a machine learning application,
composed of VNFs that implement data pre-processing, feature engineering, model training

and evaluation, which practically constitutes an inseparable pipeline. This case is expressed by
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Figure 4.3: In CSC type 2, the consuming SFC accesses two VNFs of the providing SFC.

CSC type 3, at which the traffic traverses the entire chain of the providing SFC.

VNF B VNF C

¥

VNF F VNF G

Y

Figure 4.4: CSC type 3 depicts an SFC that consumes the entire providing SFC.

The CSC examples presented above are merely indicative. Various use cases of CSC can be
conceived and defined based on existing and future service needs (cf. [16]). Cross-service inter-
actions can significantly enhance service delivery and the user experience, since by exploiting
SFC co-location, CSC can be established with minimal delay. However, as we explain in the

following, optimizing SFCE, while fulfilling CSC requirements, is not a trivial task.

The need to establish cross-service interactions introduces additional complexity and challenges
into the SFCE problem. The main challenge stems from the need to embed CSC links, which are
marked with bold arrows in Fig. 4.5. These links establish the required connection between the
SFCs of a CSC pair. In case both SFCs are instantiated concurrently, we could rely on existing

techniques (e.g., [60, 61, 31, 10]) for their embedding, by merely joining the respective VNF-
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VNF | typical VNF
fixed destination fixed source —>  ypicalvirtual fink
VNF| CSCVNF
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(already embedded)

Figure 4.5: In each case, the final SFC to be embedded is expanded by two additional links,

whose embedding depends on the positioning of the CSC parts of the pre-embedded providing
SFC.

graphs. In reality, however, this is very unlikely; instead, the reasonable assumption is that the
providing and consuming SFCs will be deployed asynchronously. More precisely, we consider
that the providing SFC is already in place (and consumed by its own dedicated clients), before
the deployment of the consuming SFC. As such, the CSC VNFs of the providing SFC (e.g., VNF
E for the CSC type 1) will be already fixed on the underlying network infrastructure. Thereby,
the SFCE optimization should handle these as additional constraints in the assignment of C'SC

links, and, in extension, in the mapping of the entire VNF-graph of the consuming SFC.

To explain this further, notice how the VNF-graph of the consuming SFC is expanded in the
CSC type 1 scenario. In particular, two CSC links are inserted, which connect VNF A with
VNF E, and VNF E with VNF B, respectively. Given that VNF FE is already placed in the
network, a single end-point of each CSC link should be attached to a fixed network position,
such as a server. This introduces additional embedding limitations, compared to the generalized
SFCE problem, which are further exacerbated in CSC types 2 and 3. More specifically, the
last two CSC types imply that four VNFs (two VNF's belonging to the providing and the other
two VNFs being part of the consuming SFC) are involved in the CSC, whereas three VNF's are

engaged in CSC type 1.
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4.4 Methodology

In this section, we introduce a system model for SFCE-CSC, and further propose a heuristic
for SFCE-CSC optimization. Last, we present a variant of this heuristic for the computation

of generalized SFCEs (which do not cater to any CSC-related constraints.

4.4.1 SFCE-CSC system model

In the problem at hand, we denote the consuming SFC with G = (V, E¢), and the providing
SFC with Gp = (Vp, Ep). According to the discussions in Section 4.3, a CSC path comprises
VNFs of both SFCs (i.e., CSC VNFs), as well as links that do not exclusively pertain to any
SFC (i.e., CSC links). We model V5 = {i,j} (i,j € Vo, # j) as an ordered set that holds the
CSC VNFs of G¢. Similarly, V3 = {k,l} (k,l € Vp) holds the respective VNFs of Gp. Note
that, in the second case, it could be that [ = k, corresponding to CSC type 1. We also model
the set of CSC links by E* = {(4,k), (1,7)} (4,5 € V&, k,1 € V). Our base SFC request model
(cf. Definition 2.5) augments the modelling of the expanded consuming SFC (ECS), which is

as follows:

Expanded Consuming SFC (ECS) Model. ECS encompasses the vertices of the initial
consuming SFC, plus the CSC VNFs of the providing SFC. Furthermore, ECS extends its edge
set by adding the E* edges, i.e., ECS is modelled as a directed graph G = (V/, E(,), where
Vi = Ve UV, and E, = Ec U E*. Each element of G, is associated with certain resource

demands, similar to the case of the typical SFC model.

4.4.2 SFCE-CSC heuristic

Towards the design of a heuristic algorithm, capable of coping with the complexity of SFCE-
CSC, we encounter a crucial issue, which stems from the ambiguity of VNF communication
dependencies. That is, the CSC VNFs € V2 of an ECS will communicate with both their

adjacent VNFs included in V¢, as well as with the assigned CSC VNFs of the providing SFC.
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Figure 4.6: VNF dependency ambiguity in G¢.

From an algorithmic design perspective, if we prioritize these dependencies based only on
communication requirements (e.g., bandwidth demands), we will neglect a key problem aspect,
1.e., that we can capitalize on the mapping flexibility of non-embedded VNFs, while there is
not much that can be done for the already assigned VNFs (potential VNF migration among
servers could create service disruption and is certainly an operation that can be triggered only
at high timescales). For instance, in Fig. 4.6, VNF B should be placed in proximity to VNF A,
VNF F, and VNF C, which are its adjacent nodes. While its most intense communication
occurs with VNF A, prioritizing the placement of VNF B closer to VNF F (which is already
embedded in the network), and then trying to map VNF A and VNF C close to VNF B, seems
a viable approach to SFCE-CSC.

Following this approach for all VNFs of a consuming service, we face a critical challenge of
SFCE-CSC, i.e., how to determine the VNF embedding sequence. This term refers to the
sequence, according to which, the embedding algorithm will seek to map the VNFs of the
consuming service. Apparently, the VNF embedding sequence comprises a fundamental aspect
of the overall embedding policy, since constructive heuristics, by definition, have no means of
stepping back to modify the (partial) solution (although this feature obviously accelerates the
solution computation). This means that, if the global embedding policy does not sufficiently
address the problem at hand, the generated embeddings will be inefficient. Back in Fig. 4.6, let
us assume that the embedding commences with VNF A, which is therefore placed first within
the substrate network. This placement, being oblivious to the need of VNF' B for co-location

with VNF' F, in conjunction with the fact that VNF F' is already fixed in the network, restricts
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Figure 4.7: VNF embedding tree.

the optimization possibilities.

VNF Embedding Tree. Existing heuristics, designed for the generalized SFCE problem, can
not efficiently meet the CSC requirements exemplified above. Therefore, we take a different
view on the SFCE problem, accounting for the intricacies due to CSC. To this end, we introduce
a new structure, namely the VNF' embedding tree, which is used to generate the VNF embedding

sequence. The construction of a VNF embedding tree adheres to the following principles:

1. The root is the CSC VNF of the consuming service with the lowest CPU requirements.

2. The children of a node are its adjacent VNFs € Vi that are not yet inserted in the tree.

3. Nodes are examined for further branching with a depth-first strategy, prioritizing left

edges.

4. Left children have higher communication requirements with their parent, compared to

their rightmost siblings.

5. A node is leaf if its parent is its only adjacent node, or if its potential children are already

in the tree.
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Figure 4.8: VNF embedding sequence derived from the tree of Fig. 4.7.

For instance, given the G{, shown in Fig. 4.6, VNF B will be designated as the root, since
depu(B) = 1GHz < 3GHz = depy(D). This design decision (i.e., principle 1) stems from
our intuition that, keeping a node X with low CPU requirements at higher levels of the tree,
increases the probability of co-locating the nodes of entire sub-trees rooted at X. The next
step is to obtain VNF B’s adjacent VNFs (that belong to the consuming service). These are
VNF A and VNF C and, thereby, these are added in the tree as VINF' B’s children. Given that
d(A, B) = 30Mbps > 25Mbps = d(B,C'), VNF A will be VNF B’s left child, whereas VNF C
will be its right child. No further branching occurs below VNF' A, since its only adjacent node
is its parent, 7.e., VNF B. On the other hand, there is a link between VNF C and VNF D;
therefore, the latter is a child of the former. Similarly, VNF F is placed below VNF D, and this
completes the tree depicted in Fig. 4.7. Note that the proposed tree structure can be applied

on non-linear consuming service graphs, as well.

Inferring the VNF embedding sequence. Previously, we mentioned that the embedding
tree is employed to derive the VNF embedding sequence that captures the fundamental prop-
erties of SFCE-CSC. Essentially, this is realized through the following logic: the root of the
tree will always be placed towards the already embedded node € V5 with which it communicates,

while the rest of the nodes will be placed towards their parent.

The VNF embedding sequence is dictated by the visiting order of the tree’s nodes, when these
are traversed with a depth-first strategy, prioritizing left sub-trees. This, in conjunction with
the core logic described above, will result in the embedding sequence illustrated in Fig. 4.8 for

the tree of Fig. 4.7. In particular, the heuristic will initially seek to place VNF B as proximate
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to VNF F as possible. Subsequently, it will try to co-locate VNF A with VNF B, and then
VNF C with VNF B. Likewise, VNF D will be sought to be mapped close to VNF C. Finally,

VNF E’s mapping will depend on the placement of VNF D.

VNF co-location policy. The proposed embedding heuristic strives to co-locate VNF X
towards an already placed VNF' Y, meaning that it will first attempt to place X in the same
server that Y resides in. If this is not possible, the heuristic will attempt to embed X in a
server belonging to the same rack; otherwise, it will place X in a server within the rack with
the least outbound inter-rack traffic. The candidate servers of a rack are selected with a Worst
Fit logic, if X is not a leaf node, since additional VNFs will pursue their co-location with X
(i.e., X’s children). If X is leaf, a Best Fit approach is followed, since no additional VNFs will
seek to communicate with X, thus, the algorithm should allocate CPU as efficiently as possible.

This procedure is described in detail in Algorithm 2.

4.4.3 Baseline heuristic

The baseline heuristic maps an SFC into a datacenter as follows. Initially, it sorts the racks of
the datacenter in descending order, according to their average available ToR-to-core switch link
bandwidth. Commencing with the first ordered rack, it ranks its servers in descending order,
according to their available CPU capacity, and strives to place VNFs sequentially, starting from
the first VNF of the chain. The VNF co-location policy is exercised in the same way with the
SFCE-CSC heuristic.

The baseline heuristic takes no particular actions for the optimization of SFCE-CSC; rather it
focuses on minimizing the embedding footprint of the consuming SFC, without any consider-
ation for the CSC links. The main purpose of the baseline algorithm is to let us quantify the
potential gains of our proposed SFCE-CSC, by comparing the efficiency of the two heuristic

variants.
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Algorithm 2 SFCE-CSC VNF placement

1: Input: sequence, datacenter

2: Output: placed

3: for node € sequence.keys() do

4:  placed = False

5. target_server = the server where the sequence[node]

node resides in

# try to place in the same server

if node fits in target_server then
target_server.place(node)
placed = True

10: continue

11:  # try to place in the same rack

12:  if not placed then

13: target_servers = the rest of the servers in the rack
of the target_server

14: 1sLeaf = True if the node is leaf, False otherwise

15: target_servers.sort(reverse = isLeaf)

16: for s € target_servers do

17: if node fits in s then

18: s.place(node)

19: placed = True

20: break

21:  # try to place in different racks
22:  if not placed then

23: for rack € racks.sort() do

24: target_servers = the servers of the current rack
25: target_servers.sort(reverse = isLeaf)
26: for s € target_servers do

27: if node fits in s then

28: s.place(node)

29: placed = True

30: break

31: if placed then

32: break

33:  if not placed then

34: return placed

35: return placed
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Table 4.1: Datacenter Parameters

Number of core switches 5
Number of racks 10
Number of servers / rack 20
Server CPU capacity 7.2 GHz
Intra-rack link capacity 1 Gbps
Inter-rack link capacity 10 Gbps

Table 4.2: SFC Request Parameters

Number of VNFs / SFCE
VNF CPU requirements
Link bandwidth requirements

U[3,8]
U(.1,.2,.3,4,.5) - 7.2 GHz
U[10,100] Mpbs

Table 4.3: Evaluation Environment Parameters

SFCE requests / time interval Poisson(20)

SFC type expiring

SFC lifespan U[3,10] time intervals
Number of time intervals 600

4.5 Evaluation Results

In this section, we perform a comparison between the proposed SFCE-CSC heuristic and the
baseline variant, using simulations. Initially, we present our evaluation environment and metrics

and, subsequently, we proceed with the discussion of our evaluation results.

4.5.1 Evaluation Setup

We have developed a simulation environment for SFCE evaluations in Python [67]. All eval-
uations are carried out on a two-layer fat-tree datacenter network topology. The datacenter
consists of 200 servers, which are evenly arranged into 10 racks. The corresponding 10 ToR
switches are interconnected through 5 core switches. The intra-rack and inter-rack links have
capacity of 1 Gbps and 10 Gbps, respectively. The CPU capacity of each server is set to 7.2
GHz (cf. Table 4.1).

In order to evaluate the SFCE-CSC efficiency, we pre-embed ten providing SFCs into the

datacenter, with each one placed within a single rack. In this way, we do not preclude the
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existence of efficient solutions (which would be the case, if the VNFs of a providing SFC span
multiple racks). In this respect, we generate consuming SFCs that comprise 3 to 8, sequentially
connected, VNFs. Each VNF requires 10, 20, 30, 40 or 50% of a server’s CPU in order to process
its inbound traffic. We assume that bandwidth requirements vary for each virtual link in the
range of 10 Mbps to 100 Mbps'. Furthermore, each consuming SFC requires communication
with a single providing SFC, which can be of either type 1, 2 or 3, as described in Section 4.5.
The aforementioned parameters, summarized in Table 4.2, are obtained from uniformly random

distributions.

Towards a more realistic simulation environment, we account for a set of n discrete time steps
T = {1,...,n}. At each time step, a number N of consuming SFCs request placement se-
quentially, where N ~ Poisson(20). Each SFC comes with a lifespan k. Therefore, if an SFC
is embedded at time t € T, it will expire at time ¢t + k € T (i.e., it will be decommissioned
from the datacenter). During our simulations, & lies within [3,10] (randomly), and n = 600

(cf. Table 4.3).

We compare the two heuristic variants based on the following criteria: (i) co-location efficiency
of adjacent VNF pairs (i.e., how proximate two communicating VNFs are placed), (ii) em-
bedding efficiency of CSC and non-CSC links, (iii) amount of inter- and intra-rack generated
traffic, (iv) request acceptance rate (ratio of successfully embedded SFCs over the total number

of embedding requests), and (v) CPU utilization, which corresponds to the amount of the total

CPU allocated to all embedded SFCs.

4.5.2 Comparison of SFCE-CSC and baseline

Throughout this section, the terms SFCE-CSC and NSE-CSC (where the latter is typically

encountered in plot legends) are used interchangeably.

We commence by discussing the VNF co-location efficiency. To this end, we examine the

proximity of each pair of adjacent VNFs (i.e., VNFs connected with a virtual edge), after

1Such variations have been thoroughly examined in, e.g., [68], but are out of the scope of this work.
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their placement within the substrate network. According to Fig. 4.9, the SFCE-CSC heuristic
maps ~ 30% of such VNF pairs into the same server, whereas the respective percentage for the
baseline method is slightly above 20%. Regarding the VNF pairs mapped into the same rack,
the SFCE-CSC heuristic outperforms the baseline variant, since the corresponding percentages
exhibit a difference greater than 10%. We further examine the mappings of communicating
VNFs in different racks. It becomes apparent that the baseline method unfavourably maps
nearly half of such VNF's into different racks, while only a quarter falls into the same category
for the proposed heuristic. Apparently, this phenomenon is attributed to the superior capability
of the SFCE-CSC algorithm to handle the optimized placement of CSC links, as opposed to

the baseline method that merely optimizes the placement of the consuming service graph.

In order to provide more insights from the previous results and also identify whether the
proposed algorithm skews in favour of the embedding optimization of the CSC links to the
detriment of the embedding optimization of non-CSC links, we present Figs. 4.10 and 4.11. In
particular, Fig. 4.10 illustrates the CDF of the hop count of non-CSC links, i.e., the edges solely
pertaining to the consuming service graph. We note that the two-layer hierarchical topology
used throughout our simulations implies three possible hop count values for an edge connecting
two VNFs, i.e., 0 (when the VNFs are embedded onto a single server), 2 (when the VNFs

are embedded into different servers of the same rack), and 4 (when the VNFs are embedded
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Figure 4.11: CDF of the hop count for CSC  Figure 4.12: Ratio of inter-rack traffic to
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traffic).

into servers that belong to different racks). Fig. 4.10 indicates a similar behaviour of the two
methods, with respect to the placement efficiency of non-CSC links. This is very important,
since the embedding efficiency of the consuming service part of the ECS graph is similar for
both methods, as most of the time (i.e., &~ 80%) the virtual links are confined within a single

rack.

However, according to Fig. 4.11, the heuristic variants perform differently on the mapping of
CSC links. More specifically, with the SFCE-CSC method, =~ 75% of these links are mapped
on paths comprising at most two physical links, meaning that the respective VNF pairs are
placed either on the same server or on different servers within the same rack. The correspond-
ing percentage resulting from the baseline algorithm is roughly 10%, i.e., 9 out of 10 pairs that
comprise both consuming and providing VNF's are placed across different racks. This alone
confirms the insights gained from Fig. 4.9 about the baseline method, regarding the high per-
centage of VNF pair distribution into different racks. We should note that the results plotted in
Figs. 4.9, 4.10, and 4.11 are obtained from a single snapshot of the infrastructure state, at the
same time interval for both methods. However, our experimentation corroborates that similar

patterns hold in general.

The previous results indicate that SFCE-CSC exhibits a higher degree of intra-rack consoli-

dation, compared to the baseline. This is also corroborated by Fig. 4.12, where the ratio of
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inter-rack to total traffic (i.e., total traffic = inter-rack traffic + intra-rack traffic) across all
time intervals is depicted, for both methods. The main insight here is the considerable gap
(i.e., = 10%) in terms of generated inter-rack traffic (relative to the total traffic) between the
SFCE-CSC and the baseline. Such inter-rack bandwidth conservation by SFCE-CSC allows for
higher levels of datacenter network over-subscription and, in turn, cheaper switching hardware
at the core level of the datacenter topology. Besides the cost reduction, confining traffic within
a rack can lead to lower service response time and more predictable performance for an SFC

(e.g., lower probability for Service Level Agreement violations).

Last, we investigate the efficiency of the two heuristics in terms of acceptance rate and CPU
allocation. Figs. 4.13 and 4.14 indicate that both methods exhibit similar levels of efficiency
with respect to these criteria, with only marginal differences that slightly favour the SFCE-
CSC. The small gain of the SFCE-CSC potentially stems from the way it alters the ranking
strategy of servers (Worst / Best Fit), since the baseline method does not incorporate any such

feature.

According to our evaluation results and the aforementioned discussions, the proposed SFCE-
CSC heuristic manages to optimize the placement of ECSes, without any penalty on the embed-
ding efficiency of the consuming service part of the graph, or the resource allocation efficiency
of the substrate network. Considering also the achievable optimization of the embedding of

CSC links, we deem SFCE-CSC as a viable and efficient solution to the SFCE-CSC problem.



90 Chapter 4. SFCE for Cross-Service Communication

4.6 Related Work

Authors in [69] deal with SFCE for diversified 5G slices, considering the feature of sharing
VNFs among different slices. Besides an integer linear programming (ILP) formulation for
the problem, an efficient heuristic algorithm is also provided to cope with its computational
complexity. Papagianni et al. [3] also promote the sharing of VNFs across multiple network
services, but this time, in the context of LTE slicing, in order to reduce provisioning and
management costs. To this end, the authors propose a mixed integer linear programming

(MILP) formulation for SFCE with shared VNFs.

Another solution to SFCE with VNF sharing is FlexShare [70], which comprises a four-step
mechanism for the optimized deployment of an SFC. Initially, a bipartite graph is constructed,
including the VNFs to be deployed at one side, and the potential virtual machines (VMs)
that can host them on the other, with links between them indicating feasible assignments. The
Hungarian algorithm is employed to optimize the latter, during the second step. The subsequent
procedure deals with prioritization and computational capacity allocation. If these cannot be
satisfied, FlexShare triggers the fourth step, which prunes the original bipartite graph, and

repeats steps two and three until a feasible solution has been obtained.

Although the aforementioned studies are relevant to our work, their view on VNF sharing is
considerably different to the notion of CSC, which, to the best of our knowledge, has not been
studied so far. In particular, the above consider the shared VNF's as an indispensable part of the
SFC graph that needs to be embedded, and, if needed (i.e., if resources of instantiated VNFs
are not sufficient for sharing), new instances can be spawned within the network infrastructure.
In contrast, CSC implies that the shared VNF(s) are exclusive property of a unique SFC (i.e.,
the providing SFC), hence a consuming SFC has no means of replicating them on demand
within the network. This fundamental observation renders existing SFCE solutions insufficient

for SFCE-CSC.
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4.7 Conclusions

We tackled the challenging problem of SFCE-CSC, i.e., the optimization of SFCE subject to
CSC requirements. To this end, we designed a new heuristic that introduces a new policy
dimension to generalized SFCEs, i.e., the co-location of the pair of providing and consuming
SFCs. Since the CSC links create placement dependencies, particular attention is required in
the design of any SFCE-CSC heuristic, with respect to the sequence of VNF embedding, such
that the overall optimization is tailored to both CSC and typical SFCE requirements. Driven
by this key insight, we introduced the VNF embedding tree in order to derive the most suitable
VNF embedding sequence, and, thereby, dictate the embedding steps that the heuristic should
follow for optimized SFCE-CSC.

Our evaluation results uncover significant gains for the proposed heuristic in terms of service
co-location. The proposed heuristic, most of the times, achieves the co-location of the CSC
pair within a single rack (and sometimes within the same server), ensuring lower cross-service
response times, which, in turn, can minimize SLA violations. Most importantly, these gains do
not come at the expense of any embedding inefficiencies. More precisely, SFCE-CSC is on par

with the baseline in terms of acceptance rate and overall CPU allocation.

The advancements presented in the SFCE-CSC solution bear significant contributions to the
broader realm of network optimization. By effectively addressing the SFC co-location chal-
lenge, we have laid the groundwork for more efficient, reliable, and responsive network service
frameworks. An immediate application of SFCE-CSC can be seen in its potential to augment
the cross-slice communication framework as proposed in [16], specifically in the placement of
intercommunicating network slices. This can lead to not only enhanced user experience due to

faster response times, but also to more sustainable and cost-effective network operations.



Chapter 5

Service Function Chain Embedding
with Multi-Agent Reinforcement

Learning

As already discussed in Chapter 2, there is an apparent tendency in the telco industry towards
network automation. This affects SFC orchestration to a great extent, as the relevant litera-
ture exhibits a gradual shift towards data-driven SFCE frameworks, primarily based on deep

reinforcement learning (RL).

In this chapter, we initially elaborate on the reasons supporting the advent of RL within the
SFCE problem space, and we then identify crucial limitations of existing RL-based SFCE ap-
proaches. In particular, we argue that most of them stem from the centralized implementation
of RL schemes. Therefore, we devise a cooperative deep multi-agent reinforcement learning
(DMARL) scheme for decentralized SFCE, which fosters the efficient communication of neigh-
boring agents. Our simulation results (i) demonstrate that DMARL outperforms a state-of-the-
art centralized double deep QQ-learning algorithm, (ii) unfold the fundamental behaviors learned
by the team of agents, (iii) highlight the importance of information exchange between agents,
and (iv) showcase the implications stemming from various network topologies on the DMARL

efficiency.
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5.1 Motivation

Recent zero touch network and service management [71, 72| initiatives in the telecommuni-
cations industry aim to streamline complex network operations and management tasks in an
automated fashion. Traditionally, decision-making systems in this domain rely on heuristics and
linear programming techniques, such as MILPs. However, these approaches have limitations in
handling the complexity and dynamic nature of modern networks. This is where data-driven

frameworks, such as RL, offer significant advantages. Specifically:

Complexity handling. Telecommunication networks have become highly complex, with nu-
merous interconnected elements, diverse services, and dynamic traffic patterns. Heuristic and
MILP-based approaches often struggle to effectively handle this complexity. This can stem
from lack of modeling accuracy, scalability limitations, etc. In contrast, RL can learn from
vast amounts of network data and adapt to complex scenarios. More importantly, it can learn
the underlying connection of raw system metrics (which describe arbitrary network states) to
generic optimization objectives (which drive actions towards desirable network states), making

it better suited to handle intricate network management tasks.

Uncertainty handling. Telecommunication networks often face uncertain and unpredictable
conditions, such as fluctuations in user demand or equipment failures. Heuristic and MILP
approaches may struggle to handle such uncertainties effectively. RL, by learning from historical
data and exploring different actions, is capable of devising robust decision making policies by
accounting for such uncertain conditions, thus optimizing network performance under varying

circumstances.

Self-learning and improvement. Heuristics and MILP models require manual design and
frequent updates to account for network changes. Conversely, RL enables intent-based net-
working, where the user merely specifies some quantitative objective (e.g., in the form of a
service level objective), and the RL algorithm shall learn from network data to adapt its policy
on par with the changes within the network. This reduces the need for human intervention and

manual updates.
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According to the above, it is only natural that RL algorithms are gaining traction in the
landscape of SFCE methods. In particular, RL has been mostly studied in the context of SFCE
over multi-PoP networks (these are described in Section 2.4.2). In the multi-PoP substrate
setting, the decision-making process typically spans the entire hierarchy of an NFV MANO
system, since the servers of each PoP are managed by at least one VIM, and SFCs spanning
multiple VIMs are managed by the NFVO (cf. Fig. 2.1). Hence, it is crucial to acknowledge
the distinctiveness of the NFVO layer to the VIM layer, along with the implications it has with
respect to SFCE. Studying the relevant literature through this lens, we have identified certain

limitations, the most crucial of which are listed and discussed below:

Association of intents. A critical limitation of centralized SFCE with RL is the association
of the resource allocation intents of the NFVO with the respective intents of the underlying
VIMs. That is, as it is common in hierarchical resource management systems with global and
local controllers (e.g., NFVOs and VIMs, VIMs and hypervisors, k8s master and worker nodes),
the global controller queries the local controllers about their available resources, and uses this
information to compute a resource allocation decision (which is eventually realized by the
latter). Effectively, this limits the inherent capacity of the local controllers to express their own
resource allocation intents. In fact, global and local intents are not necessarily conflicting; on
the contrary, fostering the acknowledgement of local intents can improve the resource allocation
efficiency of the overall system, since each local controller has a more precise view of its actual

state.

Decision-making with incomplete information. The common assumption that a single
learning agent, positioned at the NFVO layer (which is the standard practice in centralized
SFCE with RL), has a precise view over the entire substrate, is somehow unrealistic. In fact,
the higher we move along the NF'V MANO hierarchy, the more coarse-grained the information
we have at our disposal (because of data aggregation), which implies higher uncertainty. Con-
versely, if a centralized RL approach admits partial observability, it follows that the decision-

making process relies on incomplete information.

Dependence of action space on topology nodes. In most works that propose centralized
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RL schemes for the SFCE problem, the action space of the learning agent coincides with the
set of available PoPs. This is somewhat natural, since the centralized agent has to infer which
is the best PoP to host a particular VNF. However, the dependence of the agent’s architecture
on the physical nodes of the substrate makes the RL scheme particularly hard to scale. That
is, the larger the action set, the longer the training time. Our argument is further strengthened
by studies which employ techniques for shrinking the action space, e.g., clustering a set of PoPs

into a single group, or placing the entire SFC within a single PoP (e.g., [73, 74]).

The above highlight the necessity for tailored RL-driven SFCE methods that are better grounded

to real-world aspects.

5.2 Contributions

Admittedly, targeting a single solution that addresses all of the aforementioned limitations
would be extremely optimistic. However, one can easily observe that most shortcomings stem
from the centralized implementation of SFCE. Indeed, a decentralized approach that assigns
learning agents locally to each VIM, in conjunction with a module at the NFVO layer that
coordinates the resulting local decisions, would alleviate many of these limitations. In partic-
ular, (i) the global and local intents would be naturally decoupled, (ii) each agent would act
based on detailed local observations; thus, from the perspective of the overall system, the true
state would be fully observable, and (iii) it would be easier to decouple action spaces from the
physical topology. Along these lines, this chapter focuses on the investigation, the development,
and the evaluation of a decentralized SFCE scheme based on cooperative deep multi-agent RL

(DMARL). Our main contributions are the following:

e We devise a DMARL framework for decentralized SFCE. Our DMARL algorithm con-
sists of independent double deep Q-learning (DDQL) agents, and fosters the exchange of

concise, yet critical, information among them.

e We develop a DDQL algorithm for centralized SFCE, and compare its performance with
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DMARL.
o We quantify fundamental rules identified by the team of agents over the course of training.

e We examine the impact of (imperfect) cross-agent communication across various substrate

network topologies.

5.3 Reinforcement Learning Primer

This section commences with an introduction to the core concepts of single-agent RL, and then
proceeds to a discussion of the cooperative case of multi-agent RL. Finally, we present the

DDQL algorithm, which serves as the basis of the SFCE frameworks in this chapter.

5.3.1 Single-agent Reinforcement Learning

The typical RL setting considers a learning-agent, an environment, a control task subject to
optimization, and a discrete time horizon H = {1,2, ...}, which can as well be infinite. At time
t € H, the agent observes the current state of the environment s, € S, with S indicating the
entire set of possible states. Equipped with a set of actions X, the agent shall interact with
the environment by choosing x; € X. Then, the agent receives feedback regarding the quality
of its action via a reward signal r;, and the environment transitions to the subsequent state

St+1 eSs.

Conventionally, an RL task is modelled as a Markov decision process, defined by the tuple
< 8,X,S81,T,R >. Here, S and X are as before. §; € P(S) denotes the starting state
distribution, and 7' : S x X — P(S) is the state transition function, where P(-) denotes the
set of probability distributions over a set. Finally, R : S x X x S — R expresses the reward
function, which is generally denoted as R, instead of R(s;, 2y, s;11) for simplicity. Naturally, the
aim of the agent is to maximize the accumulated discounted reward over H, i.e., >, YRy,
where v € [0,1) is a discount factor employed to prioritize immediate reward signals against

those projected farther into the future. To achieve that, the agent needs to perform a sequence
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of actions based on a learned policy w, which is practically a function that maps states to
probability distributions over actions, i.e., 7 : S — P(X), and the optimal policy is denoted as

*

™.

An important concept here is the action-value function, which quantifies the agent’s incentive

of performing a specific action on a particular state:

Q(St, xt) =K

ZV’CRHMSD%] (st ) € S x X (5.1)

k=0

Apparently, if the agent explores its action selection on the environment long enough such
that @-values represent ground truth reward values, then finding the optimal policy becomes
trivial. That is, 7%(s;) = argmaz e xQ(st, ). However, Q-values are treated as estimates, since
the assumption of perfect exploration is hardly ever realistic. To this end, the agent needs to
balance exploration and exploitation, where the former shall strengthen its confidence on @)
estimations, and the latter will enable it to benefit from accumulated knowledge. The most
common approach to achieve a favourable exploration-exploitation trade-off is via an € — greedy
action selection strategy. According to € — greedy, the agent performs a random action with
probability e, while with probability 1 — € the action with the highest @-value is selected.
Given an initial €, i.e., €, and a decay factor €gecqy € (0,1), the agent can gradually shift from

exploratory to exploitative:

€ = €0 - (edecay)t (52)

5.3.2 Cooperative multi-agent Reinforcement Learning

MARL builds upon the fundamental blocks of single-agent RL. In particular, MARL considers

a set of n agents A = {1,...,n} interacting with the environment. At each time step ¢t € H, each
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agent o € A observes of, and draws an action x{ from its own designated action set X*. The
joint action x; = (z},...,27) is then applied on the environment, which transitions to a new
state s;41. In extension, each agent a observes of, ;. Similar to single-agent RL, the transition
(St, @, Se41) is evaluated by means of a reward function R, and a scalar r* is sent to each agent.

In a fully cooperative MARL setting, all agents share the same reward, i.e., r =7, V a € A.

In principle, the dynamics of the above scheme can be captured by a cooperative Markov game,
typically defined by the tuple < S, X, 51, T, R, Z,0O,n >. Here, S, S1, T and R are as before.
X = X! x ... x X" denotes the joint action space, Z expresses the space of observations, and
O : S x A — Z is the observation function that dictates the partial observability of each agent
(i.e., O can be seen as the function that maps a state s; and an agent o to an observation
of € Z). In this setting, the goal of each agent « is to discover a policy 7 : Z — P(X®), such
that the joint policy! w = (7',...,7") : S — P(X) maximizes the (discounted) accumulated

reward.

Undoubtedly, the simplest way of establishing a cooperative MARL framework is to treat each
learning agent as an independent learning module. In this setting, if each agent is realized as a
(Q)-learning agent, the respective MARL system is known as independent Q-learning (IQL) [75].
A major limitation of IQL is its lack of convergence guarantees, primarily stemming from the
fact that the environment is non-stationary from the perspective of each agent. Effectively,
this means that for an agent «, both its reward r, and its next observation o, ; are not solely
conditioned on its current observation of and action x¢. In other words, the transitions of the
environment, and, in extension, the common rewards, are affected by the actions of other agents
as well. Even though obtaining an optimized joint policy 7 while agents treat other agents as

part of the environment is seemingly difficult, IQL exhibits good empirical performance [76].

Cooperative MARL is an active research field, given that numerous control tasks can be seen
through the lens of multi-agent systems. In the context of collaborative DQL agents, re-
cent works (e.g., [77, 78]) have established frameworks that promote joint training of multiple

agents (i.e., centralized training - decentralized execution), under the assumption that the Q-

Here, we implicitly assume that the union of partial observations of all agents can compose the state space,
t.e., Ugc a0y = S, V.
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function of the multi-agent system can be decomposed into individual @-functions such that,

if each agent o maximizes its own Q2, then Q™ is also maximized.

Irrespective of the promising advances in the field, our work builds upon typical IQL for the
following reasons. First, IQL is simple enough to facilitate the interpretation of the system’s
learning behavior, as it avoids complex NN training schemes. Second, as it is apparent in
Section 5.4.2, we envisage an action coordination module at the NFVO layer to handle the

constraints of SFCE, which can significantly benefit the overall IQL framework.

5.3.3 Double Deep Q-Learning

A well-known method that leverages the notions above is Q-learning, which is a model-free?, off-
policy® RL algorithm. Q-learning attempts to find optimal policies via a direct estimation of Q-
values, which are maintained in a tabular format. Each time a state-action pair (s;, z;) is visited,
the respective Q-value is updated. An apparent restriction here is the lack of generalization
capacity. That is, in problems with large state-action spaces, the risk of scarce @-updates is

high.

To overcome this limitation, Mnih et al. [79] propose a @Q-function approximation scheme based
on deep neural networks (NNs), commonly termed as deep Q-learning (DQL). As per DQL,
the learning capacity of the agent lies in an NN which approximates the Q-function by param-
eterizing it, i.e., Q(s,x) ~ Q(s,x;0) (where 0 represents a vector of weights and biases of the
NN). Ultimately, given a state as input, the NN computes a @)-value for every possible action.

Then, it is up to an action selection strategy (e.g., € — greedy) to choose a particular action.

Two mechanisms that contribute to the success of DQL are the replay memory and the coordi-
nation of an online NN and a target NN [80]. The replay memory is used to store state-action-
reward-next state transitions; with a proper sampling over it, we can subsequently train the
online NN with uncorrelated data. The interplay of the two NNs works as follows: initially, the

target NN is an exact replica of the online NN, meaning that they share the same architecture,

2Tt does not intend to discover the transition function.
3While following a specific policy, it assesses the quality of a different one.
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Figure 5.1: Ilustration of the typical DDQL architecture.

weights and biases. However, it is only the online NN that is updated at every training step,
while its weights and biases are copied to the target NN every ¢ training steps. The target
NN (represented by 67) is used to temporarily stabilize the target value which the online NN
(represented by ) tries to predict. Effectively, the training of the learning agent boils down to
the minimization of Eq. (5.3), also known as loss function. In the target term of Eq. (5.3), the
greedy policy is evaluated by the online NN, whereas the greedy policy’s value is evaluated by
the target NN. As per [80], this reduces the overestimation of ()-values, which would be the case
if both the greedy policy and its value have been evaluated by the online NN. An illustration
of the DDQL framework is given in Fig. 5.1.

L(0:) = E[(ﬁ +9Q (St+1, argmarQ(sii1, v; 0;); 9;) (5.3)

zeX

N

~
target

—Q(St,xtéet)> }

predicted
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5.4 Methodology

5.4.1 Single-agent SFCE

We devise a single-agent RL algorithm for SFCE to serve as a baseline for comparison with
our multi-agent RL scheme. Specifically, we opt for the DDQL method, as it has demonstrated
promising results within our problem space (e.g., [73, 74, 81]). In our implementation, a
training episode consists of the placement of an entire SFC, whereas a decision step refers to

the placement of a single VNF of the SFC.

Observations. At time ¢, the agent observes information o, about the current VNF ¢ and
the SFC G that it belongs to, as well as information about the available resources of the
substrate physical topology Gg. In particular, the agent receives the length of the SFC (|V]),
the coordinates of the sre (sre.loc) and dst (dst.loc) nodes of the SFC, the CPU demand of
VNF i (d(i)), the ingress (d(i~,7)) and egress (d(i,:¢")) bandwidth requirements of VNF i, as
well as its order (i.order) in the SFC. Regarding the physical network, the agent observes the
coordinates (u.loc) and the average available CPU (¢é(u)) of each PoP u € Vg at time ¢, and

the available bandwidth (c(u,v)) of each link (u,v) € Eg at time ¢. That is:

ORES ( |V|, sre.doc, dst.loc,

-

SFC state
d(i),d(i”,i),d(i,i"),i.order,
VNF state
(u.loc, é(u),Vu € Vs), (c(u,v),¥(u,v) € ESD

~
substrate state

Notice that, since o; does not hold information about the individual servers of the topology
(which are the elements that actually host VNFs), the environment is partially observable,

hence we use observation o; instead of state s;.

Actions. In our centralized implementation, an action determines which PoP will host the
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current VNF i. Concretely, the agent’s action set is X = {1,2,...,|Vs|}. Notice that, if decision
steps referred to the placement of an entire SFC instead of individual VNFs, then the action
space would have been substantially larger (i.e., | X| = |Vs|IV). This would have an adverse

effect on the algorithm’s performance.

Reward. A VNF placement is deemed successful if the selected PoP has at least one server
with adequate resources to host it. An SFC placement (which is the ultimate goal) is deemed
successful, if all of its VNF's have been successfully placed and all of its virtual links are assigned
onto physical paths that connect the VNFs correctly. For every successful VNF placement, the
agent receives r; = 0.1. If the current VNF is the last VNF of the chain (i.e., terminal VNF)
and is successfully placed, then the virtual link placement commences (using Dijkstra’s shortest
path algorithm for every adjacent VNF pair - similar to [82, 83]). If this process is successfully

completed, the reward is computed as follows:

lopt_path| + 1

=10 PP -
"t lact_path| + 1

(5.4)

where |opt_path| is the length of the shortest path between the src.loc and the dst.loc (recall
that these are always associated with PoP locations), and |act_path| is the length of the actual
path established by the DDQL algorithm. Apparently, the best reward r; = 10 is given when
lopt_path| = |act_path|. In case the placement of any VNF or virtual link fails (due to inadequate

physical resources), then 7, = —10 and a new training episode initiates.

Architecture. As hinted by previous discussions, the functionality of our DDQL agent relies
on four key elements, namely an online NN, a target NN, a replay memory, and an action
selection strategy. Both NNs comprise an input layer whose size equals the length of the
observation vector o; (i.e., o] = 3|Vs| + |Es| + 9), two fully-connected hidden layers with 256
neurons each, and an output layer with |Vg| neurons. All layers are feed-forward, the activation
function applied on individual cells is Rectified Linear Unit (ReLU), and the loss function used

is Eq. (5.3). The replay memory is implemented as a queue, which stores the latest 10,000
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Algorithm 3 DDQL training procedure

1: Input: sfc_dataset, topology

2: env = Environment(sfc_dataset, topology)

3: agent = DDQLAgent(topology)

4: for sfc in sfc_dataset do {training episode}

5. done = False

6: state = env.reset()

7. env.place_src_dst()

8  score =0

9:  while not done do {training step}

10: action = agent.choose_action(state)

11: new_state, reward, done = env.step(action)
12: score += reward

13: agent.store(state, action, reward, new_state)
14: agent.learn() {train the online NN}

15: state = new_state

environment transitions. The online NN samples 64 random transition instances out of the
replay memory at every training step, while the target NN is updated every 6 = 20 steps.
Last, we employ an € — greedy action selection strategy, where, in Eq. (5.2), we set ¢ = 1 and

€decay = 0.9998.

Training. The instrumentation of the above is summarized in Algs. 3 and 4. In more detail,
Alg. 3 describes the steps of the DDQL training process, which takes place over a collection
of SFCs (sfc_dataset) and a physical PoP topology (topology) (line 1). At each episode (line
4), the agent handles the placement of a unique SFC. Prior to any action, the environment
resets to a new state in line 6 (i.e., we increment the SFC index in the sfc_dataset by one,
obtain the first VNF of the current SFC, and generate random loads for PoPs and physical
links), and assigns the src¢ and dst of the SFC to the respective PoPs (line 7). The core
learning process lies within lines 9-16. First, the agent chooses an action based on the current
state (line 10), the environment transitions to a new state based on the action being taken
(line 11), the transition is stored in the replay memory of the agent (line 13), the online NN
is trained (line 14), and the current score and state are updated (lines 12 and 15). The
transitions of the environment to a new state are further described in Alg. 4, which practically
implements the reward computation and episode termination logic described earlier (see the

Reward paragraph).
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Algorithm 4 Environment transition procedure

1: Input: action

2: done = Fulse

3: PoP = decode(action)

4: n_success = place_node(vnf, PoP)

5: if n_success and vnf.is_terminal then

6:  lsuccess, act_path, opt_path = place_links(sfc, topo)
7. if 1.success then {successful SFCE}

8: reward = 10 - %

9: else {insufficient link capacities}

10: reward = —10

11:  new_state = next_sfc()

12 done = True

13: else if n_success then {successful VNF allocation}

14:  reward = 0.1

15:  new_state = next_vnf|()

16: else {insufficient PoP capacity}
17:  reward = —10

18:  new_state = next_sfc()

19:  done = True

20: return new_state, reward, done

5.4.2 Multi-agent SFCE

We implement a DMARL scheme for SFCE. Specifically, we generate a single DDQL agent (as
described in Section 5.4.1) for every PoP w in the substrate network Gg. For the rest of this

section, we assume that agent « is associated with PoP u, and agent [ with PoP wv.

Observations. At time ¢, each agent oo € A observes information of* about the current VNF
and the SFC G to which this VNF belongs, as well as the available resources of the substrate
physical topology Gs. In detail, agent « receives the length of the SFC, the coordinates of
src and dst nodes of the SFC, the CPU demand of VNF i, the ingress and egress bandwidth
requirements of VNF ¢, and the order of this VNF in the SFC, similar to the single-agent
observation mentioned in Section 5.4.1. Regarding the physical network, agent a observes
the coordinates of PoP wu, the available CPU (c¢(us)) of every server s € u, and the available

bandwidth of each physical link connected to PoP w.

We further augment the observation space of agents by enabling cross-agent communications.

Specifically, we define N(a) to be the set of neighboring agents of «, i.e., N(a) = {5 :
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distance(a, B) = 1,VB € A — {a}}, where distance(a, 5) refers to the length of the short-
est path between PoPs u and v in Gg (recall that « operates over u and § over v). Effectively,
a receives the location coordinates and the average CPU capacity from every PoP v managed
by a neighboring agent § € N(«). As it will become apparent, cross-agent communications are
pivotal for the efficiency of the system, since they enable agents to reason about the state of
other agents. Yet, to maintain the communication overhead low, agents do not share their en-
tire local state (i.e., the available CPU of each server - ¢(uy), Vs € u), rather a single descriptive

value (i.e., the average available CPU across all servers - ¢(u)).

As explained in Section 5.3.2, agents within MARL settings operate over non-stationary en-
vironments, which practically implies that old experiences might become highly irrelevant as
agents shift from exploratory to exploitative. To this end, we include a fingerprint [84] into the
observation, namely ¢ (the probability to select a random action), as a means to distinguish

old from recent experiences.

The last elements that are inserted into off are three binary flags, namely hosts_another,
hosts_previous, and tn_shortest_path, which are computed by agent « prior to action selection.
In particular, hosts_another = 1 if any VNF of the current SFC has been placed in PoP wu,
hosts_previous = 1 if the previous VNF of the current VNF has been placed in PoP u, and
in_shortest_path = 1 if PoP w is part of the shortest path between the src and the dst of the
SFC, while they are zero otherwise. These three flags will be proven crucial for analyzing the

behavior of the DMARL system in Section 5.5.3. As such, we define:
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of = (|V|,sreldoc, dst.loc,

~
SFC state

d(i),d(i”,4),d(i,i"), i.order,

TV
VNF state

u.loc, (c(us),¥s € u), (c(u,v),Yv € N(u)), €

Y
J/

~
local state (resources and fingerprint)

hosts_another, hosts_previous, in_shortest_path,

local state (flags)

Sv.loc, ¢(v),Yv € N(u))

~
neighbors’ condensed state

where N(u) denotes the neighboring nodes of u in the graph Gg. Note that, contrary to the
single-agent case, here the team of agents observes the true state of the environment, i.e.,
Uaeaof = s;. However, from the point of view of a single agent, the environment is still

partially observable.

Actions. Agents are equipped with a set of actions that allows them to express their intents
based on their local state. In detail, all agents share the same discrete set of actions X =
{0, 1,2}, where 0 indicates low willingness, 1 expresses a neutral position, and 2 indicates high
willingness, with respect to hosting the current VNF. Note that the above action sets are
topology-agnostic (in contrast to the action set of our single-agent DDQL, where there is one

action for each PoP).

Action coordination. The joint action x; = (x},...,x}) of all agents is forwarded to an

action coordination module positioned at the NFVO layer. This treats individual actions as
soft decisions and eventually computes the firm decision according to the overall objective (e.g.,
load balancing, consolidation) and constraints (e.g., each VNF at exactly one PoP). Here, we
opt for a simple action coordination scheme where (i) the agent with the highest action (ties
broken arbitrarily) will enable its associated PoP to be selected to host the current VNF, and

(ii) the objective is solely dictated by the reward function, meaning that the coordinator does
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Figure 5.2: The proposed DMARL scheme is decomposed from step 0 to step 6 and mapped
to the NFV MANO framework.

not intend to achieve another objective. For example, if the joint action is &; = (z = 2, $f =0)
for the placement of a VNF i, the action coordination module will infer that ¢ will be positioned

at node u, which is the PoP of agent «, since x§* > xf )

Reward. Our DMARL algorithm adopts a reward scheme similar to the one presented in the
single-agent case. That is, for every successful VNF placement, all agents receive r = 0.1, and
for every successful SFC placement the common reward is computed in Eq. (5.4). In case of a

failed SFCE attempt (inadequate physical resources), agents receive r = —10.

Architecture. The proposed DMARL scheme is shown in Fig. 5.2, which illustrates the

mapping of the proposed elements and functionalities onto the NF'V MANO framework. At
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Algorithm 5 DMARL training procedure

1: Input: sfc_dataset, topology, n_actions

2: env = Environment(sfc_dataset, topology)

3: marl = MARL(topology, n_actions)

4: for sfc in sfc_dataset do {training episode}

5. done = False

6: state = env.reset()

7. env.place_src_dst()

8  score = 0

9:  while not done do {training step}

10: soft_actions = marl.choose_actions(state)

11: firm_action = env.coordinate(soft_actions)

12: new state, reward, done = env.step(firm_action)
13: score += reward

14: marl.store(state, soft_actions, reward, new_state)
15: marl.train() {train the online NNs of all agents}
16: state = new_state

the top, we depict an SFC request which is conveyed to the NFVO via its northbound interface
(NBI) in step 0. During step 1, the NFVO forwards the VNF and the SFC states to the
underlying VIMs, and we assume that each VIM is associated with a single PoP. Additionally,
each VIM is equipped with a DDQL agent similar to the one described in Section 5.4.1, their only
difference being the input and output layers. In particular, the input layer of each DDQL agent
« in the DMARL setting has |of| neurons, while its output layer consists of three neurons (one
for each action). The API calls depicted in step 2 implement the cross-agent communication
functionality, where each agent retrieves condensed information from its neighbors. Step 3
refers to the computation of local state, i.e., monitoring of available CPU of each server and
updating the three binary flag values. Afterwards, agents convey their soft actions via the NBIs
of their VIMs towards the southbound interface (SBI) of the NFVO (step 4), where individual
actions are aggregated into a joint action that is handed over to the coordination module.
The latter resolves potential conflicts and, in principle, assesses the individual preferences with
respect to the overall objective (step 5). Finally, the firm decision, which indicates the PoP
that will host the current VNF, is sent to the respective VIM (step 6). This process is repeated
until all VNF's and virtual links are assigned, or until the SFCE fails (virtual links are assigned

via Dijkstra’s method, similar to the single-agent case - cf. Section 5.4.1).

Training. The training procedure followed by the proposed DMARL scheme is outlined in
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Alg. 5, which exhibits many similarities with Alg. 3. Their core differences are as follows.
First, in line 1, the number of actions (n_actions) is provided as input. That is, the number of
actions is no longer determined by the number of PoPs; it rather becomes a parameter of the
multi-agent framework. Specifically, the number of actions affects (i) the capacity of agents to
express their resource allocation intents and (ii) the duration of the system’s convergence. As
a good compromise, we always set the number of actions to three in this work, 7.e., actions are
taken from the set {0, 1,2}. Another difference between the two algorithms lies in the manner
in which the state is interpreted in line 6. In Alg. 5, state refers to the VNF and the SFC state
only, which is shared across all agents (see step 1 in Fig. 5.2). However, in line 10, further
subroutines are called so that each agent chooses an action based on additional observations,
such as its local state and neighboring (condensed) states (cf. steps 2 and 3 in Fig. 5.2).
In lines 11 and 12, the coordination module derives the firm action, and the environment
transitions to a new state based on this action, as explained in steps 4 to 6 in Fig. 5.2. In
line 14, each agent stores its transition into its replay memory (each agent expands the state

variable), and in line 15 all agents train their online NNs.

5.5 Evaluation Results

This section covers a wide range of evaluation aspects, primarily focusing on the proposed
DMARL algorithm. Initially, we present the simulation settings and the main performance
metrics that we take into consideration. Then, we compare the single-agent DDQL method
with the DMARL scheme, and elaborate on the learning behavior developed by the team
of agents. Subsequently, we evaluate the cross-agent communication feature, and measure
its implications across various physical network topologies. Finally, we experiment with an

imperfect cross-agent communication scheme, which is more grounded to reality.
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5.5.1 Evaluation Setup

We consider linear SFCs consisting of two to five VNFs (excluding the src and dst auxiliary
VNF's). Unless otherwise specified, the algorithms are trained with datasets containing 10,000
SFCs (i.e., 10,000 training episodes). Each VNF of an SFC requires 5—20% of a server’s CPU.
Each time a new SFC requests embedding, the physical resources reset to arbitrary states.
In particular, all previously embedded VNFs and virtual links are removed, and all servers
generate random CPU loads within 70 — 100%. That is, their available CPU lies in 0 — 30%,
and, in this way, we reduce the risk of precluding feasible embeddings due to CPU insufficiency.
This approach (i) renders consecutive SFC placements (i.e., episodes) independent events, and
(ii) enables us to reason about the actual learning efficiency of the algorithms, as low scores will
be solely due to insufficient learning. Further, each PoP comprises ten servers, i.e., each PoP
is a (micro) datacenter. Regarding the bandwidth of inter-PoP physical links, we assume that
it always suffices for virtual link allocation in our current study, and aim to explore extensive

insights into the aspect of virtual node allocations.

As illustrated in Fig. 5.3, we utilize three PoP topologies (i.e., Gg) in our evaluations, which
have been selected to unveil critical properties of the multi-agent framework. In particular,
each topology comprises five PoPs; hence, the (single-agent) DDQL algorithm works with five
actions (one for each PoP), and the DMARL framework generates five independent DDQL
agents (one per PoP). We note that the auxiliary src and dst VNFs of an SFC are associated
with random PoPs (i.e., src.loc and dst.loc might even coincide; in this case, the length of the

optimal path |opt_path| is zero).

While we employ several micro-benchmarks in order to interpret and assess the algorithmic
behaviors, two informative metrics refer to the tracking of (i) the accumulated reward, and (ii)

the rate of optimal and rejected partitionings.
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Figure 5.3: Topologies used for evaluation.

5.5.2 Comparison with state-of-the-art

We compare the performance of the (centralized) DDQL against the (distributed) DMARL
algorithm over the mesh topology shown in Fig. 5.3a. Recall that DDQL serves as our state-of-
the-art benchmark method. Instead of using existing DDQL schemes for SFCE (e.g., [73, 74,
81]), we devise a DDQL implementation which better matches our problem formulation and

objective (cf. Section 5.4.1), thus allowing for a fair comparison.

At first glance at Fig. 5.4a, where we plot the corresponding scores as moving averages across
the last 100 episodes, we observe that both methods perform similarly. In particular, towards
the end of the experiment, the two algorithms manage to retrieve an average score of 7.0.
Taking Eq. (5.4) into account, we infer that both learning schemes obtain SFCEs that are,
on average, 30% from the optimal. However, by zooming in at the 4,000 — 6,000 episodes
interval, it becomes apparent that the DMARL framework exhibits faster convergence towards
the aforementioned score than DDQL. In fact, this is further corroborated by Fig. 5.4b, where
it becomes clear that, at the exact same interval, the rate of optimal embeddings of DMARL
grows more rapidly than that of DDQL. According to Fig. 5.4b, the rejection rates are negligible

for both algorithms.

Although informative, Figs. 5.4a and 5.4b do not convey a lot about the differences of the
underlying algorithmic behaviors. To this end, we also consider Fig. 5.4c, which depicts the

footprint of optimal SFCEs. The most evident difference here is centered on the incapacity of
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DDQL to achieve many I PoP embeddings, which is counterbalanced by its higher capacity
to achieve >2 PoP embeddings, compared to DMARL. Our interpretation of this behavior is
as follows: DDQL has a partial view of the real state, but its observation contains information
about the entire topology (see Section 5.4.1). This enhances its inherent capacity to distribute
VNFs across many PoPs, since it can reason about the state of the entire multi-datacenter
system. At the same time, its observations only include the average available CPU capacities
of each PoP (i.e., dg:(u) in o), which limits its confidence in consolidating multiple VNFs
into the same PoP. For instance, if dg;(u) = 0.15 for the PoP u € Vg, and the current VNF
i demands dg(i) = 0.18, then it is impossible for DDQL to be certain whether i fits into a
server of PoP u. Conversely, a DMARL agent « operating over u has a detailed view of the
available CPU resources of all servers in PoP u, e.g., a observes (dg(u1) = 0.10, ..., dg(us) =
0.20,...,ds+(u1p) = 0.15), and, in this case, it can be certain that server s of PoP w can

accommodate VNF' 7.

Although the aforementioned limitation can be mitigated by extending DDQL’s observation
space with additional metrics (at the risk of further slowing its convergence), we deem that
this analysis indicates the implications of decision-making with incomplete information in the

context of SFCE.
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Figure 5.4: Performance comparison between DDQL and DMARL.

5.5.3 DMARL analysis

To further delve into the behavior developed by the DMARL scheme, we employ Fig. 5.5. Here,
we attempt to shed light into the learning aspect of the team of agents in the mesh topology, by
examining certain action selection rules that have been identified over the course of training.
To this end, we monitor the evolution of p(x|fi, fa, f3) at every training step, which shall be
interpreted as the probability of taking action z € X = {0, 1,2}, given that f; = hosts_another,

fa = hosts_previous, and f3 = in_shortest_path (recall that these are binary flags, defined in

Section 5.4.2, and are part of the observation of").

As per Figs. 5.5a - 5.5e, every agent manages to discover four key rules which, from a human
perspective, seem rather intuitive for the SFCE problem. Specifically, the increase of p(0|0, 0, 0)

implies that the agents tend to express low willingness for hosting the current VNF when all
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flags are down, i.e., no other VNFs are placed in the associated PoP (hosts_another = 0), the
previous VNF is placed in another PoP (hosts_previous = 0), and the associated PoP is not
in the shortest path from the src and the dst (in_shortest_path = 0). In contrast, a growing
p(2|1,1,1) means that agents tend to express high willingness to host the current VNF when all
flags are up. At the same time, the counter-intuitive p(2|0,0,0) (high willingness when all flags
are down) and p(0]1,1,1) (low willingness when all flags are up) seem to decrease over time.
Our argument that these rules are indeed learned is backed by the fact that the respective
probabilities diverge from the horizontal dotted line at p = 0.33, which indicates random
action selection. Nevertheless, these lines never reach either 1.0 or 0.0, which may imply that
the additional observation dimensions (besides the three flags) also play an important role in

the action selection.
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5.5.4 Cross-agent communication

We now evaluate the impact of cross-agent communication on the overall efficiency of the
DMARL scheme across all three PoP topologies shown in Fig. 5.3. Therefore, we implement a
variant of the DMARL algorithm, where agents do not receive the neighbors’ condensed state

(i.e., location and average available CPU in o).

Fig. 5.6 summarizes our findings for the mesh topology (Fig. 5.3a). According to Figs. 5.6a
and 5.6b, the DMARL scheme with the communication feature on dominates the respective
scheme with communication off. In particular, the former manages to converge faster towards
an average score of 7.0, and its rate of optimal partitionings grows slightly quicker, compared to
the latter. To interpret this performance difference, we lay out Figs. 5.6¢ and 5.6d for DMARL
with communication off, meant to be compared with Figs. 5.5b and 5.5¢ respectively, where
DMARL employs cross-agent communication. We focus on Agent 1 and Agent 2, since they
operate over two pivotal PoPs in the mesh topology (i.e., PoPs 1 and 2 are highly relevant
for SFCs). From the comparison of the respective p(z|f1, fo, f3)-lines, we observe that, when
cross-agent communication is disabled, action selection rules are learned both slower and less

firmly.

Results from the respective comparison in the star topology (Fig. 5.3b) are depicted in Fig. 5.7.
In particular, Figs. 5.7a and 5.7b emphasize the superiority of the DMARL algorithm that uses
cross-agent communication. Here, the former converges both faster and to a higher average
reward, and the difference in optimal partitionings is close to 10%. It is worth noting that,
we observed slower and less firm identification of action selection rules in this case also, but
the respective results are omitted for brevity. Instead, we plot Fig. 5.7c, where we zoom into a
behavioral aspect of Agent 0 (since PoP 0 is a pivotal PoP in the star topology). Specifically,
p(0]0,0,1) is lower for Agent 0 when cross-agent communication is enabled, meaning that this
agent is still more likely to select actions 1 or 2 when it is in the shortest path from the src to
the dst, even if it does not host another VNF or the previous VNF. Note that the respective
line for DMARL with communication off is closer to random. This corroborates the fact that

enabled communication augments Agent 0 to perceive its position in the star topology and,
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Figure 5.6: Cross-agent communication in the mesh topology.

hence, to potentially facilitate SFCEs as an intermediate PoP.

Finally, we assess the cross-agent communication feature in the linear PoP topology shown in

Fig. 5.3c. Here, results regarding the learning progress (Fig. 5.8a) and the rate of optimal

and rejected SFCEs (Fig. 5.8b) follow a similar trend to that of the star topology, and the

benefits of cross-agent communication remain. Some insightful micro-benchmarks regarding

the difference of the two schemes are illustrated in Figs. 5.8c and 5.8d. Specifically, these bar

charts indicate action selection frequencies per agent during the last 2,000 episodes (where

agents are essentially purely exploitative, as ¢ — 07). Based on Fig. 5.8¢, Agent 1 shows the

most willingness to host VNFs; however, this is contradicting to the linear topology in which
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Figure 5.7: Cross-agent communication in the star topology.

we would expect Agent 2 to participate in more SFCEs. Therefore, Agent 2 cannot perceive its
pivotal position in the linear topology when the communication is off. In contrast, in Fig. 5.8d,
notice that action 2 frequencies are better aligned with the position of agents in the linear
topology. Specifically, we observe that Agent 2 is the most willing to allocate its PoP resources
to VNFs, followed by its adjacent agents I and 3, while agents 0 and 4 participate in less
SFCEs, given their outermost position in the linear topology. We also note that, in principle,
when communication is disabled, agents tend to select action I (i.e., neutral position with
respect to hosting a VNF) more frequently, which can be interpreted as lack of confidence in

their learning capacity.

According to the analysis above, cross-agent communication of short, yet informative, messages

(i) enables faster and firmer identification of action selection rules, and (ii) enhances the agents’
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Figure 5.8: Cross-agent communication in the linear topology.

ability to identify their position within the topology and adjust their action selection behavior

accordingly.

5.5.5 Imperfect cross-agent communication

The proposed DMARL scheme relies on the exchange of concise information among neighboring
agents. Effectively, this is realized via cross-VIM /PoP communications (cf. step 2 in Fig. 5.2).
However, communications are hardly ever perfect. For example, data communication may be
delayed, packets may be lost, or erroneous data may appear owing to lossy (de)compression or
channel fluctuation. Moreover, the communication medium may not be dedicated for a single
service; therefore, the opportunities for information exchange between neighboring agents will

be limited. Yet, if cross-PoP communications are totally infeasible, one can resort to the
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DMARL variant with the cross-agent communication feature off, whose behavior has been
analyzed in Section 5.5.4. Despite of some performance degradation, it still manages to optimize

SFCEs to a certain degree (cf. Figs. 5.3a, 5.3b, and 5.3c).

To quantify the importance level of cross-agent communications, we evaluate our DMARL
framework over lossy inter-PoP links? that exhibit non-zero packet loss rates I, (i.e., [ > 0).
That is, an agent « receives nothing from its neighbor agent 5 € N(«) with probability [ (in
this case, the respective entries in of are filled with 0s), while it receives the actual condensed
state of agent [ with probability 1 — [. Here, we experiment with three levels of loss rate, i.e.,

[ =0.5%, 1l = 1%, and | = 2%, over the mesh topology (Fig. 5.3).

In Fig. 5.9, to better identify their performance differences, we plot the respective scores as
moving averages across the entire training period. The observations that can be drawn are as
follows. First, smaller loss rates come with better DMARL performance, while even | = 2%
loss rate leads to half unit lower average score compared to the perfect communication scheme
(i.e., where [ = 0%). Another interesting outcome concerns the comparison of the imperfect
communication schemes with the communication off scheme. As per Fig. 5.9, disabling cross-

agent communication (i.e., com: off ) results in similar scores with the DMARL which operates

4We here focus on the loss of neighbors’ state information, rather than the packet loss of VNF data traffic.
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over a mesh topology with [ = 1% loss rate, and even outperforms the scenario with [ = 2%.
That is because in the communication off scheme, agents learn optimized policies without ever
expecting information from their neighbors. Conversely, in the communication on schemes,
agent policies rely on cross-agent communications, and if the latter are faulty, this has an
adverse effect on action selection. Further, the observation dimensions in communication off
schemes are always less than the corresponding dimensions of communication on schemes. In

this sense, communication off is not equivalent to communication on with [ = 100%.

At first glance, the above results suggest that the proposed DMARL scheme is sensitive to
the loss of cross-agent communications and would require ultra-reliable communications of
neighbors’ states. However, this is not fully accurate. In fact, a variant of the above experiment -
where each agent knows perfectly the location of its neighbors (i.e., v.loc, Vv € N(u) for PoP ),
and the loss rate is only applied to the neighbors’ average available CPU (i.e., dg(v), Vv € N(u)
for PoP u) - is conducted and only marginal differences are observed in terms of score compared
to the case with ideal cross-agent communication. In conclusion, it is crucial for DMARL
agents to be aware of the positions of their neighbors, as this position awareness allows them to
perceive their own position within the topology more accurately and, in extension, to develop
appropriate action selection behaviors. This aspect, i.e., the significance of the content of the
exchanged information, opens up the opportunity to apply different quality of service (QoS)

requirements to different information of neighbors’ states.

5.6 Related Work

5.6.1 RL in single-domain SFCE

Most studies that tackle the SFCE problem in single-domain settings opt for centralized solu-
tions. In our context, these are centralized RL agents handling decision-making over the entire

set of PoPs across the domain.

In particular, Quang et al. [82] devise a deep deterministic policy gradient method based on
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the actor-critic RL paradigm. In order to enhance the exploration capacity of their method,
authors adopt a multiple critic networks approach. These networks are intended to evaluate
multiple noisy actions produced on the basis of the promo action selected by the actor network.
At each time step, the true action to be selected is the one with the largest mean Q-value,
computed across all critic networks. However, the actual updates on the actor network are
driven by the critic network that exhibited the lowest loss. It is worth noting that the above
RL scheme merely computes placement priorities, and not actual VNF allocations. The latter
are handled by a heuristic termed as heuristic fitting algorithm, which maps VNFs onto physical
nodes in a greedy fashion based on rankings and, subsequently, utilizes Dijkstra’s method to

compute link assignments.

Pei et al. [73] propose an SFCE framework which leverages DDQL. Here, the decision-making
process is subdivided into three steps. First, given a network state, a preliminary evaluation of
each action is performed, i.e., computation of respective @)-values. Out of all actions, all but
the k best are discarded. In the second step, these k actions are executed in simulation-mode,
and the actual reward and next states are observed. Finally, the action with the highest reward

is performed on the physical infrastructure.

Zheng et al. [85] investigate the deployment of SFCs in the context of cellular core. To this end,
authors put both the intra-datacenter and the intra-server placement problem into the frame.
Focusing our discussion on the intra-datacenter placement, authors devise an approximation
algorithm for the optimized SFCE, under the assumption that the resource requirements and
the lifespan of each SFC are fully disclosed. However, given the strictness of this hypothesis,
authors implement an SFCE scheme that can cope with demand uncertainty, as well. In
particular, the proposed method is conventional )-learning. Here, a state s, is expressed as
the SFC type that needs to be deployed at time ¢, while an action z; represents the selection
of a server. Nonetheless, conventional ()-learning is not a viable option when the state-action

space is vast.

Wang et al. [74] and Jia et al. [86] investigate SFCE through the lens of fault-tolerance, essen-

tially considering the deployment of redundant VNFs or entire SFCs which shall be engaged
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in the event of malfunction in the running SFC. In particular, Wang et al. devise a DDQL
algorithm that is trained to compute an ordered pair (u,v) where u is the index of the DC for
proper deployment, and v the backup DC where the standby SFC instance will be deployed.
Effectively, this implies that the entire SFCs will be placed in a single PoP. Jia et al. decom-
pose the SFC scheduling problem with reliability constraints into two sub-problems. First, they
use a heuristic to determine the number of redundant VNF instances (per VNF). Then, they
employ an A3C algorithm which, in conjunction with a rule-based node selection approach,
facilitates the process of mapping these instances onto compute nodes. In practice, the DRL
algorithm learns whether to defer or not the deployment of a VNF, instead of learning where to
map it. However, given such a topology-independent action space, the proposed DRL scheme

is not sensitive to evolving topologies.

In contrast to the above, our work promotes single-domain SFCE in a decentralized, yet coor-
dinated fashion, addressing various limitations of existing studies. First, the proposed DMARL
scheme empowers local controllers (i.e., VIMs) with the ability to express their own resource
utilization intents based on detailed local observations (as opposed to e.g., [87, 88, 82, 73, 85, 89,
83, 74, 86]). This is explicitly achieved by designating one DDQL agent per VIM, and by uti-
lizing action sets that express the degree of willingness with respect to hosting VNF's. Second,
our DMARL scheme can indeed claim decision-making with complete information, since, from
the perspective of the team of agents, the environment is fully observable. This is not the case
with many studies, which either define incomplete representations of the true state or assume
very detailed knowledge at the orchestration layer (e.g., [87, 82, 73, 85, 83, 74]). Third, the
action spaces used by individual DDQL agents of the DMARL framework are topology-agnostic
(as opposed to e.g., [87, 82, 88, 73, 85, 89, 83, 74]), which alleviates scalability limitations and

renders our framework a promising candidate for dynamic topologies.

5.6.2 RL in multi-domain SFCE

Multi-domain SFCE is commonly solved via distributed methods [90]. This can be attributed

to the limited information sharing among different providers, which hinders the possibility of
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solving SFCE in a centralized fashion.

In [91], authors assign a DDPG-based RL agent to each domain. Further, the SFC request
is encoded by the client (i.e., the entity that wants to deploy the SFC) and conveyed to each
RL agent. The latter then treat the SFC encoding as state and compute an action, which
is effectively the bidding price for renting out their resources to the SFC request. Prices are
accumulated by the client, who opts for the best combination based on a cost-based first fit
heuristic. The MARL setting here is inherently competing, as agents do not have any incentive

to maximize the rewards of other agents.

Toumi et al. [81], propose a hierarchical MARL scheme which employs a centralized agent (i.e.,
multi-domain orchestrator - MDO) on top of multiple local-domain agents, where all agents are
implemented with the DDQL architecture. The MDO receives the SFC request, and decides
which local domain will host each constituent VNF. Afterwards, the agents of local domains are
responsible for placing the sub-SFCs within their own nodes. Admittedly, the proposed MDO
is quite similar to our own DDQL implementation for SFCE. If we assume that the partial
observation of our DDQL due to data aggregation is equivalent to the partial observation of
the MDO due to limited information sharing across multiple domains, then we can think of the

comparison in Section 5.5.2 as a comparison of DMARL with MDO?.

In [92], Zhu et al. devise a MARL scheme for SFCE over IoT networks. Specifically, they
propose a hybrid architecture that employs both centralized training and distributed execu-
tion strategies. Here, the SFCE problem is modeled as a multi-user competition game model
(i.e., Markov game) to account for users’ competitive behavior. In their implementation, the
centralized controller performs global information statistical learning, while each user deploys

service chains in a distributed manner, guided by a critic network.

While multi-domain SFCE is vertical to single-domain SFCE on the grounds of information
disclosure, the related solutions exhibit some similarities to the proposed DMARL scheme.

In effect, agents voting on hosting VNFs can be paralleled to agents bidding for resources,

5We acknowledge that these two sources of partial observability are not equivalent, hence a direct comparison
of DMARL with MDO makes little sense.
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while our coordination module can be seen as a centralized broker which aggregates votes
and computes the best action. However, the intrinsic competition that underlies multi-domain
scenarios cannot be overlooked. For example, notice how agents in multi-domain SFCE strive
to maximize their own rewards, disregarding the rewards of others. As such, our DMARL

algorithm cannot be directly compared to any solution pertaining to the above.

5.7 Conclusions

Both IQL and our evaluation methodology enable us to obtain valuable knowledge. Specifically,
the comparison in Section 5.5.2 indicates that DMARL outperforms a centralized state-of-the-
art SFCE method based on DDQL, which we mainly attribute to the full observability of the
former against the partial observability of the latter. Concretely, DDQL fails to consolidate
VNFs to the extend DMARL does, given the fact that it is not aware of the exact server ca-
pacities. We further corroborate that the team of agents manages to recognize certain intuitive
action selection rules in Section 5.5.3. This is highly crucial, especially considering efforts to-
wards machine-learning explainability. Moreover, we identify that disabling the exchange of
concise messages among neighboring agents limits their ability to perceive their position within
the multi-PoP network, which has a negative effect on the developed action selection behav-
iors (cf. Section 5.5.4). Last, we quantify the performance drop of DMARL over multi-PoP
networks which exhibit non-zero packet loss rates (cf. Section 5.5.5). The key takeaway here
is that it is highly important for DMARL agents to at least be aware of the position of their
neighbors, which implies that location coordinates play an important role in the individual

action selection policies.

Our work exhibits a few shortcomings, which we deem important to discuss and clarify. With
respect to the underlying algorithmic framework we opted for, which is IQL, we have already ac-
knowledged its lack of convergence guarantees. The natural next step is to examine a DMARL
algorithm for SFCE based on centralized training - decentralized execution schemes, such as the

ones proposed in [77] and [78], where finding the optimal joint policy is theoretically guaranteed
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(under certain assumptions). Additional limitations which we identify mostly pertain to the
analysis of our method, rather on the method itself. In particular, we evaluate DMARL over
relatively small multi-PoP topologies. Yet, the intention of this work is to explore in-depth the
learning behavior that is developed by a team of independent RL agents in order to coopera-
tively solve SFCE. To this end, keeping the topologies small, not only allows us to delve easier
into the behavior of individual agents, but to demonstrate the respective findings as well (e.g.,

Fig. 5.5).

While this work sheds light on numerous fundamental aspects of distributed resource allocation
within NFV| at the same time it paves the way for several new research directions. For instance,
having established the perks of decentralized SFCE, a natural next step is to examine a multi-
agent RL algorithm at which agents shall learn what, when, to whom and how to communicate;

in other words, agents shall learn their own cross-agent communication protocol.



Chapter 6

Service Function Chain Graph

Transformations

In the previous chapters, we have established that NFV is heavily reliant upon resource as-
signment mechanisms, purposed to efficiently allocate physical resources to virtual entities,
such as SFCs. Typically, the latter are supplied to resource schedulers of virtual infrastructure
managers, which are responsible for the computation of optimized embeddings. Arguably, most
existing studies either treat SFC requests as rigid constructs, or apply optimizations on the SFC
structure with no regard to the substrate network. However, in the event of high utilization or
fragmentation of the available physical resources, this might narrow down, or even eliminate,

the feasible solution space of the SFCE problem.

Along these lines, we explore the potential of transforming entire SFC graphs prior to their
embedding, ultimately augmenting resource schedulers to obtain an optimized embedding so-
lution. The overall transformation procedure is primarily driven by the resource utilization
state of the underlying network, along with the notions of the embedding flexibility and the
transformation complexity. Formally, we model the SFC transformation problem as a mixed
integer linear program (MILP), and analyze its core properties in detail. Extensive simulations
corroborate the feasibility of our approach, as well as the notable resource efficiency gains that

can be achieved.

127
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6.1 Motivation

Regardless of the nature of SFC graphs, which inevitably implies high adaptability with respect
to their actual deployment, most studies handle SFCs as fixed constructs. Few exceptions to this
are works that attempt to re-organize the VNF sequence so that either bandwidth requirements
are minimized [43] or performance is improved, e.g., via VNF parallelism [93]. In addition to
these, [94] examines the potential of creating replicas of the original SFC and placing them into
distinct network locations, while [95] employs a sizing step to determine the number of instances
required for each VNF according to projected loads. However, to the best of our knowledge, no
study applies optimization on the SFC graph considering the resource utilization state of the
underlying network, which is somewhat restricting, given that SFCE consists a fundamental

NFV-RA challenge.

To substantiate that, we employ a simplified example of a VNF embedding task, as shown
in Fig. 6.1. Here, we assume that a virtualized infrastructure is requested to embed VNF X,
which requires 30% of a server’s CPU. On the right-hand side of the figure, we depict the
servers comprising the infrastructure, along with their available CPU resources. Apparently,
there is only one possible solution for the aforementioned task, which is assigning VNF X
to Server 2. Yet, this will have an adverse effect on the resource utilization state of the
network, since the remaining CPU will be highly fragmented, ultimately inhibiting - or even
prohibiting - the realization of future embedding requests. Now notice that, if we simply split
VNF X into two instances, each requiring half of the original CPU, it turns out that the
feasible assignments rise to seven (excluding symmetrical mappings). In fact, several of these
assignments can even reduce the existing CPU fragmentation issue (e.g., VNF X; — Server 1
and VNF X5 — Server 3). Conversely, there would be no particular reason for decomposing

VNF X if, e.g., all servers were unutilized.

Expanding this notion to entire VNF chains, we stress on the need for optimizing SFC requests,
as these are originally supplied by service tenants, by primarily taking into account the resource
utilization conditions of the substrate network. In particular, our work focuses on determining

the optimal number of instances for VNFs across entire SFCs, in an attempt to augment
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VNF Embedding Request Virtualized Infrastructure
utilized 20% | Server 1
30% VNF X
utilized 40% Server 2
el A
15% 15% utilized 15% | Server 3
VINF X VNF X5
utilized 25% | Server 4

Figure 6.1: The decomposition of VNF X into two smaller instances expands the embedding
solution space significantly.

resource schedulers obtain improved embedding decisions. We refer to this process as SFC

graph transformation (SFC-GT).

6.2 Contributions

In the context of SFC-GT, we identify two critical concepts; namely, the embedding flexibil-
ity and the transformation complexity. The embedding flexibility of a graph G expresses its
inherent capacity to be easily embedded in a physical topology, and is mainly captured by
the degree of decomposition that G has been subjected to. In contrast, the transformation
complexity encapsulates practical complications that are introduced by SFC-GT. For instance,
decomposing a VNF into many instances requires load balancing to correctly forward traffic
among them. While we will explore both of them in detail later in this chapter, it is worth
to note that the quintessence of SFC-GT boils down to a trade-off between embedding flexi-
bility and transformation complexity, where the balancing of these two is determined by the
resource utilization conditions of the underlying network. Our primary goal is to tackle this
exact challenge, which, among others, involves the analysis and coherent positioning of new
terms, careful mathematical representations, as well as the development of appropriate and

efficient algorithmic solutions. To achieve these:
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e We lay the groundwork for SFC-GT, by exploring and defining the notion of embedding
flexibility and transformation complexity, practically taking a new perspective on pre-

processing SFCs.

e We model the SFC-GT problem as a multi-objective MILP, whose core properties are

analyzed in depth.

e We conduct extensive simulations to quantify both the resource utilization gains, as well

as the overheads that are attributed to SFC-GT.

6.3 Problem Description

SFC-GT alleviates the inefficiency of SFCE methods at conditions that restrict the embedding
solution space, such as high utilization and/or high degree of resource fragmentation across the
infrastructure. Under such conditions, an SFCE solver is restricted to a small set of feasible
solutions, one of which has to be picked, although it may not comply with the embedding
objective. Regardless of the degree of sophistication exhibited by the embedding method, there

is very little that the solver can do in such a case.

SFC-GT constitutes a viable approach to this problem. In particular, SFC-GT aspires to
expand SFC graphs by decomposing VNFs into multiple instances. Each instance in the ex-
tended graph has a lower resource demand than the corresponding VNF in the initial graph.
The resource demands of all instances of a specific VNF should sum up to the demand of the
corresponding VNF (as expressed in the initial SFC graph). In our SFC-GT problem formula-
tion, we discuss in detail all requirements for the extended graph. The main intuition behind
the VNF instance decomposition is that VNF' instances with lower resource demands can be
more easily accommodated into a highly utilized or highly fragmented virtualized infrastruc-
ture, such as datacenters. Fig. 6.2 illustrates a simple example of an SFC-GT. In particular, an
initial SFC graph comprising three VNFs is transformed into an extended SFC graph, at which
VNF' 1 has been decomposed into three instances, whereas VNF 2 and VNF & encompass two

instances, each. The extended graph also contains additional edges that connect the instances
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of adjacent VNFs. Note that Fig. 6.2 merely provides a simplified view of the extended graph
(i.e., we have omitted additional nodes inserted before decomposed VNFs for traffic distribu-
tion among the VNF instances). We discuss in full detail all attributes of the SFC extended

graph in Section 6.4.1.

Since embedding flexibility increases with the number of VNF instances, one may expect that
the SFC-GT should favor extended graphs with a multitude of instances. However, this is
not the case, since additional VNF' instances generate significant resource overheads that can
outweigh the gains from the increased embedding flexibility. These overheads stem from various
resource consumption aspects, such as the resources allocated for additional VNF's for traffic
distribution among the VNF instances, switch TCAM consumption by the forwarding entries
required by the additional edges in the extended graph, and the server memory consumption
due to VNF state replication (we assume that VNF state is replicated among all running
instances). We use the term transformation complexity, or simply complezity, to accumulate
these resource overheads, which we model in Section 6.4.4. Apparently, embedding flexibility
and transformation complexity are contradicting factors that both require optimization by
SFC-GT. As such, the SFC-GT problem is far from trivial and requires careful attention in the

modelling and balancing of these factors.

In Fig. 6.2, we depict an example of the application of SFC-GT in the context of NFV MANO
frameworks. An initial SFC request is supplied to the NFVO, which is in turn conveyed to
an SFC-GT module that computes an optimized transformation of the SFC in the form of an
extended SFC graph. The latter is sent to the VIM for its embedding and deployment on the

virtualized infrastructure. Apparently, as shown in Fig. 6.2, SFC-GT is executed prior to the
SFCE.
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Figure 6.2: SFC-GT augmented embedding approach.

6.4 Methodology

6.4.1 Extended graph

Recall that we model an SFC with a directed graph G = (V, ), where V' and F denote the set
of nodes and edges (i.e., VNFs and virtual links, respectively). Additionally, let d(i) express
the CPU demand and d' the inbound traffic of VNF ¢ € V.

Extended Service Function Chain (E-SFC) model. The E-SFC directed graph, denoted
by G¢ = (V¢ E°), is linked to a graph G that represents an arbitrary SFC. Effectively, G°
comprises all nodes and edges that could participate in a transformation of G. That is, we
generate several instances for each VNF, based on pre-defined values. Load balancing (LB)
nodes, along with respective edges, are inserted into G¢ to ensure correctness of potential

connections among VNF instances.

Virtual nodes of G¢. Given an SFC G comprising k VNFs (k € Z"), we define m = [my, ..., my],
where m; denotes the maximum number of available licenses for VNF i. In addition, we use
v; to express the LB placed before VNF i (i € K = {1,...,k}), v;; is the j instance of VNF
i, (je Ky =A{1,...m;},i € K), and V; = {v;1, ..., vi.m, } is the set of all potential instances of
VNF i. For convenience, B; = {v;} is the unit set of the LB positioned before VNF i. Hence,

Ve = UiGK B;UV;.
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Virtual edges of G¢. We classify the edges of G¢ into four groups. The first refers to edges
between LBs and their successor VNF instances, and is expressed as Epy = |J;cr U e, (Vi Vi)
Further, we consider the edges between VNF instances and the LB placed behind the next VNF,
denoted by Eyp = UieK_{k} UjeK,- (vij,vix1). Additionally, we take into account the event in
which two adjacent VNF's share the same number of instances; in this case, the insertion of
an LB between the VNF's is omitted, and connectivity can be established with a one-to-one
fashion. To this end, we define F;.; = UieK_{k} UjEmm(Kth)(vi,j, vi+1) to be the set of edges

that explicitly connect the respective instances of adjacent VNF's, where:
mm(Kl,KlH) = {Kl, Zf ’Kz| < ‘Ki+1|, else KiJrl}

Last, if a VNF ¢ (i € K—{1}) comprises a single instance, there is no need to insert an LB before
it. Assuch, the instances of the i — 1" VNF can be directly connected to this VNF (i.e., with a
many-to-one fashion). Such edges are expressed with the set En.1 = U ey Ujex, (Vi vitn1)-

Consequently, the set of edges in G¢ is E° = Egy U Eyg U E1.1 U E,.q.

An illustration of our E-SFC model is given in Fig. 6.3. The initial SFC graph G (Fig. 6.3a)
consists of three VNFs. Each VNF is associated with an m-value, which indicates the maximum
number of instances it can encompass. Here, the first and the third VNF can span at most
three instances, whereas VNF2 can be decomposed in up to two instances. The E-SFC graph
G, generated based on G, is shown in Fig. 6.3b. LBs (i.e., vy, ve, and v3) are interposed
between consecutive VNFs in the E-SFC graphs in order to facilitate potential connectivity

among varying number of VNF instances.
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Figure 6.3: The initial SFC, the extended SFC, and a feasible transformation.



6.4. Methodology 135

6.4.2 Feasible transformations

The essential purpose of the E-SFC is to serve as an auxiliary graph, upon which a selection
of vertices and edges is performed. The actual selection of such elements shall ensure that the
transformed graph and the original graph (i) exercise the same flow processing policy 7s (i.e.,
the VNF order is preserved), and (ii) have an (almost) equal performance p (i.e., the allocated
resources to the decomposed elements sum up to the initial). The following definitions formalize

these requirements:

Definition 6.1. (e-equivalent SFC graphs). Two SFC graphs G; and Gy are e-equivalent if
they adhere to the exact same flow processing policy, ¢.e., my, = 7y, and they have a similar
processing capacity, i.e., |p1 — p2| < €, for some small positive e. We write G; ~ G5 to denote

that G; is e-equivalent to Gs.

We should note that, the interposition of LBs between VNF's does not affect the flow processing

policy of an SFC, since LBs are neither meant to drop nor to modify packets. Consequently:

Definition 6.2. (Feasible transformation). Given an SFC G and its associated E-SFC G¢, a
feasible transformation of G is every graph G’, such that G' C G° and G’ ~ G. The set of all

feasible transformations of G is denoted as T(G).

The latter definition essentially imposes that feasible transformations shall be searched in G°.
For instance, the graph in Fig. 6.3c is a feasible transformations of G in Fig. 6.3a, as long as
the resource demands of the decomposed instances add up to the initial requirements of the
respective VNFs. In particular, VNF1 is decomposed into two instances, namely vy, and vys.
Therefore, an LB v; needs to be inserted prior to these instances in order to steer the traffic
appropriately. VNF2 is also implemented with two instances (v9; and vss). The insertion of
LB v is not required, since the instances of VNF1 and VNF2 can be connected in a one-to-one
fashion. However, this is not the case for VNF2 and VNF3, given that the latter is decomposed

into three instances, hence the LB w3 needs to be interposed between the respective instances.

Notice that this is only one indicative feasible transformation of G, while the entire feasible

transformations set consists of eighteen graph alternatives. In principle, |T(G)| = []r_, mi
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holds. The core challenge here is to identify criteria for assessing feasible transformations and,
subsequently, to design algorithms that obtain optimized on par with the state of the underlying

infrastructures.

6.4.3 Embedding flexibility

As discussed in Section 6.4.3, more expanded versions of SFCs yield higher flexibility in terms of
embedding, since there are more options for embedding smaller VNF instances onto a substrate
network. As such, an SFC-GT method should opt for the transformation of the initial SFC

graph in a way that greatly facilitates its embedding.

However, such a transformation is by no means straightforward. More precisely, the trans-
formation needs to take into account not only the properties of the SFC graph, but also the
condition (i.e., utilization, fragmentation level) of the physical infrastructure. Therefore, we
introduce the function F' : (G', G, G,) — R, which takes as input a feasible transformation of

G (i.e., G'), the initial graph G, and the substrate network G, and is defined as follows:

V=1V

F(G/7G7 GS) = Qb(GS) ’ Z T — |V|

(6.1)

where ¢(Gs) € [0,1] denotes the percentage of servers in G with scarce resources, while |V’|
encompasses the total number of nodes (excluding LBs) that form G’. The fraction in Eq. (6.1)

applies a min-max normalization on the value of |V].

For the trivial case of an entirely unutilized datacenter, the embedding flexibility of each G’ €
T(G) will be the same, since ¢(G,) will be zero. For non-trivial cases (i.e., with a certain
amount of CPU utilization), ¢(Gs) # 0. As ¢(G) increases, more weight will be given on the
embedding flexibility of G’, which is partially captured by |V’|. Note that ¢(Gs) can be also
adjusted to represent fragmentation [96], the average gap size [97], or other resource utilization

indicators.
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6.4.4 Transformation complexity

In principle, we consider several complexity aspects that can be attributed to a particular SFC
graph structure. For instance, opting for G over G’ (Figs. 6.3a and 6.3c) is expected to simplify
service deployment and run-time service management, because of the smaller number of VNF
instances that need to be spawned and managed. Furthermore, the number of instances affects
the amount of state that an NFV orchestrator needs to maintain. In this work, we focus on
what we deem as the most critical complexity aspect of SFC-GT, namely the resource overhead.
In the following, we discuss the most significant factors that generate resource overhead. In

this respect, assume that G represents the initial SFC graph, whereas G’ € T(G).

Load balancing. According to the E-SFC model, we insert virtualized LBs before VNFs to
split the incoming traffic among the instances of each VNF. To prevent packet re-ordering, we
rely on flow-based load balancing, which can be realized in a stateless manner (e.g., similar to
ECMP). With such an LB scheme, a flow aggregate can be easily split among a set of VNF
instances with the same processing capacity. Omne possible implication of flow-based LB is
that traffic may not be distributed evenly among the VNF instances, in the case of significant
diversity in the flow sizes. This problem can be rectified by detecting large flows and directing
them to separate instances [98]. Such LB mechanisms require additional functionality and

state, which, in turn, would generate extra resource overhead.

Since LB per se is not the focus of this paper, we incorporate a stateless flow-based LB mecha-
nism in our model. Since the main computationally-intensive task within such an LB is packet
I/O, we have generated a resource profile driven from packet I/O computational requirements
(i.e., 1300 CPU cycles/packet, according to [99, 100]). The resource overhead introduced by

the insertion of LBs in the E-SFC is computed as follows:

— = = 6.2
FT (6.2)

In Eq. (6.2), |R/| and |R| express the total CPU demands of G' and G, respectively, whereas

| Rimaz| denotes the CPU requirements of a feasible transformation of G that utilizes each and
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every LB from G (i.e., such a graph would result in the maximum LB overhead).

TCAM consumption. VNF chaining requires the installation of flow entries in switch
TCAMs [3, 101, 102]. A larger number of VNF instances is expected to lead to increased
TCAM consumption. VNF instance co-location could reduce TCAM consumption; however,
this is subject to capacity constraints which become more severe as the utilization of the under-
lying infrastructure increases. We note that in commodity switches TCAM is usually limited
(i.e., few thousands of flow entries). The depletion of TCAM space can be potentially mitigated
by the deployment of datapaths on commodity servers [103, 104]. However, this would lead to

consumption of server capacity, which could have been utilized for VNF deployment instead.

In the context of SFC-GT, feasible transformations of a given graph G will typically encompass
at least as many edges as G. With the largest embedding footprint (typical worst-case embed-
ding scenario), each pair of adjacent nodes will be placed in servers within different racks and,
as a consequence, each edge will be mapped onto a path that connects these two servers. In a
two-layer datacenter fat-tree topology, such a path will span three switches (two top-of-the-rack
and one core), hence, three flow entries will be required for each edge of the graph G. Observing
the extended graph (Fig. 6.3b) derived from a simplistic initial graph, we expect a significant
overhead in terms of TCAM consumption, in the case of a highly expanded graph. We denote
this overhead as M(G’,G) and compute it:
E'|—|E

M(E6) = (63)

where |E’| and |E| express the number of edges of G’ and G, respectively, while |E,,,.| corre-

sponds to the maximum number of edges that can exist in a feasible graph of G.

VNF state. The majority of VNFs (e.g., firewall, IDS, NAT) require internal state for their
packet processing operations [105, 106]. Spawning additional instances of a stateful VNF re-
quires, at the simplest case, the replication of their states across all instances, which leads to
additional server memory consumption. Main memory consumption can be alleviated by corre-

lating flows with running instances, such that each instance can maintain only a subset of the
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total state [107]. However, this yields higher complexity, since it requires the joint optimization
of VNF instance placement and flow distribution. In our work, we account for the overhead

stemming from state replication. The respective resource overhead is estimated as follows:

@) =)
6 = Cargman Vi, ) — 5(@) (6.4)
Gi€T(G)

where s(-) expresses the number of stateful VNF instances that belong in an arbitrary SFC.
Additionally, we utilize [V, .| to denote the number of stateful instances in graph G; € T(G).
Therefore, s(argmaz|Vy,. ) is the maximum number of stateful instances that can exist in

G€T(G)
a feasible transformation of G.

Essentially, Eq. (6.2), (6.3) and (6.4) apply a min-max normalization on the first terms of their
nominators; thus, they share the same co-domain, which is [0, 1]. Since the resource overhead
is considered to stem from load balancing, TCAM consumption, and VNF state replication, it

is computed as:

C(G.G)=a-B(G,G)+ B - M(G,G)+~-5(G,G) (6.5)

where o, 5,7 € Rsg, a++v=1,and C: (G',G) — [0,1].

6.5 SFC-GT optimization

In this section, we model the SFC-GT optimization problem as a mixed-integer linear program
(MILP). The MILP shall ensure that the resulting transformation is indeed a feasible one, and
the major challenge here lies in modelling a multitude of logical constraints in the form of linear

expressions.
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Table 6.1: Notations in the SFC, the E-SFC, and the MILP.

Symbol Description
SFC
V the set of virtual nodes comprising a SFC
E the set of virtual edges between virtual nodes
d(i) CPU demand of virtual node i
d inbound traffic to VNF i
E-SFC
m; maximum number of instances allowed for VNF 4
K index set of VNFs, i.e., of V
K; index set of VNF 4 instances
v; the i** LB node
Vi j the j*" instance of VNF i
B; the singleton comprising v;
Vi the set of v; ; instances
Ve the set of virtual nodes comprising the extended graph
Epy the set of edges associated with v; and v; ; nodes
Eyvg the set of edges associated with v; ; and v;41 nodes
Eyvy the set of edges associated with v; ; and v;41 ; nodes
Ev1 the set of edges associated with v; ; and v; 41,1 nodes
FE° the set of virtual edges comprising the extended graph
MILP
X4 assignment of node v,
Ti 5 assignment of node v;_;
T CPU demand assigned to the j*" instance of VNF i
zjj assignment of edge (v, v; ;) € Epv
i resource demand assigned to edge (v;,v; ;)
zl assignment of edge (v; j,vit1) € Evp
il resource demand assigned to edge (v; j,vit1)
zz_ilj assignment of edge (v; j,vit1,j) € Evy
i1 resource demand assigned to edge (v; j,vit1,5)
S assignment of edge (v; j,vit1,1) € Evy
rfﬁl 1 resource demand assigned to edge (v; j,vit1,1)

6.5.1 Core variables

We initially introduce the core variables of our MILP program, which are practically associated
with the assignment of nodes and edges from G¢, as well as the assignment of the respective
resources. We denote by x the binary variables that indicate the assignment of nodes, and by
z the binary variables that indicate the assignment of edges between nodes. In particular, x;
refers to the assignment of v;, i.e., the i** LB, whereas x;; denotes the assignment of v; ;, i.e.,
i

the j™ instance of VNF i. Similarly, 2

;; indicates the assignment of the edge that connects v;

and v; j, 2}, expresses the assignment of the edge that connects v; ; and v;y1, and, last, 27, ;
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and zfill refer to edges in Fyy and Eyq, respectively. Each of the aforementioned variables
(except from the variables x;) is associated with an r-variable that expresses the amount of
resources assigned to the corresponding virtual element. For example, 7 refers to the CPU
resources assigned to vg 2, whereas 7“(1)’2 represents the bandwidth requirements assigned to the

link (/UO’Q, ’Ul) .

6.5.2 Node and edge assignment constraints

Reduction of the solution space. We assume that instances of a particular VNF have the
same processing capacity. Thus, according to the E-SFC model, there are many solutions that
essentially express the same graph. For instance, the graph v;; — vy — v3; is the same as
V13 — V21 — U1, i.e., both graphs encompass the same number of instances for each VNF (cf.
Fig. 6.3c). Constraint (6.6) is defined to ensure that VNF instances are selected in ascending
order. This reduces the solution space and alleviates the solver from evaluating solutions with

the same efficiency.

Tigr1 < iy Vi€ Ki—{m;},Vie K (6.6)

At least one instance of each VNF is selected. Considering Eq. (6.6), this constraint is

defined as shown in Eq. (6.7).

S wa=k (6.7)

LBs are not placed before VNF's with a singe instance. This constraint, which eliminates

unnecessary nodes, is defined as:
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vite< Y @y VieKee(0,1) (6.8)

JEK;

Assigned nodes enforce the selection of links, and vice-versa (Case: LB; — VNF)).

Constraint (6.9) ensures that a virtual link is established between v; and the selected v;;:

Ti-Tij = Zij V(vi, vij) € Epy (6.9)

Since Eq. (6.9) is a non-linear constraint and all of the associated variables are binary, Eq. (6.9)

can be linearized with the following constraints:

Z;j <z V(Ui,?)i’j) € Egy (610)
%y < iy V(v vi5) € Epy (6.11)
T; + Tij — 1< Z;j V(UZ',UZ',]') € Epy (612)

Assigned nodes enforce the selection of links, and vice-versa (Case: VNF; — LB, ).
In case a LB is placed before VNF i + 1 (i.e., x;11 = 1), the selected instances v; ; of VNF ¢

should be connected to it. This is defined as:

Tit1 - Tij = szzl \V/(?)Z'hj, Uz‘_:,_l) € FEyp (613)

We employ the previous logic, i.e., similar to constraints (6.10) - (6.12), in order to linearize

Eq. (6.13).

LBs are not placed between adjacent VINFs with the same number of instances.
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This constraint enables the creation of parallel paths within a SFC graph, thus, allowing for
more flexible (in terms of embedding) and robust graph structures. This is formulated via the

following expression:

Swig= Y wpy = a0 =0 Vie K- {k} (6.14)

JEK; JEK 11

which certainly does not conform to LP modelling requirements. To this end, we introduce the

integer variables &7, ,, d;1,, 0.1, and the binary variables y!_,, as follows:

6Z+1 = Z Ty — Z Tit1,5 Vie K — {k’} (615)

JEK; JEKi+1
0i1 =011 —0ify Vi€ K —{k} (6.16)
0 <0t <max(mi,mir)-yi, Vie K —{k} (6.17)
0 <671 <max(mi,mip) - (L—yl) Vie K—{k} (6.18)
Tip1 <O 0, Vie K—{k} (6.19)

Essentially, constraints (6.15) to (6.18) impose that 6" +6~ = |6 = [ > e, Tij =D ek, Tit1jl-

Consequently, Eq. (6.19) implies Eq. (6.14).

Assigned nodes enforce the selection of links, and vice-versa (Case: VNF, —
VNF,,). It is further required to enforce the selection of edges that directly connect the
respective instances of two adjacent VNF's, in case these are split into the same number of
instances. Recall that the latter is implied by 6.7, + 07, = 0 (see constraint (6.14)). To this

end, we introduce the following expression in our formulation:
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(xi,j =1A :Bi+17j = 1) VAN (5;11 + 5;;1 =0

= 2, =1 VjeK,Vie K- {k} (6.20)

which can be easily linearized by the insertion of t;ﬁl,j binary variables to hold the product
of z;; and x;11; (in a similar manner to the linearization of Eq. (6.9) and Eq (6.13)). In

particular, the following expressions linearize constraint (6.20):

1,3 i+ i— 4,J
bty — 0 — 0 < max(m;, miy1) - Zit1,j

V(Uz"j, Ui+1,j) € Byy (621)

-+ € < mazx(m;,migq) - (1 — 2';321,]')

i+ i— 1,J
Oiy1 00—t

\V/(Ui’j, U’i+1,j) € Evv, €c (O, 1) (622)

Assigned nodes enforce the selection of links, and vice-versa (Case: VNF, —
VNF, 11). The following constraint enforces the required binding between the z and z vari-
ables, when there is only a single instance of VNF i + 1, i.e., ;112 = 0 (see constraint (6.6)).
In this case, according to constraint (6.8), we do not place a LB before the single instance. As
such, the assigned v; ; instances, i.e., those for which x; ; = 1, should be directly connected to

the v;411 node. This is expressed as follows:

— — (2
Tiy12 = 0OA Tij; = 1l Zif11 = 1

Vi e K, Vie K —{k} (6.23)

which is equivalent to the following linear expressions:
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Tij— Tiy12 < Zzin V(vij, vig1,1) € Evy (6.24)
Zﬁll <5 Y(ij,vie11) € Eva (6.25)
Zfﬁl,l <1—miy12 Y(vij,vit11) € Evy (6.26)

Place an LB before the first VNF with multiple instances. The first VNF in a SFC
is treated as a special case, since the placement of a LB is required before the VNF, in case it

encompasses multiple instances, i.e., > jex, L1 = 2. In LP terms, this is formulated as:

Zx17j—2+6§m1-m1 e€ (0,1) (6.27)

JEK1

Place an LB between two VNFs with different number of instances and when the
second VNF has multiple instances. According to the previous discussions, we formulate

this constraint as:

(52::__1 + (5;_7_1 Z 1A Tiy12 = 1= Titr1 = 1

Vie K — {k} (6.28)

which is equivalent to the linear constraints:

Tip1 < Tiv12 - max(mi, mi+1) Vie K — {k‘} (629)
S+ 00 — (1= mipa2) - maz(my, miyq)

< xip1-max(mi,miy) Vie K —{k} (6.30)



146 Chapter 6. Service Function Chain Graph Transformations

along with constraint (6.19).

6.5.3 Resource assignment constraints

Resource demands for VNF instances. Apparently, the resource demands of all VNF
instances must sum up to the initial resource demands of the respective VNF. Recall that we
opt for VNF instances with the same processing capacity, hence, their resource demands will

be equal.

Z Tij - Tij; = d(’L) Vie K (631)

JEK;
Tijp1 =1=71i; =rijn

Yet, we should pay attention to the product of » and z variables in order to avoid non-linearity.

To this end, we introduce h; j, which is a positive continuous variable adhering to:

Tij — (1 — xi,j) . d(’l) S h@j Vie K (634)
h@j < Tij Vie K (635)

Constraints (6.33) - (6.35) ensure that h; ; holds the product 7;; - x; ;. Therefore, Eq. (6.31)

can be now expressed as:

> hiyy=di) VieK (6.36)
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while Eq. (6.32) can be enforced by the following expressions in conjunction with constraint

(6.6):

rijo1 <ri; VjeK,—{m},Vie K (6.37)
Tij = Tig+1r < d(@) - (1 — @ 541)

Vjie K, —{m;},Vie K (6.38)
Tiger < d(i) - ij

Resource demands for edges departing from VINFs. The bandwidth demands of edges
that depart from VNF i instances must sum up to d*™!, i.e., the total ingress traffic to VNF

i + 1. To enforce this, we introduce the following constraints:

,J %5 1,5 1,J
E : (zify iy + 2y i)

JEK;

+ Y e =dT Vie K —{k} (6.40)

jEmin(K,-7Ki+1)

The individual products of z and r variables can be linearized in the same manner with
Egs. (6.33) - (6.35) for Eq. (6.31). However, we omit these nine constraints (three per product),
for brevity. Since we employ constraint (6.32), we distribute the required bandwidth evenly
among all edges, 7.e., edges that depart from VNF ¢ have equal resource demands. This is

captured by the following expressions:
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R s
4,j+1 4,j+1

_ i
Ziiig =1 =1 =71

Vi e Ky —{m;},Vie K — {k} (6.42)

g+l i g+l
Ziii g =1 =1 =i in

VJ S TTLZTL(K“ Ki+1> — {mm(ml,mzﬂ)},‘v’z c K — {k’} (643)

Each one of the Egs. (6.41), (6.42), and (6.43) can be applied in our MILP program through

triplets of constraints (omitted for brevity), similar to Egs. (6.37), (6.38), and (6.39).

Resource demands for edges departing from LBs. We further consider the bandwidth
demands of edges that depart from the assigned LBs. In this respect, the following expression
implies flow conservation, i.e., the amount of inbound traffic to the LB is equal to the total

amount of outbound traffic. This is formulated as:

S ozer=d -z, VieK (6.44)

5 1i,j
JjeK;
We linearize Eq. (6.44) by incorporating three additional constraints (similar to Eqs. (6.33) -
(6.35)) in order to model the product between z} ; and 77 ;, whereas another triplet of constraints,
in a similar manner to Eqgs. (6.37) - (6.39), is utilized to enforce equal bandwidth demands

among the edges that depart from LBs.

6.5.4 Objective function

The objective of the SFC transformation problem is as follows. Given an SFC G, a sub-

strate network Gy, and its resource utilization state ¢(Gj), identify G* € T(G), such that
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F(G*,G,Gy) < f(G', G, Gy),YG" € T(G), where

(GGG = (1-9¢(Gy)) - C(G,G) = F(G', G, Gy) (6.45)

Recall that, as explained in Section 6.4, C' and F' are contradictory; thus, our MILP seeks
Pareto-optimal solutions (specifically, it tries to minimize the complexity, while maximizing
the embedding flexibility of the transformation). Furthermore, since F(G’,G,Gs) depends
heavily on ¢(Gy), the value of Eq. (6.45) will be mainly driven by C(G’, G) whenever ¢(Gy) is
close to zero. However, as ¢(Gy) deviates from zero, F(G',G,G,) will have a greater impact

on the fitness score of candidate solutions.

6.6 Evaluation Results

In this section, we aim at quantifying the gains from our proposed SFC transformation method.
To this end, we utilize an SFCE method in the following two evaluation scenarios: (i) our SFC-
GT scheme generates an optimized transformation of the initial SFC, which is subsequently
conveyed to the SFCE method (termed as GT-augmented embedding), and (ii) the initial SFC
is processed directly by the SFCE method, without any SFC transformation (termed as baseline

embedding).

The SFCE method is essentially a heuristic that computes SFC embeddings using the following
steps. The heuristic maps the VNFs of the SFC in a sequential manner, starting with the first
VNF of the SFC. Initially, it ranks the racks of the datacenter in descending order, according
to their available ToR to core link capacity, and also ranks the servers of the current rack in
descending order, according to their residual CPU capacity. Subsequently, the heuristic places
the first VNF in the top ranked server, and prioritizes the assignment of adjacent VNFs in the
same server. If such assignments are infeasible, the heuristic seeks another server of the current

rack; otherwise, it repeats the process at the ranked servers of the subsequent rack, until each
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VNF has been successfully placed. In case the placement of any VNF (or link) in the SFC fails,

the embedding request is rejected.

6.6.1 Evaluation Environment

We have developed a simulation environment for SFC embedding evaluations in Python. The
SFC-GT MILP is implemented with the Gurobi [58] solver. All evaluations are carried out on a
simulated two-layer fat-tree datacenter network topology. The datacenter comprises 200 servers,
organized in ten racks. The corresponding top-of-the-rack (ToR) switches are interconnected
through five core switches. The intra-rack and inter-rack links have capacity of 1 Gbps and 10

Gbps, respectively, and the CPU capacity of each server is set to 7.2 GHz.

Each SFC consists of three to eight VNFs, whereas the CPU demand of each VNF in the
SFC lies between 10 to 50% (with 10% step) of 7.2 GHz. The inbound traffic in the SFC lies
anywhere between 50 and 200 Mbps. Concerning the maximum number of instances that each
VNF can span (i.e., m;-values), we set these to five, while there is 80% probability that a VNF
is stateful (otherwise, it is stateless). Furthermore, ¢(G5) indicates the percentage of servers
with available CPU between 3% and 15%, whereas for the complexity metric, we set «, 8, and

v to 0.4, 0.4, and 0.2, respectively.

In addition, we account for a set of n discrete time intervals 7' = {1,2,...,n}. At each time
interval, N SFCs arrive sequentially, where N follows a Poisson distribution with A = 20. Each
SFC comes with a lifespan k. Therefore, if an SFC is embedded at time t € T', it will expire
at time ¢t + k € T'. During our simulations, & lies within [3,10] (randomly), whereas n is set to

500.

6.6.2 FEvaluation Results

Initially, we compare the request acceptance rate achieved by the GT-augmented method and

the baseline. This metric expresses the ratio of the number of successfully embedded SFCs
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Figure 6.4: Request acceptance rate. Figure 6.5: CPU utilization of GT-

augmented relative to baseline.

over the total number of SFCs. According to Fig. 6.4, GT-augmented admits 87% of the
requests, whereas the respective percentage for the baseline is 82%. Further examination of
the acceptance rate results uncovers that all rejections of GT-augmented are attributed to

lack of CPU resources, whereas a small fraction of the baseline rejections is caused by lack of

bandwidth, as well.

As expected, the higher acceptance rate of the proposed method is translated into higher
resource efficiency, as shown in Fig. 6.5. In this plot, we compute the moving average of the
fractions CPU} /CPU?, where CPU} is the sum of the CPU assigned to SFCs, until request
i by the GT-augmented method (the denominator captures the same value for the baseline).
Recall that a graph transformation may introduce further CPU requirements, because of the
addition of LBs. The reasonable assumption is that such resources are not monetized by the
InPs, who may opt for utilizing them in favor of higher resource efficiency. That said, Fig. 6.5
indicates that the GT-augmented algorithm manages to assign 9% more CPU compared to the

baseline, while the net gain (i.e., resources for VNFs, which are indeed monetized) is 8%.

Fig. 6.6 illustrates the relative efficiency of the proposed method against the baseline in terms
of generated traffic, sub-divided into intra- and inter-rack. In this plot, the respective values
are computed per time interval (which is per ~20 SFCs), thereby, covering the whole range of
the simulation. While initially both curves tend to fluctuate, they eventually reach a steady
state, which is the same for both DC topology levels, i.e., at 90% of the traffic generated by

the baseline. Apparently, this indicates higher efficiency for the proposed method, especially
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at the inter-rack level, where bandwidth conservation is crucial. At first, bandwidth conser-
vation through VNF decomposition (into multiple instances) may not be expected, especially
since more emphasis was given (narrative-wise) on relaxing the CPU requirements for enhanced
embedding flexibility. Nevertheless, SFC-GT may indeed generate less traffic, since VNF de-
composition opens up opportunities for co-locating more communicating SFC components into
the same server or rack. For instance, each one of the links v;; — w91 and vi9s — v9y in
Fig. 6.3c yields half of the bandwidth requirements compared to the link VNF1 — VNF2 in
Fig. 6.3a. Therefore, if VNFE1 and VNF2 are not placed on the same server, the whole re-
quired bandwidth will be allocated from the corresponding DC links. In contrast, assume that
the GT-augmented method places only v and v9s on different servers. This would result in
only half of the bandwidth consumption observed in the previous case (i.e., without employing

GT-augmented).

To gain further insights on the behavior of the two methods, we examine the condition of
the underlying DC, quantified by the ¢-values, i.e., the percentage of servers with available
CPU between 3% and 15%, which we use as a rough approximation for CPU fragmentation.
According to Fig. 6.7, ¢ reaches 50% with the baseline (with a tendency to increase), whereas
the respective value with the GT-augmented is significantly lower. Additional results (which
are omitted for brevity) indicate that, at steady state, the baseline utilizes 80% of the servers’
CPU (the respective value with GT-augmented is 90%). This, along with the measured high

fragmentation, implies that a considerable portion of the residual CPU is scattered in resource



6.6. FEvaluation Results 153

—8— GT-augmented
- baseline

o
w

ﬁﬁ R ik N e e

—&— VNF instances
--&-- forwarding rules

o
e

runtime (seconds)
o
5]

GT-augmented overhead
relative to baseline (%)
8
L]

50
0 2000 4000 6000 8000 00
number of commonly 3 4 5 6 7 8
accepted services SFC length

Figure 6.8: VNF instances and forwarding  Figure 6.9: Average solver run-time for di-
rules of GT-augmented relative to baseline.  verse SFC lengths.

blocks of size 3% to 15%, a fact that highly restricts the embedding options of SFCs, eventually

reducing the efficiency of the baseline.

Recall that SFC-GT seeks a balance between maximizing the embedding flexibility and mini-
mizing the transformation complexity of graph transformations. So far, our evaluation results
corroborate the gains of SFC-GT in terms of embedding flexibility. With respect to transfor-
mation complexity, Fig. 6.8 illustrates the generated VNF instances, as well as the required
forwarding rules for the proposed method, in relation to the initial service graph and its map-
ping by the baseline. For this comparison, the successful mapping of the respective graphs (i.e.,
transformed and initial) is crucial, hence, we only account for the commonly accepted SFCs by
both methods. In this respect, we observe 3x increase in the number of VNF instances, and
2x increase in terms of forwarding rules. Practically, this means that the transformed graphs
embedded by GT-augmented comprise of triple the nodes of the initial graph, while their chain-
ing requires twice as much forwarding rules on the switches, on average. Given that m;-values
are set to 5, this result indicates an achieved balance in terms of VNF instances. In terms of
forwarding rules, steering traffic across more VNF instances inevitably increases switch TCAM
consumption. In future work, we will seek to alleviate this TCAM consumption overhead, by

coupling SFC-GT with source routing in an experimental environment.

Finally, we compare the solver run-time between the GT-augmented and the baseline. Accord-
ing to Fig. 6.9, the run-time of GT-augmented exhibits an exponential growth, in relation to

the problem size (i.e., SFC length). However, for reasonable SFC lengths and values of m;,
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the GT-augmented run-time is bounded below 0.4 sec, which indicates its feasibility in realistic

embedding scenarios.

6.7 Related Work

To the best of our knowledge, this is the first work that tackles SFC-GT through the lens of
embedding flexibility and transformation complexity. Therefore, this section discusses research
which focuses on the general problem class that SFC-GT falls under, namely NFV-RA pre-

processing problems (cf. Section 2.3.4).

Mehraghdam et al. [108] propose an SFC specification and placement framework. In terms of
SFC specification, which is more relevant to our work, the authors identify the possibility of
optionally ordered VNF's, which can be deployed in parallel modules. To this end, they aim
at splitting a VNF into multiple instances, while positioning a load balancer node beforehand.
The final SFC graph conveyed to their placement algorithm is obtained with a heuristic method
that orders VNFs in a way that greedily strives to minimize the bandwidth requirements of the

SFC.

Carpio et al. [94] examine the potential of creating replicas of sequential SFCs and placing
them into distinct network locations, thus balancing the traffic across multiple SFC instances.
Sun et al. [93] propose a VNF parallelism framework, which dedicates a core module for the
identification of VNF dependencies and eventually generates an SFC that allows the concurrent
execution of VNFs. The authors provide a comprehensive analysis of their solution, while the
perks of parallelism are corroborated through an evaluation of their prototype. None of these
studies, though, takes into consideration the impact of the SFC modification on the embedding

procedure.

Palkar et al. [95] present E2, a framework that facilitates the deployment of SFCs. Among the
E2 features, VNF placement includes a sizing step that determines the number of instances
required for each VNF'. Yet, this number is computed as a function of the projected VNF load,

thus no relevant optimization occurs during a pre-embedding phase.
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Despite focusing on distinct problems, a common factor of the aforementioned studies is the
prospective gains from the transformation of the initial SFC request. In contrast to these
studies which investigate specific aspects of SFC transformation, we provide a holistic solution
for optimized SFC transformation, accounting for a wide range of embedding flexibility and

transformation complexity aspects, with the ultimate goal to strike a balance between them.

6.8 Conclusions

Effective resource assignment is crucial for NFV. Resource allocation challenges, such as re-
source fragmentation and high utilization, highlight the shortcomings of traditional methods.
By transforming SFC graphs before embedding, we offer an innovative method to mitigate these
issues. The primary goal is to maximize resource allocation efficiency without introducing un-

necessary overheads.

At the heart of our approach to SFC-GT are two key principles: embedding flexibility and
transformation complexity. The former measures how easily an SFC graph can be embedded
into a physical network, and the latter captures the additional overheads of the transformed
graph. A significant portion of our research revolves around balancing these factors, influenced
by the current resource state of the network. This balance ensures efficient utilization of
physical resources without introducing unnecessary overhead in the network. From a practical
standpoint, our SFC-GT method assists SFCE solvers to find feasible solutions which adhere
to the embedding objective in cases where network resources are highly utilized. In the absence
of our SFC-GT method, SFCE solvers would be at a significant disadvantage, having limited

means to address these situations.

Our methodology covers foundational concepts up to rigorous mathematical modelling. Using
an MILP model provides a structured approach, laying the groundwork for deeper insights.
Our simulation results validate the efficacy of the SFC-GT approach. These not only highlight
potential resource utilization improvements but also quantify any associated overheads, offering

a rounded perspective on the method’s practical applications. This research offers promising
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strategies for refining resource assignment in the evolving world of NFV.



Chapter 7

Conclusions

7.1 Summary of Thesis Achievements

In the evolving landscape of modern networking, the task of embedding SFCs within NFV-
enabled infrastructures has garnered significant attention. This is especially pertinent in the
realm of resource-constrained environments like edge clouds, which introduce unique challenges
due to their inherent limitations in computational capabilities, storage, and bandwidth. In such
scenarios, efficient SFCE becomes imperative to ensure service delivery with high performance,
while utilizing available resources optimally. This thesis delves deep into the nuances of SFCE in
these constrained environments, addressing a set of critical challenges and proposing innovative
solutions to them. The specific challenges, along with the way these are addressed via the

research of the thesis, are listed below:

1. A prevailing assumption in core datacenters is the abundance of certain resource types
apart from the CPU, such as memory and storage. This perspective has driven many
existing SFCE studies to focus primarily on optimizing a singular resource type, namely
the CPU. These studies assert that their solvers can be seamlessly expanded to handle
multi-resource environments. However, in the face of resource-constrained clouds, the

validity of this assumption is put to the test, calling for a more comprehensive evaluation.
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To address this challenge, the thesis examines a range of multi-dimensional mapping
efficiency metrics, evaluating their integration in both heuristic and exact SFCE solvers.
Harnessing the most appropriate and efficient metrics, we introduce two heuristic methods
and an MILP tailored for multi-dimensional SFCE. To further refine VNF placement, a
VNF bundling scheme is proposed to leverage the perks of two critical mapping efficiency
metrics, namely the euclidean distance and the cosine similarity. Empirical evaluations
showcase a considerable improvement in resource efficiency with the multi-dimensional
heuristics in contrast to single-dimensional strategies, albeit with a slight sub-optimality
when compared against the MILP. An exploration of the bundling scheme’s synergy with
our most prominent heuristic further solidifies the value and potential implications of

integrating multi-dimensional metrics in SFCE methodologies.

. Edge cloud environments present an opportunity for cross-service interactions, which

can boost network capabilities. However, edge nodes, like servers, often have limited
resources. This makes it essential to allocate resources carefully, especially when many
SFCs interact with one another. Added to this is the dynamic nature of edge clouds, which
require flexible scaling mechanisms that can adjust to the needs of interacting services.
This situation adds new challenges to NFV. There is a clear need to look at SFCE with
this perspective to ensure efficient use of resources in the next-generation networks. To
tackle this, we develop a CSC-aware SFCE heuristic that optimizes SFC placement. This
new approach goes beyond looking at resources and communication demands within a
single service, and it also considers the embedding constraints imposed by deployed SFCs
that might be consumed. We elaborate on various types of CSC and introduce a new
data structure called the VNF embedding tree. This structure helps decide the best order
for placing the VNF's of SFCs, allowing the heuristic to manage the complexities of SFCs
that have CSC needs. Simulation results indicate that the SFCE-CSC heuristic manages
to optimize the placement of CSC constructs without reducing the embedding efficiency

of the original SFCs.

RL has gained traction in the sphere of SFCE, with a predominant incline towards cen-

tralized approaches. A common assumption is that a centralized agent has a complete
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view of the environment, which spans multiple interconnected edge clouds. However, this
stands in contrast to the NF'V MANO paradigm, wherein a centralized agent is more
likely to access merely aggregate data, offering a partial view of the actual network state.
Such an inconsistency highlights the urgency to re-examine the alignment of RL schemes
with practical orchestration frameworks. Addressing this gap, our research initially sheds
light on the motivations behind the popularity of RL in SFCE and subsequently identifies
inherent drawbacks in prevailing RL-based SFCE strategies. We then argue that these
limitations lie in the centralized execution of RL methodologies. In response, we introduce
a cooperative DMARL model tailored for decentralized SFCE. This model emphasizes the
pivotal role of efficient communication amongst neighboring agents. Evaluations via sim-
ulations underscore that DMARL surpasses the performance of a centralized double deep
Q-learning mechanism. They also uncover the core behaviors acquired by the team of
agents, emphasize the value of agent-to-agent information exchange, and draw attention

to the effects of varying network topologies on the efficacy of DMARL.

. The prevailing literature reveals a significant oversight concerning SFC pre-processing

techniques. As it stands, SFC requests are largely treated as rigid entities, with their
structure assumed to be static and unchanging. Such a viewpoint critically hinders the
adaptability and versatility of SFCE solutions, preventing their optimization in harmony
with the real-time resource availability within the physical network. The situation calls
for innovative methodologies capable of reshaping SFC requests to better align with fluc-
tuating network conditions, thereby enhancing the capacity of solvers to obtain optimal
solutions, even under unfavourable network states. Addressing this gap, our work delves
into the potential to transform entire SFC graphs prior to their embedding. This aims to
assist SFCE solvers obtain more effective solutions, or to obtain solutions more efficiently.
The overarching transformation process is majorly influenced by the resource consump-
tion status of the substrate network, along with the concepts of embedding flexibility
and transformation complexity. We model the SFC graph transformation problem as an
MILP, and we detail the linearization process of multiple non-linear constraints. Rigor-

ous simulations validate the viability of our method and highlight the resource efficiency
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advancements that can be realized even at highly utilized and fragmented infrastructures.

7.2 Applications

The advanced mechanisms and methodologies discussed in this thesis hold significant potential,
transcending theoretical constructs to offer tangible solutions to real-world challenges. From
optimizing network functionalities to expanding the horizons of adaptable computing, the scope

of these mechanisms is broad and far-reaching.

Within the realm of NFV, the potential of these mechanisms is particularly promising. Envision
a scenario where a series of typical SFCs, whether confined to a single edge datacenter or
distributed across multiple ones, need orchestration. Leveraging the NFV MANO framework,
the SFCE algorithms of this research can be integrated seamlessly within resource schedulers
of either VIMs (in case of a single datacenter) or NFVOs (in case of multiple datacenters).
Here, they can play a pivotal role, adeptly handling not just the placement of these SFCs but
also their efficient scaling (recall that SFCE solutions are paramount in horizontal scaling),
ensuring resource optimization and reduced latency. With the rise of edge computing and 5G
technologies, such scenarios are not just likely but imminent, and the methodologies developed

herein can be instrumental in bridging the gap between demand and optimized service delivery.

Beyond the specific domain of SFC graphs, the mechanisms can be adapted to address more
generic application graphs. Consider services and applications that might not traditionally
fit the ecosystem of NF'V but still require orchestrated, efficient embedding and management.
From complex computational workflows in data science and bioinformatics, where tasks have
dependencies and need to be executed in specific sequences, to sophisticated digital twins in
industrial IoT setups that necessitate real-time data processing and analytics, the methodologies
can be repurposed. They can offer optimized resource allocation, adaptability, and scalability,
ensuring that regardless of the nature of the application, its demands are met with precision

and efficiency.
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7.3 Future Work

While the mechanisms presented in this thesis have demonstrated significant advancements
in orchestrating SFCs in resource-constrained NFV environments, several intriguing paths for

further exploration remain, including;:

e Granularity of Resource Allocation. While our research primarily focuses on macro-level
resource allocation in edge cloud environments, there is potential to delve into micro-level
allocations. Indicative examples of such allocations include last level cache and memory
bandwidth management. This will unveil the way individual resources within a server or

container are allocated and optimized, especially in hyper-converged infrastructures.

o Multi-layer Orchestration. As evidenced in Chapter 5, the interplay of NF'VOs and VIMs
with regard to resource allocation is far from trivial, and additional research is required
to understand and identify the sweet-spot between the granularity of information each

layer shall have at its disposal and bandwidth conservation.

e [nter-connected decision-making systems. Inter-connected decision-making systems strive
to bridge isolated units of intelligence, aiming for a cohesive and global optimization strat-
egy. However, a paramount research challenge lies in quantifying the downstream effects
of these systems, ensuring that local actions do not compromise overarching objectives.
This necessitates the development of new metrics and methodologies capable of capturing

the intricate consequences of inter-connectivity.

Apparently, the continuous evolution of technology and the ever-changing demands of modern
network architectures ensure that the journey of discovery, innovation, and refinement is far

from over.
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