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Malware Types

Qoops, your files have been encrypted!

.
R e * Virus

Your important files are encrypted.

Many of yourd photos, videos, datab d other files are no longer

accessible because they have been encrypted. Maybe you are busy looking for a way to -
recover your files, but do not waste your time. Nobody can recover your files without [ ] Tro an S
lour decryption service.

Can I Recover My Files? °

Sure. We guarantee that you can recover all your files safely and easily. But you have O r I I I S
not 5o enough time.

You can decrypt some of your files for free. Try now by clicking <Decrypt>.

But if you want to deerypt all your files, you need to pay. [ AdWare
'You only have 3 days to submit the payment. After that the price will be doubled.

Also, if you don’t pay in 7 days, you won't be able to recover your files forever.
[We will have free events for users who are so poor that they couldn't pay in 6 months.

How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>,

And send the correct amount to the address specified in this window.

After your payment, click <Check Payment>. Best time to check: i0am - 11:00am

w

Send $300 worth of bitcoin to this addre:
bitcoin
e [12t9YDP gwueZSNyMgwi19p7AABISjr6 Shw

Master’s Thesis Presentation — February 2022

MANENILTHMIO
MAKEAONI|AZL

* Rootkit
 Bots
e Ransomware



* Embedding layer:

words

 Encoder

Layer:

Sequence-to-Sequence

maps the input

compresses the

tensors to a predetermined size

 Decoder layer: produces the output

token sequence
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Attention Mechanism
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XLCNN Architecture
XLCNN uses embeddings with 32x10° token vocabulary

* CNN Layer 1
Input matrix: [512 x 1 x 512]
Output matrix: [512 x 1 x 2048]

* CNN Layer 2
Input matrix: [512 x 1 x 2048]
Output matrix: [512 x 1 x 512]

* Feed Forward Layers
24 layers
Input matrix: [512 x 1 x 512]
Output matrix: [512 x 1 x 512]
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XLCNN Architecture

Fully Connected Layer 1
512x 1x 2048

— . X Fully Connected Layer 2
512x 1 x 2048 \.X 512x 1x512 512x 1x 512
512x 1x512 512x1x5612 (10719
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r 2.4085
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Unv{:_u rona d Coanutlonal Linear Transformation 0.8365
GELU GELU -0.0384
j Linear Transformation Layer Normalization
— . i P
Linear Transformation GE}U
+
GELU Dropout
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XLCNN Feed Forward Network

[ Output Matrix )
Y

(Normalization Layer J
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x—E[x]

YT Narlafee T

Normalization:

X,if x>p

Dropout: f(x, p) = 1 |O,ifx<p

X —((X_#)Z

GELU: G[x|=MAD(x| [e 2" dx
0

Linear Trans: y=Glx| - w'+b

CNN: Clx|=B-b, +a- (x-wm)
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XLNet vs XLCNN FF Architecture

Output Matrix Output Matrix
03 ization Layer

4
l Input Matrix ' _l Input Matrix l

Master’s Thesis Presentation — February 2022



AAAAAAAA
AAAAAAAAAA

/0 NANEMILTHMIO

Data Source Collection — Benign data MAKEAONIAZ

Windows 7: 342 Total Benign data: 1794
Training data: 1641
Windows 8: 608 Testing data: 153

Windows 10: 950
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Data Source Collection — Malicious data

MAKEAONIAZ
* VirusTotal: online scan engine to Total malicious data: 3117
CheCk_ for viruses, owned by Training malicious data: 2824
Chronicle

Testing malicious data: 293

e Das Malwerk: online repository
owned by Robert Svensson, security
researcher at FlixBus company
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Metadata extraction MAKEAON|AZ

* The metadata in this research project was extracted
from the executable Windows files using a python
library called pefile

* Pefile is a multi-platform Python module to parse and
work with Portable Executable (PE) files

e Most of the information contained in the PE file
headers is accessible as well as all the sections details
and data
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Metadata from Windows executables files

IMAGE_IMPORT_DESCRIPTOR]
0x0 OriginalFirstThunk:
0x0 Characteristics:
x4 TimeDateStamp:
Ox8 ForwarderChain:
@XC  Name:
0x1@ FirstThunk:

IMAGE_IMPORT_DESCRIPTOR]
0xe OriginalFirstThunk:
oxe Characteristics:
x4 TimeDateStamp:
ox8 Forwarderchain:
OxXC  Name:
0x10 FirstThunk:

vinSCard.dll.SCardCancel Hint[6]

IMAGE_RESOURCE_DIRECTORY]
oxe Characteristics:
x4 TimeDateStamp:
0x8 MajorVersion:
OxA MinorvVersion:
OxC NumberOfNamedEntries:
OxE NumberofIdEntries:
Id: [6x3] (RT_ICON)
[IMAGE_RESOURCE_DIRECTORY_ENTRY]
0X14010 ox0 Name :
0x14014 ox4 OffsetToData:
[IMAGE_RESOURCE_DIRECTORY]
0x14028 0x0 Characteristics:
0x1402C x4 TimeDateStamp:
0x14030 0x8 MajorVersion:
@x14032 OxA MinorVersion:
@x14034 OxC NumberofNamedEntries:
@x14036 OXE NumberofIdEntries:
Id: [6x1]
[IMAGE_RESOURCE_DIRECTORY_ENTRY]
0x14038 0x0 Name :
0x1403C Ox4 OffsetToData:
[IMAGE_RESOURCE_DIRECTORY]
Ox140A8 0xe Characteristics:
@X140AC ox4 TimeDateStamp:
0x140BO 0x8 Majorversion:
0x140B2 OxA Minorversion:
0x140B4 oxc NumberOfNamedEntries:
0x140B6 OXE NumberOfIdEntries:

\--- LANG [9,1][LANG_ENGLISH, SUBLANG_ENGLISH_US]

[ IMAGE_RESOURCE_DIRECTORY_ENTRY]

0x4724
0x4724
0xe
0x0e
0x48A2
0x2000

0x4770
0x4770
0xe
oxe
0x48BE
0x204C

0x0
0x0
0x0
0x0
0x0
0x3

Bx3

[Thu Jan 1 00:00:00 1970 UTC]

[Thu Jan 1 00:00:00 1970 UTC]

[Thu Jan 1 ©0:00:00 1970 UTC]

Bx80000028

0x0
0x0
0x0
ox0
ax0
0x6

ox1
0x800000A8

Oxe
0x0
ox0
ox0
ox0
ox1

[Thu Jan 1 00:00:00 1970 UTC]

[Thu Jan 1 @0:00:0@ 1970 UTC]

.dll.DestroyCursor Hint[162]
.dll.SetWindowPos Hint[710]
.dll.DestroyWindow Hint[166]
.d1ll.LoadStringA Hint[565]
.d1l1l.LoadIconA Hint[492]
.d1ll.IswindowEnabled Hint[476]
.dll.CharLowerwW Hint[46]
.dll.GetForegroundWindow Hint[301]
.d1l.GetKeyboardLayout Hint[318]
.d11l.Iswindowvisible Hint[480]
.dll.Enablewindow Hint[216]
.dll.ScreenToClient Hint[621]
.dll.LoadCursorw Hint[491]
.d11l.DpefWindowProcW Hint[156]
.d11l.TrackMouseEvent Hint[757]
.d1ll.ShowwWindow Hint[735]
.dll.GetClassNameW Hint[274]
.dll.MapWindowPoints Hint[521]
.dll.CharNextW Hint[49]
.dll.GetParent Hint[356]
.dll.PtInRect Hint[576]
.dll.TranslateAcceleratorW Hint[762]
.dll.MessageBeep Hint[525]
.d1ll.UpdatelLayeredWindow Hint[782]
.d1l1l.LoadStringw Hint[506]

__IMPORT_DESCRIPTOR]
0x0 OriginalFirstThunk:
0x0 Characteristics:
x4 TimeDateStamp:
0x8 ForwardercChain:
0xC Name :
0x1®@ FirstThunk:

GDI32.d1l1l.CloseFigure Hint[30]
GDI32.dll.BeginPath Hint[18]
GDI32.d1ll.AddFontMemResourceEx Hint[2]

[IMAGE_IMPORT_DESCRIPTOR]
l@x14430 exe originalFirstThunk:
0x14430 0x0e Characteristics:
Ox14434 ox4 TimeDateStamp:
0x14438 0x8 ForwarderChain:
0x1443C @xc Name :

0x1@ FirstThunk:

.dll.SetTokenInformation Hint[706]
.dll.CreateServiceW Hint[129]
.dll.0penServiceW Hint[507]
.d11.RegisterEventSourcew Hint[643]
.d1l1l.RegOpenKeyA Hint[607]

.d1ll.SetNamedSecurityInfowWw Hint[689]

.d1l1l.RegQueryValueExW Hint[622]
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Ox16B84
Ox0
oxe
Bx18206
©x1408C

OX16AF8
OX16AF8
ox0
Ox0
@x184CA
0X14000
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Application on malware detection

Virus Total l I Das Malwerk Windows 7 ” Windows 8 ” Windows 10 I

|
) Total training data: 4452

Total testing data: 446
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XLCNN Results - Decision

Desicion

Hypothesis True | Hypothesis False
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XLCNN - Validation

Epochs

100

120

AAAAAAAA
AAAAAAAAAA

“NANEMIETHMIO
MAKEAONI|AZ

— | 0SS
— ACCUracy



AAAAAAAA
AAAAAAAAAA

" NANEMIETHMIO
MAKEAONI|AZ

XLCNN Results - Graphs

XLCNN - Train

1.2

Epochs: 100 .
Iteration per epoch: 4452 08
Total iterations: 445200 06

0.4

Trainning time: 8.3 epochs/hour 02
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Comparison with XLNet

MAKEAONIAZ
recall FPR TNR FNR precision NPV FDR f1 AUC accuracy
XLCNN 97.88 9.82 90.18 2.12 94.54 96.08 5.46 96.18 94.03 95.07
XLNet 96.82 12.27 87.73 3.18 93.19 94.08 6.80 94.97 92.27 93.49
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Limitations MAKEAONIAZ

* Small amount of training data. The model according to
the results obtained could achieve an even greater
success rate in its prediction, if it had more data for its
training.

* Input tensors size. This limitation has to do with the
memory of the graphics card used to calculate the
mathematical operations.

* Feed forward network size
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Future Extensions MAKEAON|AZ

The deep learning technique used for XLCNN belongs to the
category of supervised learning.

A future expansion could be the creation of a network to detect
malware without
supervision.

A deep reinforcement learning algorithm like deep q learning or

actor critic reinforcement learning could be applied, which
would take the XLCNN as a pre-trained model.
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Thank you for your attention!

Konstantinos Giapantzis
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