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HEPIAHYH

AvTIKEipEVO TG TapovGOG EPYNCiag OmoTELEL 1 AVTO-0EIOAOYNOT TG ACPAAELNS TOV
[TAnpogopoxkdv Zvommudtwv pe t Ponbeia tov «Odnyod owTo-aEl0AdYN oS
acpdreag yio Xvotuota Texyvoroyiag ITAnpoeopidv» mov dnuocievdnke amd to
EBviko 1dpupa ya ta [pdtuma ko v Texvoroyia tov HITA kabbg kor 1 epoppoyn
kat aloAdynon tov avtopatoromuévoo epyareiov NIST ASSET

O oyedlooHdC ACPAAELNG TOV TANPOPOPLOV EVOG OPYOVIGUOD 1 EMLXEIPNONG amottel
OULVEYEIG EKTIUNOELS TNG OMOTEAEGULOTIKOTNTOG TOV NON LROPYOVTIOV HETP®V Kot
dwdikactdv acedietng. o va elvar omotehecpotikég oty Kabodnynon Twv
OTPOTNYIK®V KO TOKTIK®OV OTOPACE®Y, 01 EKTIUNCELS aVTEG Ba Tpémet va, akolovBovv
po dopnpévn ko eravoarapPovopevn pebodoroyio. Avtd axpifac mpoteivetor amd
Tov odnyd mov e&etdletar, pe okomd TN OlEVKOALVOTN GTNV VLAOTOINGM OVTO-
alohoynoemv ac@dielng, ®ote va kobopiletor M mapodoo KATACTOON TOL
OYEOOCLOV YlOL TNV OCPAAED TOV TANPOPOPIOV Kal, OTOV &ivol omapoitnto, vo
kaBopiloviar otdyor PBertioong. Axourn, mopéyxetor £vo TANIGLO OCQAAELNG Yo
OTMOOONTOTE  OPYOVICUO, OAAG Wwitepa Yoo KPES kol pecaiov  peyébovug
EMYEPNOEL, TO omoio &ivor yvwotd «Opoomovolokd ITAaicto A&oAdynong g
Acodlrerog Texyvoroyiov ITAnpopopikne». O 0dnyoc avto-a&loAdynong ompiletal o
avtd 10 TAAICL0 KOl TOPEYEL 0OMYiES Yo TV €paproyn Tov og 17 mpokabopiopéveg

AELTOVPYIKES, TEYVIKEG KO SLOIKNTIKEG TEPLOYES EAEYYOV.

210 TPMOTO KEPAAOLO TNG epYaciog YiveTtol pio YEVIKN €100 Y®YN Y0l TNV OCQAAELD TOV
Teyvoroyiov TTAnpogopikne ko v a&ordoynon tovg. Iapovoialovtor emiong ot
Baoikég 0dnyleg otig omoieg Pacilovrat to [TAaicto kot o Odnyodg Avto-a&loAdynong
™ms Acpdielng tov  Teyvoroyuwv IIAnpogopikng. Xto  emdpevo  ke@OAolo
mopovotaletor ektevéotepo To  Oépa g aocedielag tov  [TAnpopoprakdv
SvotudTov Kot 0 poAoG NG avto-a&loddynons. Mio €KTEVIC TOPOLGINGT TOV
odnyod avto-aEloAdynong divetor oto TPito KeEAAoo. XT0 TETOPTO KEPAANLO
napovctdletar to Aoyopkd ASSET pe ) BonrBeta tov omoiov pmopei va yivovv ot
avto-a&lohoynoelc pe Paon tov odnyd Kol 6To EMOUEVO KEQAANLO TapovotaleTal
OVOAVTIKO TO EPMOTNUATOAOYIO TOV TPEMEL VO, SVUTANPWOel. Lto €KTO KEPAAOLO0
yiveton pion cuvtopun avapopd oto mo ddedopéva TpdTLTa Yo TNV ACQAAELD TOV
Teyvoloyiov ITAnpopopiknc. H epappoyn tov 0dnyod yuo v owtd-aEloAdynon e
acparelag emieyuévav IIAnpoeoplokdv ZVoTNUATOV TOL YPNCUYLOTOOVVTIOL OO
pueydro Opyavioud g Bopelag EAAGdag tov Teyvoloyiwv TTAnpogopikng kou ta
CUUTEPACUATO OV TPOEKLYOV OmO OVTAV  OTOTEAOVV  OVTIKEILEVO TV 000
TEAEVTAIOV KEQAAUIWV.



ABSTRACT

The current thesis concerns the “Security Self-8ss®nt Guide for Information
Technology Systems” which was published by the A8adxal Institute for Standards
and Technology. Moreover the automated securifyes&luation tool (ASSET) was

used in order to complete the self-assessmenuofdifferent Information systems.

Adequate security of information and the systenma fprocess is a fundamental
management responsibility. Agency officials mustlenstand the current status of
their information security program and controlonder to make informed judgments

and investments that appropriately mitigate rigkart acceptable level.

Self-assessments provide a method for agency afitd determine the current status
of their information security programs and, wheexessary, establish a target for
improvement. This self-assessment guide utilizes extensive questionnaire

containing specific control objectives and techesjagainst which an unclassified
system or group of interconnected systems can siedeand measured. The guide
does not establish new security requirements. Bimra objectives and techniques
are abstracted directly from long-standing requéeets found in statute, policy, and

guidance on security.

This document builds on the Federal IT Security e&ssent Framework
(Framework) developed by NIST. The Framework eghbt the groundwork for
standardizing on five levels of security status amdieria agencies could use to
determine if the five levels were adequately immated. This document provides
guidance on applying the Framework by identifying cbntrol areas (management,
operational and technical). In addition, the gumtevides control objectives and

techniques that can be measured for each area.

First chapter of the thesis is an introductionhe basic documents and the relevant
terminology. Information Technology Security Assasst and Self-Assessment
matters are presented in the second chapter. Gtapean extensive presentation of
the Self Assessment Guide. The automated selfsmses tool and the questionnaire
are presented in chapters 4 and 5 respectively. nEx¢ chapter contains a brief
presentation of known security standards. Chapfeand 8 are referred to the

application of the guide and the automated tooltaercconsequent conclusions.
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1. Evoayoyn

[Ipwv and dexoetieg, évag OMUocloypdeog pdTNoE ToV daffonto Anot) tpamel®v
Willie Sutton, ywrti Anotever tpameles. Amdvinoe «woti exel Ppiokovion To
yponuata». [TAéov To ypruata Kot ot ypriotues tAnpogopics “Ppiokovtal” otovg HIY

Kol ToL SIKTLO TOVG.

Ta yeyovota g 11Ing ZemtepPpiov €xovv evieivel Tovg EOPOVG TG «TPOUOKPATIOG
otov KuPepvoydpo». AAG kol TP amd oVTEG TG €mOECES, 1M TAON TOV
EYKANUATIKOV EVEPYEIDV OTO YMOPO TNG TANPOQOPIKNG MNTAV OVOdIKY o€ OAQ TO
emimedo amd oV PavOodAopnd péypt to EykAnua yio v e&acedion képdovg. ITépa
oG amd TIC pokpwvég Ko kokOPovieg amelég ot Tyvoroyieg ITAnpo@opikng

KIVOLVEVOVV KOl 0O 0KOVGIEG KOl EKKOVGLEG EVEPYELEG TMOV 1010V TV £pYAOUEV®V.

Avodkn mAéov givar Kot 1 Taom Yo TV oxvpwon Tev [TAnpoeoplak®dy votnuidtoy.
H aviyvevon xar a&odldoynon tov kvddOveov odnyel omn ANYn TV omapoitnTov

HETP®V, Ta OToia [e TN oElPd ToVG Ba mpémet va a&loAoyohvTat.

Yy mopovca epyacio Bo egetaotel pio mPOTOOT Yoo TNV OVTO-0EOAOYNON TNG
acparelag tov Teyxvoroyidv ITAnpogopwne. Ilapovcualeton wor yiveron pio
mpoomabeln papuoyng Tov «OdMNYoD avTO-0E0AGYNONG OAGPAAELNG Y0 GLGTHUOTO
teyvohoyiag mAnpogopiodv» (“Security Self-Assessment Guide for Information
Technology Systems”, SP 800-2fpy dnpocievtbnke 1o 2001amd to EOvikod 1dpvpa
ywo. ta [pdtoma ko v Teyvoroyia twv HITA (National Institute for Standards and
Technology).O odnyoég Paciletar oto «Ouoonovolokd IMiaico A&oldynong g
Acoedlelag Teyvoroyidv IMinpoepopwknc» (Federal IT Security Assessment
Framework) kot mopéyet odnyiec yw v €eoppoyn Tov mAoiciov Eyovtag
npokabopiopéveg 17 meployég eréyyov, amd v tavtomoinon (identification) kot v
avbevtikomoinon (authentication)uéypt tov oyedAGUO Y10 KOTOOTACELS EKTOKTING

avayKnge.

¥16%0¢ 1000 TOL TANLGIOL OGO KoL TOL 0dnyov, &ivar 1 OlevKOAVVOY TOV
OLLOGTOVILOKMOV VINPECIDOV GTNV VAOTOINGCT OVTO-0EIOAOYNCEDV OCPAAELNG DOTE VO

kaBopilovv TV TPEYOVoO KOTAGTOON TOV GYESICUMY TOVS Yol TNV OCOAAED TM®V

Hovemotnuio Maxedovias — MIIXE Tunuoros Epapuoouévng Iinpopopikng 1
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TANPOPOPIOV Kat, Omov eivar amapaitmro, va kabopilovv otdyovg PeAtimongc.
Axoun, mopéxel Eva TAOIGI0 OGPAAELNG Y10 OTTOLOONTOTE OPYAVIGUO, aAAL 1dwaitepal
Y. LIKPEG Kol HEcaiov HEYEBOVG emXEPNOELS, KOODG €MioNg Kot Yo TV TOTIKY

aVTOd10iKN oM.

210 onueio avtd Ba mpémel va onuewwdel 6t otig HITA emionuot appddior gopeig
omwg to NIST ekdidovv cuoTnuatikd 00NYieg He 0TOYO TOGO TNV EVIUEPMOT OGO Kot
TNV TOPOYN KOTELOLVTIPLOV YPAUU®OY TOGO TPOG dNUOGIOVG POPElG 6GO Kot TPOG TIG
emyepnoels. To IMAaicto kor o Odnydg Pacilovror pe T oelpd TOVG 08 GALEG
€KOOGELS, Ol OMOlEG AELTOVPYOVV CLUTANPOUATIKE KOl TOPEYOVY TPOS OPYOVIGHOVS
Kol EMYEPNOEL KATEVOVVOELS Y10 TNV AEIOAOYNOT TOV KIVOOVOV, TOV LETPOV KOL TNG
acpdreng tov Texyvoloyiwv ITANpo@opikng 6€ GLVOLAGUO TAVTO LE TO KOGTOG KoL

TOV TPOVTOAOYIGUO.

Inueltoveton emiong O6tL omd T oTIyun mov M owdikacio. avto-agloAdynong g
acparelag Tov Texyvoroyidv [Tinpogpopikng mov Ba meptypapel otn cuvéyelo apopd
1060 0€& WIOTIKEG EMYEPNOEL; OCO KOl GE OPYAVICHOVG TOL Onpociov, Ba
ypnoonombel o Opog popéag ywo. TV EMYEIPNON N TOV OPYOVIGUO GTNV TOPOVCH

epyaocio.

Hovemotnuio Maxedovias — MIIXE Tunuoros Epapuoouévng Iinpopopikng 2
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2. Acgaiewa ITAnpo@oprok®@v Tvotnudrmv

2.1 H acpdicia tov IAnpopopraxay Xvetyudrmy
Y10 Kepdlowo avtd Oa yiver pla obvroun ewoaymyn oe 0épato  aceoareiog
Yvomuatov  Teyvoloyiag IIAnpopopidv, mpokewévov vo givol meplocdHTEPO

KOTAVONTO TO TANIG1O0 TNG AVTO-0EOAOYNONG KOl TOV GYETIKOV EPOTNUOTOAOYIOV.

2.1.111Anpo@oploxa XvcTipoTa,
[Tpoxeyévovr va cvykevipdcovpe OAOVS TOLG TOPAyovTeG oL emmpedlovv €va
TANPOPOPLOKO GUGTNHO KOl CGUVERMS TNV OCQAIAEW. TOL, GTO ONUEio AVTO g

BounBovue yoti akpPdg Tpdkettar.

XOoppova pe m yeviky Bewpio cuoTudtwv, 0 0pog cLOTNU, dNADVEL Evav aplOuno
OAANAETIOPOVTOV oTolKElwV To omoia €yovv opyavikd ocuvvapporoynbet oe pia
oAdTNTO, pHe TPOTO M®OTE va ekteloOV pion oplopévn Asrtovpyia. Eva cdotnmuoa
pmopovpe vo Bewpricovpe 0Tt amoteAeiton amd TPio SPOPETIKA VTOGVGTHLOTO LE

SPOPETIKOVS POAOVG:

e To @uoiKd GVOTNUA TOPAYWOYNG, TO OTOI0 HETACYNUATICEL TV TPAOTY VAN TOL
EIGEPYETOL 610 GUGTNLO o€ TPOoioV, GUUPOVA pe TIg

evtoléc/mapayyelieg/odnyieg mov maipvel and To cHoTNU S10iKNONG.

e To obVomuo dwiknong Aqyne omoedoemv, T0 omoio mopaiauPdavet
TANPOPOPIEG Kol OEOOUEVA OO TO TANPOPOPLOIKO CUOTNUO KOl TOPAYEL
EVTOAEG KOl TOPAYYEALEG TPOG TO PUGIKO GUGTNIO TAPOYWYNG KOl 0dNYieg Yo

T1G TPOGOOKIiES KOt EMIMEELG TNG dtoiknong mov emiBupet va emtevyBovv.

e To mAnpogoplokd cHOTNUA, TO OTOI0 GVVIEEL TO PLGIKO GVGTILLO TOPOYMYNS
pe To cHOTNUO Ol0iKNoNG Kot ANYNG amopdoemv. Metaoynuatilel dedopuéva
TOL QLOGIKOV GUGTHUOTOG TAPUYMYNG TOL GYeTIlovVTal LE TNV AmOd00N TNG
Topaymylkng owdikoaoiag, o mAnpogopieg (dedopéva), moOvL oamottel TO
ocvoTnpo TG dloiknomng Yo va Tapel aropdoels. Eniong, petacynuotilel tig
EVTOAEC TOV GVOTNIATOC G€ KOTAANAES 0dnyiec/mAnpopopieg/dedopéva yio To

QLGIKO GUGTNUO TOPAYDYT|G.

Hovemotnuio Maxedovias — MIIXE Tunuoros Epapuoouévng Iinpopopikng 3
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Eotidlovtag v mpoooyr pog oe éva ITAnpogoplaxd Zvotnuo mov ypnoLomotel
NAEKTPOVIKOVS VITOAOYIOTES, TOTE UTOPOVLLE VO TOVUE OTL AVTO Eivar Eva OpyOVOUEVO
oUVOAO TEVTE OAANAETOPOVTOV oTolXEl®V, T0 omoio emefepydaletar dedopéva Kot

Tapdyel TANPoPopieg yio Aoyaprooud piog emyeipnong 1 evog opyovicpov.

Or 7mévie ovvioT®Ooeg €VOG  TANPOPOPLOKOD  CLGTNUOTOS TOV  YPNOLUOTOLEL

NAEKTPOVIKOVS DTTOAOYIOTES, Eival:
e AvBpomol
o Asgdopéva
e Aoyopiko
e  YAwog EEomlopog kot
e Awdikaoieg

AvTéc akpPdg ot cuvioTdoeg eivarl mov ennpedlovy TV ac@dAielo Kot AapPavovrol
VIOYT Yo TV 0E0AOYNON TNG.
O podrog evog TIE oe pia emyeipnon eivon onpovtikdg yioti:

o Enclepyaleran dedopéva yio Aoyaploopod g Emtyeipnong 1 TOL OPYAVIGHOV.

¢  Ymootpiletl TIg mopay®YIKEG Kot AEITOVPYIKES dladikacieg TG emtyeipnong M

TOL OPYOVIGHOV.
o Anuovpyet kon drafipdlet minpoopies.
e Bonbdet ) dioiknomn otov EAeyy0 Kot T ANYN OTOPAGEDV.
A6 TOV OpPIGUO TOL TANPOPOPLAKOD GUGTIIATOS TPOKVITEL OTL:

o  Ymbhpyer mavtote pio epopyio cvotnudtov. To vrepkeipevo cvotnua o
UTOPOVGOLE VO, TOVUE OTL givon 1 emyeipnon N opyaviorodg evad ot avlpwmot
kot to IIAnpogoplokd Zvotiuato eival mEPLEYOUEVO CLGTHUOTO KO

OTOTEAOVYV VTOGLGTHLLATOL.
e Avt] n opyovopévn moAvTAOKOTNTA Tov yopoktnpiler €va cvoTHO

ompiletor otV oAAnAeEdptnon, aAinieniopaon kot cuvarioyn peta&d tv

GTOLEI®V TOL GLGTILOTOG.

Hovemotnuio Maxedovias — MIIXE Tunuoros Epapuoouévng Iinpopopikng 4
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e 'Eva ocvomua evidooetor péco oe €va mepiPdAlov, 10 omoio umopel va
opiletar g 10 ohvoro OA®V TV ototyeimV (UE TIG GYETIKEG TOVG OLOTNTEG)
OV O0EV AMOTEAOVV HEPOG TOV GUOTNLOTOS KOl UE TO OTMOi0L TO CUOTNHO
Bpioketar oe alinieniopaon. ['a Tapddetypa, | extyeipnon eitvan mepipdiiov
TOV TTANPOPOPLOKOD GULOGTAUOTOS, €VA Ol AVOP®MTOL 7OV OVAKOLV GTO

TANPOPOPLOKO GUGTNUA EYOVV AVTO MG TEPPAAAOV.

e H amddoon evéc cvotiuartog e&aptdtat oyt pdévo and 10 TS To GTOLKElD TOV
aAAnAooyetilovrot kol aAAnAoeapTdvVTaL, OALL Kol 0T0 TO TOG TO GVGTNIO

ouvaALAGGETOL LE TO TTEPIPAALOV TOV.

2.1.2Acparero [IApo@oplok®v Zvotuatov

H acpdielo evog mAnpo@oplokod CLGTAWATOS GYETICETOL HE TNV KOVOTNTO €VOG
OPYOVIGHOV VO TPOCTOTEVEL TIG TANPOPOPIEG TOL MO TLYOV OAAOIDGELS Kol
KATOOTPOPES, KOODG kot amd un egovotodotnuévn ypnon tov ndépwv tov. Emiong,
oyetiCetar pe Vv wavotTa ToVv Vo Tapéyel opBéc Kot aSldmoTec TANPOPOpiEs, ot
omoieg etvar OlaBéoyleg otovg €£0VGLOJOTNUEVOLG ¥PNOTEG KABE (Qopd Tov TIg
avalnrovv. H wavétta avty ompiletal ot Aqyn pétpov ta omoia dtuc@arilovv
TNV OKEPALOTNTO KOL TV EUMICTEVTIKOTNTO TOV dEG0UEVOV, KOOMG Kol TNV AO1dAEITT

Aertovpyio TOL VTOAOYIGTIKOD GUGTILLOTOG.

SOUQOVO LLE TOV TOPATAV® OPIGHO, 1] ACPAAELD TOV TANPOPOPLIKDOV GLGTNUATOV
EXEL Vo KAveL pe NV TpOAnym Kot TV oviyvevon un €£0vclodoTnUEVOV EVEPYELMV
TOV (PNOTOV EVOC TANPOPOPLOKOD GUOTNUATOG KOOMG KOl HE TN ANYN GYETIKAOV

HETPOV.
Yuykekpéva n aoeaiela oxetiletan pe o akoAovba

Hpéinyn: ynm pétpov yia vo mpoineBodv @BopEéc TOV GLOTOTIKMOV VO
TANPOPOPLOKOD GUGTILLOTOG.
Aviyvevon: Aqyn PETPOV Yl TNV aviyvevon Tov TOTE, MO KOl Oomd OV

TpoKANOnKe Bopd 6 Eva cuaTATIKO EVOG TANPOPOPIAKOD GUGTHATOG.

Avtidpacn: My PETPOV Y10 TV OTOKATAGTOCT 1] OVAKTNON TOV GUGTATIK®V £VOG

TANPOPOPLOKOV GUGTILLOTOG.
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H acopdirern pmopei va BewpnBei 6T1 amotedeital omd 600 GLVIGTOGES, TNV TPOSTAGIN

ka1 tov éreyyo. H mpootacio avaivetal oty mpdAnyn kot 1 Oepomeio.

AXDPAAEIA

[NPOXTAZXIA

IMPOAHYH

EAEI'’XOX

®EPAIIEIA

Ewéva 2.1:H évvola g acpdretog.

Tpeig Pacukcég Evvoleg GUVIEOVTAL LE TV AGPAAELD TOV TANPOPOPLOKAOV GUGTIUATOV
e Eumotevtikotnra (Confidentiality)
e Axepordtnra (Integrity)
e AwbBeootnta (Availability)

H epmotevtikoTyra onpoaivet mpoAnyn un  €€ovolodomuévng  omokdAvymg
nnpoeopldv. Téco to dedopéva €vOG VTOAOYIGTIKOD GULOTNHUOTOS OGO KOl TO.
dedopéva Tov dtokvoHvtol LETAED TV VTOAOYIGTMV TPETEL VO ATOKOADTTOVTOL LLOVO

oe e€ovorodotnuéva dropa. H epmotevtikdtra mepthapfavet v

e Idwwtikémyra (Privacy),mov agopd otnv npoctacio 6£50UEVOV TPOCHOTLKOD

YOPOKTAPA, OESOUEVOV ONAOOT TOV APOPOVYV GUYKEKPIULEVO TPOGMTOL.

e MvoTikotTnTo (Secrecy), mov a@eopd OTNV TPOCTUCiO OESOUEVOV OV

OVIIKOLV GE £VAV OPYOVIGUO.

Ocov aeopd oV aKEPUIOTNTA, TPOKELTAL Y10, TNV amaitnon vo givol to TpayLoTo
Omwg mpémel va gival. XNV TANPOEOPIKN OKEPULOTNTO ONUOIVEL TPOANYN uUn
eEovorodotnuévng  petafoing  mAnpogopidv.  IIpdinyn  onAadn amd  un
e€ovolodoTNUEVN  €yypoen 1N dypagn, ocvumeptlapupfovouévng Kol g un

eEovolodomnuévng dnuovpyiag dedopévav. Enpoivel emOpEVMOG OTL 1 UETATPOTY,
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dlypagn Kot OnUovpyio. TV OE00UEVOV €VOC LITOAOYICTIKOD CLGTHUOTOG YiveTol

HUovVo amd €E0VGLOSOTNEVA LEPT).

Téhog, dwwBeoynéTTO OvopdleTor 1 WWOTNTA TOL Vo €ivol TPOSTEAACIUES YMPIC
adtkaoroyntn kabvotépnon otav Tig yperaletal pio e&ovslodotnuévn ovtoTnTo Ot
vanpeciec evog mAnpoeoplakod cvotnuatoc. Ot eEovolodotnuévol ypnoteg Oev
avtpetonilovv apvnon  e&vmnpétnong 0tav €mBLUOVY VO TPOCTEAGCOLV TOVG

TOPOLG TOV GLGTHLLATOC.

Av kot 1 owBectudTTo. ovVaOEIKVOETAL TOAAEG QOPEG OTO TAEOV  GNUOVTIKO
YOPOKTNPLIOTIKO TNG AGPAAELNG, Alyol unyovicpol vrdpyovv yia va. Bondnocovv otnyv
vrootPEN TN¢.

MpofMjpata oty ercayoyq| Acparerog

H gicayoynq 1 mpostnin pétpov aceareiag o Eva IIAnpogoplakd Zvotua ivat Eva

dVvoKoAO kol TepimAoKko £pyo. Ot SuoKOAlEG amoppEovy Ko amd T akOAovOa:

e Ta obOyypova ITAnpoeoplokd ZvoThipoato omoTteAoVVTOL GLYVE omd Eva
TOAVTTAOKO KOl LEYAAO AOYIGHIKO, Kol OTMG £xel amoderybel otnv mpdén eivon

oxedGV AOLVOTO VO UMV VTLAPYOVY AAON aTTO TNV KOTOGKEVT] TOV.

e H aocpdieln ocvviboc oev mepthapuPAveTonl GTOV apyIKO OYEOIOCUO OAAG

TPooTifETOL KATOTLY.
e H aopdieln kootilel cuviBwg apkeTd.

e JloAd ocvyvd 10 TPOPANUO £YKELTAL GTOVS AVOPDTOVS TOL YPNGLOTOLOVV TO

oLGTNUO Kot O)L GTNV TEXVOAOYIO TTOL YPNGLLOTOLEITAL.

AVayKO10TI|TO, KO GKOTLUOTITO. TS UCPAAELNG

[Mapd v mpopovny xpNoWoOTNTA, 1N ANYN TOV OTAPUiTNTOV HETPOV ACQOAELNG
onpovpyel moAAESG @opég mpdobetn emPdpvvon oty amd300N Kol GTO KOGTOG
Aertovpyia evog [TAnpogoprakov Xvotiuatog. Emonpaivetal 6t to K6610G dev givan
uovo ypnuatikd aAAd ypovov. Oa pmopovoe Aowmdv va Bewpnbel 6t M oyéon
anddoone kol ac@drelng evog ITAnpogopilakod Xvotiuotog €ivor aviioTpOPmg

avéioyn. Avty Opwg elvar omAd m mpodtn evivmwon. H acedien xor to
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OLVETOYOUEVO KOGTOG €ivol avayKoio yio TV OpoAn kot evpudun Asttovpyion evog

TANPOPOPLOKOD GUGTHIATOG.

To x6cT0g TG acpdielng Twv ITIAnpopoplakdv Zvotnudtov evog gopéa eEaptdton
amo TNV TOMTIKN ac@oieiog mov akolovOeitar. H moMtiky| acpaieiog Oa mpémetl va
eElooppomel T0 KOGTOG TNG EI0OYMYNG AoPOAEiaG amd T pia TAELPA Kol TO KOGTOG
Muav and mhavo Kivovvo amd v AN mAevpd. Emiong, o1 cuvOnkeg acpaieiog Oa
TPEMEL VO v TETOLEG MOTE vaL NV Tapepmodiletar n eveléio Kot 1 ovamTuén Tov

QOpEa.

H avaykaio moMtikn aceaieiog kabopiletor amd pio SUVOUIKY EKTIUNOT TOL KOGTOVG
TOV HETPOV ACQOAElOG o€ oYEéom HE TIG ovvémeleg mov Oa €xel Yo T0 Qopén
omoladnmote dvoiertovpyion mov pmopel va mwpokAnBel. O Paocikdc avtdg Kavovog
1oYVEL Y10 OAOVG TOVG ToUElS Kot Ta emineda acpareiog. Eivar amapaitnto Aowtov dtav
amouteiton N ANyn kdmolov PETpov acpaireiog, va eEetdletal  mBavotnto va cupPel
KAmo10 Yeyovog/mpofAnua acpareiog, oe oyEomn e TIg cLVETELES Tov. Edv 1 Tiun tov
VO AVTAOV TOPAUETPWV Elvatl VYNAT, T0Te Ba Ttpémel va Aappdvovtor Ta amapaitnTo

HETPOL KOUT KOl 0V TO KOGTOG £ivait LYNAO.

Télog mpémel va onuelmbel 6tL 1 eOoM TG aoPEAEOG eivar SOLVOLUKT Kot OYL GTOTIKN,
kabmdg mn TEYVOLOYiD, O OVIAYOVIGUOS, 1 TOALTAOKOTNTO T®V TANPOQOPLIK®OV
CLGTNUATOV KOl 1] OA0EVA PEATIONUEVN EMTNOEIOTNTO TOV «EMOEGEDV», ATALTOVV TN
Mym VEOV KOl GUVEXMDG OVOTNPOTEPOV UETPOV  OCQUAElnG. XVVET®MG, 1
axolovBovpevn moMtikn oaceoieiog Bo mpénel va emoveSeTtdleTon TOKTIKA KO VO

dtopBmvetal 6mov avTo KpiveTo omapaitnTo.

2.1.3Avaykaotnta llpootaciog IIAnpogoprok®v Xvotnuatov
Ta I[TAnpogoproxd XZvotmiuota Bo mpémel va mpoctatevovtal and TIg KAOe HLopONG
OEINES, YOPIC OUMG 0TI M TPOCTAGIN VO TAPEUTOSILEL TN pon} TV TANpoPopLdY. Ta

Baocwkd otoryeio Tov cLVTELOVY GE aVTO elval OTL:

o XyetiCovion SimAd pe tov GvBpOTO ooy dNUovpyovVTOL omd aVTOV Kot
Aertovpyov pe ) Ponbeta 1oV £T0L OGTE VO VINPETHCOLY TAAY ovTOV. O
dvBpomog elvar OPMG Eva GOGTNLO TOL OTOI0V 1 CLUTEPLPOPE dEV UTOPEL VoL

TpoPAepOet.
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o XyetiCovion pe v mAnpogopia, Eva ayafo pe mépo moAd peydin {tnon ko
alo. H mAnpogopio Opmg éxer pio onuaviiky ow@opd €vavit GAA@V
onuovtik®v ayadov, yio vo givor ypnoun o mpémer va oadidetanr Kot va
Kukhopopel. Tlapaiinia Opmg, vrapyxel kol 1o BEpa TG TPooTaciag TV
evaicOnTOV TANPOPOPIHV, KOOMG Kot TO dIKOI®UA TOV TOAITN Vo amo@acilet
LOVOG TOV CYETIKA UE TNV OTOKAALYN KOl TN XPNOTN TV TPOCOTIKOV TOV

GTOLELV.

o Xmpilovtor otnv TANPOPOPIKN, Hio TEYVOAOYia OV YopakTNPileTon amd TO
peydao pvlud eE€EMEng e. EmutAéov, pe v mAnpo@opikn ot dtadikocieg
eneepyaciog mANPoPopldV Tapovctdlovv peydia meplddpla TPOoTIOEUEVNG

a&log.

e Téhog, T0 OA0 TANPOPOPLOKO GVOTNUA £YEL Evav KOKAO (N 3-5ypovia, elvar
Cotkng onuaciog yoo pio emtyeipnon 1 opyavicud Kot amoteAel oNUOVTIKY

EMEVOLO.

2.2 Il6on acpdicia sival apkeTiy;

O opiopog g Aopdretag oto Ae€ikd Penguinyio tnv Exroudevtikn Yoyoroyia eivar
«uio. aicbnon eumotoovvng, €0IKA OGOV aQOPA GTNV EKTANPOON TOPVOV (Kot
HEAAOVTIKOV) avayK®OV Kamolov». Mg dAla Adyla ival To T€6T ToL Htvov. Méypt va
elpaote olyovpor 6TL 0 PopEac pag elval TPOPLAAYUEVOS Omd KIVOUVOUCS, TPETEL VO

ENEVOVGOVE TEPIGGOTEPO GTNV ACPAAELD TOV TAT|POPOPLDV.

O1 emyelpnoELg Kot 01 0pYOVIoHOL EvonsONTOTo10VVTOL OAO KOl TEPIGGHTEPO GTO BN
™G ONUOCIOG TNG «YNPLOKNG OCQAAELNG», TOV O onuaivel Timote GAAO amd TNV
npootacio tov HY dote va unv arotelécovv gite o10)0 eite péco emibeong. Av kot
dgv vmdpyovv Sbéciua TOALA aplOunTikd GYETIKA oTolxela, M TAOM Yoo TNV

npootacio Twv [TAnpogoplok®v ZuoTnUdT®v Elval GoPAOS 0VOSTKN.

H aicOnon ot1 vmdpyovv avemapkn HETPO ac@aieiog odNynoe o€ OAOKANPO TOV
KOGUO O€ amouTNoElS Yoo T ANym Oecuikdv pETPOV Y TNV TPOCTACIO TMOV
TPOSOTIKMOV dedopuévov. Ztnv Evponaikn Evoon, n odnyia yia v npoctacio tov
TPOCHOTIKMV 0ES0UEVAOV OiveL TN SuVOTOTNTA GTOVG ToAiTEG va kKaBopilovv amd ooV,

TOC KOl KAT® ond TolEg GLVONKESG YPTCULOTOOVVTOL TO TPOCOMTIKE TOVS SEOOUEVOL.
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v Apepik] vdpyovv odnyieg cOUEMOVO LE TIG omoieg ol etoupieg Ba mpémel va
EVNUEPD®VOVV avTOVG oL emnpedlovion Otav yivetar pun eEovctodotnuévn tpodcPaon

O€ 1N KPLTTOYPaPNUEVES BAGELS OEO0UEVOV TTOL TEPIEXOVV TPOCOTIKA SESOUEVAL.

Av&avopevn cuyvotnta eTBEcEDY 68 OAEG TIC KaTNyopieg

Tomog [eprypaon Emde&iotra | Xtoyog Avrtiktomog | Zuyvotnrta Téon
Enibeong emTifépeEVoL
INo képdog Kivntpo to

KEPOOG O O O

Axtiopog IToAttikd

O
Kivntpo O O O O
O

Bavdoiiopodg Kivntpo n O '®) '®)
TPOLOKPATNON

[Mewpapotiopos | Koupookomikég O e) 0)

embéoelg O

O Yymiq O Méon @ Xopnhi T Avodn

> > > >

Inyn: Gartner Inc, 2003

Ewova 2.2: Téoeig avé tono eniBeonc.

Yrdpyovv BEPara TOAAEG TAPAVONGELG OTMG OTL Ol TPOLOKPATES TOV KVPEPVOYDPOL —
elte pe moMTIKo gite pe 10e0A0YIKO KIVITPO — LITOPOVV VO, YPNGLULOTOGOVV TO OTKTLO
tov H/Y yi vo kotootpéyovov OAOV Tov e0®V TIG KPioleg vrodoués. Av kot

TOPOVONUEVES, Ol ATEILEC EIVOL TPOYLOTUKEG.

O1 emkepareig ITANpo@oplak®V ZVGTNUATOV YEVIKA KATOAABOIVOLV TIG OTEIAEG TNG
YNOIKNG ACPAAELNG OALL GE TOAAEG TEPUTTAOGELS LIAPYEL AdLVAIN GTNV avdAvon

TOV KIVOOVOV KO TIG TPOTEPALOTNTES Y10 TNV ANYN TPOGTATELTIKAOV UETPOV.

Ot kivdvuvol g YNeLoknS acParelog EEKIVOUV amd Toug avOp@mTovg, TIC O1UdIKAGIES

Kot TiG TEYVOLoyies. Ot peyaldtepot Kivouvol eivat Ec0TEPIKOL.
Ocov apopd cTovg avBpmmovg, Bo mpémel va toviotel OTL Ot Kivouvol amd Tovg
epyalouevoug elvar mepiocodtepol. H tpopokpatic otov kvPepvoydpo amoteAel

TEPLGGOTEPO AVTIKEILEVO GLENTNONG TOPE TPAYUATIKNG OPACTC.
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Av dolue TOpa TIG emyEPpNolKeEg ddkacies o mpémel vo TovioTel OTL QVTEG
ovvnBwg dev oyeotdlovtal Aapupdvovtog vrdyn v acediewn. H acepdieia oe pia

ovvletn enyeipnon elvar TG0 duvatn 660 0 mo AdHVOUOG CUVOIEGLOG.

Téhog av emkevipwbBovpe oty TEYVOAOYiR, TO HUN OACPOAES Aoylokd gival pio
OVOIKTN TOPTO Kol OGO ovEAVEL 1 YPNON TOV TOADTAOK®V GLOTNUATOV, TOCO
av&AvVouV Ta KEVA OTNV OAGPAAELD, EVEO O KAKOPOLAOG KMAKAG €lval pio TPAYLATIKN

QTELAT).

Me dedopévn v vmopén kKot TV ovENTIK TAon TV Kwovvev Bo mpémel va
€EETOOTOVV Ol AUVVEG. X& TOMEG EMLYEPNOELG, M TEXVOAOYia Bempeitar mg N Poacikn
apova, yopic Opmg avtd va eivar amdAvto cwotd. H 1oyvpn dpova amoitel mpocoym

TPMTO, GTOVS AVOPOTOVS Kol OTIG SLUSIKAGIEG KOl OTN] GLUVEYELD TNV TEXVOAOYICL.

Eivar amapaitntn n Tpocektikny eXloy] TPOSOTIKOD Kot 1| SNUovPYio GUVEPYUSLOV
pe emayyeApotieg ¢ acediewng. Oa mpémer emiong vo BeopobetnBodv koAl
kabopiopéveg Owadikaoieg ooc@aleiog oto TANICIO piog  EmioNUNG  TOATIKNG
acpdreng. H apyttextovikn g acedielog Bo mpémetl va akoAovbel 10 LOVTELD «omd
onueio oe onueio», 6mov kdbe koOuPog eivar aceaing. Oo mpémer emiong vo

KPOTOOVTOL LETPNOELS TNG AMOTEAEGLLATIKOTITOS TNG OAGPAAELOG

Y1ig HITA extypudrtonr 0tL n Tdom €TMolag avENong TV damevV®Y TOL aPpOPOVY GTNV
acodreta givor g 1aEng tov 20%. Eivan arapaitnto va vadpéet pia eEicoppdnnon
petalld tov mbavdv KIvouveov Kol TV Somavnp®V apuviikov pétpov. H acpdieia
etvan pio dradtkacio Kot Oyt pia katdotoaon. H dwayeipion g acedielag o mpémet va
elval Katow amd pio kevipikn ooiknon. H e&iooppdnnon Kivovvov kKot opuvIIK®OV
pnétpwv Ba mpémel va yivel pe pia 01001Kacio TPV eAGE®MY, aVAALGON GTOY®MV Kot
ATELDY, LVTOAOYIGUOC TMV KIVOLVMV, OVIYVELST THOVOV OULVTIKOV UETPOV OE

AVTIOGTOAN LE TOVS KIVOLVOUG

Eivon amapaitnmn n ocvoveynig moapoakoAovnomn tov KOVOVICU®Y TG OGPAIAELNS EVO
mopdAANAa 1 aSloAdynon Tov Kwobveov amotedel to KAewl yw va teBovv
TPOTEPAOTNTES 0T Opdon. Me 1t ypnon tov epyodreiov avto-a&loldynong eivol
duvatoév va a&roroynbet to enimedo @PUOTNTAG TNG AGPAAELNG Kot Vo amoTiun0el 1

YNOKN 0oPAAELD GE GYEON UE AVOPOTOVS, O100IKAGIES Ko TEXVOAOYIES.
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2.3A&0i6ynen Acpaleios IDypopoprakwy Xoetyudtwy

O kdxrog {ong ™¢ acedielog amoteAeital amd To akOAovOa oTAd0L:
o Amenég
e [loMrtikn
o [Ipodiaypapég
o Yyedoopudg
e Ylomoinon
e Asttovpyia

H a&lohdynon tov amoteAecudtomv Kot TovV HETPOV OAOKANP®VEL TN O100KAGIH Yo
va ddoeL Kot TIG KatevBOVeELS Yo T cvvEyel. AAA®OTE TimoTe dgv glval GTOTIKO Kot

etvan emPBePANUEVN 1 GLVEYNG EMAYPVTVIOT] KOIL OL TPOTOTOCELS.

H moltikn aceoieiog yopilel TIg KOTACTAGES €VOC CUOTNUOTOS OE EMITPEMTES
(authorized statexyou un emrpentéc (Unauthorized statesMmnopovpe va modue Ot
éva ovoTnUa etvat ao@arég Otav EEKVAEL amd EMTPENTY KOTAGTAON Kol 0 PpiokeTon

TOTE GE 1] EMTPENTY) KATAGTOON.

BéBowa 6OAa Ta mponyodueva Ba mpémel vo aEloAoyodvTal TEPLOOIKA TPOKELUEVOD VL
Aappavovtor omotelecpotik@ pETpo. ac@aieioc. H ovvatdommta evog ¢opéa va
aflohoyel Vv acepdiewn tov  Teyvoloyiovv IIAnpo@opikng mov  xpnoLomTolel
nephopPavel To oyedacd, TNV ovATTLEN P0G GTPUTNYIKNG, TNV EPOPLOYN KOl TEAOG

™V a&l0A0YNOT TV OTOTEAEGLATWOV.

H o&ordoynon g acedrelag Texyvoroyiowv I[IAnpoeopikng mepthapPdver v
AMOTIUNGT TOMTIKAV, O1adIKOCI®DV, TPOTOHTWOV, HETPO®V KOl TPOUKTIKOV Yo, TNV
TPOCTOCIO. TNG YNOKNG TANPOPOPIlOS Omd  AMOAEN, KOTOUGTPOPY, OKOVCLOL

amokdAlvymn 1 apvnon dbeciudTnTog.

2.4 Avro-aéroioynon tys Acpdieias I ypopopraxadv Xvetyudrov
H avto-a&loddynon evog cuothuotog (GMUOVTIKAG €QOPUOYAS N VTOGTNPIKTIKOD
oLVOTAUATOS) 1N N TOAAOTAR  awTto-a&loAdynon upiag opadog JOlGVVOEOUEVMV

ocvoTNUaTOV (ecmTEpKd 1 eEmTEPIKA Yoo TV emyeipnon) givar pio pebodoroyio Tov
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YPNOUOTOIEITOL TPOKEINEVOL Vo VIAPEEL éva PETpo yioo v emiPefaioon g

ac@drelog (security assurancedpv Teyvoroyidv ITAnpo@opikic.

EmBePaioon mg acedireing tov Teyvoroyiovv ITAnpogopikng Oa pmopovoape va
movpe Ott givar o Pabudg eumiotochvng 0Tt Ta doKNTIKG (Management)
Aerrovpyka (operational) ko teyvika (technical) pétpo aceareiog sivar oe 0éon
VO TPOGTOTEVGOLV TO CLOTNUHO Kol TNV TANPpoQopia mov avtd emefepydleton. H
ATOLTOVUEVT] OGQAAELD OLTOV TV oyafdv elvar Bepeldong gvbovn g droiknong

piog emyeipnong N €vOg opyoaviIGHO.

Kabe @opéag Oo mpémer va epapuolel éva emKOPOTOINUEVO GYEO0 OCPAAELNG,
KATOAANAO VO O10CQOAIGEL TIG TANPOPOPIEG TOV KOl TO GLGTHUATO TOV, GUUPMOVO.

TAVTO, LU TOV TPOVTOAOYIGUO TOV.
Ta oyéda aceareiog Tov popémv Oa mpémet:

1) va dac@arifovv OTL T0. GLGTAUATO KOL Ol EPOPLOYEC AEITOVPYODV ATOSOTIKA Kot

TOPEYOVY TNV KATOAANAN EUTICTEVTIKOTNTA, OKEPOLATNTO Kot O1BESILOTNTA KO

2) mpocTaTEHOVY TNV TANPOPOPIc COUP®VO. LLE TO EKTIUMUEVO ETITESO TOV KIVOVVOL

Ao OMMAELN, KOKT XPNOT|, U1 £ovclodotnuévn TpodcPacn 1 TponTonoins).

Ot popeic Ba Tpémel 1060 va oYedIAGOVY TNV AGPAAELN OGO KOl VO dSLGPOUAIGOVY OTL
KataAAnior epyalopevolr Ba  avordfovov TV  gvbBdvn v ovtiv kot Oo
€£0VG1000TNGOVY TNV TPOGPOCN GTO GUGTNHA TPV ATd TN AELTOVPYIN TOV CAAG Kot
apyotepa. Avtd ta Kabnkovta tpoimobEéTouy 4Tl ot appodtol epyalouevol Ba Exovv
KOTOVONGEL TOLG KIVOHVOLG Kol GAAOVG TOPEYOVTES Ol OTTOT0L UTOPOVV VO EMOPAGOVV
apVNTIKE 6TOVE 0TOYOLG TV cvothudtev. EmmAéov, avtol ot epyalduevol Oa mpémet
VO KOTOVOT|GOVV TNV TTapOVCH, KATAGTOCT] TMV TPOYPUUUATOV OCQUAEING KOl TWV
EAEYY®V TPOKEWEVOL v KAVOLV Kpioelg kot va gonynfodv emnevodoelg mov Oa

AVTILETOTILOVY KOTAAANAQ TOVG KIVODVOVE GE am0dEKTO EMIMEDO.

‘Eva onpavtikd otoyeio yio va dacparioel Evag eopéag TNV KOA| KATAGTAOT TNG
acparelag Tov Texvoroyidv ITAnpoeopikng lval va mpaypaTonolel TOKTIKA 0VTOo-
aflohdynomn 1ov oyediov aceareiog mov €yl kotapticel. IIpokeyévov va eivon
amodoTiky] M avtd-alordynon Oa mpémer vo yiver opywd pio a&loAdynon Tov

KWWOOVOV GE GLVOVOCUO [LE TNV TPEXOVOO 1} TPOT YOV UEVT owTo-0&1oAdynon. H avto-
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a&loAoyNnon 10V oYediov ac@oAeiag OV avalpel TNV ovAykn oE0AOYNoNG TOV

KWVOUVQV.

Yndpyovv moArég péBodot Kot epyodreia yio vo KaBoploTel n TpEyovoa KOTAGTAGT TOV
oxedlov aoPUAElng 68 GYECN UE TNV LAPYOLGO TOATIKY AGPOAEiNG. e pio 1WOOVIKNI
TEPIMTOON TWOAAEG amd avTég TIc nebodovg Ko Ta epyadeion Ba ypnoyormombovdv e
plo ocvveyduevn Paon va aviyvevBodv cLOTNUOTIKA Ol advVopies Tov GYediov
acpoleiog 6mov givarl amapaimto, Kot vo kadiepwbobv otdyol Yio cvveyn Pertimon.
H odnyia tov NIST mapéyer pio pébodo yuo v aflohdynomn tng acQAIAElOG Un
KOTNYOPLOTOMUEVOV  CUOTNUATOV 1 OUAd®Y CLOTNUATOV Kol Kobodnyel tov
avayvVAGCTI OTNV €QOPUOYN Hiag ovTo-agloAdynong e acedrelo twv Teyvoloyimv
[Tnpoopikng. EmmAéov mapéyet odnyieg yio TV QUPLOYN TOV OTOTEAEGUATOV TOV
CLGTHUOTOG OVTO-0EOAOYNONS Y vo. emPePormbel m katdotacn tov oyediov
ac@oaAeiag og OAN Vv éktacn Tov eopéa. Ta amotedéopata Aopupdvoviol 6 Lopen
oV e0KOAN. umopel va mpoodiopiotel mo and ta mévie (B) emimeda tov TAMGIOV

aVToV £xel emtevyDel Yo KABe EVOTNTA TOV TEPIAAUPAVETOL GTO EPOTNUATOAOY1O.

H avto-a&lohdynon, €101Kd o€ TEPIMTOGEIS TOV EMPAAAOVTAL ELEYYXOL TNG OCPAAELOG
and aveEapreg apy€G UmOpel Vo OOTEAEGEL TO GNUOVTIKOTEPO UECO TOV (QPOPEN
TPOKEUEVOL VO €YEL €KOVOL TOL TL oKPPdC ovpPaivel pe TV acedAEl TV
Teyvoloyiovv ITAnpogopikng, étol dote va ANeOovv to amoapaitnto pETPO OOV

OUTOLLTELTOL.

¥t ouvvérelr 0o KOOKOTOUGOLUE TO TAEOVEKTHUATO OmO 1Tr xpnomn evog

OLYKEKPIUEVOL gPYOLEIOL OVTO-AE10AOYNONG.
o Kown Bdon odykpiong peta&d Sopdpmv EMLYEIPNCEDV KOl OPYAVIGUAOV.

o Mnopel va @avel 1 e&€MEn peta&h TV SUPOPETIKOV aEI0AOYNCEDY amd

YPOVO GE YPOVO.
®  JUYKEVIPOTIKN KOV Yo KAOE YpOoVIKN oTUyU).
o Ewédva avd katnyopio AoyiopkoD.

o  Mmnopel va poavodv apécms Ta onpeia Tov amatteitol Kamowo Tapéupoon).
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o Amotelel évav 0d1yd mov pmopel va axoAovdnbei and dAovg aveEdptnto and
10 péyebog g emyeipnong N tov opyovicpov. Mmopel vo counAnpwbel to
EPMOTNUATOAOYI0 He TN Pondela TV CLUVEPYOTOV — OKOUN KOl EEMTEPIKMOY —

TANPOPOPIKDV.

e Amouteiton cvvepyosio HETOED TOV SOPOPOV OPYOVIKOV HOVAO®V €VOG

QOpEa.

O €pevveg Ogiyvouv OTL Ol PeYBAEG EMLXEPNOELS Kol OpYOVIoUOl glval TePlocOTEPO
ETOLUOL VO OVTILETOTIGOVY TOVG KIVOUVOLS TOV  EMLPUAACGEL 1 YPNON TV
Teyvoroyidv TIAnpo@opikng oe oyxéomn He TIG KPEG Kl pecaieg emyelpnoels. Evag
odMyo6g Aowmdv avto-a&loloynong onwg avtdg mov mpoteivetar amd 1o NIST sivan
duvatdv vo ypnotpomomOet axoun kot ond pio pukpn emyeipnon. Anonteitor BEPora
YPOVOG Kot cuvepyacio iomg pe eEmteptkovg cvvepydtes. Eivar opwmg pio eOnvn ko
alomotn Avon Yoo v aloAdynon NG OCQPAAELNG TOV  YPNOLUOTOI0VUEV®V
[TAnpogoploxk®dv Zvommudtwv mov pmopel va Ogiel ta onueio mov amorteiton

TPOcOoYN Kot TOAVAS VoL LITOdEHOVV PETPA TOL aonTeiTon v ANeOovv.

H agumvion tov pukpdtepov emtyelpnoemv Umopel ToAD mo gokolo va yiver dtav
VIApPYoLV KeEVIPIKEG kotevbivoelg kot Oeopikd mAiaicro. Efvor dvokohdtepo ot
EMYEPNUATIEC VO APVTVICTOVV OTAG Omd TNV VTOPEN Kol GLVELONTOTOINGT TV
KIVOUVOV. AAM®GOTE 0€ TOALEG TEPIMTACELG O UIKPEG EMYEPNOELS OV SLoBETOVV Kot

T0 KOTAAANAQ KATOPTIGUEVO TPOGMOTIKO, TO 01010 ol avayvmpicel Tov kivouvo.

Hovemotnuio Maxedovias — MIIXE Tunuoros Epapuoouévng Iinpopopikng 15



2redo K. Daooa, «Avto-olloloynon Aopaieios [1inpopopioxmv Zvotnudtwv»

3. 0ony6g avTo-ailoAdyNoNGS 0CPUALELNGS

O odnyoc avto-a&oddynone tov Teyvoloyuwv ITAnpoeopikng mov efetdleton
YPNOLUOTOIEL EVOL EPOTNUATOAOYIO TTOV TEPIEXEL GLYKEKPIUEVOLS GTOYOVS EAEYYOV
(control objectives)kot kpiocyo otoryeion (critical elements)yw ta omoion Oa
TPOYUATOTOMNB0VV Ol HETPNOCELS Yo v TANPOPOPLOKO SVOTNUO 1 €vo. GHVOLO
dlovvoedeEvemy cuotTnudtov. Mia cepd epomoewv Kabopilel 10 emimedo TOL
[TAarciov mov emtvyyavetonr yoo éva kpioipo otoryeio. o kdbe otOYO €A&yyOL

egetalovral and éva (1) éwg tpia (3) kpioa otoyeia.

To epomuatoldylo — ot10 TOPdpTNUHO SIVETOL TO TANPES EPOTNUATOAGYIO TOL
npoteivetor and 10 NIST - pumopel va Bacileton Kupiwg oty e€€Tocn TG OYETIKNG
TEKUNPI®ONG Kol 6€ P TPOCEKTIKN €£ETAOT Kol SOKIUN TOV OTOITOVUEVOV EAEYYOV.
Y10 onueio ovtd Bo mpémer va devkpviotel 6Tl 0 0dNyOg awtdg dev BEtel véeg
arontioels aceoieiog. Ot €leyyor amoppéovv omd AmOITNOES TOL NON EYouvv
KATOYpaQpeEl O€ KOVOVIOUOVSG, TOAITIKEG KOl O0OMyiec Y TNV OGQPAOAEL KOU TNV

01OTIKOTNTO TOV KT Kopovg Exovv ekdobel amd emionpovg popeic twv HITA.

[Topora ovtd 0 6TOYOG TOV dEV EIval VO OMOTEAEGEL Piol TEPLEKTIKY] KOTOYPOOT TMV
EAEYY®V KOl TOV CYETIKAV TEXVIKMOV TOL Eivol amapoitnto va ¥pNoILOTOlo0VIoL GE
ouvovacuO e OAEG ekelveg TIG 00MYieg mov Tpocdlopilovy ta BEuata acpareiog Kot
ota omoio Pacileton to [MTAaico Aceoieiog. Xtdyog TOL €ivor vo mapéyel pio
peBodoroyia 6Ta GTEAEYN TOV QOPE®V VO, KOBOPIGOLY TV TPEXOVGA KATAGTOOT TOV
oyxedlov aceareiog Tov Teyvoloyidv I[TAnpogopikng kot 6mov givol amopaitnto vo
yvivouv Beitiwoelg. EmmAéov, ocvykekpiuévor teyvikoi €leyyotr, OT®C avtol 7oL
oeTilovTOoL Le CLYKEKPIUEVES TEXVOAOYIEG 1) KATACKEVAOTES, 0V divovTan e akpifeta
AOY® NG €KTAOTG TOVG KoL TG OLVOUIKNG TOLG eVonG. Emiong mpénetl va emonuavOet
ot évag popéag umopet vo akoAovBel TpAGHETOVG VOLOVG, KOVOVIGHOVG 1| TTOALTIKEG
Kol €tol va €xel Oeomicel GULYKEKPIUEVEG OTOUTNOELS YO EUMIOTELTIKOTNTO,
axepaldtnTo Kou drobecipotro. Kabe popéag O mpénetl va amopaciocel av mpénet va
pooTeBohv ELeyyOol ACPOAEING OTO EPOTNUATOAOYIO KOL OV VAL, VO TO TPOTOTOWCEL

avaAOY®G.
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2V TEPITTOON NG EPUPUOYNG TOL EYIVE Y10 EAANVIKO QOpEN XPNOILOTOMONKE TO
epOTNUATOAOYI0 OTTC TpoteiveTtar omd to NIST, ywpic va amavinbovv epotioelg mov
dev apopohV OTNV EAMANVIKN TPOAYUATIKOTNTO (.. EPMTACEIS TOL 0POPOVV OE
EVEPYELEG Kal HETPO TTOL VTTOYOPEVOVTOL amd oyxeTikn vopobesio twv HITA). Eniong,
OgV TPOCTEOMKOY EPOTNOCELS M0 KOl OEV LIAPYEL EKTETOUEVO VOUIKO TAOIGL0 TN
YOPO LOS TTOL VO 0popd otV acPdrela Tov Texyvoroyidv [TAnpoeopikng. AAAwote
0 pétpa mov meptlopPdvovior otov 61ebvry Kddika aceaieiog Tov KAGOOL GTOV
OmO10 OVIKEL 0 POPENG TTOV TPAYLOTOTOMONKE 1 EPAPLOYY, TEPIAAUPAVOVTOL KL GTO

EPMTNUOTOAOY1O.

210y0¢G Tov 001 YoL Tov NIST givon va mapéyel pio Toromomuévn apocéyyion otV
a&lohdynon evog cvotiuatog. To epouaToddYlo pmopel vo ypnoiponomet yio v
a&loAdynon g mTapovGaS KATAGTACTG TOV EAEYY MV AGPAAElNG Yo Eva oV, £V
OUVOAO CUCTNUATOV 1 Y. TO GOUVOAO T®V GLOTNUAT®V TOL @opéa. Avtd Ta
ocvotnuota TEPAapPdvouy v mAnpopopio, To aveSAPTNTO GLGTUATO 1) OUAOES
dtaovvdedeévav cuotnUdTemVy. AEOAOYOVTOS OAOVG TOVG EAEYYOVG OCQUAEING KoL
OAEG TIG €EOPTNOELS TOV OAANAEVOETOV GUOTNUATOV AdpPdvovpe Eva LETPO YOl TIG

ovvOnkeg acparelag Tov Texvoroyidv [TAnpopopikng evog popéa.

Ot éleyyot Kan ot TeYVIKEG Tov eptAapPavovtal otnv odnyia Tov NIST eivor yevicég
Kol pmopel va xpnoipomoinfodv 1060 GToV WIOTIKO TOUEN 000 Kol o€ OMNUOGLOVG
opyavicpovg. Emiong pmopel vo ypnoponombei and 6Aa to emineda g dtoiknong
Kot omd Ta Gtopo mov &ivor vrevbvva Y TV ac@dield TV Teyvoroyumv
[TAnpoopikng 1660 o€ eminedo cvoTUATOV OGO KOl GE EMIMESO OPYOVIGHOD.
Emniéov eEmtepkol ko eowtepikol €AEYKTEG UTOPOVV Vo, YPNGUYLOTON|GOVV TO
gepoTROTOAGYO Yo TN Bedpnon g acedreag tov Teyvoloyidv TTAnpopopiknig.
[Tpokeévov va OtevepynBel o €Aeyyog kot 1 OOKWN 7OV oOmouteitol yuoo TNV
CUUTANP®OT] TOV EPOTNUATOAOYIOV, 0 agloAoyntig Ba mpémel va elval eE0IKEI®UEVOG
Kol og 0éom vo PappOsGEL TOV TLPNVA TNG YVOONS TOV PACIKOV GTOWXEI®V T®V
Teyvoloyidv TIANPOEOPIKNG OV ATOLTOVVTOL YOl TV TPOCTAGIN TNG TANPOPOPIog
KOL T®V GUOTNUATOV. L€ KATOEG TEPMTMGELS, EOIKA OTAV YivovTal TEXVIKOL EAEYYOL,
aSloroyntéc pe e€eldikevpuéveg TeXVIKEG yvmoelg Ba givor amopaitmror Yo va

SPePatdOVV OTL Ol ATOVTICELS GTO EPOTNUATOAOY1O Eivan 0ELOTICTEC.
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3.1 Ouocrovoraroé Illaicro yia tyv A&10idynen tns Acpdicios twv
Teyvoionamyv Inpopopixns

Me dedopévo 0Tt 0 00MYOG aVTO-0EOAOYNONG TNG OCQAAELNG TOV XVOTNUAT®V
Teyvoloyiovv [Tinpopopikng Paciletar oto Opoomovolaxod ITiaicio yio A&loddynon
™ Acpdielog ot cvvéyela Ba yivel pio chvtoun mapovcioon tov [TAaciov awtov.
Emonpaiveron 611 10 [MAaicio mpostopdomke and v Emitponn tov EBvikov
Ivetitovtov Tlpotdnwv kar Teyvoroyiag (NIST) yia v Acedieia, v IdtwtikdtnTa

KOL TNV KPIGLUN VTOSOUN.

3.1.1MIeprypaen tov Mhaciov

To  Opoomovoloukd IThaicto ywoo v A&ordynon g Acedieiag tov Teyvoroyimv
IMnpogopikng kabopilel névie (B) eminedo AmMOTEAECUATIKOTTAS Y10l TO GYESI0 OOQOUAEiOG
tov Teyvoloyidv ITAnpoeopikng. Ta mévie ovtd emimedo a@opovV CLYKEKPIUEVA HETPO
eléyyov, dlotknTiKd, Asttovpywkd kot teyvikd. Kdbe éva omd ta mévie emimeda mepiéyel
Kputiple. ov kabopilovv av ot 6pol Tov eMmEOOL AVTOL ePappdlovior cwotd. [
Tapadetypo oto eminedo 1, dAeg ol YpOrTEC MOMTIKEG TPEMEL VO TEPLEYOVY TNV AULTIOAOYNON
KOl TO GTOYO TOVLG, MOLOG £ival LLEVBVVOG YL TNV EQAPUOYT] TNG TOMTIKNG OAAL KO TIG
CUVETEIEG KOl TIC KUPMOOELS OTNV Tepimtmon mov dev axolovbeitar. H moltikny yia évav
OUYKEKPIUEVO EAEYYO TPETEL VO ovafe®pelTal TPOKEEVOL va emPePfarwbel 6Tl TaL KpLTHPLL
tov emmédov 1 mAnpovvrtal. H agloldynon g omodoTikdtnTag TV EEXOPIOTAOV EAEYXMV Y1

Vv Vapén Toug gival To KA1 Yo TNV emiTeLEN KOl S1ATHPNOT TNG ATUITOVUEVTG ACPAAELNG.

O kdtoyog (OWNer) Tov GLGTAWNTOG, OE GUVEPYOGIO UE aTOVG TTOL gival vEVBVVOL Yo T
dwayeipon tov ayobov ™ mAnpogopikng (ta omoion meptAapuPdvovv 1o cLoTHMATO
Teyvoroyiov ITAnpogopikhc) mpémel vo kabopicovy moOTE T0. KPrTrplo. TAnpovvTal og Kabe

eninedo.

Ipw xaBopiotei ovtd, eivor amapaitnto va kabopiotel o Pabpog svorsOnoiog (degree of
sensitivity) ¢ minpogopiog kot TV cvoTNUdtOY Aappdvovtag vVadyn TG OMALITHGELS Y10,
EUMIGTEVTIKOTNTO, OKEPAOTNTO Kot O0eGIUOTNTO. TOGO TV TANPOPOPIOYV OGO KOl TMV
ocvotnuitov. H a&lo tov mAnpoeopidv Kot TV GuoTNUATeV eival £vag amd Tovg KOPLOLG

naphyovteg ot dayeipion Tov kvdvvov (risk management).

To oyédo acealeiog evog opyoviopod pmopel va a&loroynbel oe didpopa emimeda. o
mapadetypa, €va oxédlo pmopel vo oprotel ¢ €va ayafd Ttov Qopéa, Mo CNUOVTIKNA
EQOPLOYN, €VO YEVIKO VTOCTNPIKTIKO COGTNUA, Eva TPOYPOLD e UEYAAN emidpaom, pio

QULOIKN €YKOTAGTOON, ®¢ KOOOPIOTIKNG onuaciag ovotmua, N pio ouddo Aoywkd doa-
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owvdedepévov ocvotnudtov. Xto IMiaicio 6lo avtd amokaiovvior ayabd (assets)ing

emyeipnong.

3.1.2Ta eninedo Tov [Mharsiov

To [Mhaicto weptypdeel TV avTO-0E0AOYNOT TOV ayod®V Kol TOPEYXEL EMMEDO TPOKEUEVOD
va kaBodnynoel Kot vo, BEGEL TPOTEPAOTNTEG OTIS TPOOTADEEG TOV PopPEn KaBMG Kot Eva
HETPO Yoo TN oxeTk) wpoodo. Emmiéov to NIST avémtuée éva epotnuatoAdylo To 0moio
amotelel 10 gpyareio epapuoyng tov IAaiciov. To epOTUATOAOYIO TEPIEYXEL CLYKEKPIUEVA

HETPOL EAEYYOV TTOV TTPETEL VO EPAPHOLOVTAL Y10l TN SIAGPAAIOT) EVOG GUGTIHUATOG.

Eminedo Heprypapij

1. Texpnpropévn Ioltiky (Documented Policy)

2. Texpunpropéveg Awdikoocicc (Documented Procedures)

3. Egappuoyn Awdikooiov kot EAéyyov (Implemented Procedures and Contro

4, Eleypévec kar Emkoupomomnuévec Awndikoociec kot ‘Eleyyor (Tested ang
Reviewed Procedures and Controls)

5. Oloxkinpopévee mApog  Aladikacieg ot ‘Eleyyor (Fully Integrated
Procedures and Controls)

MMivakag 3.1: Ta enineda tov mhoiociov aloldynong g oo@aiewng tov Teyvoloyidv
[Mnpopopikng

To mhaiclo Bewpel dedopévo OTL TANPOLVTOL Ol EAGYIOTEC OMOUTNOELS ACPUAEiNG OTMG
tiBevtal amd ™ Atoiknom tov opéa kat Tig 0d1yieg yia n ovvtaén Tov TpoviToAoyIcHov. ['a
Tic HITA vrdpyovv oyetikég odnyieg, O0nwg ot «Atoiknon Opoomovolokmdv TIopwv» Kot

«Acpdlelo Opoonovolak®dv Avtopatoromuévev [1épwv [TAnpopopikic».

[Ipémer va emonpavel 0TL Evag popéag umopel va, £xel TpOGHETOVS KAVOVIGLOVG 1| TOALTIKEC,
ol omoiot kaBopilovv CULYKEKPIUEVEG OMAITNCEIS YO, EUTICTEVTIKOTNTO, OKEPOLOTNTA 1)
dwbeopdtnra. Kébe popéac Ba mpémel va amopacicstl av emimAéov EAeyyol acpoieiog mpEmel
va Tpootefohy 6T0 EPOTNHATOAOYIO Kot av avtd Kpifel anapaitnto Ba mpémel va yivovv ot
OVTIOTO(EG TPOTOTMOCELG. XTT GUVEXELD YIVETOL OVOAVTIKY| TOPOVGINGT) TOV EMMESDV TOV

TAOLG10V.

Eninedo 1 —Tekpnpropévn Hoirtikn

To 1o eninedo tov [TAaisiov meprhapfavet:
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e  Enmionuo texunplopévn Kot KOomotuéVn TOALTIKY 0o@OAELNG, TOV KOAVTTEL OAEC
TIC OPYOVOTIKEG HOVAdEC TG emyeipnone M tov opyoviopov. H ¢von kot 1o

YOPOKTNPIOTIKA TOV oyafdv pmopel va etvat avtd mov Ba kabopicovy Ty ToMTIKY. .

o [loAtikr otV oMol avVaEEPOVTOL Ol TEPIGGOTEPES OO TIC POCIKES OMOITIOEL Kot

odnyiec OTWS OV TEG TPOKOTTOLV Ao TIG 00NYieg oTIg omoieg PacileTan To MANiG1O.

Av vapyel Lo ETUKOLPOTOINUEVT] TEKUNPLOUEVT] TOALTIKY], 1| omoia KaBopilel Eva cuveyopevo
KOKAO a&loAdynong g emKvoLvoTnTaS, £QPOPUOLOVTOL OMOOOTIKEG TOATIKEG OCQAAELNG
CVUTEPIAOUPBAVOLEVIC KOl TNG EKTOIOEVONG KOl TOPOKOAOVOEITOL 1 ATOSOTIKOTNTO TOV
TPOYPALUATOS ACPAAELNG, TOTE UTOPOVLE VO TOOUE OTL éva ayoBo avhkel oto eminedo 1. H
TOAMTIKT] OV TPoovoeEPOnNKe umopel vo mepAapPavel TIC ONUAVTIKOTEPES OPYOVOTIKEG

povadec g entyeipnong (ypopeio Kot AETOVPYIKEG LOVASES) 1) GVYKEKPIUEVO aryolfd.
Mio tekpunpropévn moMtikny aceoieiog eival amapaitntn TPOKEWEVOL VO O10GPAAGTOVY
KATAAANAOL Kot OmOJOTIKOTL EAEYYOL TOL OPOPOVYV TOCO GTNV OPYAvVMOoN OGO KOl OTNV
OCQAAELD TOV CLGTNUATOV.
Kprmpw
Ta kpuriplo Tov 1ov emMTESOL  TEPTYPAPOVY TO. CLGTATIKA KOG TOAITIKNG OCGPOAEING KoL
elvat:

e Autio Kot 6KOTOG

o YmevOBuvotnreg

e Emitevén

Eninedo 2 —Tekpunpropéveg Arodikaoieg

To 2° eninedo tov [Mhaiciov nepthouPdvet:

e  Emionueg, oAoKANPp®UEVES, KOAL TEKUNPLOUEVEG OLUOIKAGIES VIO TNV EQUPUOYT TWV

TOMTIK®V 7oV Kabopiotnkav oto 1° eninedo.

o Tig Pacikég amartnioelg kot odnyiec mov kabopilovral and Tig 0dNyieg OTIG OMOiES

Bacileton to [Thaicto.

Otav éyovv avamtvybel emionuo TEKUNPLOUEVES O10OIKOGIEC, Ol OTOIEC EMKEVTPOVOVTOL GTHV
EQOPLOYN CVUYKEKPIEVOV EAEYY®V OCQUAElNG, HTOpovUE Vo Bempricovpe 6Tl éva ayobod
avikel oto 2° eminedo tov ITAauciov. Ot emionueg dadikaciec Tpodyovy TN GLVEKELD TOL
oyediov acpoireioc. Emiong mapéyovv Tig Paoceic yia Eexdbapn, coen Kot OAOKANPOUEVN

KATOVONON TNG EPUPUOYNE TOov mpoypdupatoc. H xotavonon tov kivddvev Kot to Tihova
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omoTeEAECUATO TPEMEL VO, KaBoOYOUV TOLG €AEYYOLG Kol TIG ovTioTolyeg owudikacies. Ot
OldKooiec TEKUNPLOVOLY TNV AOKNON Kol TN OULVEMEW He TV omoia €vag EAeYy0g
epapudleton. To 2° eninedo anautei Stodikacieg yio Eva cuveyn kOkAo aEloAdynong KivdHivov
Kol adLUVOLAY, €EUPUOLOVTAG OMOSOTIKEC TOATIKEG OCQOAEING Kol TapaKOoAOVODVTOG TNV
anodotikdtnTo TV eAéyymv aceodeiog. T va emtevybel to 2° emimedo Oo mpémer va

VILAPYOLV EYKEKPLUEVA GYEILOL ACPUAELNG TV GUGTNUATOV Y10 OA0, TOL aryaOdL.

KoAd tekunplopéveg kol emKOIPOTOMUEVES Ol0IKACIEG ao@aAeiag sivor amapaitnTec,
TPOKEWWEVOD VO SOGPAAIGTEL OTL €PapUOovTal KOTAAANAOL KOl OTOd0TIKOlL EAeyyol OGOV
aopd oto ko6ctoc. [Ipémer va epappolovror ta axdAovbda kprtiplo otav agloloyesitar n
TOWOTNTA TV OLOOIKACIOV Y10 TOVG EAEYYOVG TTOL KOTOYPAPOVIAL GTO EPMTNUOTOAOYIO TOV

NIST.

Kprmpw

Ta kpreipio Tov 27 MTEIOV TEPLYPAPOVY TO. GLGTOTIKA TOV SASIKAGIOV 0CQUAELNG
o  Katoaypoen Tov meploy®v EAEYYOL Kol TV avticTolymv écewmy ¢ dtoiknong .
o AvvatdtnTo EQUPLOYNG TOV TEKUNPLOUEVOV SLOSIKOCIDV

o Koatovoun Tov approdtothtov yio Ty acpdieia Tov Texyvoloyiov [TAnpopopikng kot

OVOLLEVOLLEVT] GLUTEPLPOPU.
o Inueia emKowOVIaG/ETOENG KOl TAPOYTN CUUTANPOUATIKDY TATPOPOPIDV.

Eninedo 3 - EQappolopeveg Awodikaoies kar Edgyyor

To 3’ eninedo tov [Mhouciov mepthapfavet:

o Awdikacieg Acpilelag Kot EAEYYOVE TOV EQapLOLovTaL.

o Kowomompuéveg d1od1kaoieg Kot GTOLO TOV OULTEITAL VO TIG 0KOAOVONGOLV.
Kprmpw

Ta kpripa Tov 3 gmmédov meptypdpovv mg évag Opyaviouds / Emyeipnon umopei va

SCQOAIGEL TNV EQPAPUOYT TOV SLOSTKACIOV 0oPOAElNG KOl givar To akdAova:
o Kdrtoyot Kot XproTeG EVILEPMDOVOVTOL Y10l TIG TOALTIKEG KO TIG O1001KAGTIES 0CPUAEING.

o [loMtikég ko Awadikoaciec vioBetodvtal emionuo kot BeopobeTovvior TEYVIKOL

éleyyot.

o Awyeipion ¢ Acpdrelag og 6A0 Tov KOKAO {1 EVOG GLGTIUATOC.
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o  Koabiépwon dadikacidv e£ovolodotnong (motomoinong (certification) ko éykpiong

(accreditation).
o Texunpropévn meprypaen appodlotitov aceaieiog otig 0éoeig epyaciog.
o YTAAANAOL EKTOIOEVUEVOL OTIC SLOOTIKAGIEC ACPAAELNS.

Eninedo 4 —Eleypéveg kan ASohoynpéveg Awndikaoieg kar Edeyyot

To 4° eninedo tov [Thouciov mepthapfavet:

o [leprodikn a&lohdynon Tng KUTOAANAOTNTOG KOl TNG OMOSOTIKOTNTOG TOV TOATIKMOV

OCQOAELOG, TV O10OIKACLOV KOl TOV EAEYYWOV.

o Aoc@diion 0Tl amodoTIKEG S1opB®TIKEG OpAGEIC AaUBAVOVTOL Y10 TNV OVIILETOTION
SYVOOUEVOV 0OVVOUIDY, GUUTEPIACUPBAVOUEVAOV OLTOV 0L TPOocdlopilovial ®g
OTOTELECUO. UEALOVTIKOV 1| TPAYUOTIKOV SLUPAVTOV ac@oaieiog 1 amd odnyieg
acpuleiag mov ekdidovtar amd apuod1ovg Popeig, TpoundevTég Kot GALEG a&lOTIGTES
TnYEC.

Kprmpw
Ta kprripio. Tov 4™ MTESOV KOTAYPAPOVTL OTI] GUVEXELNL.

o  Amodotikd mpoypappe ywo TV afloAdynon TG  KATOAANAOTNTOG KOl NG

OTOSOTIKOTNTAG TOV TOMTIKOV OCQUAELNS, TV OLUOIKAGLDY KOl TOV EAEYYOV.

e  Mnyoviopol ylo TOV EVTOMIGUO OOLVOULDY OV OTOKOALPONKAY ond TEPIGTATIKA

acQUAElNG 1] GLVAYEPHOVG.

e Awdikacio yio TV avagopd SNUOVIIKOV OdLVOUIOV OGQIAEING Kol OlePAAiion

OTOSOTIKMY EVEPYELDY AVTILETMTIONG,.

Eninedo 5 —IIMpog ohokinpmpéveg Alodikaocieg kKo £Agyy ol

To 5’ eninedo tov [Thouciov mepthapfavet:

o ’'Eva meplektikd oyxédo aopuleiog To omoio amoteAel £va, OAOKANP®UEVO UEPOG TNG

EMYELPTNOLOKNG KOVATODPOG TNG EMLYEIPNONG.

e ANy amoedcewv Paciouévn 610 KOGTOC, GTOVG KIVOUVOVE Kol OTNV EMITEVEN TV

oTOY®V.
Kpwmipwo

Ta kprtiplo. tov 57 emmédov mEPyplPovY Ta GLOTATIKA £vOC TANPMS OAOKANPOUEVOD

oyediov acpaieiog.
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o Ymdhpyet éva evepyd EMLYEIPNCLOKO GYES0 OCPAAELNG TO OOI0 EMTLYYAVEL OCPAAELD

He amodotikd KOGTOG,

o H aocopdieln tov Teyvoroyimv [TAnpogopikng eivar pio OAOKANP®UEVT TPOKTIKY] Y10

éva oyafo.
o Ovadvvapieg acpareiog Exovv katavonel kot devbetnOei.

e O «ivovvol ovveydc emavaSloAoyouviol kot ot éAeyyor mpocapuoloviol GTo

petafAntd meparlov acpareiog.

o [Ipdchetec 1M 7O AMOSOTIKEC OAVAPOPIKE HE TO KOOTOG ADGEL OCQUAELNG

npocolopilovtat OTav TPOKHTTEL KATOD aVAyKT.
o Kobotn kot o@éreleg amd TNV AGPAIAELD LETPOVVTOL GCOUPMVA, LLE TNV EQIKTY akpifeta.

e Métpa 7y ™V Kotdotoon Tov oyediov aceareiag Eyovv  Kaboplotel Ko

epappolovrat.

3.1.3H Aerrovpyia Tov [Mharsiov

H mopovoa éxdoon tov IThowsiov Aocoeoaieiog 0éter kuvpiomg Oépata Otayeiptong g
ac@arelas. Tleprypdoet pio dadikacio Yo TIG EMYEPNOEIS TPOKEILEVOL VO 0ELOAOYGOVY
OG0 avtamokpivovtal o Pacikég amaltnoelg kot odnyieg. Me 1 Bondeta tov [Thaisiov ot
EMYEPNOELS LITOPOLV VO EYOLV Uio TPOGEYYIoN TPOKEUEVOL VO EEKIVIIGOLV TN Stadikaciol
a&loldynong. Amd v GAAN mhevpd to gpmtnuatoAdyo tov NIST mapéyel éva epyadeio
TPOKEEVOL VO KOBOPIOTEL 0V 01 EMLYEPNOELS KOL OL OPYAVICUOL TANPOVV TIC ATOLTHOELS KO

oKOAOVBOVV TIC 001 YiEG TOL KATA Kapovg Exovv ekdobel amd emionpovg popeic tov HITA.

To ITAaicto dev glvar oTATIKO, €iVOl OTAPAITNTO VO ETKOLPOTOLEITAL KOl VO GCUUTAT|POVETOL
ouvey®c. Ot avabe®proelg EMKEVIPOVOVTOL OTNV EMEKTACT, otnv &&eldikevon kol otV
Bedtioon tov Kprtnpimv wov 1o &xovv tebsi.

To [Miaicwo pmopel va Bempnbel 1000 wg gpyareio eléyyov 6co kat dtoiknong. H
ooppomio LETAED TOV EMYEPTCLOKDV OVOYKADV KOl 1) AVTOTOS0TIKT OGOV 0pOopd GTO
KOGTOG GPAAELD Y100 OTOOEKTO pioko TPEmel va emtevyBel Yo va S10cpaMoTel Eval

KATAAANAO EMIMESO ACPAAELNG.

3.2 00nyos Avroaioloynens tns Acpdicios
O 00nydc avto-a&lorloynong g acedielog Paciletar oto [MAaicto Aceddeiag Kot

amoteAeiTal A TE0OEPA KEQPAAOLAL:
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Kepalaio 1. Amotelel v ecaywyn otov odnyd kot e€nyel v a&lohdynon
aceareiag Tov Texyvoroyidv [Tinpopopikng, kabdg Kot T 6YEoN TOv

ne dAheg odnyieg.

Kepdldaio 2 Tlapéyer pio péBodo yio tov Kabopiopd twv opimv ToL GUGTHOTOS Kot

TNV KPIGIHLOTNTO TOV OEGOUEVAV.
Kepalaio 3. Tleprypdeet To ep@TNUATOALOY10

Kepddaio 4:  Tlapéyxer odnyieg yio T ¥pNoN TOL GCUUTANPOUEVOD EPOTNLATOAOYIOV
vy Vv o&oAdynon evog oxediov aceoieiog twv Teyxvoroyidv

[TAnpoopiknc.

To mopoptipote TOL 00NY0L TEPIAAUPAVOVY TO EPOTNUATOAOYIO, TO. EYYPOPO GTO.

onoto Paciletonr to IThaicio Aceakeing, to 1610 to [TAaiclo kaBdg Ko ™ oYETIKN

Biroypapio.

3.2.1Avéivon 10V aEL0A0YOVIEVOV GUGTINATOS

To epomuotordylo eivor éva epyaAeio yoo TV OAOKANP®ON OGS ECMOTEPIKNG
a&10AGYNONG TOV EAEYY®V TTOV YPNGLLOTOIOVVTOL Y10, Lio, GNUOVTIKY EQOpLOYN N éva
YEVIKO VTOOTNPIKTIKO ovotnuo. H oaocedieia «dbe ocvotiuotog 1M opddag
SLIGVVOESEUEVMV CLOTNUATOV TPENEL Vo TEPLYPOpel o€ €va oyédlo acpaleioc. To
ocvotnuo pmopel va eivor plo peydAn eeappoyq M vo amotelel TUNMO. €VOG
YEVIKOTEPOV VTOCTNPIKTIKOD GLOTHNATOG. H amodotikn xpnon tov epoTnHaToA0Yion
TpovmoBETEL TOV KOBOPIGUO TV OpiwV TOL GLOTNUATOS, TG evocOnoiag Kot TG
KPIOOTNTOG TOV TANPOQOpIdV Tov emeepyaletat, petodidel kol amodnkevel. To
oxé010 acpaAieiog etvar ovTd oL OO KOTAYPAPEL TOL OPLOL TOV CLOTNUATOV KOl TNV
KPIGUOTNTO TOV OEOOUEVMV. ZTNV TEPITTMOT TOV eV £XEL TPOETOUOOTEL £vOL GYESI0
acQOAEiRG Yio TO cVOTNUA, | OAOKANPW®GON TG avTo-0EoAdyNong Ba Bondnoel oty
avamtoén tov. [ToAlol amd Tovg otdYoVS ehéyyov ™ allordynong Oo mpémer va
TEPLYPOPOVV GTO GYES0 OoPUAEiNG. TN cvvéyeln dlvovtol ta. Pacikd otovyeio TV
odNyudv Yo Tov Kabopiopd tov opimv evOC GLGTHUTOS Kot TNV agloAdynon g
evarctnociog pe Paon 1 KatevBHvoelg mov divovrar oto NIST Special Publication

800-18, pe titho «OoMyog v v avamtuén oyediov Aceoieiog yio Zvotnuoto
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Teyvoroyidv ITinpoeopikric» (Guide for developing Security Plans for Inforioat
Technology Systems).

3.2.2Ta 6pwa Tov Xvetiportos (System Boundaries)

[Tpoxeévov va kabopicovpe Toug 6TOYXOVG TG 0EOAOYNONG €ivol amapaitnto va
aVOADGOLLE TO. OPLOL TOV GUOCTHOTOG Kol TO POAO TTOV ALTO O1AdPANATICEL GTO POPEaL.
210 OIKTLOKG GLOTAHOTO Eival OLOKOAOTEPOG 0 KABOPICUOG TOV OplOv AVTOV. ZE
TOAOVG  opyaviopovg vrapyovv client-server cuotiuoto oto omoic. oL Servers
EMKOIVOVOVV HE TOLG OTOOUOVS epyaciag HEC® TOV JKTVOVL. AVTA Ta 1010 diKTLA
givon ovvdedepéva pe to Awadiktvo. Zopgava pe to NIST Special Publication 800-18,
éva ovuotnua Tpocdlopiletor amd o Opld Tov YOpw amd £vo GHVOLO SAOIKAGLDV,
EMKOWVOVIOV, HECHOV amobNKeLoNS Kot amattovpevov topov. Ta ototyeio péca og
avtd To. Oplo. AmOTEAOVV €va €Vioio CLOTNUO TTOV amotel €val oYE010 ACPAAEiNG
ovoTnUatog, KaBmG Ko a&loldynon acealeiog kabe @opd mov cvpPaiver pio

GMNUOVTIKT] TPOTOTOINGT) TOL GLGTNULATOG.
Kd&Be otoyeio Tov cuotiuatog mpémet:
e No diémeton amd T1g 101G apyég dayeipiong
e Na &yetl 11§ 1d1EC Aettovpyieg 1 6TOYOLVG
e Na &yel Ta 1010 AEITOVPYIKA XOPAKTNPIOTIKA KOl ATOLTHOELS 0COAAEING
e Noa dntetar oto 1010 Yevikdtepo mepIPaAiov Aettovpyiog.

Olo to0 ovotatikd €vOC OLOTAUHOTOG Ogv &lvanl amoapoitnto vo givor QUOIKE

dtaovvoedepéva.

‘Eva onuovtikd otoyyeio g a&oAdynong gival o kabopiopdg e amodoTKOTNTOG
TV onuelov eA&yyov tov opimv O0tav 10 choTUa €lval HEPOG €vOg dkTvov. Ta
onueia EAEYYOL TV opimV TMPEMEL VO TPOOTATELOVY TO KOOHOPIGUEVO CUGTNUO 1)
opada cvomnudtev amd un egovclodotnuévn mpdcsPacn. Av tétolo onueio EAEYYOL
TV opimv dev &yovv Kabopiotel 10T N ao@AAEl TOV VO €&€Taom GvoTHHATOS Oa
e€aptdtonr amd TV 0oQAAE AAA®V GLVOEOEUEVOV LE OVTO CLOTNUATOV. TNV

mepintwon omovoiog onueiov ehéyyov twv opiov o a&lodoyntig Ba mpémer va
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KaBopIiGEL KOl VO TEKUNPLOGCEL TV ATOS0TIKOTNTA TOV EAEYY®V G€ KAOE GVGTNLA TOV

ovvoéeTol Le To VIO e&€TaoT GVGTNLA.

3.2.3A&w0roynon EvasOnoiog

Amapoitnto otoryeio yioo TNV omodoTikn ypnomn ivor n Katavonon g aéiag tov
OLOTNHOTOG Kot TNG TANpoopiag mov alloroyeitar. H a&ia pmopel va exopaoctel pe
6povg Pabpov evarsbnoiag (sensitivity)r kpiowdmrag (criticality) tov cvotpatog
KOl TOV TANPOQOPLOV TOL GE OxEom He TS mévte 1010tNTeg mov kabopilovrar amd
avtiotoyeg odnyiec: v akepardtmra  (integrity), v  spmotevTIKOTNTA
(confidentiality), ™ dwbeodémra (availability), v avBevtikétnta (authenticity),
Kot T un-omdpyvnon (non-repudiation)H mpocOnkn ¢ avbeviikdTTog Kot TG un-
AmAPVNONG OTIG KATNYOPIEG TPOCTAGING EYIVE TPOKEYEVOL VO TOVIGTEL 1] GNHOGia TG
mopeiog mpog Eva mepPdAlov epyaciog ympig xopti. YTAPYoUV S10QOPETIKES ATOWYELG
Yl TO TTOlEG €lvan ot katnyopieg mpootacioc. H avBevrikétnta, n un-amdpvnon, ko n

vrevbuvotra  (accountability) sivar  ocvvoedepévec pe v axepotdTnTa NG
TANPOPOpiaG.

21N GLVEKELD OIVETOL TO TTEPIEYOUEVO OVTAOV TMOV TEVTIE KATIYOPLOV O™ Kabopiletot

otov 0ony6 tov NIST.

Eumorevtikotyra (Confidentiality) — H mnpogopia omartei mpootacioo and un

eEovolodotnuévn dnpoctomoinon

Axeparotyra (Integrity) - H minpogopia mpémer va mpootateveton omd un
e€ovol0d0TNUEVN, UN  ovouevOpevn, M yopig mpodbeon tpomomoinom. Avtd

mepapPdvel aAld dev mepropiletar oto akdAovOa:

AvOevtikotyre (authenticity) — eivan amapaitnto vo propei vo dwomotwOel
amo Evav Tpito 0Tl To TEPLEXOUEVO EVOG UNVOLATOG dEV EYEL TpOoTOTOINOEl KAT!
™ petafifoaon

Mpn ardpvyon (N0 repudiation)—H npoéievon 1 1 Ay EVOC GLYKEKPIUEVOL
UNVOLOTOG TTPEMEL VO €fvat aviyveELGIUN amto Eva TPiTo HEPOC.
YrevOvvornyra (Accountability)—"Evag 6tdyoc ac@alieiog mov dnpovpyei tnv

OTOATION Ol VEPYELES MIOG OVIOTNTOGC VO OVIXVEDOVTOL LOVASIKE Y10 0TV

™mv ovioTnTal.
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ArabOeouornyra (Availability) — Ou mopor g Teyvoroyiag ITAnpopopidv (chotnua
Kot dedopéva) mpémel va eivorl Stoféoiuo OTOV OmOUTEITOL KOl VO OTOPEVYOVTOL
oVo100TIKEG anmAelec. H dwabeoipdtra emiong meptiapfavel v e£ac@diion 0Tt ot

TOPOL YPNOYLOTOLOVVTOL LLOVO Y10, TOVS GKOTOVS TOV LILAPYEL avTioTOLY TPOBEDT).

Otav kaBopilovpe ™ onuocio &vdg cvotiuatog, €ivol amapoitnto va Anedovv
VYN VOUOL, KavVOVIoUOl 1] TOMTIKES oL KaBopilovV GUYKEKPIUEVEG OTTALTNOELS Y10
AKEPULOTNTO, EUMICTEVTIKOTNTO, OVOEVTIKOTNTA, OOECIUOTNTO KOl UN-OTAPVNoN

JESOUEVMV KOl TANPOPOPIDY GTO GUGTNLOL.

Eivon amapaitnto va AdBovpe vrdym v mAnpogopia mov eneEepyaleTon To CUOTNUA
KOl TNV ovAyKn Yoo LETPO. TPooTaciag kabmg Kal vo, cuoyeTIoTel N enelepyosio g
nAnpoeopiag pe kabe pic amd TIc Tpelg Pooikéc 1010TTEG (EUMIGTELTIKOTNTA,
akepardmra Ko dtafecipuotnta). Emmiéov, eivar ypriioiuo va katnyoploromovv ta
OLOTAMOTA 1 Ol OUAOES GLOTNUATOV COUP®VE UE TO €mimedo evaicHnciog. Xt
ovvéyewn dtvovtarl tpio mopadeiypato — ovtd OV cLVROWE YPMNOULOTOOVVTOL -

KOTNYOPLOV gvaicinciog.

Yynio (High) — E€apetikd 1oyvpd minypa av ovti 1 minpogopia yivel yvooT.
Mmropeil va. odnyfoetl o€ andielo {ONG, PLAAKIOT], CNUOVTIKEG OIKOVOLKES OTMAELES

N omouteiton vopukn topépPaocn yo v 010pbwon tg.

Métpro (Medium) — Zofapd minypa ov yivel yvooty 1 minpoeopio. Mrmopei va
00N YNOEL GE OIKOVOUIKES OMMAELES 1] amoTeiTon VORIKNY Topéppacn yio T dtopHmon
™mge.
Xounié (Low) — IMAfyuo ov yivel yvoot) N Kataotpoagei. Mmopel va Tpokaiécst
UIKPEC OIKOVOUIKEG OTAMAELEG KO OTOTEITAL S1OTKNTIKY TapépPaon yia tn dtopbwon
™mge.

Eivor mBavd éva cHotnua kot ot mAnpopopieg tov va amoitovv vynmid Pabuo

aKePALOTNTOG Kot OBESIHOTNTAG OYL OLMG KOl EUTIOTEVTIKOTNTOG.

[ToAAol opyavicuol €govv avartdéet Tig dkég Toug pnebddovg Yo va kabopilovv OAa
avTd ov amartovvtat. AveEdptnra and ) péBodo mov ypnoomoteital, ot veHhvvol
Y. T0 ovotnuo eivor avtol mov mpémer va kabopicovv v gvaicHnoia Tov

CLOTNUOTOG Kol TV TANPoeoptdv tov. H egvaicOncio Ba mpémer vo AapPaveton
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voéyn kabe @opd mov pio omd TIC EPMINCES EAEYXOVL  OMAVIOVIOL OGTO
epouatordylo. Otav tpocmabovue gite vo kabopicovpe o avatnpd Kprtiplo amod
avtd oL TiBEVTOL OO TO EPOTNUOTOAOYIO gite dev e@apUOlovTaLl 01 EAEYYOL AKOUT
KOl TPOCOPWVE, OTO EPOTNUATOAIYIO CLUTANPOVETAL OTL 1 OTAVINGT EUTEPLEYEL
pioko. O KaBopIoUOG TEPIGGHTEPO YOAUPDV 1) CVCTNPOV UETPOV TPOCTACING TPETEL
va yivet pe Baomn v evoncnoio Tov 0e00UEVOV 1) TOV AEITOVPYLOV TTOV £XNPEAlovTaL
N ywoti oN vdpyovv EAeyyot o1 omoiot TEPLOPifovV TV AVAYKN Y10 AVTOV TOV EAEYYO.
Otov omavtodpe oto epmtnuatordylo, Ba mpénet va onuewwbel ota oxdAa g
OLYKEKPILEVNG EPATNONG OTL GTO GYEDI0 ACPUAEING TEKUNPLOVETOL O AOYOS TOV VUG

ELeYY0G aocpaAeiag Exel N Oev €xel EPAPLOCTEL.

A7 to NIST €xel mpoetolpactel LoYIGHIKO TO 0010 TEPIEYEL TO EPMOTNUATOAOYIO TOV
0d1yob kol umopet va ypnotpomombet TOG0 Yoo TNV KOTOYMPNOT TOV OTOTEAECUATOV
TOV GLOTNUATOV TOV AEI0A0YOVVTOL OAAG KOL Y10 TV TOPOVGINCT CUYKEVIPOTIKOV

OTOTEAECUATOV.
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4. To hoyopiké Avto-aSordéynong NIST ASSET

4.1 Asset Systemw Asset Manager

To ovtopatomomuévo Epyodeio Avto-a&lordynong g Acediewng (Automated
Security Self-Evaluation Tool -ASSEBptopotonotei t 610d1kacio. OAOKANP®ONG
™m¢ avto-a&lohdynong evog cvotiuatos. To ASSET fonbd ot copmiipwon tov
epOTNOTOA0YIOV aTO-aE10AdYNONG OV TTEPLEeTaL otV €01KN €kdoor 800-26,100

odnyov Security Self-Assessment Guide for Informationfretogy Systems.

Mmnopel va ypnopwomondel yioo ™ ovykévipwon Oedopévev Kot Tn onuovpyio
aVOQOPADOV GYETIKA LE TNV KATACTAOT TNG 0VTO-aS10A0YNoNG. LTOY0G TOV EPYUAEIOV
avToy givol va mopéyel €vo KEVIPIKO ONpElo cLYKEVIPMOONG TV OedOUEVOV TTOV
YPNOLOTOovVTOL Yo TNV a&loddynon evog cvothiuatog. Tlepiéyet o cuykekpuéva
onueio. EAEYYOL KOl TIG OVTIOTOL(ES TPOTEWVOUEVEC EPMTNOELS YO TN HETPNON TNG
0C0QAAELOG €VOC CLOTNUOTOC N g ouddos dovuvdedeuévoy cvotnuatov. Ta
onueia ehéyyov €yovv kabopiobei pe Paon TG OMOLTAGES TOV TPOSIAYPAPOVIOL GE

001 yieg Kot ONUOCIEVUEVEG TOMTIKEG Y10 TNV OGQAAELL.

To ASSET anoteieitan and 600 epappoyés, 1o ASSET — Systemkor to ASSET —

Manager.

To ASSET — SystemPBonfd ot ocvykévipwon Ttwv 0e00UEVOV Yol TA SLOPOPa
ovotiuata. Ilopéyer meplopiopéves SVVATOTNTES OTOWYEIMIDY  OVOPOPAOV Kot

EMTPENEL GTO XPNOTN V. KaBopicel TNV TPO0do TG a&loAdYNoNG VOG GLGTILLOTOG.

>10 ASSET — Manager cvykevipdvoviatr ot aEloAoyNoELS SlpOp®V GLGTNUAT®OV
oL &yovv dnuovpyndet amd 1o ASSET SystemBonfa ta dievbuviikd otedéyn va

OTOKTGOVY GUVOALKT] EIKOVA, Y10l TNV KATAGTOGT TV TANPOPOPLUKDOV GUCTNUATMV.

O1 duvatdtteg avapop®v mov mapéyel o ASSET eivar oyedlacpéveg €161 ®OTE va
TOPEYETAL GTOVG XPNOTEG Mo EEKABaPM €OV TNG KOTACTOONG TNG OACPAAELNS TOV
[TAnpogoplaxkodv Zvomnuatov, 0nwg avty kabopiletar amd v odnyia NIST SP 800-
26.

Xmv  epoppoyn oamobnkevovior o Bdomn  Asgdopévov  ta  otoygion  mov

OLYKEVIPOVOVTOL Omd TNV avuto-aSloAdynon Tov cvotnuatov. H  epapuoyn
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ONUOLPYEL TEPUMNTITIKES OVOPOPES YLl TO GVGTNUO OlvoVTOG i AUEST EIKOVO OGOV
apopd ot amoteAécpato aSloAdynong g acediewnc. Ot avagopég eivar dvvatdv
va g&ayBobv og apyelo TOV UTOPOVV VO EXEEEPYOTTOVY INUOPIAY AOYIGUIKE OGS TO
Excel. Ta anoteléopata Tov EpOTNUATOAOYIOV UTOPOVV VO ¥PNOLUOTOINO0VV Yo TV
a&loAoynon tov oyediov acpaleiog oe oOAOKANPN TV emyeipnomn. Ao Ta dedopéva
TOV GCOUTANPOUEVOV EPOTNUATOAOYIOV (1] deiynatog autdv) évag @opéac umopel vo
kaBopicel OG0 KoL ePapHOlOVTOL 01 TOMTIKEG KOl Ol JAOIKOGIES Kot Vo VITOdEIEEL
onueio oto omoio o mpémel va dobel Waitepn onuacio kot amorteiton 1 S160eom

EMITAEOV TOPWV OKOUT] KOl OUKOVOULKDV.

4.2 Epapuoyn tov gpyaleiov NIST ASSET

Ta epotuatordylol propovv va ypnoipomonfodv v 6vo Adyovs. Kat' apynv
UTOpOLV va xpnopomoinfoldv and ta oTeAEYN OV YVoPILovy To GLGTAOTO KOl TOVG
eEAEYYOVG ooQOAEiog TOL @OPEN, TPOKEWEVOL VO, EVIOMIGOLV TO. ONUEid TOL
yperdlovion PeAtioon o€ eMinedo CLOTHUATOG, OUASOS CLOTNUATOV 1) Kol OAOKAN PG
¢ etapiag. Emiong, umopel va ypnowomombBodv Kor @wg 0dnyods Yo TPOGEKTIKN
a&loAdyno”n ¢ KOTAGTACNG TNG ACPAAELNG £VOG GVGTNUATOG. Ta amoteléopata piog
TETOWG  TPOOEKTIKNG  Bedpnong mapéyovv €va moAD  0&OmoTo  UETPO NG
OOTEAEGLOTIKOTNTOC TNG AOPAAEING Kot umopodv va ypnoipomombodv ya 1) v
EKTANPOOT TOV QMOLTHCEMY AVOPOP®Y 2) TNV TPOETOLUAGI Yo EAEYYOVS Kol 3) TOV

EVIOTIGUO TOV OTOLTOVUEVAOV TOP®V.

4.2.1Avdiven Tov EpOTNHATOLOYIOV

Amod ™ otiyun mov eivar avto-a&loldynon, ot afloAoyntég Tov cvotnudtov o
UTOpOVGOV VO NTOV Ol KATOYOlL TV GLOTNUAT®V 1 ovTtol Tov Agtovpyodv 1
dwxepifovtat To oHoTNUHA. TNV TEPITTM®ON VTN, 60101 Kdvouy TNV aSl0AGYN o1 TOV
OLOTHWOTOG €ival Kot Ot MAEOV KOTAAANAOL v KAvovv Tnv avdivon Tov
oVUTANPOUEVOV  gpoTnuoToloyimv. Ovtag efokelowpévol pe To cOOTNUO, TNV
TeKunpioon kol to amoteAéspata TS aEloAdynong 1o emouevo Pruo Bo eivon M
avédAvon mov Ba cuvoyicel Kot To amoteAéopata. Tnv avdivon umopel emiong va
TPOYUATOTOGEL KOl £V KEVIPIKO OPYOvo 0TS Yo TOPAdELY O TO apprddlo yio TNV
QCQAAELD. TOV TANPOPOPLOK®Y GLGTNUATOV YPOPEI0 Omd TN OGTIYUN 7OV LITAPYEL

wavoromnTikn tekunpioon. Ta amotelécpata g avaivong Ba mpémel va 0onyncovv
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o€ éva mAavo dpdong £tol wote gite va onuovpyndel 1 va avabewpndel Eva oyédro

0CQOAELNG, TO OTTOT0 VO OVTATTOKPIVETOL GTOVG GTOYOVG EAEYYOV.
4.2.21ITrGvo dpdong

Y10 mAdvo dpdomg Ba mpémel Vo TEPIAAUPAVETOL 1] EPOPLOYN TOV KPICIU®V ONUEI®DV
Om®MG 1M KOTAYPOQPY] CLYKEKPUEVOV OlOOIKAGIOV, T EYKATACTOOT KOl OOKIUN
eEomMaopov, 1 exmaidgvon tpocwnikov. To mAdvo dpdong Ba mpémet va mepthappdavel
nuepounvieg, mOPOLS, cvvEYN TOPOKOAOVONCN NG Topelag. AVaQOpEg Yo TIg
advvapieg mov evromilovtal, TNV Topeio. TOV TAAVOL dPAONG Kol TOVG OTALTOVUEVOVG

TOPOLVG Ba Tpémel va dlvovtot TPog TN dtoiknon.
4.2.3Avo@opég Yo 10 oyéoro acpareiog Tov Texvoroyiomv ITinpogoprodv

Ot opyavicpol oamouteitor vo KEAVOLV OVOQOPEG CGYETIKA HE TNV ACQPOAEL TOV
TANPOPOPLOKAOV cLoTNUATOV Tovg. Ta cvumAnpopéve epOTUOTOAdYIO. OVTO-
a&loAOYNOoNG amOTEAOVY Uil ¥PNOIUN TNYN YO, TV CLUUTANP®ON TOV OVOPOPDV
OLTOV. XTN GLVEYELWD OvVOPEPOVTOL To BEpOTa TOL TPEMEL VO, KOAOTTOVTOL GE pia

avaeopd yio 1o o010 acpaieiog EvOg Popéa.

e Awyeipion Zyediov Acpaireiog

e Aowmrikoi EAeyyot

e Acsutovpykoi Edeyyot

o Teyvikol EAeyyot

o Xyedioaopog Evepyeidv
To oyédo aceareiag tov Teyvoroyidv TIANpoeopikng evOC OpEN KOl Ol GYETIKEG
avaeopEg etvar amopaitnto va TepEyovv BEpata 6mmg To akdAoLVO.:

o  Mia kaBiepopévn doun dtayeipiong e 0o@Arelng 6€ OAOKANPO TO Popéa

e 'Eva gmikoaipomompévo ox€010 1 TOATIKY Yo TNV ac@dAieia Tov Teyvoroyidv
[Minpogopiknc (to oamoteléopata ™ a&loAdynong yia to eminedo 1 tov

mAaiciov o propovoay vo, SMGOVV TN OXETIKY EIKOVL)

e 'Eva oyé010 dtayeipiong Tov Kivodvmv Kot TG avTioTOyNG OVIILETMOTIONS ord

TOoV QPOpEnl
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*  Avvatotnta amdKpPIoNG GE TEPUTTAOGELS ATVYNUAT®V TOL POPEN
o  Kabiepopévn ToMTIKN TOL POPLEN Yo TGTOTOINOoN
¢  YTodoun avVIIHETOMIONG TOV 1OV

e Exmaidevon kot evarcOntomoinon yia Oépata acedreiog twv IIAnpopoplakdv

GLGTNUATOV

o  Yop®OG OlKPLTol pOAOL GTOV (OPEN KOl TOVG LIELHVVOVE FLAPOPWOV ENUTEIDV

Yo TN dorxElplon Tov oyediov acPaeiog

e Kartavonon tg onuaciog TpooTtaciog TV TANPOPOPLOKOV TEPLOVGLUKDOV

otoyeimv ™S eTanpiog.
¢ H evoopdtmon g ac@AAELNG OTOV KEVIPIKO GYESLUGLO TOV QOPEQ.

e Xpnon ovykeKPEVOY HeBOOMV Yo TNV Jl0o@AAIoT OTL 1| ACQAAEL Eivon
TUN MO TNG ETYXEPNOLOKNG dopNG (Etotyeio umopodv va AnebHovv and to Tufuo
TOV  EPOTNUATOAOYIOL 7OV aPopd otov kVvkho (ong twv Texyvohoyudv

[Tnpogopiknig )

e To ovvoro 1OV mpolmOAoylopoy Yy To OBépata oaceoieiog Yoo kébe

AELTOVPYIKY] OPYOVAOTIKN LOVAIAL.

o Ilepypagéc TV OYETIKOV 0dNYIOV TTOV SlaveUnONKay 6To QOpEn Kotd TOV

TPOTYOVUEVO YPOVO.
e Awokntikoi, Aettovpykol Ko TeXVIKOl EAeyyol

ATO T OTOTEAEGLOTO TOV GUUTANPOUEVOV EPOTNUOTOAOYIMV UTOPOVLE VO TAPOVLE
otoyeio yio 17 evOTNTEg S10IKNTIKAOV, AEITOVPYIK®V KOl TEYVIKOV EAEYY®V, Ol OTOIES
nopatifevtarl 6to emodpevo keeaiato. [pokepévov Opmc va dtapopembet pio cmot)
EWOvVa €lval amopaitnTo Vo OOVUE TO OMOTEAECUOTO OVA GUOTNUHO Kot Oyl Yo
oAOKAN PO T0 Qopéa. o mapadetypo av £xovv a&loroyndei déka (10) cvotnuara,
névte (5) amd ta omoion MTOV KPIGUHO CLOTAUOTO Kol TEVIE VTOGTNPIKTIKG, TO
amoteAéopato Oo mpémel va opadomomBovv o KPIoE KOl VTOGTNPIKTIKA

GLGTNLOTOL.
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Av topa opodomombodv Kol GOUEMOVE UE TNV KPIGIUATNTA TOVS, Ot avapopéc Bo
TPEMEL VOL OELYVOLV KOl GE TTOLEG TEPIMTMOELS OALTEITAL LEYOAVTEPT onuacio. Mmopet

va 50000V GLYKEVIPOTIKA ATOTEAECULATO, XPNCLOTOIDVTOS TOGOGTAL.

EmumAéov 6ha M delypa omd To GUUTANPOUEVO EPOTNUATOAOYIOL UTOPOVV V.
avaivBovv mpokeévonv va kabopiotel mool Eheyyol emnpealovv To TEPIGGOTEPO

GUGTNLLOTOL.

H oavagopd 6o mpémer va KatoAnyel HE TNV GUVONTIKY TOPOLGIOCT TOV
oxedlalopevov dpdoswv  yoo TV ac@diele tov Teyvoroyidv TTAnpoeopwkng. H
ovvoyn Ba mpémer vo mEPEXEL OTOYOVG, OMOLTOVUEVEG EVEPYEIEG, OTOLTOVUEVOLS

TOPOLVG, KO NUEPOUNVIEG TTOL OVOUEVETOL VO ETLTEVYHOVV 01 GTOHYOL.
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5. Avaivtikn [lapovsioaon Epotnpatoioyiov

5.1 Epwtnuaroiéyio Avro-alioidoynens

To epompuotordylo avtd —agloAdynong mepthapPavet Tpeg evOTNTeS: 10 EOPLANO,
TIG EPOTNOELS KL TIG CNUELDOCELS. ZeKIVA e €va TPMOTO PEPOSG GTO Omoio divovral
TANPOPOPIES Y10 TO KOPLO GUGTNLA, Y10 TO VITOCTNPIKTIKO GUGTNHO 1 Yo TV OUdoa
TOV O10GVLVOEOEUEVOV GUOTNUATOV OV 0EloA0YovVTOL. TOo EpOTNUATOAOYIO TEPLEYEL
plo epapytkn mpocEyyon g aloAdynong €vOog GLGTNUOTOS, APOL TEPEXEL TA
kpiowo ototyelo Kot oyeTikég epmtoels. To eminedo v Kpiowwv otoyeiov Oa
npénel va kaboprotel Paci{OPEVO OTIC OMOVTNOCEL, TOV CYETIKOV gpwTHoemv. Ta
Kpioyo ototyeio Tpoépyovtal amd oyeTIKES 0dNyieg. Ol GYETIKEG EPMTNOELG TEPLEYOLV
TOVG EAEYYOVG KOl TIG TEYVIKEG TOL UTOPElL VO EPOPUOCTOVV TPOKEWEVOL VOl
emrevyBovv ta kpica onueia. O a&lohoyntég Ba Tpénetl va BewpcovVV TPOCEKTIKA
T0 €MMEO TOV OYETIKAOV OTOY®V EAEYYOL KOl TIS TEYVIKEG TPOKEWEVOL VoL
kaBopicovv 1o eminedo mov €xetl emrevybel Yo 1o e€etalopevo kpioyo onueio. Ta
onueia ehéyyov AapPdvovtol amd TOV KOTAAOYO TOV GYETIKMOV 0OMNyudV. YTApYEL
eveMla oTNV EQUPUOYT TV oNUEI®V EAEYYOL Kal TV TeYVIKOV. Eivat dvvatd va punv
amorteiton va TANPoHVTAL OAOL 01 GTOYOL EAEYYOL KOl Ol TEYVIKES Y10, VoL EmiTevyOel To

Kpioio onueio.

To gpotpatordylo pmopet vo mpocapprootel and 1o popéa. 'Evag popéag pmopet vo
YPNOLUOTOUCEL EPOTNOELS, VO, ATOITICEL TTO TEPLYPAPIKT) TANPOPOPio. oKOUN KOl VoL
TPO-CNUEIDCEL KATOlEG epOTNOES av elvar duvatdév. o mapdadsrypo moAlol
opyavicpoi £xovv dladikacieg AoPAUAELNG TPOCOTIKOV TOL £QPAPUOlovTOL GE OAO TO
ovoTHUHOTe LEGH 6TOV opYoVIGHO. Tote o1 GTHAEC OV avTIGTOLYOVVY oTa EMimeda 1 kat
2 100 gpOTNUOTOAOYIOV UmopohV va Tpo-cnuewbovv divoviag TiG 16Yx0oLGES
drdkaoies yuo 10 mpocmmikd. EmmAéov othieg pmopet va mpocstefovv yia vo 0hsovv
™mv Katdotaon Tov onueiov eréyyov (critical element), wy oyedwlopevn

nuepounvia epapuoyng, dev wydvet (N/A), Béon tekunpioong.

Agv Ba mtpémet vo apoipefohv EpOTNOELS OO TO EPOTNUATOAOYI0, 00TE O TPEmeL va

TPOTOTON00VV 01 EPMTNGELG £TCL DGTE VO, LEMOEL 1] ATOS0TIKOTNTA TOV EAEYYOV.
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Metd and kdbe epdTNOM, VIAPYEL Eva TEdio Yo oxOAl Kot €vo axoun medio. To
nedio oyoMmv pmopel vo ypnowomombet yioo vo onuelwbel T teKUNplidVETOL 1M
ardvinon. To smmiéov medio pmopel va ypnopwonmombel otav €xer Anedel pia
AmOPOOoT LE PICKO Y10, TNV U1 EQOPLOYN EVOS EAEYXOV 1 OTAV OWTO TO oMpeio EAEYYOL

dev elval EQapUOGIO GTO GUGTILLOL.

Management Controls

Management controls focus on the management of the IT security system and the management of risk for a system. They are techniques and
concerns that are normally addressed by management.

1. Risk Management

Risk is the possibility of something adverse happening. Risk management is the process of assessing risk. taking steps to reduce 1isk to an
acceptable level, and maintaining that level of risk. The following questions are organized according to two critical clements. The levels
for each of these critical elements should be determined based on the answers to the subordinate questions.

L1 L.2 L3 L4 LS Risk Based Comments Tnitials
Policy Procedures Implemented Tested Integrated D;Ei;“n
e

Specific Control Objectives and Techniques

Risk Management

OMB Circular A-130, Ill
1.1 Critical Element:
Is risk periodically assessed?
1.1.1 Is the current system configuration
documented, including links to other systems?

NIST SP 800-18

1.1.2 Are nisk assessments performed and
documented on a regular basis or whenever
the system. facilities, or other conditions
change?

FISCAM SP-1
1.1.3 Has data sensitivity and integrity of the
data been considered?

FISCAM SP-1

Ewova 5.1: Tunpa tov £vTumov epmTnUaToA0Yion

2 NIST ASSET System g@g

Hle Edit Tools Help

—
[5] Financial Dir Application assessment in progress - : i St o o
B DASS:‘;:}BMMBQ B ification | System | Policy g Questi Summary

¢ (21 Management Contral Section:

Question: 17.1.7

Technical Controls
\Rudiit Trails

¢ (1] Operaional Contrals
@ [ Technical Controls

\ire automated 100/ uses to review audil records i 1eal tme or near
15.1.0 Are users | real time? y
S4B i nasewordasto Critical Element:
ather devices?
P 16.2.0 Are access|
segregation of dul
16.1.0 Do the logi
& (] contrals restrict u:
autharized transa
oy 16.2.0 Ave there |
overnetwork acce
1630 ffthe publi

17.1.0 |5 activity invalving access to and modification of sensitive or
critical files logged, monitored, and possible security viclations
investigated?

the system, are th Indicate Your Responses:

& [ controls impleme O ratiey [ElPracedures [ imptementsd [ Tested 17 (I Question not applicahle
the integrity ofthe _ - ke I
application and th Risk Based Decision Made to IncreaseDecrease/Omit Security Control? ) Ves

ofthe public?
A7.0.0 15 Activity iy
to and modificatio
# (21 sensitive or critica
logged, monitare:
secUtityviolations
T
@712
@ 1713
@ 1704
@715
@715
@ 47

% 1;12 Answered By: |5fa553 -
[¥] Question Cormpleta? [ Assign to attemnate |sfassa ‘v‘

‘ 4 Back H X Clear || 9 Help || Hext M |

K

14 EVODED

Ewova 5.2: Anbvinon epotoemv oto ASSET System
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210 téA0¢ KaOe ouddos EpOTHCEMV, VITAPYEL Hio TEPLOYN Y10 TOPATPNCES. AVTO TO
onueio pumopet va ypnoyomombet av cuykekpiuévao onpeio Tov oyxediov acpareiog Oa
npénel va. tpomomomBbovv. Mmopel emiong va ypnouyomomBel mpokeEVOL va
vrootnpyBel yotl évog Eleyyxog acealeiog dev epapuodletor AP 1 epapudletal
oAV avotpd. Emiong oto 610 onuelo pmopel va mpootebovv tor onueia wov
yperdlovion emavédeyyo M mepautépw Eieyyo. EmmAéov, oto onueio avtd pmopel va
TeKUNPLoOel Tog eAéyyOnkav to onpeio Kot ot TeYVIKEG eAéyyov Kot va dobel pia

TePIAN Y TOV OMOTEAEGUATOV.

5.1.1To e£®@vAiro TOV EPOTNNOATOAOYIOV
H evomra ovm) mepiéyet oonyleg vy tn OLUTAP®OTN Tov €EDEULAAOL TOV
EPOTNUATOA0YIOV, TUTOTOIDVTIOG TOV TPOTO TOV TO CLUTANPOUEVO EPOTNUOTOAOYIO

TPEMEL va. €ivat, Yo TNV OVOULAGTIO TOL KoL TNV KPIGIUOTITO TOV GLGTHOTOG.

To e&mevAido Tov epmTnUOTOAOYiOL apyilel pe TO OVOpO KOl TOV TITAO TOL
ovotnuatog mov agloroyeital. Onwg dhwote kobopiletar ond avdroyeg oonyieg,

KGOe onuavTikn epaproyn Bo Tpémel va £xet £val O1KO TG LOVAOTKO GVOLLAL.

System Name, Title, and Unique Identifier:

Major Application or  General Support System

Name of Assessors:

Date of Evaluation:

List of Connected Systems:

Name of Svstem Are boundary controls effective? Planned action if not effective

1.

2.

3.

Ewéva 5.3: To eEd@uAlo Tov epotnuaTodoyiov 0w cupminpovetal oto ASSET.

H ypnon evog povadikod ovopotog yuo kabe ITAnpoeoploxd Xdotnuo emPorieton
amod TIG OYETKEG pe Tov mpovmoroylopud odnyieg ot HITA. Emiong, to povadukod
ovopa e€acparilel 6Tt og KAOe MEPIMTOON AVAPEPOLOOTE GE CLYKEKPIUEVO GVGTIILOL

Kol Vo Ol0oQOAIGTEL OTL Ol KOTAAANAES OMOUTNGES OCQOAEING TANPOLVTOL Yo TIG
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1O10ATEPES AMALTIOELG TOV GLOTNLOTOG Kot OTL 01 TOPOL TOV £xovv dtatedel £xovv 0pbHd

ypnopomomHe.

5.1.2E\eyy0g epOTNHATOAOYIOV

Olo ta cvpminpopéva epotnuatoldyo Bo mpémel va edeyyBobv kot vo yivel m
SLLEPLOTN TOVG GUUEMVO e TO Babpd gvaichnciog Ommg v vVayopedeTAL ATO TNV
noMTIKY] Tov Qopéa. [Ipémel va onuewmbel 611 1 TAnpoopia mov TEPLEYETUL GE Eval
CUUTANPOUEVO EPMTNUATOAOYIO pmopel e0KoAa vo vodei&el Tor onueion ot omoia

éva choTnUa 1 pio opddo GLCTNUATOV EIVOL TEPIGGATEPO EVAAMTA.
5.1.3I1pocd0piopég Tov XVoTHHOTOS

g TOAMAEG TEPIMTMOGELS O1 PEYAAES EQPOAPLOYES 1) TO YEVIKG VTOGTNPIKTIKG GLUGTHLLOTOL
nepEyovy  dlacvvoedepéva  ovotiuata. Tao  dacvvdedepéva  cvotnuoTe  glval
amopoiTNTO VO KOTaypaeovtol Kot 0tav oAokAnpavetal 1 alohdynon, mpEmel va
KATOypAQETOL 6TO EEDMPLALO TOL EPOTNUATOALOYIOV OV OAOKANPDONKOV 01 EAEYYOL KOl
Yo To. TEPIPEPEIOKA cvuotnuata. Ot €heyyol ylo To TEPIPEPEIOKA cuoTHuaTo Oa
TPEMEL VO AmoTEAOVV KOUUATL TNG a&loddynons. Av ot €AEYXOl TOV TEPLPEPEINKDV

ovoTNUATOV dgv givor tkavomointikol Oa Tpémet va a&toloynBovv kot avtd

£ NIST ASSET System CEx

File Edit Tools Help

E Financial Dir Application assessment in progress b

® [ Assessment map ::J: I | system o | Summary |
@ Palicy -
& (1 Management Control System Identification System Criticality
%1 Operational Controls Syster Name * |Financial Dir Application ‘ Confidentiality =
& [ Technical Cantrols —
Systern Number *: |DZ Integrity *; |Low ‘v
Systemn Type * |Major Application - Availability* |Medium -

Agency/D p * |Financial D

Assessment Start Date ™ iSum Sep 11 10:30:37 EEST 2005 ‘

Inter-Connected Systems

System \ Boundary Controls Effective? Planned Action if Mot

‘ 4 Add System ‘ T Help

Allfields marked with an * above are required

‘ 44 Previous H Proceed To Assessment M |

[4]

14 EvapEn

Ewova 5.4: Ta ctoryeia Tov e£@@LALOL TOL epmTnuatoroyiov oto ASSET System.
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Kdato and 10 6vopa kot Tov TitTAO TOL GLGTIUATOS GUUTANPAOVETOL 1] KOTNYOPiol TOV
oLOTNUATOS (YEVIKO VIOGTNPIKTIKO cVoTNU 1| LEYAAN €Qopuroy). AV évac QopEng
€XEL KOL GAAOVG TUTOLG GUOTNUAT®V 1 KATNYOPlEG CLOTNUATOV T.Y.: Kpiotua 1 Oyl
Kkpioyo cvotnuato, 10 eE®ELVALO Bo mpémel va tpomomomBel yio vo KOADWEL TIG

OVAYKEC TOL POPEQL.

5.1.4X76y0g kon IIAnpogopicc ASroroynT)

[Mpéner va kabopiletor o Adyog kol 0 otOY0c G agloldoynong. ['a mapddetypa, n
aEloAoynon €xel g otodxo va eEacporioet pio €voelln vynAolh emmédov TG
ACQAAELNG TOV GUOTNUATOV Y10, TV TPOETOLOCTO piog AETTOUEPOVS avabemdpnone N
n o&oAdynon otoyxevel oe pio TPooekTikn Kot aSomiotn aSloAdynon Yo v
avamtuén evog mAavov dpdong. To dvopa, o TITAOG Kol 0 0PYOVIGUOG TMV ATOUMY TOL
Kévovv v a&loloynon mpémel va kataypdeovial. To eEdeuilo Ba mpémer va

TPOTOTOLEITOL OVAAOYOL.

O nuepounvieg évapéng kot Aéng g a&loldynong Ba tpémnel vo kataypdeovtat. To
OLUVOAMKO O1AGTNLO TOV AOLTEITOL Y10, TV OAOKAN PO pio a&loAdynong pmopel va
mowkidel. O ypdvog kol o1 TOPOL MOV AMOLTOVVTOL YO TNV OAOKANP®ON TNG
a&loAoynong e&aptatal omd 1o pEYEHOC Kot TNV TOALTAOKOTNTO TOV GLGTHHOTOG, TNV
TPOGPACILOTNTO GTO GUGTNUA Kol TO OE00UEVE TOV YPNOTOV KOODS Kol amd Tig
dwbéoeg otovg aloAoyntéc mAnpoeopiec. e mopdderypo, ov  Exer  yivet
EKTETOUEVOG EAEYYOG, TIGTOTOGELS KO TEKUNPI®MOT 1 aTO-aE10A0YN0T Elval E0KOAN
Kol popet vo amotedésetl T Pdomn yuo peAhovtikég alloroynoels. Av avtifeta Exovv
yivel meplopiopévor Eleyyol kol vmdpyer eAMmng tekunpioon Oa  omoutnOet

TEPLOCOTEPOG YPOVOG Y10 TN GCUUTANPOGCT) TOL EPMTNLUATOAOYIOV.
5.1.5Kpwowpnétnta g mAnpogopiog

To eminedo evacOnoiag g mAnpoeopiag Omwg Kabopiletor amd TOvg APUOSIOVG
TPEMEL VO, TEKUNPLOVETOL  YPNOLOTOIDOVTIOG TOV  TIVOKO O©TO €EMOPVAAO  TOV
epotnratoroyiov. Av évag @opéag £xel oyedidoel T Otk tov péBodo yuo tov
KaBoPIoUd TG KPIGIHOTNTOS KOt TNG ELOoONGiog EVOC GLGTAATOG, O TIVAKOG AVTOS

Oa mpémer vo avrikaBiototow omd ALTOV TOL  OPYAVICHOV. XVOTHUATO OV
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vrootnpilovv Aettovpyiec LYNAOTEPOL PIoCKOL AVAUEVETOL VA £XOVV O CLGTNPOVG

eAEYYOVE amd oV Td TOL VITOGTNPILOVV TO ATAEG AELTOVPYIES.

5.2 Epwrijoeis

Or gpotoeig yopilovtar o€ Tpelg Pacikég Kotnyopieg EAEYXOV
. ékeyyol dwayeipiong (management controls)
ii.  éhleyyot Aertovpyiog (operational controls)
iii.  teyvikoi éleyyot (technical controls)
O Sdoy@piopdg avtog Eywve pe Paorn mponyovueveg odnyieg tov NIST [10],[11],[12].

Kd&Be pio amd 11g meployés ehéyyov mepléxel OPOpes evOTNTEC OO OGOAAELL
TPOCHOTIKOV, TAGVO avdadpaocng (contingency plan)avtomokpion € TEPMTOGCELS
atuynuatov sivor Bépota mov mEPAAUPAVOVTOL GTOVG AEITOVPYIKOVS EAEYYOLG.
Yuvolka 17 evdtnteg mePLEYOVTOL GTO EPMTNUATOAOYIO Kot KAOe evotnTa mEPEXEL
KPIoO OTOLYEIN KoL VTOGTNPIKTIKG GNUELN KOl TEXVIKES (EPOTNOELS) EAEYYOL YO TO
ocvomua. Ta kpicwua otoyeio mpoépyovtar kvping and to OMB circular A-130,mov
apopd og Ofpata dloyeiplong TOV OUOCOTOVOLOK®V TOP®V NG TANPOPOPIKNG
TANPOPOPLOKDOV TOPMOV KOl ETIKEVIPOVOVIOL GE £VO, OTOO0TIKO GYES0 OCPOIAELNG
TANPOPOPLOKAV cuotnudtov. Ot gpmtnoelg KabBodnyodv yio v emitevén &vog
Kpioov otoyyeiov. Av €vag aplBpdc eAéyymv Kol TEOVIKOV dgv epapuolovtal, to

Kpiowa otoryeio dgv 1KAVOTolovVTaL.

Kd&Be otoyeio eléyyov kan teyvikn pmopet 1 dev umopet va epoppdletar avdioya pe
T0 OUOTNUO KOU TOV KIVOUVO 7OV OULVOEETOL HE TO OCLOTNUA. XTO EVTLTO
EPMOTNUATOAOY10, KAT® amd KAOe oTOY0 €AEYXOVL Kol EPMTNOT, AVAPEPOVTOL Eva 1|

MEPIGGOTEPA KEILEVA OO TOL OTTO10L LTAYOPEVLOVTOL.
1 cvvéyetla divovtal Ta onpeia Tov AEyyovToL:
[.  E\lgyyou dwayeipiong
1. Awyeipron Kwdovoo (Risk Management)
2. Oeshpnon tov EAéyyov Ecealeiag (Review of Security Controls)

3. Kokhog Zong (Life Cycle)

Hovemotnuio Maxedovias — MIIXE Tunuoros Epapuoouévng Iinpopopikng 39



2redo K. Daooa, «Avto-olloloynon Aopaieios [1inpopopioxmv Zvotnudtwv»

4. Awdwacio ITiotonoinong (Authorize Processing)

5. Zyédo Aopoleiag Tvotiuatog (System Security Plan)

Agrrovpykoi Edreyyor

6. Acoedlela [Ipocwmucov (Personnel Security Technical Contjols

7. ®vown Aocgpdrela (Physical Security)

8. Tapaywyn, EAeyyot Eito660v/EEOS0v (Production, Input/Output Controls )

9. Xxédo Avadpaong (Contingency Planning)

10.Zvvmpnon E&omhiopov, Aoywouikod Xvotiyuatog (Hardware and Systems

Software Maintenance)
11. Axepardtra Asdopévov (Data Integrity)
12. Texunpioon (Documentation)

13.EvawsOnromoinon v Oépota  Aceadeiog, Exmaidevorm, Kotdption

(Security Awareness, Training, and Education)
14. Avvatotnto Avtipetoniong Zoppdavtov (Incident Response Capability)
Teyvikoi £heyyor
15.Thotonoinon ko Avbavtikonoinon (Identification and Authentication)
16.EAeyyor Aoywg IpdécsPaonc (Logical Access Controls)

17.Audit trails

[Tpokeévov vo petpnBel n wpdodog NG OMOSOTIKNG EPAPUOYNG T®V EAEYY®V

acoAeiag Yo KaBe epMTNOT divovTal TEVTE EMMEID ATOSOTIKOTNTAG, COLUP®VO. LE TO

[Miaicto yio v Acpdieta:

Eninedo 1 —o o106y 0g eEAEYYOV_TEKUNPLOVETOL GE Pi0 TOAITIKT ACQOAELNG

Eninedo 2 —o1 éAeyyol ac@areiog TEKUNPLOVOVTOL OC OUOTKAGIESG

Eninedo 3 —ot dwndwcacieg epappolovrot

Eninedo 4 —o1 Srudwkacieg Kot o1 EAeyyot acpaieiog Exovv ereyybel kKo ovabewpnOel
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Eninedo 5 — o1 dwdikaoieg kot ov éleyyor acealeiog eivar evtaypévor oe €va

OAOKANPOUEVO TTPOYPOLLLLAL.

H andvinon tov epotoemnv pumopel va faciotel kupiog oty €£ETA0T TG GYETIKNG
Tekunpioong kot og pia tpocektikn e&étaon Tov edéyywv. H agloldoynon mpénet va
amoteleiton amd Tov EAeyyo TV neBodmv eAéyyov mpodcPaong, mepthapfdvovtog v
e€étaon g TeKUNPlwoNg TOV GLOTAHATOS OIS 0L POPUES Yo, {nTodueves aAlayég
0TO GUGTNUA, TO TAGVO gAéyy®V Kot 1 dtadikacio eykpicemy, Kot v e£€taoT ToV
security logscon tov audit trails H vroompiktiky tekpumpioon mov meptypaget Tt £t
eleyyfel Kol TO OMOTEAECUATO TOV OYETIK®OV eAEYY®V Tpochétovv oo otnv
aEoAoynon kot Qo emrpéyouvv va elval gukolotepn M emduevn OBedpnorn Tov

GLGTNLOTOG,.

Otav yio tpd™ Popd cuumAnpmbel 0 KatdAoyog A&y oV, CLUTEPIAAUPAVOUEVOV KoL
OA®V TOV EYYPAPOV OVOPOPAS, Ol UEALOVTIKES OELOAOYNOELS TOV GLOTHUOTOS Oa
anoutobv oo Ayotepn mpoomdbewn. To cvumAnpopévo epotnuatoldylo 0o
amotelel TV apetnpio. Av 10 €p®OTNUATOAOYIO HiOG Y¥POVIAS LTOONAMDVEL OTL Ol
nePLocOTEPOL EAEYYOL Elvar 010 emimedo 21 3, awtd Ba eivar kot to onueio exkkivnong
v v emopevn a&lohdynon. Ilepiocdtepoc ypovog Ba pmopel vor dobel yo v
avénon Ttov EmMmMESOL  OmMOOOTIKOTNTOG OvTi Yoo TV ovalnTnom NG OPYIKNG
nnpoeopnone. To tunua twv oyoAiwv umopel va ypnoipnonombel Tpokeévov va
Kataypoeel 1 VIOPEN VITOCTNPIKTIKNG TEKUNPIOONG OTMG Kol TO TUNUO TOV

ONUELOCEMV Y10 TEPLOCOTEPEG EENYNOELG.

INa vo amovinBodv ol €pOTACE TOL APOPOVV GTO OV EVAG OTOXOG EAEYYOL
metvyaiveton givon amapaitnto va AapfPdvetor vroyn o Pabudg evoucOncioc tov
GLGTNHUOTOG, OTMG OTOG CLUTANPMOVETAL KOl GTO £EMPLVALO TOV EPMTNUATOAOYIOV.
Y kdOe epdTON VILAPYEL £va TESTIO TO OTTO10 TPEMEL VO, TEEKAPLOTEL OTAV 1) AAVTINON
eumepiéyel pioko. H emonuavon yiveton eite yio va pewwdei eite yoo va evrabei o
ENEYXOG OoQOAElNG. X& KOMOIEC MEPIMTMOGEL UTOPEL VoL LTAPYOVY AVTIGTOOOTIKOT
éleyyol N M Aewrtovpyio yopic eAEyyovg eumepiéyel younAdtepo kivovvo omd v
OVOLLOVT] Y10 TV TAN|PT EQOPUOYN ToV eAEYY@V. ETtiong, vtdpyovv Tepimtdcelg mov 1
dwotknomn amoutel mo ovotpovg eAEyyovg omd OTL oe dAheg meputtdoels. Otav

TOEKAPETOL TO TESIO OV Oelyvel OTL M amdvinor eumepiEyel pioko, Oa mpémel va
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onpelwdel o AOYog 610 mEDIO TV ONUEIOCEWMV TG epdTNONG. Emonuaiveton 6t 6ty
yivetar yprion tov avtopatomompévov gpyareiov (ASSET) dev umopodue vo
TPOYWPNOOVUE OTIC EMOUEVEG EPWTNCES av dgv 00000V dlevkpvicelg yoo v
andvinon pe pioko. EmmAéov to oyéd10 ac@aleing tov cvotnuatog Oa mpénet va
TMEPLEYEL VTOCTNPIKTIKN TEKUNPI®OT Yot €QappooTNKE 1 08V EQUPUOCTNKE O

ENeYY0G.

O a&ohoynmg Ba mpémer yoo KGO oTOHYO €AEYYOVL KOl TEYVIKN E£PATNON Kol VO
kabopioel o€ cuvepyacia e TOV KATOXO TOL KOl TOVG OLOXEPIOTEG TOL GLGTHLLOTOG,
av TO eMNESO VACONGIAG TOV OIKAOAOYEL TV EPAPLOYT TOL EAEYYXOV TNG EPADTNONG.
Av 0 o16)0c eAéyyov dev QapUOleTal 0TO VIO €EETOGT GUGTNLO GLUTANPOVETOL

N/A (Not Applicable).Av epappoletar o Ereyyoc, T0TE oNUELOVETAL:
® OV LVIAPYOLV TEKUNPLOUEVES TOMTIKEG (eminedo 1),
® OV VTAPYOLV JASIKAGIES Y10 TV EQAPLOYN TOL KptTnpiov (emimedo 2),
e v epoppoletor to kprpio (eninedo 3),

o av &yxel eheyyBel 1o KpLTplo kol €POGOV Ppébnke avemapkéc av PeAtimdnke

(eminedo 4),
® OV TO KPUTNPLO amOTEAEL TUNILO TNG KOVATOVPOG TNG Toupiog (eminedo 5).

To oxwopévo medioe Tov €pOTINUOTOAOYIOVL dgv amottovv toekdpicpo. To mévte
EMIMEDO TOV TEPLYPAPOVY TNV KATAGTACT] TOL GTOYOV EAEYYXOL Oivouv piol EKOVOL Yol
Ka0e Aettovpywcd éreyyo. [lapoia avtd katd T6G0 KAOe Evo amd avtd Exel emttevyDel
etvan vokeevikd. Eyovv kabiepmbel kprmpia v ka0e évo and to mévte emineda
OV TPETEL VO PAPLOSTOVV OTav Kabopilovpe av €vag otdyog EAEYYOL €XEL TANP®G

EMTUYEL £VOL AT TOL TEVTE EMMEDAL.

O a&oAoyntg TPETEL VL KOTOANEEL GTO EMIMESO TOV GYETIKOV KPIGILOL GTOLXEIOL LE
Baon TG amAVINGELS OTIG CYETIKES EPOTNOELS KOl GE GUVEPYAGIN LLE TOV KATOXO TOV
OGLOTNLOTOG KO OVTOVG TTOV €ivar vevBuvvol Yo T dtoyeiplon Tov GLOTHUATOG. XTO
armotéleocpo Oa mpémer va  AopPavetar vmoéyn n  onuocioc  KaBe  GYETIKOV
oTOYOV/TEYVIKNG Y10 TNV EMITEVEN TOV KPIGLLOL GTOXEIOV KO 1] GUVETEL LLE TV OTOl0

N TEYVIKY €QoprOleTal, EVIoYDETOL KoL EAEYYETOL.
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5.3 Kataiiniotyta Ty 6Ttoyxmv AEy)0ov

Onog emddnke mopondve to kpica ototyeio amotteiton va epapuolovtal, mopoio
aVTA 01 6TOYOL EAEYYOV KOl Ol TEXVIKES TEIVOLV VAl Elvoll TEPIOGGOTEPO AETTOUEPELS KOl
APNVOLV YMPO Y10 AOYIKEG VTOKEWEVIKEG OMOPACELS. AV 0 €Aeyx0g AOYIKA Ogv
epapudletar oto ovotnua TOTE OTNV €pAOTNON CLUTANpOveTar «A/E» 1 «Aev

Epappoleto».

Ot 6TOY01 EAEYYOL KOl Ol TEYVIKES OTO EPMTNUATOAOYIO QLPOPOLV GE £Va GUGTNUA
opuada cvotnudtwv. Mmopel va ypnoyomomBel TO EPOTNUATOAOYIO Yot TNV
avafedpnon evog mpoypdupatog yio v empPefainon 6Tt opyavicpdg ExEl TOMTIKN
Kot dadikooieg (eminedo 1 xar 2). ITpokepévon oumg va emPePformbel 6tL Olo ta
GLGTAUATO EPOPUOLOVV, EAEYYOVV Kol TANP®E EVOOUATOVOLY TOVG EAEYYOVG (eminedo
3, 4 xou 5)0 gpomuatordyo a&loAdynong mpémel va epoppoleTor oe OAo Ta
Eexoplotd kot Heta&h TOVG GLVOEDEUEVO GLGTNUATA. XT1 CLVEXELD Ba TEPTYPAPEL TOC
o omoteléopota TG  afloAdynong umopodv  vo.  ypnopomombovv  yu TV

avaBempnomn Tov oyediov aceareiag Tov Texvoroyidv [Tinpopopiknic.

H moAitikn kou ot dradikocieg yuoo Evav otdy0 €A&yy0L Kol pio TEYVIKY UTOPOVV V.
Bpebodv e eminedo opyavoTiKOV povadwv 1 epoppoydv. Ilpokepévov va
a&oroynOel amodotikd €vo cvotnuo Ba mpémel va emPePordoovpe O6TL 01 GTOYOL
eléyyov elvarl 610 cwotd eninedo. o mapaderypa, av 1o vd e£€Taon GVOTNUO £XEL
avoTNPOTEPES dladikacieg motomoinong, Ba mpénetl vo a&lohoyodviot ol d1adIKAGIES

TIGTOTTOINGNG TOV GLGTNHATOS KOt OYL TNG ETOUPLOG.

Av éva 0épa Bempeiton 1Wdwaitepa VYNAO 6TV TOALTIKN, TO eminedo 1 o mpémer vo
TOEKAPETOL OTO EPMTNUATOAOYI0. AV LITAPYOVY YOUNAOD EMUTEGOL TOATIKES YLl TO
OUGTNUO TEPLYPAYTE TIG TOMTIKEG GTO TUNUO TOV GYOAWV. AV €vOg GLYKEKPLUEVOC
ENeyY0G TEpLYpApETOL e AeTTOUEPELEG Kot epappoleton To emimeda 2 kot 3 Bo wpémet
va toekaplotovv. Edeyyol dokipumv kot ovoabedpnong eivor onupoavtikol yu v
dwopdion evog ocvotnuotog. Mo kdbe ocvykekpévo éleyyo eEetdote av €xel
dokipaotel kaun £xel avabewpndei 6tav pio onpovtiky oAdayn cuvéPn. Tkomdg eivat

va €xovv eheyyBel OAa ta emineda Yo kbBe Eleyyo.
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6. I'vootd mpotvme Yw TV Ac@drern tov Iinpogoprok®v
XVeTNHATOV

Eyet onpoocievtel pio oepd amd mpOTLTO. KOl TAGICIOL YO0 TNV OVTILETMOMTION KOl
Jwxeipton  ovykekpléveoyv  BgpdTtov OV 0QOPOVY  OTNV  ACQAAE  TOV
[Tnpopoploxmdv Zvotnudtov. Xtéx0¢ OAwv, €ival 1 TPOoTUGio. CLOTHUATOV Kot
OedOUEVOV, OV KOl OE TOAAEC TEPUTTMOGELS EXOVV SLPOPETIKO POAO GE £va OYEOL0

aoQOAELOG.

Y10 mo dwdedopéva  evpEMG ypNoLomolovpeEVe TTpdTLTTE TTEPIAAUPAVOVTOL TOL

axolovba:
e |T Infrastructure Library (ITIL)
e Control Objectives for Information and Related Tralogy (Cobit)
e [SO 17799

21 ocvvéyewn Ba yivel pio GUVTOUN TOPOVGIOCT TV TPOTHLII®Y CVTAOV.

6.1ITIL

H Birlodnkn Yrmodopumv Teyvoroyidv IMinpoeopikrg Information Technology
Infrastructure Library (ITIL)eivaw éva mAaiclo Gplot®vV TPOKTIKOV HE dLVATOTNTO
TPOGOPUOYNG, Ol OTTOIEG TPOAYOLV TIG TOLOTIKEG VANPECIEG TANPOPOPIKTG GTOV TOUEN
v Teyvoroyidv [TAnpogopikng. Exet oyediaotel £161 dote va fondnoetl ot peiwon
TOV KOGTOVG YPNoNG TV TeXVOLoYLOV [TANpopopikng Kot 611 PeATimon TG TOtOTNTOG
TOV LANPECLOV TOL TOPEXOVTOL 6 OAOKANPO TOV opyaviopd. To ITIL mpoteiver v
OPYOVMTIKN OOUY KOl TIS amortovpeveg dvvatotnteg Texvoroyidv ITAnpoeopikng,
TOPOVGIALOVTOG EVOL TEPIEKTIKO GUVOAO JOIKNTIKMV O100IKOCIDV, COUPOVO LE TIG
omoieg £vag opyaVIoUOG UTOPEL vaL 10y EIPIOTEL TIG EMLYEPNCLOKES AELITOVPYIES TOV TOL
oyetiCovioan pe Teyxvoroyieg ITAnpopoplakdv XZvotudtov. Ot dwdikacieg avTég
elvar  aveEdpmnteg  mpounbevtr), TEXVOAOYLOV, VANPECUDYV KOL UTOPOVV V.
EQUPUOCTOVV GE OLEC TIC VTTOdOUEC Teyvoroyidv ITAnpopopikig.

And 1o péoa g Oekaetiog tov 1990, to ITIL amoterel éva mpdTLmO Yoo T
Awyeipon Yanpeoiwov Texyvohoyidv ITIAnpoeopikng kot eivor mopdpolo pe to

Information Services Procurement Library (ISPL), pAgation Services Library
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(ASL), Dynamic Systems Development Method (DSDMpn€ol Objectives for
Information and related Technology (COBITJo ITIL Paciletar o€ éva poviélo

JLOKOGLAOV Y10 TOV EAEYYO KOl TN SLOYEIPIOT TV EMYEPTCLOKDV AELTOVPYUDV.

To ITIL éyetr dnuooievtet og pia oepd Piiiov, kdbe éva amd To omoio KOAVTTEL Eva
ovykekplévo avtikeipevo. Ot ovotdoelg tov ITIL avartoydnkav ota téAn ¢
dekaetioag tov 1980 amd v tote Kevipwny Ymnpeoia YmoAoyiotdv Kou
Tnienuwowoviov (Central Computer and Telecommunications Agenc@ &) g
Bpetavikng KvBépvnong, n omoia mAéov dev veiotatal, TPOKEEVOL VO OVTOTOKPLOel
ot aw&avopevn e€dptnon amo tig Teyvoloyieg [TAnpogpopikng yio v emitevén tov
EMYEPNOOKOV OVOYKOV Kot oToymv. Ot odnyieg tov ITIL €yovv mAéov evompatmOel

ota oyxetikd npotvra ISO 20000.

Tov Aeképuppro tov 2005, kukhopodpnoe pia véa ékdoon tov ITIL, yvoor) g ITIL
v3, n omoio oyeddleton va givar oabéoun ota téAn tov 2006. H vedtepn avti

éxooon Oa mepriapPdvel mévte Kbpo eyyelpioo:
o Yyedwopoc Ymnpeoiov Texvoroyidrv [TAnpopopikrg,
¢ Ewayoyn Yampeouwv Teyvoroyidv [TAnpogopikng,
e Acutovpyieg Yanpeoiov Teyvoroyumv ITAnpopopikig,
¢ BeAtiomon Yanpeoiov Teyvoroyidv ITAnpopopikng ko
o  Yrpatnyikég Ymmpeoiwwv Teyvoroyiwv ITAnpopopikic.

To ITIL, pe dedopévo 6t mapéyel pio oelpd SodKACIDOV Ol OTOIES GLGTNVETAL VO
YPNOOTOOVVIOL 6€ KABE TL OV €Yel OYECMN HE TNV E€YKATAGTOOY|, EQOPLOYN,
ocvvinpnon Texyvoroyiov ITAnpopopikng, pmopei va amotehécel ) Pdomn yio tnv opOn
gykatdotaon kot Asttovpyia tovg. I'eyovdg mov amd uoévo tov amoterel ) Pdon yio
acpodn IIAnpoeoplaxd ovomuota. Emiong éva amd ta  ovikeipeva mov

TPOYUATEDETOL EIVAL 1] ACPAAELD.
Awyeipron Acpaierog ocoppova pe to ITIL

H éxdoon tov ITIL mov agopd ot Awyeipion g Ac@AAelng TeEPLYPAPEL T
JoUNUEVI] TTPOCAPUOYT TNG OCPAAEING oTN O0KNTIKN opydvmor. Baociletar oto

npotvno ISO/IEC 1779910 T dayeipion TG ac@AAELNG TANPOPOPLDV.
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Xoupova pe to ITIL Paocwkny apyn ywoo v Awyeipion ™ Acedielag givor 1
ac@aAela TG TANpopopioc. KHplog 6tdy0g TG 0opAAELNS TV TANPOPOPIOV Elvol Vo
gyyun0el v tpootacio g TANpoeopiag Evavtt Tov Kvddvev. H acedieia sivat to
puéso mpootociog amd Tov kivovvo. H oo tg mAnpoeopiag elvar avtd mov
ovolaoTikd Ba Tpénel va tpootatevtel. H adia tng mAnpoeopiog mpocdiopiletar amd
TNV  EUMOTELTIKOTNTA, TNV okepodTTo Kot TN owbecyotnra. Evvoleg mov
ocvovayovtol €ivor Kot 1 WOTIKOTNTO, M avovopio Kot 1 €naAnfevcipuotnTa

(verifiability).

Amo v apyn to mhaicto tov ITIL datébnke 610 KOWO OV KO TPOSTATEVOVTOL TO,
TVELUATIKG Owkoudpato Tov. Avtd onuoivel 6tt tO60 opyovicpoi 660 Kot
EMYEIPNOELG UTOPOVV VO ypnoytonocovy to. évruma. Etot ov odnyieg tov ITIL
xpNoomomdnkay amd v €vpld QACLO OPYOVICU®OV CUUTEPIACUPOVOUEVNS TNG
KEVIPIKNG KLPEPYNONG, TS TOMKNG OLTOJOTKNONG, TOV POPE®Y TOL dNUOGIoL, TMOV
EMYEPNOEOV AOVIKNG, TS Propmyoaviag. Ot dadikacieg mov mpoteivovionl amd To
ITIL é€yovv ypnotpomomBet amd moAD peydAovg péypt ToAD UIKPOVS OPYAVIGHOVG KO

EMLYEPTOELS.

Kabe topéag mov xoivmteton amd to ITIL  avimwpocwrnevel éva Pipiio. Baowko
ovotatikd eivar m Alayeipion Yanpeowuwv mov dwywpiletor oe dvo Toueig, TNV
Yrnootpin Yanpeowodv kot v [Hoapoyn Ymnpeowwv. H Awyeipion Ymnpeounv
AOMOV EUTAEKETOL LE TNV TOPOYN KoL TNV LIOGTNPIEN TOV LANPESIOV TEYVOAOYIDV
[Tinpopopikng mov elvar oOUE®VO HE TIC EMYEPNOLOKEG OMOITNOES KAOE
opyoviopov. I'ipw amd ™ Awnyeipion Ymnpeosidv vapyovv 1€66Epa O10POPETIKA
avtikeipeva. IIpdTo 0 oYESOGUAC YO0 TNV EQAPUOYT TNG JLOYEIPIONG VINPESIDOV TOV
onpovpyet 10 oyedacud yoo v epappoyn tov ITIL péoa oe évav opyaviopd. X
ouvvéyela 1 Emyeipnowokn Tlpoontikn gpguvd av ot vanpecieg ivol amodotkés yio
mv emyeipnon kol vrdpyer e€ilcoppomnon kdéctovg/amoterécpatos. To mapamdved
mAouctovovionr omd v Yrmodoun Teyxvoroyidv IIAnpopopikng mov aocyoleiton e
teyvikd Bépata kKo v Awoyeipion epappoydv mov 0€tel 1o ovvBeTo BEpa TG
JLXEIPIONG EQOPUOYDV OO TIG APYIKES EMXEPNOIOKEG OVAYKES HEXPL TN Olayeipion

oL KOKAOL (NG, cupmepAaUPovoréVnG Kot TG amOGLPOTC.
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Planning to implement Service Management
T
T Service management h
h e
e
T
B e
u Business ICT c
s Perspective Infrastructure h
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n o
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s Delivery o
s g
Security y
lanagement
Application Management

>xéo10 6.1: To mhaicto Tov ITIL

6.2 COBIT

Ot otoyol ehéyyov yuw v IIAnpogopikn kot 11 oyetkég Teyvoroyieg (Control
Objectives for Information and related TechnologyCOBIT) givor éva cvvolo
KOAVTEPOV TPOKTIKOV — TA0IG10 Oa UTOpOoVGOE Vo, TOVRE- YIOL TN OlaEIPIoN NG
[TAnpogopiag. Anmovpynnkav amd to Xovdoeopo EAéyyov ITAnpoeoplaxmdv
Yvomudtov ( Information Systems Audit and Control AssociatidSACA) kot 1o
Ivetitovto Atoiknong Texvoroyuwv IMAnpoeopikig (IT Governance Institute - ITGI)
1o 1992.H mo npoécpatn €kdoomn eivar n tétaptn Ko £ytve o Aekéupplo tov 2005.
Eyel witepn amqynon 1600 Adym tov okavddiov ¢ Enron 6co kot g véag

vopobBeoiag yia tov édeyyo tov ITAnpogoprokdv Zvomudtov otig HITA.

To COBIT moapéyet ota S0IKNTIKG GTEAEYT, OTOLG EAEYKTEG KOL GTOVS YPNOTES
[TAnpooplok®dv ZvoTUdtomv £€vo COVOAO YEVIKA OTOOEKTMOV UETP®V, OEIKTAOV,
SOIKOCIDY KOl KOADTEP®V TPAKTIKAOV, TPOKEWEVOL Vv Tovg Ponbnoer o1
LEYIOTOTOINGN TOV 0QeAdV and T ypnom Tov Texvoroyidv ITAnpopopikng kot otnv

KaAOTEPT Olayeiplon ko EAeyyo Tovg omd v do TNV emyeipnon.
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H tétapt éxdoon tov COBIT — apketd dtapopomonpévn and v Tponyovuevn -
neptEyel 34 otOYOoVE LYNAOD emTESOV, Ol omoiol kKaAvTToLY 215 oT1dYoVg EAEYYOL
opadomompévovg oe téooeplg Topels: Xyedaopog kot Opydvoon, [poundeia ko

Epappoyn, Iapdooon kot Yrootpi&n, [aparxorovdnon kot AEoldynon.

Amootod] tov COBIT eivar «ao gpevvioel, avamtuEel, ONUOGIOTONGEL KO TPOAYEL
éva emionUo, EMKAIPOTONUEVO, O1EOVEG GUVOLOD, YEVIKA OTOOEKTMOV GTOYWV EAEYYOV
Teyvoloyiovv TTAnpogopikng vy Kabnuepvyy ypion omd To OTEAEYN KOl TOVG
EAEYKTEC».  XTEAEYM, EAEYKTEC KOl YPNOTEG EMMPEAOVVTAL OO TNV AVATTLEN TOV
COBIT yuarti Toug ponbd va katavorcovy ta Xvotipota Teyvoloyiwv ITAnpoeopikng
Kol Vo amro@ovOovv yia To eminedo acPAAEIOG Kol EAEYYOV OV givan amapaitnTa Yo
TNV TPOCTAGIO TOV ayaddV TG emyeipnoNg TOVS, HECH TNG AVATTVENG EVOG LOVTEAOV

droiknong tov Texyvoroyidv [TAnpopoptknic.
To COBIT anoteieitan amod €E1 evoTnTES:

o IlepiAnyn ywo ™ Atoiknon

e [TAaicto

o Xtoyor EAéyyov

e  Odnyieg yuo toug Eheyktég

e Epyakeio vy v Eeappoyn

e Oodnyieg ywo ) Atoiknon
6.3 ISO/IEC 17799
To ISO/IEC 1779%ivar éva mpdTumo AG@AAELNG TANPOPOPLDY TOV SNUOGIELTIKE TO
2005 am6 to Aebviy Opyaviopo Tvmonoinomg (International Standards Organization)
ko 1t Awebvy  Hiextpoteyvikn Emupomn  (International  Electrotechnical
Commission).Tithogopeiton «Teyvoroyieg ITAnpopopiknc — Teyvikéc Acpareiog —
Kodwag [Mpaktikng yua ) Aayeipion g Acedietog ITAnpopoplokdv Zvotnudtmv»
(Information technology - Security techniques - €oaf practice for information

security management)o woyvov mpdtumo amoterel avabewpnuévn €kdoorn ovTO

tov 2000,t0 omoio Nrav avtiypagpo tov Bpetavikov Ipotdmov 7799-1:1999.
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To ISO/IEC 17799%mapéyel cLGTAGELS KAADTEPMV TPAKTIKOV YioL T Slayeipion g
acparelag tov I[IAnpogoplokmdv Zvotudtov. Amevbivetor ce avtovg mov eival
VIEVBLVOL YIOL TNV EICOYWYY, EYKOTAGTOOT KOl CLUVTHPNOT CLGTNUATOV dlayeiplong
™G OCQAAENG TEXVOAOYIDV TAnpoeopikng. H acodiewa tov I[TAnpogoprokmv
Yvomudtov opiletonr péoa 610 TPOTLIO MG «) OTHPNCN TNG EUTIGTELTIKOTNTOG
(drooporiovtog 0tL M TANpoopia eivar mpooPdoiun udvo o€ avtodg TOL Eivan
egovorodomuévol va €yovv mpocPacn), g akepardntog (eEocporiloviag v
akpifela kot TNV TANPOTNTA TG TANPOPOPiaG Kot TV nebddwV eneEepyaciog) Kot ™
dwabeootnta (eEacearilovtag ott o1 e€ovolodotnuévol ypnoteg Exovv TpodcPaon
oV TANPOQOpPia. Kal Ta oYeTIKA ayodd Otav amatteitat).
H éxdoon tov mpotvmov tov 2005 meprhapfavel Tic akdiovbeg évrexo KOpieg
EVOTNTEC!

o [loltikn Acpoadeiog

e  Opyavoon g Aceparelag g ITAnpogopiag

o Awyeipion AyaBaov

e Aoc@diela AvBpomvov [Topmv

o  duow| ko [epParioviikn Aceaieio

o Awyeipion Emkowvoviov kot Enyeipnolokov Agttovpyiov

o Eleyyog [IpocBaong

e Ilpounbeia, avamroén kot cuvpnon IIAnpogoprokmdv Zvomnuatwv

e Awyeipion ovuBdviov Acedieiag [TAnpoeoplakdv Xvotnudtov

e Awycipion Enyyeipnoiokne Zvvéyeiag (Business continuity management)

e XvuPorotnto (Compliance)

Méoa oe kdbe evomnra kabopiloviow o1 oTOYOlL EAEYYOL TNG OACPAAELNG TNG
TAnpogopiag ko mapatiBetar pio oGP EAEYY®V TOL Elval YEVIKA amOdEKTOlL MG HEGH
BEATIOT®OV TPOKTIKAOV Yol TNV EMTEVEN VTGOV TV 6TdYwV. o kdBe Evav amd Tovg
eAEyYovg Tapéxetar odNyOs €QPAPUOYNG. ZVYKEKPIUEVOL €Aeyyol dev emPdAilovion

apov kdéBe opyaviouds o mpémel vo SlEKmEPAIDCEL o dounuévn Oladtkacio
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OTOTIUNONG TOV KIVOOVOV TPV EMALEEL TIC OMOLTHOELS TOV KOl TPV EMAEEEL TOVG
EAEYYOVG TTOVL €ival KOTAAANAOL Yio o d1kd Tov dedopéva () elc0y®YIK EvoTNnTA
Kataypaget pio Stodtkasio amotiumong T@v Kivoovav) , aAAG Kot YloTi Eivot TpokTikd,

advVaTo va Topatedodv GAOL 01 EAEYYOL GE £Val YEVIKO TPATVLTO.

210 onueio awtod emonpaivetol 6tL Tov Oxtdfplo Tov 2005avantoydnke 1o TpdTLTO
ISO 27001and tov Aebvy Opyoviopd Tuvmomoinong (ISO) ko amotelel epapuoyn
TV apydv Tov Opyavicpov Owovopukng Xvvepyaciog koar Avartuoéng (Organization
for Economic Cooperation and Developmeptjov éleyyo g ac@dAelng TmV
TANPOPOPLOV Kol TV SIKTO®V. To tpdtumo dnpovpyel Evav odNyo Yo TOV OGPAAN
OYEOOOLO, EQUPLOYT], O10TKNON KOl GLVTHPNCT TV dadtKacldv [IAnpogopikng ce
évav Opyaviopd. Ta mpoétvma ISO 27001 (Information Security Management --
Specification With Guidance for Usejoir to molowdtepo I1SO 17799 eivan
oxedoUEVO Vo, BonBNGOVY TOVG OPYOVIGLOVS VO KOO1EPMGOVV Kol VO GLVTNPNIGOLV

OTOO0TIKOVG EAEYYOVG ACPUAELNG LECH GUVEXDV PEATIOGEW®V.

Yopewva pe v Gartner Incro npdtvmo ISO 27001sivar évog katdAoyog eAEY®V
mov mapéxel éva mAoiclo ywoo €vo amotelecpatikd oyédo acoaleiag. Emiong,
ocbueova pe toug avaivtég tov  Gartner,to Cobit kot ta potume ISO amotedovv

TOVG MO0 ONUOPIAELG 00MY0 Y G Yoo TNV aicpdreto Tov [TAnpogoplok®dv Zvotnudtmy.

To ISO/IEC 17799:200560a petovopactei oe ISO/IEC 27002 cto pérdov.
Emonpaiveton 6t 1 oepd tov npotimmv 27000€y et deopevtel yio Bépoto ao@aietog

TANPOPOPLOKDOV GUGTNUATOV.

6.4 Xvykpion

SOuQova pe TOovg €WIKoLG KAbe éva amd To TPATLTO. TOV TPOAVAPEPONKAY
amoTeAOLV Koppdtio evog malA kot Oyt 10 kabBéva Eexwplotd €va 0AOKANPOUEVO
mAaictlo Yo v acedieln twv IIAnpoeoplakdv Zvomudtov. [Hoapabétovv pia cepd
EMOVOAUUPOVOLEVOV  OOOIKACIOV  COUEMOVO HE TL OLIQOPES AELTOVPYiEG TOV
[TAnpogoploxkdv Zvotudtov kot Bonbodv Toug TEXVIKOVG Vo, TOPEXOVY KAAVTEPES

VANPEGIEC.

Kavéva dev mapéyel acedieio and povo tov evd OAo TEPLEYOLV oToygior Tov Oa

TPEMEL VO, TPOCOPUOGTOVV KOl VO EVOOUAT®OODV OTIC KOONUEPIVEG ETLXEIPNCLUKES
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Aertovpyies. H aopdieio amoutel melBapyio kot oAOKANpwoN o€ OAEG TIG PACELS TOV
OYESOGLOV, TNG TOPOYNG LANPECIOV, TNG OXEIPIONG TOV KVOOVOL, TNG EMAOYNG

epyoreiv, ™G aVATTLENG TOATIKNG KOt EAEYYOV.

Eivar modd mBavo pio etopio vo ypnoLOTOLEL KOt T TP TPOUVAPEPOUEVO TPOTLTTAL
Yo, S10popeTIKOVG okomovg: to Cobit yio v pétpnon kot v a&loldynon tov
eréyyov Teyvoroyiwv TTAnpogopikng, to ITIL yia ™ Peitioon tov eocotEPIK®OV
VINPECLOV TANPOPOPIKNG Kot TEA0G 1o ISO 1779910 1 droiknon twv Teyvoloyidv
[Mmpoopikng. Télog, eueic Ba pmopodoape va TPooHEGOVE KO TNV 001Yiot TOV
NIST yo v avto- a&lordynon g acedietas. Kabe éva éxel to polo T0L GTNV

VooTNPIEN TG OCPAAELOG Kol eV Umopel va otabel Lovo tov.

To Cobitondd o€ o GLOTNUOTIKY TPOGEYYIOT) TOV EAEYXMV Y10 TNV GVIYVELCT] TV

atiov S1POPOV ASLVOLLOV.

To ITIL Bewpeitor woyvpd epyoreio OGOV APOpd TO KOUUATL TOV SLOOKACLOV OAANL
nepropiletarl oe avTd. Avtipetomilel TV acPIreln ®¢ Eva GVOTATIKO TG dtayeiplong
vmpectov. Tlapovoualetar oyetikd addvopo av efetaoctel ved t0 TPiopo NG
acpdreng. BéPara dev mpémer va Eeyvape OTL 0 apykdg tov oTdYog dev givar m
acQAAELD Ko amoTeAel TN Pdon Yo TV aviamokpion og Beopikd Bépota eved to ITIL
Bétel Bépota AsltovpylkdV TPOTOTOV Yl TN PeAtioon TG @PUOTNTOS TV

Aertovpyumv [TAnpo@opikng.

To ITIL ypnowomoteitar 6o Kot TepiocdTEPO amd TPounBevTég Kot etvat YpNoyLo yio
™ Pektioon ¢ acepdiewnc. Meydieg etarpeieg mov mpowBovv to ITIL givon 1

Microsoft Corp.;n Intel Corp.xain Oracle Corp.

To Cobit kauw to ISO/IEC 17799:200%ivor gvpémg dtadedopuéva mpoTumIa, UE TO
TPMTO VoL £XEL apyKd dnpovpyndet kan ypnoiponombei and tovg [IAnpopopucote. To
1998mnpoctédniav ot Odnyieg yio T dtoiknon Kot £yve eVPEWS amodekTd TAAIGLO Y10
™ dwyeipion kar Tov Edeyyo [TAnpopoplakdv Xvotnudtov. Ao v GAAN TAEVPd TO
ISO/IEC 17799:2005 (The Code of Practice for Infation Security Management)
etvar emiong éva S1eBVEC TPATLTTO Ko TEPIEXEL KO AVTO (APLOTEG TPOKTIKES YLl TN
dwxeipton g acepdretog tov [IAnpopoplokdv Xvomudtov. Ta 6o mpdtuma dev

elval avToy®VICTIKA KOl GTNV TPOYLOTIKOTITO GAANAOGLUTANPOVOVTOL.
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7. Egoppoyi
O 0dnyog avto-a&oroynong kot to Aoyiopukd NIST ASSETypnoomomnkav yio

™V avTto-0&loAdyNon TG acpaielag teccdpwv [TAnpopoplakdv Zvotnudtoy.

7.1 Ta ocvotijuara wov alloloyOnkay

o Tlopaperpuciy E@appoyn Hiektpovikiig Awayeipiong Eyypaoov

[Tpdkertan yo pior amd TIC PHEYUADTEPEG TOPAUETPIKEG EPAPUOYES e gvPEia
xpnon o€ oAdKANpo twv koécuo. Eivar epapuoyn client-serverpe avoikty
OPYITEKTOVIKY] TOL EMITPEMEL TN OLVEPYOSIOL HE GAAEC €QOPUOYEG Ko
tpomomomoelg ®g évav Pabud. H apywm povo mapapetponoinon £ywve amd
TOV TTPOoUNBEVTN €V OTN CULVEYELDL 1 TOPOUETPOTOINGCT KOL 1| GLVINPNON
yiveton and o Tunpa IAnpopopikne. Yrapyet cOupacn pe tov avimpdommo
™G KOTAOKELAOTPLOG eToupeiag ywo TG véeg ekdooelc. Eyxovv  emiong
avoantoydei pio oepd and spapuoyés Webyo v dnpovpyio avapopdv Kot

™ (PNON TOLG AO OAN TO TULOTO TOV OPYOVIGLOD.

Xpnowonoteitor katd kHplo Adyo amd to Ttunue Ipappoteiog, yw v
apyE0HETNON Kot SLoVoUT TOV EYYPAP®Y GE GUVOLOGUO LE TIC EQAPLOYES Yia
™V NAekTpoviky aAinioypaeia. H apyikn eykatdotacrn éywve to 2003 kot
ypnoonoteitar amd tov lavovdpio tov 2005. Yrdpyovv wévte (5) kipiot
YPNOTEG TOL TPOPOdOTOVV Kot draryelpilovtal To GVOTNUO KOl TEPIGGHTEPOL

amd dexanévte (15) xpnoteg, ot omoiol uTopoHv AmAmg Vo doVV Ta. dES0UEV.

e Eogoppoyn MHopoxorotOnong Ievikig / AvolvTikig AoyoTIKG Kot
Awyeiprong AmoOnqkng

Eivon mopopetpikn epappoyn yvootig eMANviKng etaipeiog. Axkolovbodvral
ot kavoveg Tov Kddka BifAiov kot Xtoryeiov aAld dev vapyetl kdmoto dALo
Beopikd mhaicto mwov emiPdAletor va akolovbeital. Xpnoiponoleitor amd Ol
To, TUnpota ™ AtevBovvong Otkovoutkol Kot TG Topay®yIkEG LOVAOES Yo
mv toloynon. H ocvvimpnon kot toxdév tpomomomoelg yivoviar and Ttov
npoundevt. Aev VmApxEL GpESN ouvvepyacio pE  OAAEG  EQPOPUOYEC.
Xpnowomnoteitor  ond  meplocdtepovg omd  mevivra  (50) ypnoteg e

VIOTLTIMOELS SVVOTOTNTES Y10 TOV KOBOPIGUO SIKAOUATOV TV ypnotov. H
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Aertovpyia Tov cvotiuatog Eexivnoe Tov Okt®Ppro Tov 2002 petd amd ToAD

GUVTOUO OACTNHO OVAALGNG KOl TOPAUETPOTOINGNG.
o Tlopaperpuci E@appoyn Awayeipiong Ilpocomikov kar MicBodosiag.

[Ipoxertar yoo mTOPAUETPIKT] €POPUOYT UEYEANG eAAnvikng etoupioc. Eilvon
amoPoiTnTO Vo ANEOOVHV VITOWYT 01 03N YiEg TNG APYNG TPOCTUGIOS TPOCMTIKADOV
dedoUEVOV KOBMOG Kot 0dNyieg AoPAAICTIKOV QopEé®V Yo TV opBdtNTa TV

OTOLEI®V TOL PLAGCCOVTOL OALA Kot avTaAAdcGovVTOL Lali TOVG.

To ovotqua £&xer apyrtektovikn client — server. Xpnowomnoteitor omo
dexamévte (15) mepimov ypnoteg omd Tig Atgvbivoelg Okovourkod kot
Aot tikob. Yrapyovv mpokabopiopévol porot kot dikodpoto ypnotov. H
oLVTINPNOT Kol TVYOV TPOTOTOMGELS YivovTon amd tov tpoundevtn. Yrdpyovv
duvatdtnTeg ouvvepyaciog HE OGAAEG €QOPUOYEC Kol €xovv  avamtuydel
EQOPUOYES Yo TNV pallKN KOTOY®PNON OTOWEIMV MOV KOToX®POVVTOL GE
dAAec epappoyég oto ocvotmua. H évapén g Asttovpyiog g epopuroyng
&ywve Tov lavovdpro tov 2003.Télog, emonuaivetal OTL 01 OPYAVIKES LOVADES
oV £Yovv TNV €VOHVN TOL CLOTNUOTOG Elval OVTEG TOL Yo TPATN POPA

YPNOWLOTOINCAY TANPOPOPLAKA GUGTHLLOTA GTOV OPYOUVIGHO.
e Awtvokég PoOpiceig

Ot pvBuicelg Tov Agttovpykod Kot SkTLOKOD GLOTNUATOG.  EAéyyovron
TANP®G amd TNV OPYOVIKN HOVASH TNng TANPOPOPIKNG. XPMOLULoTotEiTot
EVPEMC O10OEOOUEVO EUTOPIKO AOYIGUIKO KO 1) TPATY EYKATACTACT| £YIVE TOV

Avyovoto tov 2000.

7.2 H dadikacia avto-oaélol.oynens mov akxolovlnlnke

H a&oddynon éywve pe m ypnom tov ovtopatomomuévon gpyoieiov NIST ASSET,
amo 600 ATOUN GE GUVEPYACIN LE TOVG KATOYOVS KOl YPNOTES TOV EPUPLOYDOV KAOMDG
Kol 6€ ovvepyacio pe Toug gpyalopévovg oto Tunua IIAnpogopikng mov €yovv v

evBvvn kébe cvoTuoTOC.

Mo kéBe cvomUO amavTONKAY Ol EPOTNCEL TOL EPMOTNUATOAOYIOV 0TS aKPPDS

avtd mpoteiverar amd to NIST. Agv €yvav TpocOnKeg Kol TPOTOTOMGELS. TO GTAO10
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avtd dev kpinkav amapaitntes yiati OAn 1 S0dOIKOGIO AVIHLETOTIOTNKE GOV pio

TAOTIKY] TPAOTN EPAPLOYT AVTO-0EOAOYNOTG.

Emonuaiveror 6011 610 616610 0vtd T0 BéNa ™G acepdielng Tov ITAnpopoplakmv

Yvomuatov avripetoniletor eEodokAnpov amd to tuua [IAnpopopiknic.

IMa kaBe cvoTHA d0ON KAV ATAVTICELS Yol T TEXVIKE Kot Agttovpyikd Bépuata amd to
appodta oteréyn tov Tupatog IAnpogopikng kot amd Tovg LIeELOHVOVG — KATOYOVG
TOV GLGTNUATOG Yo Bépata TG aprodOTNTAS TOvS. XaPAKTNPIGTIKO TAPASELYLLOL
EPOTNCEMV MOV AMTOVIOL TOV OPUOSIOTHTOV TOV KOTOX®V TOV GUGTHUATOG £ival ot
EPOTNOELS TNG £KTNG &vOTNTOC Yo TNV aoc@aiele tov mpocwnikov (Personnel
security). Epotioelc mov a@opovdv GLUVOAIKG TnV TOMTIKH Tov eapudletal oe
OAOKANPO TOV Opéo amoviinkov omd VEO GULVEPYATN GE OCLVEPYOGIOL LE TOV
VIEVOVVO TOV TUNUOTOG TANPOPOPIKNG KOl Ol VITOAOUTEG EPOTNGEL OTAVTNONKAY ATTd
TOV VIEVOBLVO TOVL TUNUOTOS TANPOPOPIKNG GE GLVEVVONOT HE TOLG TEXVIKOVG
veVBHvovg KABE EQAPUOYNIG N TOLG KOTOYOLG OVAAOYO LE TO TEPLEXOUEVO TNG

EPOTNONG.

7.3 Ta anoteiéopuara s avto-aéloloynens

To cvompa Hiextpovikng Apyelofétnong xapaktnpiotnke HETPLOG ONUOGTOG KoL Yio
T Tpic Pooikéd oLOTOTIKA NG ACQEAAEWNS (EUTIOTELTIKOTNTO, OKEPALOTNTA,
dabeopotnta). O meprocdTEpOL 6TOYOL EAEYYOV Ppiokovtatl ota emineda 1 kot 2. Ot
Aertovpykoi €leyyor elvar oe KoADTEPO €MIMESO OmMO TOVG SLOKNTIKOVS KO TOLG

TEYVIKOVG Kol 6€ aVTd T onpeia Bo mpénet va 600et 1dwaitepn onpacio.

Ocov apopd oto cvotnuae mapakorovdnone I'evikng / AvoAvtikng AoyloTiknig Kot
Awyeipiong AmoOnkng yopaKTnpioTnKe HETPLOG CNUOGIOG Y10 TNV EUTIGTEVTIKOTNTO
Kot ™ OSwbeodmra kot YounAng yw v axkepotdmra. Xe evvén (9) otoyovg
EAEYYOL, AELTOVPYIKOVG KOl TEYVIKOVS Kupiwg, Oev €xel emtevyBel Kav 10 TPMTO
eninedo. Daivetanr Aowmdv 6t B Tpémel va 600el 1Wdwaitepn onpacio otV aceaAELn

TOV GLYKEKPLUEVOL GLGTILOTOG.

H o&ohdynon tov diktvakdv pubuicewv £deiée o0tL gvvéa (9) otdyol eréyyov,

TEYVIKOL Kol AELTOVPYIKOL, aviiKovy ota eminedo 3 kot 5. H dabfecipudmra Tov diktvov

Hovemotnuio Maxedovias — MIIXE Tunuoros Epapuoouévng Iinpopopikng 54



2redo K. Daooa, «Avto-olloloynon Aopaieios [1inpopopioxmv Zvotnudtwv»

KPIVETOlL ¢ LYNAN U0 Kot givor amopaitntn Yo T0 GOVOAO GYEOOV TOV EPUPLOYDV

Tov OpyaviGlov.

Téhog, 10 cvotua Awyeiprong Ipocwmikov kot Misbodociag Ba pmopovcape va

TOVUE OTL EMTLYYOVEL TO KOADTEPO OMOTEAEGUOTA OTNV 0VTO-0ElOAOYNON, UE

dedopévo o0tL dekatéooepls (14) otoxol eAéyxov €yxovv emthyel TO emimedo 3.

Emonpaiveron 6t1 avt) ftov Kot 1 Tpd@TN AEITOVPYiD TOL UNYOVOYPaOnONKE GTOV

Opyoviopd. Ymapyet mopdooon o1 UNYOVOYPAGNUEVY] AELTOVPYIOL TNG OPYOVIKNG

povadog kot gumepion Tov epyalopévov. IMopdAinio kot omd v mwAELPE NG

drotknong &yovv mAéov BeopobenOel ta amapaitnTa Yo TNV AGQAAELN LETPO.

Ytov mivako 7oL 0KOAOVLOEl divoviol GUYKEVIPOTIKA TO OTOTEAECUOTO TNG

a&1oAdyNoNG Y10 To TEGGEPA GUGTNHOTA.

Financial Dir
System Name Filenet Application Net HRM
Unigue Identifier 1 3
General
Major Major Support Major
Major Application / General Support System Application Application System Application
Administation { Financial
Directoriate Directoriate Organisation HR
Confidentiality Medium Medium Medium High
Integrity Medium Low Medium High
Criticality Availability Medium Medium High High
1. Risk Management Implemented Procedures Implemented Implemented
2. Review of Security Controls Procedures Policy Procedures Implemented
Management
Controls 3. Life Cycle Procedures Policy Policy Implemented
4.  Authorize Processing Policy None Procedures Procedures
5. System Security Plan Procedures Policy Procedures Implemented
6. Personnel Security Tested Policy Implemented Implemented
7. Physical Security Policy Policy Policy Implemented
g 8.  Production, Input/Output Controls Integrated None Policy Implemented
g 9. Contingency Planning Implemented Policy Implemented Implemented
9 10. Hardware and Systems Software
g Maintenance Implemented Policy Implemented Implemented
E 11. Data Integrity Integrated None Integrated Implemented
()
8 12. Documentation Policy None Procedures Policy
13. Security Awareness, Training, and
Education Policy None Implemented Implemented
14. Incident Response Capability Implemented None Policy Implemented
15. Identification and Authentication Policy None Implemented Policy
) 16. Logical Access Controls Policy None Integrated Implemented
Technical
Controls 17. Audit Trails Integrated None Integrated Implemented
[Tivokag 7.1 ZoykevipoTIKO  OTOTEAEGHOTO  OVTO-0EOAOYNONG  TECCAP®V

ocvotnuatwv pe ™ xpnon tov NIST ASSET.
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1.4 Xvunepaouara

H miotucny avt mpoomdbeia amotélece TV TPAOT OVGLOGTIKA GUGTIULATOTOUEVT
TPOGEYYLoN YLl TV AEI0AOYNOT TS AGPAAELNG TOV TAPOPOPLUKDOV CLUGTIUATMOV TOV
YPNOLOTOovVTOL amd T0 Popéa. Amd v mAevpd Tov Opyavicpod vanpyav HETPO
Kol €vol VTOTVTTMOEG oYEd0 aopdielns. OAia avtd Pacildtav ekTd¢ TOV GAL®Y OTIS
oomyieg g Apyng Ilpootaciag [Mpocomikdv Aedouévav kot otov Aebviy Kooka
Acodrelng Tov Emyeipnuoticod kAddov mov avikel o Opyaviopds. Emiong, kébe
oLOTNHO ElXE TOL OIKAL TOV YOPOKTNPICTIKE AcPoAEinG. e Kapio OUmG TEPITTOON OV
VINPYE £VO OMOKANP®OUEVO TAAIGLO Y10 TIC OTOUTOVUEVEG TPOIAYPAUPES OCPAAELOGS Y10

Tic Teyvoloyieg [TAnpopopikng Tov YPNGYLOTOOVVTOL KOl LTOKTOVVTOL.

H dwdwacio g avtd-a&oldoynong pe mm ypnon g odnyiag tov NIST ko tov

OV TOLOTOTOMUEVOL £pYOAEiOL £dmGE TN duVATOTNTA

®  Yi0 OPICUEVEG TOVAAYIOTOV EQUPUOYES - va Yivel pia extetapévn aSloAdynon

™G 0oQAAElnG TOVG

® OpPWOUEVO OTEAEYT TOL TUNMOTOS TANPOPOPIKNG VO  OTOKTHCOLV  pia
GULGTNLLOTOTOMUEVT] YVADGT] TOL GULVOAOV GXEOOV TOV KPLTNPiwV oV TPETEL VO,
e€etalovTal Kot va, IKavomoloOvTal TPOKEEVOL Vo EMLTEVYOEL TO amouToVUEVO

EMIMEDO ACPAAELOG

® Vo LITAPYEL TAEOV Wi CAPNG YVOON Y10 TPOTOTOMGELS Kol EVEPYELEG TOL Oa

TPEMEL VA, YIVOLV Y10l TN ONovpyia evOg amrodoTikol oyediov ac@aleiog

e va kafopiotovv evépyeleg mov elval amapoitnteg ywu ™ PeAtioon g
aoQAAElng TOGO0 TOV CLOTNUATOV 7oL efetdotnkay, OGO Kol GAA®V

GLOTNUATOV

e va evacOnromomBovv Kupime 01 KATOYOL Kot 01 YPNOTEG TOV GLOTNUATOV Y10,

TNV OVOYKOLOTNTO TOV LETPOV AGPAAEing

Metd amd TV TPpOTN 0VTH EPOPLOYN KoL TNV EUTELPTR TOVL AmOKTHONKE 1 aEloAdyNoN
¢ dtag g acedieiag Tov IIAnpopoplokdV XvoTNUATOV OTOTEAEL OVTIKEIULEVO TNG
epyociog tov epyalopévov oto tunuo  ITAnpogopung. To epyoreio owto-
alohdynong umopel va amotedécel ) Pdon v ™ Swdwkocio ovtr. Eivo

ATOPOITNTO VO Yivel pio TPOSTADELD TPOGOUPLOYNG TOV EPMTNCEWDV GTIG TPOLYLOTIKES
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avayKeg Tov Qopéa aAAd Kot pio TpoomdOela Yo pio GEPE ATADV EVEPYELDV TTOV Oa
UTOPEGOVY VO 0ONYNOOLY GE KOADTEPO ATOTEAECUOTO. AVOQEPETOL EVOEIKTIKA TO
TopddelyHo G  OldlKaciog  TOTOMOINONG TV YPNOTOV  OTNV  EQOPLOYN
NAEKTPOVIKNG Olayeiplong TV eyypaowv, OTOV eV OAEC O AMOVINGELS OTLS CYETIKEG
epotioelg ektdg and pia Ppickovior ndveo omd 1o 3 eminedo, TeMkd 0 oTdHYOG
eléyyov evtdooeton oto 1° eminedo, oto omoio eivar kou M amdvinon piag kot

LLOVOSIKTG EPMTNONG OV APOPA GTO ALV Ol YPNOTES VILOYPAPOVY GYETIKA EYYPAPOL.

Amd 1t dwdikacio g avtd-aSloddynong Swpdvnke kol 1 avaykn Yo TV
KOTNYoplomoinon kol oto Kpiolo otoryeion kabmdG Kol OTIC OGYETIKEC EPMTNOELS
CUUP®VO, LE TNV CTIUOVTIKOTNTO TOVS Y10 TOV POPEN, TPOKEWEVOD 1] TEMKT KATATAEN
va gtvat oTaBoHEVN aviAoYa LE TIG TPAYUATIKEG OVAYKES TOV POPEN. AAA®OTE 0N
véa €kdoom Tov gpOTNUATOAOYiOL €xel NN cvumeptAneBel n aidayr avtn. [TAéov
KéBe epotnon mpémer va kartnyoplomonbel cOUEOVO HE TNV KPICOTNTE TNG

(oA, pétpro, vymaf).

"Eva 6ALo onpovtikd ototyeio mov mpodkuye NTav OTL 0 YPOVOG TOV OTOLTEITOL Y10 THV
a&lohdynon etvar Wwitepa CNUAVTIKOS, Yo TO AOY0 OVTO OTOLTEITOL KAAY OpYAvVmON
™G ddkasiog mov Ba akolovOnbel, Tov otoryeiwv mov Ba cvykevipmBoHv Kot TV
anotedecudtov mov Ba moapovciauctovv. Etot pmopodv va dievkolvvOovv kail ot

EMOUEVES EVEPYELES Y1 T LETPAL TOV B ANPOOVY AL Kot Ot ETOUEVES 0ELOAOYNGELS.

Téhog, 10 oNMUOVTIKOTEPO OQPEAOG TOL TPOEKLYE Oamd TNV eumeEpio. TG oVTO-
a&lohdynong g acpdielag cvykekpiuévaov [TAnpopoplokdv Zvotnudtov sivor 0Tt
TAEOV 1 OGQOAELN OMOTEAEL éva amd TO KPIGIUOTEPO OVTIKEILEVA TOV TUNUOTOG
[TAnpoopikrig cvotnuatikKd kot Ol meplotactokd. Xpewdletoar PéPora peydn
npoonadel. vo mEIGTOHV OAOL OTL 1 acPAAEln dgv givol pOVO TeEXVIKO OEpo oA

KLPIOG S101KNTIKO.
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8. Xvunepdopata

210 televtaio ovtd kePAAao Bo cvvoyicovpe, pe Pdon TNV eumEpio TOL
amokOnke omd TNV €QopUOY] TOL 0dNYoL avTo-aSloAdYNoNG, To  POCiKd
TAEOVEKTNLATO TNG OVTO-0EI0AOYNONG, TO GTOWXEID TTOL EMITPEMOVLY TNV KOADTEPT
EPOPUOYN TNG KoLl TN SvvATOTNTO XPNONG TOLG OMd EAANVIKEG EMYEIPNOES KoL
opyoaviopovg. Téhog Ba yivel pia cvvroun ava@opd otn véo £Kd00T TOL 00NYOV, 1
omoio, OpmS 0ev €xel aKOUN oploTIKomonOel Kot GLUVERMG dev EYel OKOUN ETOOOTEL

KOl TO OVTIGTOL(O OTOUATOTOIIEVO EPYAAELD.

8.1 Avto-aéioloynen kar Avvatotyta Epapuoyns too Oonyov

H avto-a&loldynon amotedel évav e0KoOAo oAAG Kol EEAIPETIKE PONVO TPOTO Y10 TOV
TPOoGdOloptopd TG B€ong piag emyeipnong N opyaviopod o€ oyéon pe Tig omenés. O
oonyo6g tov NIST dev eivan dvokoAo va epapprootel. ATortel TPOCOMTIKO, SLOOIKOGIES
kot yxpovo. Emiong, eivar onuoviikd 10 yeyovog OTL GuvodeveTol omd  €va
avtopotonompévo gpyaieio. apéyer ) dvvaTdOTNTA Y100 GLYKEVIPOTIKA GTOUKElD
kaBmg kol ™ dvvatdtTa Vo avel 1 mpdodog amd aflordynorn oe aglohdynon.

[MapdAAnia vapyet pia kovn Baon cOYKPLoNG LETOED TOV POPEMV.

Amaiteitor dloitepn TPOCOYN OTI| CLUTANPWOOT TOV EPOTNUATOAOYIOV. X TOAAES
TEPIMTMOGELS OV lvar S1aKp1Td {0mG Ta Opla TOV EMTESOV EVD GE AALEG TEPMTMGELS

N SlTOHTOOT TOV EPOTNCEMV UTOPEL va 00Ny oel 6€ AABog amavtnon.

Me 6gdopévo 0Tt T060 GTN YOpo pog 600 Kot o€ eninedo Evpomaikig Evoong oev
VIapxeL odNyog yw TV avto-aSloAdynon g oaocediewg Ttov  Teyvoloyidv
[Tnpoopikng, o 0dnydg Ba umopovce va ypnotpomombet axoun kot amd pio PKpn
EMYEIPMOMN KO 0§ PNV OVTOTOKPIVETOL TANP®G GTA EAANVIKA OE00UEVA. AAAMOTE OO
o NIST &yovv exdobel pia oepd amd 00ny0Hg TOV UTOPOVV VA YPNOLUOTOINOOVV Ao
EMYEIPNOELS YL TNV KOAVTEPN OpYdveoon Tov OgldTtov mov aeopoLV GTNV
gykataotaon kot tn ypnon Texvoroyuwv [MAnpopopikng. To ASSET and v dAin
TAEVPA popet va mopéyet pio vrotutmon Bdon Agdopévov e Ta ototyeio TV avto-
aSloloynoemv Kol va mopéxel pio oepd amd avaeopés. BéPaia BEAel kdmoleg

TPOTOTOGELS TPOKELUEVOL VO, AEITOVPYNGEL GE GUYYPOVES TEXVOAOYIKES TAATPOPLLEC.
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To epomuatordylo eivon Wwitepo eKTETAPEVO. £TO onpeio avutd emonuaiveTot Ott
KGbe o10)0¢ eAéyyov, umopel va vmootnpiletar uéyxpt kot and tpio (3) kpicwa
otoyelo mov eEetdlovtol kot yio TV €mitevén ToL KPIGoL oTolyeiov Umopel va
vrapyovv Ko pExpt dexaevvéa (19) epotoelg mov apénel va amavtnfovv, OTmg otV
TEPIMTOON TNG PLGIKNG AGPAAELNS. ZVVOALKA Oa Tpémet va amovtnBodv 1 va eEnynOei
ywoti dgv divetan omavinon oe dlakooleg eikoottécoepls (224) epotmoels. lowg otig
HITA, 6mov ta pétpa EAEYYOV TOL EPOTNUATOAOYIOL €lval YVOOTE Kol TEPLEXOVTOL
ommv TAEOYNOI TOV 0IMYIDV  SPOPOV  QOPEMY Yol TNV OCQOAEL TGV
TANPOPOPLOKDY CLOTNUATOV Vo eivar eEotkelwpévol 1060  TeYVIKOT OGO KOl
eumAekopevol dokntikol. o o dedopéva OU®G TG YDPAG LG TOV OEV LITAPYEL
avaioyn e€owelmon amatteitan daitepn TPOcoy Kol YPOVOG TPOKEUEVOD VO, YiveL
KOTAvoNTd TOGO TO TEPIEXOUEVO TV EPOTHGEMV, N O10LPOPOTOINoN HETAED TOV TEVTE
EMIMEd®V OAAG Kol Oov €xel N Oyl €QOPUOYN MO €pMOTNON YL TO GUGTNLO TOV

a&loloyeital.

Eivar dwitepa mpaxtikd 1o yeyovog ot 1 aglohdynon oto ASSET pmopel va yivet
amod TEPIGCOTEPO amO £V GTOUO. KOl GUYKEKPIUEVES EPMTNCELS VO KOTAVEUNOOHV

OTOVG OLOPOPETIKOVG OEIOAOYNTES COUPMOVOL LE TNV EWOIKOTNTE TOVG,.

To emimedo 610 0MOi0 KOTATAGGETOL £va KPIGILO GTOLXELO €ival TO YOUNAOTEPO TOV
éxel dobel oe kdmow amd TG €pOTNOES oV TO0 vVrootnpilovv. Etol pmopel va
VILAPYOVV KOATNYOPIEG EPMTINCEMV LUE TNV GLVIPINTIKY TAELOYNPi0 6TO MIMESO 5, EVD
av £€0T® Kol pio epotnon gival oto eminedo 3 0An 1 karnyopia Oo Ppicketar oto
eninedo 3. Oa mpémel Aomodv va emtevyBel to emBvpodUEVO EMITESO Yoo OAEC TIG

EPMTNOELS TPV M VIO e€€Taiom katnyopia evtayBel oto {nroduevo emnimedo.

H dvvapikn ebon g acedielog emPdiet v a&oAdynon tov HETpov acpaieiog. H
avto-a&lohdynon givar o mo e0koAog kot TNVOg Tpdmog. Mmopel va TpocapLooTel
OTIG aVAYKEC KOl OTO OEOOUEVD, TG EMLXEIPNONG EVO TAPAAANAL TapEYEL Kowvn Pdon

KOl GUYKPioILO GTOTYKE Q.

An6d to NIST mapéyetar éva cvvolkd mhaicto kKabdg kot to gpyaieio ASSET.
Mmnopet va vioBetnBel and pio emyeipnon yopic k6ctog. Mmopel vo amoteléoel
EPYOAElD YO0 EMEPNOES TOL OV OWBETOLV  pPEYAAO TPOVTOAOYIGUO Yo

TANPOPOPLOKA GUCTNLLOTOL.
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8.2 Ilapayovteg mov exnpedlovy Ty Ol0OIKAGIA AVTO-0L10A0YNGHS Kal
TO ATOTELECUATA

Toco avt) kabeovt) 1 dwdwkosio alordynong g aceaielng twv Teyvoloyumv
[Mnpopopikng 660 kot M amotedeopatikoéTnto TG e€aptdvior ond pio oepd
TOPAYOVIOV KOl YOPOKINPIGTIKOV TOGO TOL POpEn. OGO KOl TV YPTNCLOTOIOVUEVOV
Teyvoroyidv. X ovvéyela Ba yiver pio mpoomdBeia va avaivBovv Kamolo otoryeio

OV TPOEKLY AV OTO TNV EPOPLOYN TOV EPMTNUATOAOYIOV.

8.2.1Qpwétnta E@appoydv

Yiyovpa T0 amOTEAEGHOTO EIVAL KOADTEPO GE TEPITTAOCEL MPUDV EQPUPLOYDY OLPOV
o€ OLTEG VILAPYEL £TOUN VTOOOUN OCQAAEWNG. ZTIG TEPIGGOTEPES EQPAPLOYEC OEV
VIapyEL M omapaitnTn vIodoun aceaieioc. Mnv Eexvaue 6t1 cuvnBwg N AcEAAELN
dev AopPdvetoar vrdym Kot TO OYESIOGUO Kol OKOUN YEWPOTEPA OE TOAAEC
TEPIMTMOGELS OTOLTOVVTOL EVEPYELEG Ol OTOTEG AMOTELOVV TTPUYUATIKEG KEPKOTOPTES Y10l

v ac@aiela vog ITAnpoeoplakod ZuoTipatog.

Avagépovpe T0 Tapadetypa EQAPUOYNG TOV amantovce o poipacpo tov C:\ yia
Aertovpyia ™¢. Htav moAd e0KkoAn 1 910d000M 1®V TOV HETAOIO0VTOL YPTCILOTOLUDVTOG
10. Entiong, Bpédnke epappoyn mov dotédnke omd onpovIikd OKOVOUKO OopEn Yo
SLOIKTVOKY AVTOAAQYT] O€0OUEVOV, YO TNV £YKOTAGTOCN TNG OMOilag amotteiton
OTEVEPYOTOINGT TOL TPOYPALUOTOS TPOSTAGIAG OO 100G KOl 0 OPIGUOG TOL XPNOTN
o¢ tomkov administrator. Xtnv mepintwon mwov efetdotnke ovtd Ta 600

ATTOYOPELOTOV OO TNV TOAMTIKT ACPUAEIOG TOV HIKTHOV.

Kat og ddheg epappoyéc eivar amapaitnto ol ypiotes va givan tomkoi administrators,
yEYOVOG Tov pmopel va dnpovpynost ToAG mpoPAnuata oty acedieia evog HIY

KOl 0KOUT TEPLOCOTEPO EVOG OIKTLOV.

2TIC 6OOTA OYEOOCUEVES €QPAPUOYES 1 ao@dActo €xel Anebel vmdyn Koatd To
oxedlacpud tovg. Emiong vmhpyovv cuvey®dg evUEPOUEVEG EKOOGELS OTIG OTOLEG
Advovtor TuxOV TOAOTEPA TPOPANUOTO OCQAAEING T ovTeTOTILovTon VEol
Kkivdvvol. Avtifeto avoplles €PopUOYES Oev €YoV aoQAAE £VOVTL O1APOP®V

ATELDV 0ALG KoL EIVOL 0VOYDPOTES GE VEES OMEIAES.
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8.2.20¢omk6 MMiaicro

v EALGOa dev vapyel avarloyo Becpikd mAaiclo kot odnyiec yioo TNV €QApPUOYN
KOvOVeV ao@oAeiog oTig vmodopég kol epapuoyés Texvoroyidv TTIAnpopopukne. Ot
Kavoviopol kuping apopovv Béuata Eeappoyng tov Kddwa BifAiov kot Ztoyeiov
ota [TAnpoeoplokd Xvotiuota. Yrdpyovv emiong, odnyiec g Apyng Ilpootaciog
[Ipocomikdv Agdopévov. H mpoctacio Tov £yypap®v TPOcOTIKMOV dEG0UEVOV Kol M
oxeTikn] vopobesio amotélecav €vav amd Tovg Pacikods AGYovg avadelEng g

acpdrelag Tov [TIAnpopoplakdv ZuotnudTmy.

Etolr yio 10 0épo g mpootaciag TV TPOCHOTIKAOV OESOUEVOV EYOVUE CAPDG
TEPLOGOTEPA UETPOL Y10 TNV OoPAAElD. AvtiBeTa, OGOV apopd To AOYIOTIKE OEdOUEVAL
N acQdAeln €xel VO KAVEL TEPLGGOTEPO HE TN dSTpnomn Kot SofecudTIo TOV
OTOYEL®V Y10 TO AMOUTOVUEVO OO TO VOUO XpoviKo dtdotnuo. BéPala oe mepintdoetg
Katabeong otoyeimv PHEo® TOv SOIKTOHOL amontel AMyYn UETPOV TOL KATO KOLPLO

AOYO £XOVV VO KAVOLV LE TNV ACPAAELN TOV OLAOTKTVAK®OV GUVIAALYDV.

Ye MOAAEC TEPIMTAOCELS Ol KMOOIKEG OCPUAEING Y10, CUYKEKPIUEVOVG EMOAYYEALOTIKOVS
KAGOOVG Umopovv va emiPBdiovy pio oelpd and pHETpa Tov TPENEL va ANeOovy. Akoun
KOl Ol 0GQPOAMOTIKEG ETALPEIEC TPOKEIUEVOL VO AGPUAcOVY pia emyeipnon Uropel vo

EMPAAALOVY HETPOL ACPOAETNS.

H Ymap&n Beopikov miaiciov avaykalet akodun Kot avtohg Tov dev €YoV TEIGTEL Yo
avaykoldtnTo TG ac@dieiag va Aafovv Kot va gpapuocovy pétpa. Ot odnyieg and
™V GAAN TAELPE TapEYovV Vo UTOVGOLAN OKOUN KOl GE OUTOVG TTOV OEV £YOLV
opyovopéva tunuato [TAnpoeopikng kabmg kot pio kot Pdorn yia 6Aovg tovg

Opyavicpolg Kot TIG EMLYEPTCELC.

Eniong Oa mpéner va emonpovel 6t evod otig HITA vadpyet pia oepd odnyidv yio
Vv a&loA0yN o ™S acPirelons 00 Kot pia mevtaetio, o eninedo E.E. axoun eipoote

070 GTAO10 AVATTLENG 00N YLDV Y10 TNV EKTIUNGN Kol TNV AEI0A0YNOT TOV KIVOUVOV.

8.2.3Katavopui poL®V KO GUVEPYUGLN OPYAVIKAOV HOVAI®V
Me dedopévn v €ddeyn Beopikov mAoiciov, n cvvepyacio HETOED TUNUATOV
[TAnpoeopikng ko Opyavikddv Movédwv, ol omoieg amoTeAOVV TOVG 1010KTITES KOl

TOVG TEMKOVG YPNOTEG TOV GLGTNUATOC, £XEL KOOOPIOTIKO POAO.
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Ot cLVONKEC AOPAAELNG EPAPLOYDY TOV OPOPOVV GE Uiol LOVO OPYOVOTIKY LOVADQ
elval kaAvTtepeg. AkOun KOADTEPEG lvarl o1 GLVONKEG OTOV TPOKELTAL YO TEXVIKN
povada. To otehéyn TOV 0pyovVIKOV HOVAO®V TOL Ogv £XOLV TEXVIKN KOTAPTION
dVGKOAD, UTOPOVV VO KOTOVONGOLV TNV OVOYKOLOTNTO TV UETPOV OCQOUAEiNC.
Emiong, 660 mo mOAAEC opyavikéG HOVAOEG eUMAEKOVTOL OTN AglTovpyio €vOg
[TAnpoeoplaKod GULOGTAUATOS 1] KOl OUAONS OLIGVVOEOUEVOV CLOTNUATOV TOCO
TEPLOCOTEPOL KOl TTO TOAVTAOKOL KAVOVEG KOl SLOOIKAGIES VTAPYOVY GE GLVOLAUGUO

LE TN SLOPOPETIKT KOLATOLPO.

Y1 mepmtowoelg owtéc Ba Ponbovoe n VvmopEn OBeopkod mAouciov yoti Oa
UTOPOVGOV VO TELGTOVV OL U TEYVIKOL Y10l TNV OVOYKOLOTNTO TOV HETPMOV OAGPAAEING.
XopaktploTikd mapadetypa eivol To 0Tt TAEOV OAOL EXOVV TTELGTEL Yo TNV vocOnGia

KOL TNV 0VAYKN TPOCTOGIOG TOV TPOSOTIKDV dEGOUEVMV.

8.2.4KovAtovpa opYOVIKNG HOVAO OGS TTOV YPGLUOTOLEL TNV EQUPLLOYT].

Ye MEPWMTMOELS OPYOVIKOV HOVAOWV HE EUTEPIOL OTN YPNON TANPOPOPLIKOV
oLOTNUATOV €ivor TOAD O €O0KOAN 1 €100YMYY UETPOV OCQOAEING. X& TOAAEC
TEPIMTMOGELG O £PYOLOUEVOL OL {3101 OTOUTOVV TNV AYN HETP®V, T OO0 ATTOTEAOVV

Kol LEPOG TNG EPYUCLUKNG TOVS KOVATOVPOG.

SV0TNUHOTO TANPOG EAEYYOUEVO OO Wio OPYOVAOTIKY] HOVASO TANPOPOPIKNG Eival
ToAD 1o €0K0A0 va Ppickovtal o€ £vo KOAO EMIMESO ACPAAELNG XWOPIG OU®S OVTO Vo
onuoivel OTL LIAPYEL KOL M 0OmOd0oyN OO T OloiKNoN. XVLOGTHUOTO TO Omoid
Bpiockovtor viod Tov EAEYY0 GAAWDV OPYOVIKGOV HOVAS®Y SVGKOAN £XOVV TO €MOLUNTO
emimedo aoceaielng. Amouteiton ypOVOg Ko mpoomadelo kot akoun oev €xel yivel

ouvveidnon moco amapaitnn eival N AGEAAELD.

8.2.5Ynapén o10d01Kac1dV 6TV 1010 TNV EMLYEiIpNON
g MEPIMTAOCELS EMYEIPTOEDV KOl OPYOVIGLAOV TTOV £Yovv Becpobetnuéveg dradikaoieg
elval gukoAdtepo TOCO M doiknorn 000 kol ot gpyalopevol vo. amodeyfovv Tig

JLdIKOGTES KOl TNV TOALTIKY AGOAAELNG.

210 dNUOGLO VILAPYOVV SLOdIKAGIEG £0T® KOl YPOUPEIOKPATIKES, OEV LIAPYEL OUW®G
KOVATOOPO. UNYOVOYPOPNUEVOV SLOOIKOCIDY. XTO EAAMNVIKO OMUOG10 OV €XEL aKOUN

EemepaoTel TO OTAOIO UNYOVOYPAPNONG TNG YPOPEIOKPOTIOG. ZNUAVTIKOS aptOudg
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HEYAAWV 1OOTIKOV EMYEPNOEDV  EYOVV  OlOOIKOGIES Kol  OVTILETOTILOVV TNV
unyoavoypdenon og enévovon. 'Etot, e0koAa pmopoldv va €16Ayovy O1001KaGieg Kot
TOMTIKEG OCPAAELNG. XTNV TEPIMTMOOTN VT CNUAVTIKOG Tapdyovtag eivar 1 oyéon

KOGTOVG - AMOTEAEGLOLTOG,.

To peyaAvtepo icwg mpoPAnua eivar otnv MEPITTOON TOV WIKPOV KoL HEGOI®V
EMYEPNOEWMYV, Ol OTOIEC VoL KOL M GLVIPITTIKY] TAEOYNPia OTN YOPA HOC. ZTNV
KOTNYOPioL OVTH TOV EMYEPNCEDV CTAVIO VITAPYOLV JLOAIKAGIES Kot TAPAAANAL OV
VILAPYEL EVNUEPWOT], TEXVOYVOGIO Kol cuyyxpovn Texvoroyia. Av kot dvokolo Oa
AmOTEAECOVY 0TOY0, €lvol TOAD €0KOAO vo. donpovpyndovv mpoPfAnuata amd Tovg
i01ovg tovg gpyalduevovg Otav avtol dev eivar gvaicOnromomuévol oe Bépata

acPAAELOG.

8.3 H véa éxdoon tov Oonyov

O Teyvoroyieg ITAnpoopiknig eelicoovtal pe paydaiovg puBurovg, Yo To Adyo avtd
kot 0 oonyodg tov NIST, o omoiog amotéhese to KOPLO AVIIKEILEVO TS TOPOVGOG
epyaciog Ppioketor avt ™ otiyun o otddo avabedpnons. Etol edd kol pepikotg
unveg €xet dnuoctevtei  apykn ékdoon «NIST Special Publication 800-26 Revision,
N omoia €xel Kol SPOPETIKO TITAO [0 Kol TAEOV TO OVTIKEILEVO gival gupvTePO
«Guide for Information Security Program Assessmants System Reporting Forms».
210 onueio awtd elvar amoapoitmto va toviotel 0Tt ot véa €kO0GT TOL 001YOoV
EMIKOIPOTOLEITAL OVGLOOTIKA TO gpmTnuatoldylo pe Paon 10 NIST Special

Publication 800-53vé drevpivetar kat o porLog TG a&loAdYNoNG.

H véa ékdoom tov 0dnyov dev mepropiletoan oty a&toldoynon twv ITAnpopoplaxdv
SvotNUdTOV oAAG TAEov Olvovtor Pocikég odnyieg Kol Yoo TV aE0AOYNoTN TOL
oxedlov acpareiog mov epapuoletor amd to eopéa. To onueion ehéyyov &youvv
TPOCAPUOCTEL 6TAL GVYYpPova dedopéva. Emiong miéov divetar peyardtepn onuocio
GTNV KOTNYOPLOTMOINGN TOV OCLOTNUATOV GOUG®OVO HE TNV KPICWOTNTA TOV

dedopévav mov dwayepilovral.

Hovemotnuio Maxedovias — MIIXE Tunuoros Epapuoouévng Iinpopopikng 63



2redo K. Daooa, «Avto-olloloynon Aopaieios [1inpopopioxmv Zvotnudtwv»

AvaQopéc
[1] I .Iéyxarog, .Mavpiong. (2000)4opdleio ITinpopopioxdv Zvotnudtwy kot
Aiktdwv, Exoooeig ANIKOYAA,.

[2] Swanson M. (2001) “Security Self Assessment Guidérfformation
Technology Systems”, ITL Bulletin.

[3] “Information Security-How Much Is Enough?”, Gartriexp club, April 2003

[4] Clinger-Cohen Act of 1996 (formerly known as théohmation Management
Reform Act), February 10, 1996.

[5] Computer Security Act of 1987, 40 U.S. Code 758b(e Law 100-235),
January 8, 1988.

d
[6] Control Objectives for Information and Related Trealogy (COBIT) 3r Edition,
Information Systems Audit and Control Foundatiary 2000.

[7] General Accounting Office “Federal Information SystControl Audit
Manual” (FISCAM).

[8] General Accounting Office, Federal Information &ystControl Audit Manual
(FISCAM), GOA/AIMD-12.19.6, January 1999.

[9] ISO 17799, A Code of Practice for Information Séguvlanagement (British
Standard 7799)

[10] NIST Special Publication 800-12, An IntroductionGomputer Security: The
NIST handbook (Hanbook).

[11] NIST Special Publication 800-14, “Generally AccepRrinciples and
Practices for Security Information Technology Sys€

[12] NIST Special Publication 800-18, “Guide for DevetgpSecurity Plans for
Information Technology Systems

[13] NIST Special Publication 800-26 Revision 1, «Gumelnformation Security
Program Assessments and System Reporting Form»

[14] NIST Special Publication 800-53 «Recommended Sicgontrols for
Federal Information Systems»

[15] Office of Management and Budget Circular A-130, tMgement of Federal
Information Resources”, Appendix Ill, “Security Béderal Automated
Information Resources.”

[16] Paperwork Reduction Act of 1995, 35 U.S. Code 44pdry 4, 1995.

http://csrc.nist.gov/asset/

http://csrc.nist.gov/organizations/quidance/framdafmal. pdf

http://www.microsoft.com/technet/security/topicsass/default. mspx

Hovemotnuio Maxedovias — MIIXE Tunuoros Epapuoouévng Iinpopopikng 64



2redo K. Daooa, «Avto-olloloynon Aopaieios [1inpopopioxmv Zvotnudtwv»

Hopaptipota
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Hapaptyuao I — Epotyuaroioyio NIST
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System Name, Title, and Unique Identifier:

Major Application or General Support System

Name of Assessors:

Date of Evaluation:

List of Connected Systems:

Name of System Are boundary controls effective? Planned action if not effective

1.

2.

3.
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Criticality of
System

Category of Sensitivity

High, Medium, or Low

Confidentiality

Integrity

Availability

Purpose and Objective of Assessment:
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Management Controls

Management controls focus on the management diftkecurity system and the management of risk feystem. They are techniques and concerns
that are normally addressed by management.

1. Risk Management

Risk is the possibility of something adverse happgerRisk management is the process of assesskgtaking steps to reduce risk to an acceptable
level, and maintaining that level of risk. Theldo¥ing questions are organized according to twicalielements. The levels for each of theseceiti
elements should be determined based on the answitis subordinate questions.

L.1 L.2 L.3 L.4 L.5 Risk Based Comments Initials
Policy Procedures | Implemented | Tested | Integrated D&C'Z'On
ade

Specific Control Objectives and Techniques

Risk Management
OMB Circular A-130, I

1.1 Critical Element:
Is risk periodically assessed?

1.1.1 Is the current system configuration
documented, including links to other system
NIST SP 800-1§

1.1.2 Are risk assessments performed and
documented on a regular basis or whenever
the system, facilities, or other conditions
change?

FISCAM SP-1

1.1.3 Has data sensitivity and integrity of th
data been considered?

FISCAM SP-1
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Specific Control Objectives and Techniques

L.1
Policy

L.2
Procedures

L.3
Implemented

L.4
Tested

L.5
Integrated

Risk Based
Decision
Made

Comments

Initials

1.1.4 Have threat sources, both natural and
manmade, been identified?
FISCAM SP-1

1.1.5 Has a list of known system
vulnerabilities, system flaws, or weaknesseg
that could be exploited by the threat sourceg
been developed and maintained current?
NIST SP 800-30

1.1.6 Has an analysis been conducted that
determines whether the security requiremen
in place adequately mitigate vulnerabilities?

NIST SP 800-3(

1.2. Critical Element:

Do program officials understand the risk to
systems under their control and determine
the acceptable level of risk?

1.2.1 Are final risk determinations and relat
management approvals documented and
maintained on file?

FISCAM SP-1

1.2.2 Has a mission/business impact analyy
been conducted?
NIST SP 800-3(

1.2.3 Have additional controls been identifig
to sufficiently mitigate identified risks?
NIST SP 800-3(

NOTES:

! Draft NIST Special Publication 800-30, “Risk Maeagent Guidance” dated June 2001.
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2. Review of Security Controls

Routine evaluations and response to identifiedenalbilities are important elements of managingisieof a system. The following questions are
organized according to two critical elements. Tewels for each of these critical elements shoeldé&termined based on the answers to the
subordinate questions.

L.1 L.2 L.3 L.4 L.5 Risk Based Comments Initials
Specific Control Objectives and Policy | Procedures | Implemented | Tested | Integrated D'\eAC'Z'O”
ade

Techniques

Review of Security Controls
OMB Circular A-130, Il
FISCAM SP-5
NIST SP 800-14

2.1. Critical Element:
Have the security controls of the systen
and interconnected systems been
reviewed?

2.1 1 Has the system and all network
boundaries been subjected to periodic
reviews?

FISCAM SP-5.1

2.1.2 Has an independent review been
performed when a significant change
occurred?
OMB Circular A-130, Il
FISCAM SP-5.1
NIST SP 800-14

2.1.3 Are routine self-assessments
conducted ?

NIST SP 800-14
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Specific Control Objectives and
Techniques

L.1
Policy

L.2
Procedures

L.3
Implemented

L.4
Tested

L.5
Integrated

Risk Based
Decision
Made

Comments

Initials

2.1.4 Are tests and examinations of key

controls routinely made, i.e., network

scans, analyses of router and switch
settings, penetration testing?

OMB Circular A-130, 8B3

NIST SP 800-1§

2.1.5 Are security alerts and security
incidents analyzed and remedial actiong
taken?
FISCAM SP 3-4
NIST SP 800-1§

2.2. Critical Element:

Does management ensure that
corrective actions are effectively
implemented?

2.2.1 Is there an effective and timely
process for reporting significant weakne
and ensuring effective remedial action?
FISCAM SP 5-1 and 5.
NIST SP 800-1§

NOTES:
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3. Life Cycle

Like other aspects of an IT system, security is bemanaged if planned for throughout the IT systemife cycle. There are many models for the
IT system life cycle but most contain five basic pdses: initiation, development/acquisition, implemetation, operation, and disposal. The

following questions are organized according to twaritical elements. The levels for each of theseitical elements should be determined based
on the answers to the subordinate questions.

L.1 L.2 L.3 L.4 L.5 Risk Based Comments Initials
Specific Control Objectives and Policy | Procedures | Implemented | Tested | Integrated D'\eAC'Z'O”
ade

Techniques

Life Cycle
OMB Circular A-130, Il
FISCAM CC-1.1

3.1. Critical Element:
Has a system development life cycle
methodology been developed?

Initiation Phase

3.1.1 Is the sensitivity of the system
determined?
OMB Circular A-130, Il
FISCAM AC-1.1 &1.2
NIST SP 800-1§

3.1.2 Does the business case documer
the resources required for adequately
securing the system?

Clinger-Cohen

3.1.3 Does the Investment Review Bog

ensure any investment request includeg

the security resources needed?
Clinger-Cohen

3.1.4 Are authorizations for software
modifications documented and
maintained?
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Specific Control Objectives and
Techniques

L.1
Policy

L.2
Procedures

L.3

Implemented

L.4
Tested

L.5
Integrated

Risk Based
Decision
Made

Comments

Initials

FISCAM CC -1.2
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Specific Control Objectives and
Techniques

L.1
Policy

L.2

Procedures

L.3
Implemented

L.4
Tested

L.5
Integrated

Risk Based
Decision
Made

Comments

Initials

3.1.5 Does the budget request include
security resources required for the
system?

GISRA

Development/Acquisition Phase

3.1.6 During the system design, are
security requirements identified?
NIST SP 800-1§

3.1.7 Was an initial risk assessment
performed to determine security
requirements?

NIST SP 800-3(

3.1.8 Is there a written agreement with
program officials on the security control
employed and residual risk?

NIST SP 800-1§

3.1.9 Are security controls consistent
with and an integral part of the IT
architecture of the agency?

OMB Circular A-130, 8B3

3.1.10 Are the appropriate security
controls with associated evaluation and
test procedures developed before the
procurement action?

NIST SP 800-1§

3.1.11 Do the solicitation documents (e
Request for Proposals) include security
requirements and evaluation/test
procedures?

NIST SP 800-14
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Specific Control Objectives and
Techniques

L.1
Policy

L.2
Procedures

L.3
Implemented

L.4
Tested

L.5
Integrated

Risk Based
Decision
Made

Comments

Initials

3.1.12 Do the requirements in the
solicitation documents permit updating
security controls as new
threats/vulnerabilities are identified and
new technologies are implemented?
NIST SP 800-1§

Implementation Phase

3.2. Critical Element:

Are changes controlled as programs
progress through testing to final
approval?

3.2.1 Are design reviews and system te
run prior to placing the system in
production?
FISCAM CC-2.1
NIST SP 800-1§

3.2.2 Are the test results documented?
FISCAM CC-2.1
NIST SP 800-1§

3.2.3 s certification testing of security
controls conducted and documented?
NIST SP 800-1§

3.2.4 If security controls were added
since development, has the system
documentation been modified to includg
them?
NIST SP 800-1§

3.2.5 If security controls were added
since development, have the security
controls been tested and the system
recertified?

FISCAM CC-2.1

NIST SP 800-14
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Specific Control Objectives and
Techniques

L.1
Policy

L.2

Procedures

L.3
Implemented

L.4
Tested

L.5
Integrated

Risk Based
Decision
Made

Comments

Initials

3.2.6 Has the application undergone a
technical evaluation to ensure that it
meets applicable federal laws, regulatio
policies, guidelines, and standards?
NIST SP 800-14

3.2.7 Does the system have written
authorization to operate either on an
interim basis with planned corrective
action or full authorization?

NIST SP 800-1§

Operation/Maintenance Phase

3.2.8 Has a system security plan been
developed and approved?

OMB Circular A-130, 11l

FISCAM SP 2-1

NIST SP 800-1§

3.2.9 If the system connects to other
systems, have controls been establishe|
and disseminated to the owners of the
interconnected systems?

NIST SP 800-1§

3.2.10 Is the system security plan kept
current?

OMB Circular A-130, Il

FISCAM SP 2-1

NIST SP 800-14

Disposal Phase

3.2.11 Are official electronic records
properly disposed/archived?
NIST SP 800-18

3.2.12 Is information or media purged,

overwritten, degaussed, or destroyed when
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L.1 L.2 L.3 L.4 L.5 Risk Based Comments Initials
Specific Control Objectives and Policy | Procedures | Implemented | Tested | Integrated D,\eAC'Z'O”
. ade
Techniques
disposed or used elsewhere?
FISCAM AC-3.4

NIST SP 800-14

3.2.13 Is a record kept of who

implemented the disposal actions and
verified that the information or media wg
sanitized?

NIST SP 800-14

NOTES:
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4. Authorize Processing (Certification & Accreditation)

Authorize processing (Note: Some agencies refer tois process as certification and accreditation) prvides a form of assurance of the security
of the system. The following questions are organideaccording to two critical elements. The levelf each of these critical elements should be
determined based on the answers to the subordinatgiestions.

L.1 L.2 L.3 L.4 L.5 Risk Based Comments Initials
Policy Procedures | Implemented | Tested | Integrated D'amzlon
ade

Specific Control Objectives and Techniques

Authorize Processing (Certification &
Accreditation)
OMB Circular A-130, IlI
FIPS 102

4.1. Critical Element:
Has the system been certified/recertified
and authorized to process (accredited)?

4.1.1 Has a technical and/or security
evaluation been completed or conducted wh
a significant change occurred?

NIST SP 800-1§

4.1.2 Has arisk assessment been conductg
when a significant change occurred?
NIST SP 800-14§

4.1.3 Have Rules of Behavior been
established and signed by users?
NIST SP 800-1§

4.1.4 Has a contingency plan been develop
and tested?

NIST SP 800-1§
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Specific Control Objectives and Techniques

L.1
Policy

L.2

Procedures

L.3
Implemented

L.4
Tested

L.5
Integrated

Risk Based
Decision
Made

Comments

Initials

4.1.5 Has a system security plan been
developed, updated, and reviewed?
NIST SP 800-14

4.1.6 Are in-place controls operating as
intended?
NIST SP 800-1§

4.1.7 Are the planned and in-place controls
consistent with the identified risks and the
system and data sensitivity?

NIST SP 800-14

4.1.8 Has management authorized
interconnections to all systems (including
systems owned and operated by another
program, agency, organization or contractor,
NIST 800-18

4.2. Critical Element:

Is the system operating on an interim
authority to process in accordance with
specified agency procedures?

4.2.1 Has management initiated prompt act
to correct deficiencies?

NIST SP 800-1§

NOTES:
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5. System Security Plan

System security plans provide an overview of theaigty requirements of the system and describedmgrols in place or planned for meeting those
requirements. The plan delineates responsibiliresexpected behavior of all individuals who asdbs systeniThe following questions are
organized according to two critical elements. Tewels for each of these critical elements shoeldiétermined based on the answers to the
subordinate questions.

L.1 L.2 L.3 L.4 L.5 Risk Based Comments Initials
Policy Procedures | Implemented | Tested | Integrated D&C'Z'On
ade

Specific Control Objectives and Techniques|

System security plan
OMB Circular A-130, IlI
NIST SP 800-14
FISCAM SP-2.1

5.1. Critical Element:

Is a system security plan documented for
the system and all interconnected systems i
the boundary controls are ineffective?

5.1.1 Is the system security plan approved

key affected parties and management?
FISCAM SP-2.1
NIST SP 800-1§

5.1.2 Does the plan contain the topics
prescribed in NIST Special Publication 800-
18?

NIST SP 800-1§

5.1.3 Is a summary of the plan incorporated
into the strategic IRM plan?

OMB Circular A-130, IlI

NIST SP 800-1§

5.2. Critical Element:
Is the plan kept current?
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Initials

L.1 L.2 L.3 L.4 L.5 Risk Based Comments
Policy Procedures | Implemented | Tested | Integrated Decision
- L . Made
Specific Control Objectives and Techniques|

5.2.1 Is the plan reviewed periodically and
adjusted to reflect current conditions and

risks?
FISCAM SP-2.1]

NIST SP 800-1§

NOTES:
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Operational Controls

The operational controls address security methodgsing on mechanisms primarily implemented anc@eel by people (as opposed to systems).
These controls are put in place to improve the rigcaf a particular system (or group of systemgjhey often require technical or specialized
expertise and often rely upon management activdisesell as technical controls.

6. Personnel Security

Many important issues in computer security invdluenan users, designers, implementers, and manafydnoad range of security issues relates to
how these individuals interact with computers dreldaccess and authorities they need to do thesr Jdie following questions are organized
according to two critical elements. The levelsdach of these critical elements should be deteunirased on the answers to the subordinate
guestions.

L.1 L.2 L.3 L.4 L.5 Risk Based Comments Initials
Policy Procedures | Implemented | Tested | Integrated D"SAC'Z'O”
ade

Specific Control Objectives

Personnel Security
OMB Circular A-130, IlI

6.1. Critical Element:
Are duties separated to ensure least
privilege and individual accountability?

6.1.1 Are all positions reviewed for sensitivi
level?
FISCAM SD-1.2
NIST SP 800-1§

6.1.2 Are there documented job description,

that accurately reflect assigned duties and

responsibilities and that segregate duties?
FISCAM SD-1.2
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Specific Control Objectives

L.1
Policy

L.2

Procedures

L.3
Implemented

L.4
Tested

L.5
Integrated

Risk Based
Decision
Made

Comments

Initials

6.1.3 Are sensitive functions divided among
different individuals?

OMB Circular A-130, IlI

FISCAM SD-1

NIST SP 800-1§

6.1.4 Are distinct systems support functions pentd
by different individuals?

FISCAM SD-1.1

6.1.5 Are mechanisms in place for holding
users responsible for their actions?
OMB Circular A-130, IlI
FISCAM SD-2 & 3.2

6.1.6 Are regularly scheduled vacations an

periodic job/shift rotations required?
FISCAM SD-1.1
FISCAM SP-4.1

6.1.7 Are hiring, transfer, and termination
procedures established?
FISCAM SP-4.1]
NIST SP 800-1§

6.1.8 Is there a process for requesting,
establishing, issuing, and closing user
accounts?
FISCAM SP-4.1
NIST 800-18

6.2. Critical Element:
Is appropriate background screening for
assigned positions completed prior to

granting access?
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Specific Control Objectives

L.1
Policy

L.2
Procedures

L.3
Implemented

L.4
Tested

L.5
Integrated

Risk Based
Decision
Made

Comments

Initials

6.2.1 Are individuals who are authorized to
bypass significant technical and operational
controls screened prior to access and
periodically thereafter?
OMB Circular A-130, IlI
FISCAM SP-4.1

6.2.2 Are confidentiality or security
agreements required for employees assigne
work with sensitive information?

FISCAM SP-4.1

6.2.3 When controls cannot adequately protect the
information, are individuals screened prior to aste

OMB Circular A-130, IlI

6.2.4 Are there conditions for allowing
system access prior to completion of
screening?

FISCAM AC-2.2

NIST SP 800-1§

NOTES:
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7. Physical and Environmental Protection

Physical security and environmental security aeentieasures taken to protect systems, buildingsredattd supporting infrastructures against threats
associated with their physical environment. Théofeing questions are organized according to thrgeal elements. The levels for each of these
critical elements should be determined based oanbw/ers to the subordinate questions.

L.1 L.2 L.3 L.4 L.5 Risk Based Comments Initials
Policy Procedures | Implemented | Tested | Integrated D&C'Z'On
ade

Specific Control Objectives and Techniques|

Physical and Environmental Protection

Physical Access Control

7.1. Critical Element:

Have adequate physical security controls
been implemented that are commensurate
with the risks of physical damage or access

7.1.1 Is access to facilities controlled throug
the use of guards, identification badges, or
entry devices such as key cards or biometri

FISCAM AC-3

NIST SP 800-1§

7.1.2 Does management regularly review th
list of persons with physical access to sensit
facilities?

FISCAM AC-3.1

7.1.3 Are deposits and withdrawals of tapeg
and other storage media from the library
authorized and logged?

FISCAM AC-3.1

7.1.4 Are keys or other access devices neg|
to enter the computer room and tape/media
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Specific Control Objectives and Techniques

L.1
Policy

L.2
Procedures

L.3
Implemented

L.4
Tested

L.5
Integrated

Risk Based
Decision
Made

Comments

Initials

library?
FISCAM AC-3.1

7.1.5 Are unused keys or other entry devices seur

FISCAM AC-3.1

7.1.6 Do emergency exit and re-entry
procedures ensure that only authorized
personnel are allowed to re-enter after fire
drills, etc?

FISCAM AC-3.1

7.1.7 Are visitors to sensitive areas signed
and escorted?
FISCAM AC-3.1

7.1.8 Are entry codes changed periodically]
FISCAM AC-3.1

7.1.9 Are physical accesses monitored
through audit trails and apparent security
violations investigated and remedial action
taken?

FISCAM AC-4

7.1.10 Is suspicious access activity
investigated and appropriate action taken?
FISCAM AC-4.3

7.1.11 Are visitors, contractors and
maintenance personnel authenticated throu
the use of preplanned appointments and
identification checks?

FISCAM AC-3.1

Fire Safety Factors

7.1.12 Are appropriate fire suppression and
prevention devices installed and working?
FISCAM SC-2.2
NIST SP 800-1§

7.1.13 Are fire ignition sources, such as failuses
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Specific Control Objectives and Techniques

L.1
Policy

L.2
Procedures

L.3
Implemented

L.4
Tested

L.5
Integrated

Risk Based
Decision
Made

Comments

Initials

electronic devices or wiring, improper storage
materials, and the possibility of arson, reviewed
periodically?

NIST SP 800-1§

Supporting Utilities

7.1.14 Are heating and air-conditioning
systems regularly maintained?
NIST SP 800-14

7.1.15 Is there a redundant air-cooling
system?
FISCAM SC-2.2

7.1.16 Are electric power distribution, heati

plants, water, sewage, and other utilities

periodically reviewed for risk of failure?
FISCAM SC-2.2
NIST SP 800-1§

7.1.17 Are building plumbing lines known
and do not endanger system?
FISCAM SC-2.2
NIST SP 800-1§

7.1.18 Has an uninterruptible power supply
backup generator been provided?
FISCAM SC-2.2

7.1.19 Have controls been implemented to
mitigate other disasters, such as floods,
earthquakes, etc.?

FISCAM SC-2.2

Interception of Data

7.2. Critical Element:
Is data protected from interception?

7.2.1 Are computer monitors located to eliminate
viewing by unauthorized persons?
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Specific Control Objectives and Techniques

L.1
Policy

L.2
Procedures

L.3
Implemented

L.4
Tested

L.5
Integrated

Risk Based
Decision
Made

Comments

Initials

NIST SP 800-1§

7.2.2 Is physical access to data transmissid
lines controlled?
NIST SP 800-18

Mobile and Portable Systems

7.3. Critical Element:
Are mobile and portable systems protected?

7.3.1 Are sensitive data files encrypted on &
portable systems?
NIST SP 800-14

7.3.2 Are portable systems stored securely]
NIST SP 800-14

NOTES:
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8. Production, Input/Output Controls

There are many aspects to supporting IT operatibo@cs range from a user help desk to procedarestdéring, handling and destroying medibe
following questions are organized according to triical elements. The levels for each of thestical elements should be determined based on the
answers to the subordinate questions.

L.1 L.2 L.3 L.4 L.5 Risk Based Comments Initials
Policy Procedures | Implemented | Tested | Integrated D'SIC'Z'O”
ade

Specific Control Objectives and Techniques

Production, Input/Output Controls

8.1. Critical Element:
Is there user support?

8.1.1 Is there a help desk or group that offe|
advice?
NIST SP 800-18

8.2. Critical Element:
Are there media controls?

8.2.1 Are there processes to ensure that
unauthorized individuals cannot read, copy,
alter, or steal printed or electronic
information?

NIST SP 800-14

8.2.2 Are there processes for ensuring that
only authorized users pick up, receive, or
deliver input and output information and
media?

NIST SP 800-14

8.2.3 Are audit trails used for receipt of
sensitive inputs/outputs?
NIST SP 800-1§

8.2.4 Are controls in place for transporting ¢
mailing media or printed output?
NIST SP 800-1§
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Specific Control Objectives and Techniques

L.1
Policy

L.2

Procedures

L.3
Implemented

L.4
Tested

L.5
Integrated

Risk Based
Decision
Made

Comments

Initials

8.2.5 Is there internal/external labeling for $evig/?

NIST SP 800-1§

8.2.6 Is there external labeling with special
handling instructions?
NIST SP 800-14

8.2.7 Are audit trails kept for inventory
management?
NIST SP 800-1§

8.2.8 Is media sanitized for reuse?
FISCAM AC-3.4
NIST SP 800-1§

8.2.9 Is damaged media stored and /or
destroyed?
NIST SP 800-14

8.2.10 Is hardcopy media shredded or
destroyed when no longer needed?

NIST SP 800-14

NOTES:
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9. Contingency Planning

Contingency planning involves more than planningafanove offsite after a disaster destroys a tgcili also addresses how to keep an
organization’s critical functions operating in tiaent of disruptions, large and smdlhe following questions are organized accordintitee critical
elements. The levels for each of these criticaineints should be determined based on the answies sabordinate questions.

L.1 L.2 L.3 L.4 L.5 Risk Based Comments Initials
Policy Procedures | Implemented | Tested | Integrated D'amzlon
ade

Specific Control Objectives and Techniques

Contingency Planning
OMB Circular A-130, Il

9.1. Critical Element:

Have the most critical and sensitive
operations and their supporting computer
resources been identified?

9.1.1 Are critical data files and operations
identified and the frequency of file backup
documented?
FISCAM SC- SC-1.1 & 3.
NIST SP 800-14

9.1.2 Are resources supporting critical
operations identified?
FISCAM SC-1.2

9.1.3 Have processing priorities been
established and approved by management?
FISCAM SC-1.3

9.2. Critical Element:
Has a comprehensive contingency plan bee|
developed and documented?

9.2.1 Is the plan approved by key affected
parties?
FISCAM SC-3.1

9.2.2 Are responsibilities for recovery
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Specific Control Objectives and Techniques

L.1
Policy

L.2

Procedures

L.3
Implemented

L.4
Tested

L.5
Integrated

Risk Based
Decision
Made

Comments

Initials

assigned?
FISCAM SC-3.1

9.2.3 Are there detailed instructions for
restoring operations?
FISCAM SC-3.1

9.2.4 Is there an alternate processing site; i
so, is there a contract or interagency
agreement in place?
FISCAM SC-3.1
NIST SP 800-1§

9.2.5 Is the location of stored backups
identified?
NIST SP 800-1§

9.2.6 Are backup files created on a prescrib

basis and rotated off-site often enough to

avoid disruption if current files are damaged
FISCAM SC-2.1

9.2.7 Is system and application documentat
maintained at the off-site location?
FISCAM SC-2.1

9.2.8 Are all system defaults reset after bei
restored from a backup?
FISCAM SC-3.1

9.2.9 Are the backup storage site and alterr
site geographically removed from the primatr
site and physically protected?

FISCAM SC-2.1

9.2.10 Has the contingency plan been
distributed to all appropriate personnel?
FISCAM SC-3.1

9.3. Critical Element:
Are tested contingency/disaster recovery
plans in place?

9.3.1 Is an up-to-date copy of the plan storg
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Specific Control Objectives and Techniques|

L.1 L.2 L.3 L.4 L.5 Risk Based Comments Initials
Policy Procedures | Implemented | Tested | Integrated D&C'Z'On
ade

securely off-site?
FISCAM SC-3.1

9.3.2 Are employees trained in their roles and
responsibilities?

FISCAM SC-2.3
NIST SP 800-1§

9.3.3 Is the plan periodically tested and
readjusted as appropriate?
FISCAM SC-3.1
NIST SP 800-1§

NOTES:
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10. Hardware and System Software Maintenance

These are controls used to monitor the installadfpand updates to, hardware and software to ertbat the system functions as expected and that a
historical record is maintained of changes. Sontb@sge controls are also covered in the Life C$aetion.The following questions are organized
according to three critical elements. The levetssfach of these critical elements should be detedirbased on the answers to the subordinate
guestions.

L.1 L.2 L.3 L.4 L.5 Risk Based Comments Initials
Policy Procedures | Implemented | Tested | Integrated D'SIC'Z'O”
ade

Specific Control Objectives and Techniques

Hardware and System Software
Maintenance
OMB Circular A-130, IlI

10.1. Critical Element:
Is access limited to system software and
hardware?

10.1.1 Are restrictions in place on who
performs maintenance and repair activities?
OMB Circular A-130, IlI
FISCAM SS-3.1
NIST SP 800-18

10.1.2 Is access to all program libraries
restricted and controlled?
FISCAM CC-3.2 & 3.3

10.1.3 Are there on-site and off-site
maintenance procedures (e.g., escort of
maintenance personnel, sanitization of devi
removed from the site)?

NIST SP 800-1§
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Specific Control Objectives and Techniques

L.1
Policy

L.2

Procedures

L.3
Implemented

L.4
Tested

L.5
Integrated

Risk Based
Decision
Made

Comments

Initials

10.1.4 Is the operating system configured t
prevent circumvention of the security softwal
and application controls?

FISCAM SS-1.7

10.1.5 Are up-to-date procedures in place forgisin
and monitoring use of system utilities?

FISCAM SS-2.1

10.2. Critical Element:

Are all new and revised hardware and
software authorized, tested and approved
before implementation?

10.2.1 Is an impact analysis conducted to
determine the effect of proposed changes o
existing security controls, including the
required training needed to implement the
control?

NIST SP 800-1§

10.2.2 Are system components tested,

documented, and approved (operating syste

utility, applications) prior to promotion to
production?

FISCAM SS-3.1, 3.2, & CC-2,

NIST SP 800-1§

10.2.3 Are software change request forms
used to document requests and related
approvals?
FISCAM CC-1.2
NIST SP 800-1§

10.2..4 Are there detailed system
specifications prepared and reviewed by
management?

FISCAM CC-2.1

10.2.5 Is the type of test data to be used

specified, i.e., live or made up?
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Specific Control Objectives and Techniques

L.1
Policy

L.2

Procedures

L.3
Implemented

L.4
Tested

L.5
Integrated

Risk Based
Decision
Made

Comments

Initials

NIST SP 800-1§

10.2.6 Are default settings of security featu
set to the most restrictive mode?
PSN Security Assessment Guideli

10.2.7 Are there software distribution implemeiotat
orders including effective date provided to all
locations?

FISCAM CC-2.3

10.2.8 Is there version control?
NIST SP 800-1§

10.2.9 Are programs labeled and inventorie
FISCAM CC-3.1

10.2.10 Are the distribution and
implementation of new or revised software
documented and reviewed?

FISCAM SS-3.7

10.2.11 Are emergency change procedureg

documented and approved by management

either prior to the change or after the fact?
FISCAM CC-2.2

10.2.12 Are contingency plans and other
associated documentation updated to reflec
system changes?
FISCAM SC-2.1
NIST SP 800-14

10.2.13 Is the use of copyrighted software (¢

shareware and personally owned

software/equipment documented?
NIST SP 800-1§

10.3. Are systems managed to reduce
vulnerabilities?

10.3.1 Are systems periodically reviewed tg

identify and, when possible, eliminate
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Specific Control Objectives and Techniques

L.1
Policy

L.2
Procedures

L.3
Implemented

L.4
Tested

L.5
Integrated

Risk Based
Decision
Made

Comments

Initials

unnecessary services (e.g., FTP, HTTP,
mainframe supervisor calls)?

NIST SP 800-1§
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L.1 L.2 L.3 L.4 L.5 Risk Based Comments Initials
Policy Procedures | Implemented | Tested | Integrated D'amzlon
ade

Specific Control Objectives and Techniques|
10.3.2 Are systems periodically reviewed fd
known vulnerabilities and software patches
promptly installed?

NIST SP 800-1§

NOTES:
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11. Data Integrity

Data integrity controls are used to protect datenfaccidental or malicious alteration or destrucaod to provide assurance to the user the
information meets expectations about its quality swegrity. The following questions are organized accordintyio critical elements. The levels for
each of these critical elements should be detehiiased on the answers to the subordinate questions

L.1 L.2 L.3 L.4 L.5 Risk Based Comments Initials
Policy Procedures | Implemented | Tested | Integrated D'SIC'Z'O”
ade

Specific Control Objectives and Techniques

Data Integrity
OMB Circular A-130, 8B3

11.1. Critical Element:
Is virus detection and elimination software
installed and activated?

11.1.1 Are virus signature files routinely
updated?
NIST SP 800-14

11.1.2 Are virus scans automatic?
NIST SP 800-1§

11.2. Critical Element:

Are data integrity and validation controls
used to provide assurance that the
information has not been altered and the
system functions as intended?

11.2.1 Are reconciliation routines used by
applications, i.e., checksums, hash totals,
record counts?

NIST SP 800-1§
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Specific Control Objectives and Techniques

L.1
Policy

L.2

Procedures

L.3
Implemented

L.4
Tested

L.5
Integrated

Risk Based
Decision
Made

Comments

Initials

11.2.2 Is inappropriate or unusual activity
reported, investigated, and appropriate acti
taken?

FISCAM SS-2.7

11.2.3 Are procedures in place to determing
compliance with password policies?
NIST SP 800-1§

11.2.4 Are integrity verification programs used by
applications to look for evidence of data tampering
errors, and omissions?

NIST SP 800-1§

11.2.5 Are intrusion detection tools installeq
on the system?
NIST SP 800-1§

11.2.6 Are the intrusion detection reports
routinely reviewed and suspected incidents
handled accordingly?

NIST SP 800-1§

11.2.7 Is system performance monitoring u
to analyze system performance logs in real
time to look for availability problems,
including active attacks?

NIST SP 800-1§

11.2.8 Is penetration testing performed on |
system?
NIST SP 800-1§

11.2.9 Is message authentication used?
NIST SP 800-1§
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NOTES:

THaovemaornuio Moxeoovias — MIIXE Tunuoros Epopuoouévnys [inpopopixkng  Tlapapmmua I - 36



12. Documentation

The documentation contains descriptions of thevare, software, policies, standards, procedurasapprovals related to the system and formalize
the system’s security controls. When answering hdrethere are procedures for each control objedtivequestion should be phrased “are there
procedures for ensuring the documentation is obteand maintainedThe following questions are organized accordingvo critical elements. The
levels for each of these critical elements shoeldiétermined based on the answers to the subardjoastions.

L.1 L.2 L.3 L.4 L.5 Risk Based Comments Initials
Policy Procedures | Implemented | Tested | Integrated D&C'Z'On
ade

Specific Control Objectives and Techniques|

Documentation
OMB Circular A-130, 8B3

12.1. Critical Element:

Is there sufficient documentation that
explains how software/hardware is to be
used?

12.1.1 Is there vendor-supplied
documentation of purchased software?
NIST SP 800-14

12.1.2 Is there vendor-supplied
documentation of purchased hardware?
NIST SP 800-1§

12.1.3 Is there application documentation fq
in-house applications?
NIST SP 800-1§

12.1.4 Are there network diagrams and
documentation on setups of routers and
switches?

NIST SP 800-1§

12.1.5 Are there software and hardware
testing procedures and results?
NIST SP 800-1§
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Specific Control Objectives and Techniques

L.1
Policy

L.2

Procedures

L.3
Implemented

L.4
Tested

L.5
Integrated

Risk Based
Decision
Made

Comments

Initials

12.1.6 Are there standard operating procedurealifor
the topic areas covered in this document?

NIST SP 800-1§

12.1.7 Are there user manuals?
NIST SP 800-1§

12.1.8 Are there emergency procedures?
NIST SP 800-14

12.1.9 Are there backup procedures?
NIST SP 800-14

12.2. Critical Element:
Are there formal security and operational
procedures documented?

12.2.1 Is there a system security plan?
OMB Circular A-130, IlI
FISCAM SP-2.1
NIST SP 800-1§

12.2.2 Is there a contingency plan?
NIST SP 800-14

12.2.3 Are there written agreements regard
how data is shared between interconnected
systems?
OMB A-130, IlI
NIST SP 800-1§

12.2.4 Are there risk assessment reports?
NIST SP 800-1§

12.2.5 Are there certification and
accreditation documents and a statement
authorizing the system to process?

NIST SP 800-1§
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NOTES:
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13. Security Awareness, Training, and Education

People are a crucial factor in ensuring the sgcaficomputer systems and valuable informationwesegs. Security awareness, training, and
education enhance security by improving awarenegemeed to protect system resources. Additignatining develops skills and knowledge so
computer users can perform their jobs more secaredybuild in-depth knowledg&he following questions are organized accordintyvo critical
elements. The levels for each of these criticaineints should be determined based on the answiires sabordinate questions.

L.1 L.2 L.3 L.4 L.5 Risk Based Comments Initials
Policy Procedures | Implemented | Tested | Integrated D&C'Z'On
ade

Specific Control Objectives and Techniques|

Security Awareness, Training, and
Education
OMB Circular A-130, IlI

13.1. Critical Element:
Have employees received adequate training
to fulfill their security responsibilities?

13.1.1 Have employees received a copy of
Rules of Behavior?
NIST SP 800-14

13.1.2 Are employee training and professio
development documented and monitored?
FISCAM SP-4.2

13.1.3 Is there mandatory annual refresher
training?
OMB Circular A-130, IlI

13.1.4 Are methods employed to make
employees aware of security, i.e., posters,
booklets?

NIST SP 800-1§

13.1.5 Have employees received a copy of
have easy access to agency security
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Specific Control Objectives and Techniques

L.1
Policy

L.2
Procedures

L.3
Implemented

L.4
Tested

L.5
Integrated

Risk Based
Decision
Made

Comments

Initials

procedures and policies?
NIST SP 800-14

NOTES:
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14. Incident Response Capability

Computer security incidents are an adverse eveatomputer system or network. Such incidents ecerning more common and their impact far-
reaching. The following questions are organizeaating to two critical elements. The levels foclkeaf these critical elements should be determined
based on the answers to the subordinate questions.

L.1 L.2 L.3 L.4 L.5 Risk Based Comments Initials
Policy Procedures | Implemented | Tested | Integrated D'\e/IC'Z'On
ade

Specific Control Objectives and Techniques|

Incident Response Capability
OMB Circular A-130, IlI
FISCAM SP-3.4
NIST 800-18

14.1. Critical Element:

Is there a capability to provide help to users
when a security incident occurs in the
system?

14.1.1 Is a formal incident response capabi
available?
FISCAM SP-3.4
NIST SP 800-1§

14.1.2 Is there a process for reporting
incidents?
FISCAM SP-3.4
NIST SP 800-1§

14.1.3 Are incidents monitored and tracked
until resolved?
NIST SP 800-1§

14.1.4 Are personnel trained to recognize a
handle incidents?
FISCAM SP-3.4
NIST SP 800-1§
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L.1 L.2 L.3 L.4 L.5 Risk Based Comments Initials
Policy Procedures | Implemented | Tested | Integrated Decision
- . . Made
Specific Control Objectives and Techniques|

14.1.5 Are alerts/advisories received and
responded to?
NIST SP 800-1§

14.1.6 Is there a process to modify incident hagdl
procedures and control techniques after an incident
occurs?

NIST SP 800-1§

14.2. Critical Element:
Is incident related information shared with
appropriate organizations?

14.2.1 Is incident information and common
vulnerabilities or threats shared with owners
interconnected systems?
OMB A-130, IlI
NIST SP 800-1§

14.2.2 Is incident information shared with
FedCIRC concerning incidents and commor|
vulnerabilities and threats?
OMB A-130, Ill
GISRA

14.2.3 Is incident information reported to
FedCIRC, NIPE, and local law enforcement
when necessary?
OMB A-130,1II
GISRA

2 FedCIRC (Federal Computer Incident Response Caiyalisl the U.S. Government’s focal point for handlcomputer security-related incidents.
3 NIPC's mission is to serve as the U.S. Governméot point for threat assessment, warning, ingasbn, and response for threats or attacks agaurscritical infrastructures.
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NOTES:
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Technical Controls

Technical controls focus on security controls ttheg computer system executes. The controls cavider@utomated protection for unauthorized
access or misuse, facilitate detection of securahations, and support security requirements fipligations and data.

15. Identification and Authentication

Identification and authentication is a technicabswe that prevents unauthorized people (or unemélibprocesses) from entering an IT system.
Access control usually requires that the systeralide to identify and differentiate among users. fiflewing questions are organized according to
two critical elements. The levels for each of thestical elements should be determined baseti@answers to the subordinate questions.

L.1 L.2 L.3 L.4 L.5 Risk Based Comments Initials
Policy Procedures | Implemented | Tested | Integrated D'\ellmzlon
ade

Specific Control Objectives and Techniques|

Identification and Authentication
OMB Circular A-130, llI
FISCAM AC-2
NIST SP 800-19

15.1. Critical Element:
Are users individually authenticated via
passwords, tokens, or other devices?

15.1.1 Is a current list maintained and
approved of authorized users and their acce
FISCAM AC-2
NIST SP 800-1§

15.1.2 Are digital signatures used and
conform to FIPS 186-27?

NIST SP 800-1§
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Specific Control Objectives and Techniques

L.1
Policy

L.2
Procedures

L.3
Implemented

L.4
Tested

L.5
Integrated

Risk Based
Decision
Made

Comments

Initials

15.1.3 Are access scripts with embedded
passwords prohibited?
NIST SP 800-14

15.1.4 Is emergency and temporary access auth@rij

FISCAM AC-2.2

15.1.5 Are personnel files matched with usg
accounts to ensure that terminated or
transferred individuals do not retain system
access?

FISCAM AC-3.2

15.1.6 Are passwords changed at least eve|
ninety days or earlier if needed?
FISCAM AC-3.2
NIST SP 800-1§

15.1.7 Are passwords unique and difficult tq
guess (e.g., do passwords require alpha
numeric, upper/lower case, and special
characters)?
FISCAM AC-3.2
NIST SP 800-14

15.1.8 Are inactive user identifications

disabled after a specified period of time?
FISCAM AC-3.2
NIST SP 800-14

15.1.9 Are passwords not displayed when
entered?
FISCAM AC-3.2
NIST SP 800-1§

15.1.10 Are there procedures in place for
handling lost and compromised passwords?
FISCAM AC-3.2
NIST SP 800-1§

15.1.11 Are passwords distributed securely
and users informed not to reveal their
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Specific Control Objectives and Techniques

L.1
Policy

L.2
Procedures

L.3
Implemented

L.4
Tested

L.5
Integrated

Risk Based
Decision
Made

Comments

Initials

passwords to anyone (social engineering)?
NIST SP 800-1§

15.1.12 Are passwords transmitted and stored usin
secure protocols/algorithms?

FISCAM AC-3.2
NIST SP 800-1§

15.1.13 Are vendor-supplied passwords
replaced immediately?
FISCAM AC-3.2
NIST SP 800-1§

15.1.14 Is there a limit to the number of
invalid access attempts that may occur for a
given user?
FISCAM AC-3.2
NIST SP 800-14

15.2. Critical Element:
Are access controls enforcing segregation o
duties?

15.2.1 Does the system correlate actions td
users?
OMB A-130, IlI
FISCAM SD-2.1

15.2.2 Do data owners periodically review
access authorizations to determine whether
they remain appropriate?

FISCAM AC-2.1

NOTES:
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16. Logical Access Controls

Logical access controls are the system-based misohswused to designate who or what is to have ad¢oes specific system resource and the type of
transactions and functions that are permifiéa following questions are organized accordinthtee critical elements. The levels for each ekth
critical elements should be determined based oanbw/ers to the subordinate questions.

L.1 L.2 L.3 L.4 L.5 Risk Based Comments Initials
Policy Procedures | Implemented | Tested | Integrated D'amzlon
ade

Specific Control Objectives and Techniques

Logical Access Controls
OMB Circular A-130, IlI
FISCAM AC-3.2
NIST SP 800-1§

16.1. Critical Element:
Do the logical access controls restrict users
to authorized transactions and functions?

16.1.1 Can the security controls detect
unauthorized access attempts?
FISCAM AC-3.2
NIST SP 800-1§

16.1.2 Is there access control software that
prevents an individual from having all
necessary authority or information access tq
allow fraudulent activity without collusion?
FISCAM AC-3.2
NIST SP 800-1§

16.1.3 Is access to security software restric
to security administrators?
FISCAM AC-3.2

16.1.4 Do workstations disconnect or scree|
savers lock system after a specific period of]
inactivity?
FISCAM AC-3.2
NIST SP 800-1§
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Specific Control Objectives and Techniques

L.1
Policy

L.2
Procedures

L.3
Implemented

L.4
Tested

L.5
Integrated

Risk Based
Decision
Made

Comments

Initials

16.1.5 Are inactive users’ accounts monitor|
and removed when not needed?
FISCAM AC-3.2
NIST SP 800-1§

16.1.6 Are internal security labels (naming
conventions) used to control access to spec
information types or files?
FISCAM AC-3.2
NIST SP 800-1§

16.1.7 If encryption is used, does it meet
federal standards?
NIST SP 800-14

16.1.8 If encryption is used, are there

procedures for key generation, distribution,

storage, use, destruction, and archiving?
NIST SP 800-14

16.1.9 Is access restricted to files at the
logical view or field?
FISCAM AC-3.2

16.1.10 Is access monitored to identify
apparent security violations and are such
events investigated?

FISCAM AC-4

16.2. Critical Element:
Are there logical controls over network
access?

16.2.1 Has communication software been
implemented to restrict access through speq
terminals?

FISCAM AC-3.2

16.2.2 Are insecure protocols (e.g., UDP, ft
disabled?

PSN Security Assessment Guideli
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Specific Control Objectives and Techniques

L.1
Policy

L.2

Procedures

L.3
Implemented

L.4
Tested

L.5
Integrated

Risk Based
Decision
Made

Comments

Initials

16.2.3 Have all vendor-supplied default
security parameters been reinitialized to mo
secure settings?

PSN Security Assessment Guideli

16.2.4 Are there controls that restrict remot
access to the system?
NIST SP 800-1§

16.2.5 Are network activity logs maintained
and reviewed?
FISCAM AC-3.2

16.2.6 Does the network connection
automatically disconnect at the end of a
session?

FISCAM AC-3.2

16.2.7 Are trust relationships among hosts
and external entities appropriately restricted
PSN Security Assessment Guideli

16.2.8 Is dial-in access monitored?
FISCAM AC-3.2

16.2.9 Is access to telecommunications
hardware or facilities restricted and
monitored?

FISCAM AC-3.2

16.2.10 Are firewalls or secure gateways
installed?
NIST SP 800-1§

16.2.11 If firewalls are installed do they
comply with firewall policy and rules?
FISCAM AC-3.2

16.2.12 Are guest and anonymous account
authorized and monitored?
PSN Security Assessment Guideli

16.2.13 Is an approved standardized log-on banner

displayed on the system warning unauthorized users
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Specific Control Objectives and Techniques

L.1
Policy

L.2

Procedures

L.3
Implemented

L.4
Tested

L.5
Integrated

Risk Based
Decision
Made

Comments

Initials

that they have accessed a U.S. Government system|
can be punished?

FISCAM AC-3.2
NIST SP 800-1§

16.2.14 Are sensitive data transmissions
encrypted?
FISCAM AC-3.2

16.2.15 Is access to tables defining network|
options, resources, and operator profiles
restricted?

FISCAM AC-3.2

16.3. Critical Element:

If the public accesses the system, are there
controls implemented to protect the
integrity of the application and the
confidence of the public?

16.3.1 Is a privacy policy posted on the wel
site?
OMB-99-18

NOTES:
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17. Audit Trails

Audit trails maintain a record of system activity fystem or application processes and by userigctiln conjunction with appropriate tools and
procedures, audit trails can provide individualagodability, a means to reconstruct events, détdetsions, and identify problems. The following
guestions are organized under one critical elem&he levels for the critical element should beed®ined based on the answers to the subordinate
guestions.

L.1 L.2 L.3 L.4 L.5 Risk Based Comments Initials
Policy Procedures | Implemented | Tested | Integrated D"SAC'Z'O”
ade

Specific Control Objectives and Techniques

Audit Trails
OMB Circular A-130, IlI
FISCAM AC-4.1
NIST SP 800-19

17.1. Critical Element:

Is activity involving access to and
modification of sensitive or critical files
logged, monitored, and possible security
violations investigated?

17.1.1 Does the audit trail provide a trace o
user actions?
NIST SP 800-14

17.1.2 Can the audit trail support after-the-
fact investigations of how, when, and why
normal operations ceased?

NIST SP 800-1§

17.1.3 Is access to online audit logs strictly
controlled?
NIST SP 800-1§

17.1.4 Are off-line storage of audit logs
retained for a period of time, and if so, is
access to audit logs strictly controlled?
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Specific Control Objectives and Techniques

L.1
Policy

L.2
Procedures

L.3
Implemented

L.4
Tested

L.5
Integrated

Risk Based
Decision
Made

Comments

Initials

NIST SP 800-1§

17.1.5 Is there separation of duties between ggcur
personnel who administer the access control functio
and those who administer the audit trail?

NIST SP 800-1§

17.1.6 Are audit trails reviewed frequently?
NIST SP 800-1§

17.1.7 Are automated tools used to review
audit records in real time or near real time?
NIST SP 800-1§

17.1.8 Is suspicious activity investigated an
appropriate action taken?
FISCAM AC-4.3

17.1.9 Is keystroke monitoring used? If so,
are users notified?
NIST SP 800-1§

NOTES:
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Office of Management and Budget Circular A-130,
“Management of Federal Information Resources”,
Section 8B3 and Appendix Ill, “Security of Federal
Automated Information Resources.”

Establishes a minimum set of controls to be indude~ederal IT
security programs.

Computer Security Act of 1987.

This statute set the stage for protecting systgnodifying the
requirement for Government-wide IT security plamgnand training.

Paperwork Reduction Act of 1995.

The PRA established a comprehensive informatioouregs
management framework including security and subsiuiime
security responsibilities of the Computer Secukity of 1987.

Clinger-Cohen Act of 1996.

This Act linked security to agency capital plannargl budget
processes, established agency Chief Informatioic@#, and re-
codified the Computer Security Act of 1987.

Presidential Decision Directive 63, “Protecting
America’s Critical Infrastructures.”

This directive specifies agency responsibilitiesgfmtecting the
nation’s infrastructure, assessing vulnerabilibépublic and private
sectors, and eliminating vulnerabilities.

OMB Memorandum 99-18, “Privacy Policies on
Federal Web Sites.”

This memorandum directs Departments and Agencipsgbclear
privacy policies on World Wide Web sites, and pdeg guidance
for doing so.

General Accounting Office “Federal Information
System Control Audit Manual” (FISCAM).

The FISCAM methodology provides guidance to auditor
evaluating internal controls over the confidentyalintegrity, and
availability of data maintained in computer-basgfdimation
systems.

NIST Special Publication 800-14, “Generally Accepts
Principles and Practices for Security Information
Technology Systems.”

bd his publication guides organizations on the typlesontrols,
objectives, and procedures that comprise an effesgcurity
program.

NIST Special Publication 800-18, “Guide for
Developing Security Plans for Information Technolog

Systems.”

This publication details the specific controls teabuld be
,ydocumented in a system security plan.

Defense Authorization Ac{P.L. 106-398) including
Title X, Subtitle G, “Government Information Security
Reform” (GISRA)

The act primarily addresses the program manageamghévaluation
aspects of security.

Office of the Manager, National Communications
Systems, “Public Switched Network Security
Assessment Guidelines."

The guide describes a risk assessment procedw@jmieons of a
comprehensive security program, and a summary tiseck

Federal Information Processing Standards.

These documents contain mandates and/or guidanaagooving
the utilization and management of computers anslyfems in the
Federal Government.
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Net Filenet HRM nSFI

01.1.1 Is the current system configuration documented, including links to other systems? Integrated Tested Integrated Implemented

Are risk assessments performed and documented on a regular basis or whenever the system, facilities, or other
01.1.2 conditions change? Implemented | Tested Integrated Implemented
01.1.3 Has data sensitivity and integrity of the data been considered? Implemented | Integrated Integrated Implemented
01.1.4 Have threat sources, both natural and manmade, been identified? Implemented | Integrated Integrated Implemented

Has a list of known system vulnerabilities, system flaws, or weaknesses that could be exploited by the threat sources
01.1.5 been developed and maintained current? Tested Integrated Integrated Implemented

Has an analysis been conducted that determines whether the security requirements in place adequately mitigate
01.1.6 vulnerabilities? Tested Tested Integrated Implemented
01.2.1 Are final risk determinations and related management approvals documented and maintained on file? Implemented | Implemented | Implemented | Implemented
01.2.2 Has a mission/business impact analysis been conducted? Implemented | Integrated Implemented | Procedures
01.2.3 Have additional controls been identified to sufficiently mitigate identified risks? Implemented | Integrated Implemented | Implemented
02.1.1 Has the system and all network boundaries been subjected to periodic reviews? None Integrated None None
02.1.2 Has an independent review been performed when a significant change occurred? Tested Procedures Integrated Implemented
02.1.3 Are routine self-assessments conducted ? Tested Integrated Integrated Policy

Are tests and examinations of key controls routinely made, i.e., network scans, analyses of router and switch settings,
02.1.4 penetration testing? Tested Integrated Implemented | Implemented
02.1.5 Are security alerts and security incidents analyzed and remedial actions taken? Implemented | Integrated Tested Implemented
02.2.1 Is there an effective and timely process for reporting significant weakness and ensuring effective remedial action? Procedures Integrated Integrated Implemented
03.1.01 Is the sensitivity of the system determined? Implemented | Integrated Integrated Implemented
03.1.02 Does the business case document the resources required for adequately securing the system? Implemented | Integrated Integrated Implemented
03.1.03 Does the Investment Review Board ensure any investment request includes the security resources heeded? Implemented | None Implemented | Implemented
03.1.04 Are authorizations for software modifications documented and maintained? Integrated Integrated Integrated None
03.1.05 Does the budget request include the security resources required for the system? Integrated Integrated Integrated Policy
03.1.06 During the system design, are security requirements identified? Integrated Integrated Integrated Implemented
03.1.07 Was an initial risk assessment performed to determine security requirements? Integrated Tested Integrated Policy
03.1.08 Is there a written agreement with program officials on the security controls employed and residual risk? Integrated Procedures Integrated Implemented
03.1.09 Are security controls consistent with and an integral part of the IT architecture of the agency? Procedures Integrated Implemented | Policy

Are the appropriate security controls with associated evaluation and test procedures developed before the procurement
03.1.10 action? Implemented | Implemented | Integrated Implemented
03.1.11 Do the solicitation documents (e.g., Request for Proposals) include security requirements and evaluation/test Procedures Procedures Implemented | Policy
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Net Filenet HRM nSFI

procedures?

Do the requirements in the solicitation documents permit updating security controls as new threats/vulnerabilities are
03.1.12 identified and as new technologies are implemented? Integrated Tested Integrated Implemented
03.2.01 Are design reviews and system tests run prior to placing the system in production? Implemented | Tested Implemented | Policy
03.2.02 Are the test results documented? Implemented | Implemented | Implemented | Implemented
03.2.03 Is certification testing of security controls conducted and documented? Implemented | Procedures Implemented | None
03.2.04 If security controls were added since development, has the system documentation been modified to include them? Implemented | Implemented | Implemented | Policy
03.2.05 If security controls were added since development, have the security controls been tested and the system recertified? Implemented | Tested Integrated Policy

Has the application undergone a technical evaluation to ensure that it meets applicable federal laws, regulations,
03.2.06 policies, guidelines, and standards? Implemented | Tested Integrated Policy

Does the system have written authorization to operate either on an interim basis with planned corrective action or full
03.2.07 authorization? Implemented | Tested Integrated Policy
03.2.08 Has a system security plan been developed and approved? Policy Procedures Implemented | Policy

If the system connects to other systems, have controls been established and disseminated to the owners of the
03.2.09 interconnected systems? Implemented | Integrated Implemented | Procedures
03.2.10 Is the system security plan kept current? Implemented | Integrated Integrated Policy
03.2.11 Are official electronic records properly disposed/archived? Implemented | Integrated Implemented | Implemented
03.2.12 Is information or media purged, overwritten, degaussed, or destroyed when disposed or used elsewhere? Implemented | Implemented | Integrated Implemented
03.2.13 Is a record kept of who implemented the disposal actions and verified that the information or media was sanitized? Implemented | Procedures Implemented | Implemented
04.1.1 Has a technical and/or security evaluation been completed or conducted when a significant change occurred? Implemented | Tested Implemented | None
04.1.2 Has a risk assessment been conducted when a significant change occurred? Integrated Implemented | Implemented | None
04.1.3 Have Rules of Behavior been established and signed by users? Implemented | Policy Implemented | None
04.1.4 Has a contingency plan been developed and tested? Procedures Integrated Procedures None
04.1.5 Has a system security plan been developed, updated, and reviewed? Implemented | Tested Integrated None
04.1.6 Are in-place controls operating as intended? Implemented | Integrated Tested None
04.1.7 Are the planned and in-place controls consistent with the identified risks and the system and data sensitivity? Implemented | Tested Implemented | None

Has management authorized interconnections to all systems (including systems owned and operated by another
04.1.8 program, agency, organization or contractor)? Implemented | Integrated Implemented | None
04.2.1 Has management initiated prompt action to correct deficiencies? Implemented | Implemented | Implemented | None
05.1.1 Is the system security plan approved by key affected parties and management? Procedures Implemented | Implemented | None
05.1.2 Does the plan contain the topics prescribed in NIST Special Publication 800- 18? Procedures Procedures Implemented | Policy
05.1.3 Is a summary of the plan incorporated into the strategic IRM plan? None None Implemented | None
05.2.1 Is the plan reviewed periodically and adjusted to reflect current conditions and risks? Implemented | Implemented | None None
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06.1.1 Are all positions reviewed for sensitivity level? Implemented | Tested Implemented | None

Are there documented job descriptions that accurately reflect assigned duties and responsibilities and that segregate
06.1.2 duties? Implemented | Integrated Implemented | Procedures
06.1.3 Are sensitive functions divided among different individuals? Integrated Integrated Implemented | Procedures
06.1.4 Are distinct systems support functions performed by different individuals? Integrated Integrated Implemented | Procedures
06.1.5 Are mechanisms in place for holding users responsible for their actions? Integrated Integrated Implemented | Implemented
06.1.6 Are regularly scheduled vacations and periodic job/shift rotations required? Integrated Integrated Integrated Procedures
06.1.7 Are hiring, transfer, and termination procedures established? Integrated Integrated Integrated Policy
06.1.8 Is there a process for requesting, establishing, issuing, and closing user accounts? Integrated Integrated Integrated Policy

Are individuals who are authorized to bypass significant technical and operational controls screened prior to access and
06.2.1 periodically thereafter? Integrated Integrated Integrated Implemented
06.2.2 Are confidentiality or security agreements required for employees assigned to work with sensitive information? Integrated Integrated Integrated Policy
06.2.3 When controls cannot adequately protect the information, are individuals screened prior to access? Integrated Integrated Integrated Policy
06.2.4 Are there conditions for allowing system access prior to completion of screening? Integrated Integrated Integrated Policy

Is access to facilities controlled through the use of guards, identification badges, or entry devices such as key cards or
07.1.1 biometrics? None None Integrated Policy
07.1.10 Is suspicious access activity investigated and appropriate action taken? Procedures Integrated Integrated Policy

Are visitors, contractors and maintenance personnel authenticated through the use of preplanned appointments and
07.1.11 identification checks? Implemented | Integrated Integrated Implemented
07.1.12 Are appropriate fire suppression and prevention devices installed and working? Integrated Integrated Integrated Implemented

Are fire ignition sources, such as failures of electronic devices or wiring, improper storage materials, and the possibility
07.1.13 of arson, reviewed periodically? Implemented | Integrated Integrated Implemented
07.1.14 Are heating and air-conditioning systems regularly maintained? Implemented | Integrated Integrated Implemented
07.1.15 Is there a redundant air-cooling system? Implemented | Integrated Integrated Implemented
07.1.16 Are electric power distribution, heating plants, water, sewage, and other utilities periodically reviewed for risk of failure? | Implemented | Integrated Integrated Implemented
07.1.17 Are building plumbing lines known and do not endanger system? Implemented | Integrated Integrated Implemented
07.1.18 Has an uninterruptible power supply or backup generator been provided? Implemented | Integrated Integrated Implemented
07.1.19 Have controls been implemented to mitigate other disasters, such as floods, earthquakes, etc.? Implemented | Integrated Integrated Integrated
07.1.2 Does management regularly review the list of persons with physical access to sensitive facilities? Implemented | Implemented | Integrated Implemented
07.1.3 Are deposits and withdrawals of tapes and other storage media from the library authorized and logged? Integrated Implemented | Implemented | Policy
07.1.4 Are keys or other access devices needed to enter the computer room and tape/media library? Integrated Integrated Integrated Policy
07.1.5 Are unused keys or other entry devices secured? Integrated Integrated Integrated Implemented
07.1.6 Do emergency exit and re-entry procedures ensure that only authorized personnel are allowed to re-enter after fire Integrated Integrated Integrated Implemented
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drills, etc?
07.1.7 Are visitors to sensitive areas signed in and escorted? Integrated Integrated Integrated Implemented
07.1.8 Are entry codes changed periodically? Integrated Integrated Integrated Implemented

Are physical accesses monitored through audit trails and apparent security violations investigated and remedial action
07.1.9 taken? None Integrated None Implemented
07.2.1 Are computer monitors located to eliminate viewing by unauthorized persons? Implemented | Policy Integrated Implemented
07.2.2 Is physical access to data transmission lines controlled? Integrated Integrated Integrated Policy
07.3.1 Are sensitive data files encrypted on all portable systems? Integrated None Integrated Implemented
07.3.2 Are portable systems stored securely? Policy None None None
08.1.1 Is there a help desk or group that offers advice? Integrated Integrated None None

Are there processes to ensure that unauthorized individuals cannot read, copy, alter, or steal printed or electronic
08.2.1 information? Integrated Integrated Integrated None
08.2.10 Is hardcopy media shredded or destroyed when no longer needed? Integrated Integrated Integrated None

Are there processes for ensuring that only authorized users pick up, receive, or deliver input and output information and
08.2.2 media? Integrated Integrated Implemented | None
08.2.3 Are audit trails used for receipt of sensitive inputs/outputs? Integrated Integrated Implemented | None
08.2.4 Are controls in place for transporting or mailing media or printed output? Integrated Integrated Implemented | None
08.2.5 Is there internal/external labeling for sensitivity? Policy Integrated Implemented | None
08.2.6 Is there external labeling with special handling instructions? Policy Integrated Implemented | None
08.2.7 Are audit trails kept for inventory management? Integrated Integrated Implemented | None
08.2.8 Is media sanitized for reuse? Integrated Integrated Implemented | None
08.2.9 Is damaged media stored and /or destroyed? Integrated Integrated Implemented | None
09.1.1 Are critical data files and operations identified and the frequency of file backup documented? Integrated Integrated Implemented | None
09.1.2 Are resources supporting critical operations identified? Integrated Integrated Implemented | Implemented
09.1.3 Have processing priorities been established and approved by management? Implemented | Implemented | Implemented | Implemented
09.2.1 Is the plan approved by key affected parties? Implemented | Implemented | Implemented | Policy
09.2.10 Has the contingency plan been distributed to all appropriate personnel? Implemented | Implemented | Implemented | Policy
09.2.2 Are responsibilities for recovery assigned? Integrated Implemented | Implemented | Policy
09.2.3 Are there detailed instructions for restoring operations? Integrated Integrated Implemented | Implemented
09.2.4 Is there an alternate processing site; if S0, is there a contract or interagency agreement in place? Integrated Implemented | Integrated Integrated
09.2.5 Is the location of stored backups identified? Integrated Implemented | Implemented | Policy
09.2.6 Are backup files created on a prescribed basis and rotated off-site often enough to avoid disruption if current files are Integrated Integrated Implemented | Implemented
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Net Filenet HRM nSFI
damaged?
09.2.7 Is system and application documentation maintained at the off-site location? Integrated Implemented | Implemented | Policy
09.2.8 Are all system defaults reset after being restored from a backup? Integrated Implemented | Implemented | Policy
09.2.9 Are the backup storage site and alternate site geographically removed from the primary site and physically protected? Integrated Implemented | Implemented | Implemented
09.3.1 Is an up-to-date copy of the plan stored securely off-site? Implemented | Implemented | Implemented | Policy
09.3.2 Are employees trained in their roles and responsibilities? Integrated Implemented | Implemented | Policy
09.3.3 Is the plan periodically tested and readjusted as appropriate? Tested Implemented | Implemented | Policy
10.1.1 Are restrictions in place on who performs maintenance and repair activities? Integrated Implemented | Implemented | Implemented
10.1.2 Is access to all program libraries restricted and controlled? Implemented | Integrated Implemented | Implemented
Are there on-site and off-site maintenance procedures (e.g., escort of maintenance personnel, sanitization of devices
10.1.3 removed from the site)? Integrated Integrated Implemented | Implemented
10.14 Is the operating system configured to prevent circumvention of the security software and application controls? Integrated Integrated Implemented | Implemented
10.1.5 Are up-to-date procedures in place for using and monitoring use of system utilities? Integrated Integrated Implemented | Implemented
Is an impact analysis conducted to determine the effect of proposed changes on existing security controls, including the
10.2.01 required training needed to implement the control? Integrated Integrated Implemented | Policy
Are system components tested, documented, and approved (operating system, utility, applications) prior to promotion
10.2.02 to production? Integrated Implemented | Implemented | Policy
10.2.03 Are software change request forms used to document requests and related approvals? Integrated Implemented | Implemented | Implemented
10.2.04 Are there detailed system specifications prepared and reviewed by management? Implemented | Implemented | Implemented | Implemented
10.2.05 Is the type of test data to be used specified, i.e., live or made up? Implemented | Implemented | Implemented | Policy
10.2.06 Are default settings of security features set to the most restrictive mode? Implemented | Implemented | Implemented | Procedures
10.2.07 Are there software distribution implementation orders including effective date provided to all locations? Implemented | Integrated Implemented | Procedures
10.2.08 Is there version control? Integrated Integrated Implemented | Policy
10.2.09 Are programs labeled and inventoried? Integrated Integrated Implemented | Policy
10.2.10 Are the distribution and implementation of new or revised software documented and reviewed? Integrated Integrated Implemented | Policy
Are emergency change procedures documented and approved by management, either prior to the change or after the
10.2.11 fact? Implemented | Integrated Implemented | Policy
10.2.12 Are contingency plans and other associated documentation updated to reflect system changes? Implemented | Integrated Implemented | Implemented
10.2.13 Is the use of copyrighted software or shareware and personally owned software/equipment documented? Implemented | Integrated Implemented | Implemented
Are systems periodically reviewed to identify and, when possible, eliminate unnecessary services (e.g., FTP, HTTP,
10.3.1 mainframe supervisor calls)? Integrated Integrated Implemented | Implemented
10.3.2 Are systems periodically reviewed for known vulnerabilities and software patches promptly installed? Integrated Integrated Implemented | Implemented
11.1.1 Are virus signature files routinely updated? Integrated Integrated Integrated None
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11.1.2 Are virus scans automatic? Integrated Integrated Integrated None
11.2.1 Are reconciliation routines used by applications, i.e., checksums, hash totals, record counts? Integrated Integrated Integrated None
11.2.2 Is inappropriate or unusual activity reported, investigated, and appropriate actions taken? Integrated Integrated Implemented | None
11.2.3 Are procedures in place to determine compliance with password policies? Integrated Integrated Implemented | None
11.2.4 Are integrity verification programs used by applications to look for evidence of data tampering, errors, and omissions? Integrated Integrated Implemented | None
11.2.5 Are intrusion detection tools installed on the system? Integrated Integrated Implemented | None
11.2.6 Are the intrusion detection reports routinely reviewed and suspected incidents handled accordingly? Integrated Integrated Implemented | None

Is system performance monitoring used to analyze system performance logs in real time to look for availability

11.2.7 problems, including active attacks? Integrated Integrated Implemented | None
11.2.8 Is penetration testing performed on the system? Integrated Integrated Implemented | None
11.2.9 Is message authentication used? Integrated Integrated Implemented | None
12.1.1 Is there vendor-supplied documentation of purchased software? Integrated Integrated Implemented | None
12.1.2 Is there vendor-supplied documentation of purchased hardware? Integrated Integrated Implemented | None
12.1.3 Is there application documentation for in-house applications? Integrated Integrated Implemented | None
12.14 Are there network diagrams and documentation on setups of routers and switches? Integrated Integrated Implemented | None
12.1.5 Are there software and hardware testing procedures and results? Integrated Integrated Implemented | None
12.1.6 Are there standard operating procedures for all the topic areas covered in this document? Integrated Integrated Implemented | None
12.1.7 Are there user manuals? Integrated Integrated Implemented | None
12.1.8 Are there emergency procedures? Integrated Integrated Implemented | None
12.1.9 Are there backup procedures? Integrated Integrated Implemented | None
12.2.1 Is there a system security plan? Integrated Integrated Implemented | None
12.2.2 Is there a contingency plan? Integrated Integrated Implemented | None
12.2.3 Are there written agreements regarding how data is shared between interconnected systems? Procedures Policy Policy None
12.2.4 Are there risk assessment reports? Integrated Policy Implemented | None
13.1.1 Have employees received a copy of the Rules of Behavior? Implemented | Policy Implemented | None
13.1.2 Are employee training and professional development documented and monitored? Implemented | Implemented | Implemented | None
13.1.3 Is there mandatory annual refresher training? Implemented | Implemented | Implemented | None
13.1.4 Are methods employed to make employees aware of security, i.e., posters, booklets? Implemented | Implemented | Implemented | None
13.1.5 Have employees received a copy of or have easy access to agency security procedures and policies? Implemented | Procedures Implemented | None
14.1.1 Is a formal incident response capability available? Implemented | Implemented | Implemented | None
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14.1.2 Is there a process for reporting incidents? Implemented | Tested Implemented | None
14.1.3 Are incidents monitored and tracked until resolved? Implemented | Integrated Implemented | None
14.14 Are personnel trained to recognize and handle incidents? Implemented | Implemented | Implemented | None
14.1.5 Are alerts/advisories received and responded to? Integrated Implemented | Implemented | None
14.1.6 Is there a process to modify incident handling procedures and control techniques after an incident occurs? Integrated Implemented | Implemented | None
14.2.1 Is incident information and common vulnerabilities or threats shared with owners of interconnected systems? Integrated Implemented | Implemented | None
14.2.2 Is incident information shared with FedCIRC concerning incidents and common vulnerabilities and threats? Integrated None Implemented | None
14.2.3 Is incident information reported to FedCIRC, NIPC4, and local law enforcement when necessary? Policy None None None
15.1.01 Is a current list maintained and approved of authorized users and their access? None Integrated None None
15.1.02 Are digital signatures used and conform to FIPS 186-27? Integrated Policy Implemented | None
15.1.03 Are access scripts with embedded passwords prohibited? None Implemented | None None
15.1.04 Is emergency and temporary access authorized? Integrated Procedures Implemented | None
Are personnel files matched with user accounts to ensure that terminated or transferred individuals do not retain system
15.1.05 access? Tested Integrated Policy None
15.1.06 Are passwords changed at least every ninety days or earlier if needed? Integrated Integrated Implemented | None
Are passwords unique and difficult to guess (e.g., do passwords require alpha numeric, upper/lower case, and special
15.1.07 characters)? Integrated Integrated Integrated None
15.1.08 Are inactive user identifications disabled after a specified period of time? Integrated Integrated Policy None
15.1.09 Are passwords not displayed when entered? Integrated Integrated Implemented | None
15.1.10 Are there procedures in place for handling lost and compromised passwords? Integrated Integrated Implemented | None
15.1.11 Are passwords distributed securely and users informed not to reveal their passwords to anyone (social engineering)? Integrated Integrated Implemented | None
15.1.12 Are passwords transmitted and stored using secure protocols/algorithms? Integrated Policy Implemented | None
15.1.13 Are vendor-supplied passwords replaced immediately? Implemented | Integrated Implemented | None
15.1.14 Is there a limit to the number of invalid access attempts that may occur for a given user? Integrated Integrated Implemented | None
15.2.1 Does the system correlate actions to users? Integrated Integrated Integrated None
15.2.2 Do data owners periodically review access authorizations to determine whether they remain appropriate? Integrated Integrated Implemented | None
16.1.01 Can the security controls detect unauthorized access attempts? Integrated Integrated Implemented | None
Is there access control software that prevents an individual from having all necessary authority or information access to
16.1.02 allow fraudulent activity without collusion? Integrated Integrated Implemented | None
16.1.03 Is access to security software restricted to security administrators? Integrated Integrated Implemented | None
16.1.04 Do workstations disconnect or screen savers lock system after a specific period of inactivity? Integrated Integrated Implemented | None
16.1.05 Are inactive usersT accounts monitored and removed when not needed? Integrated Integrated Implemented | None
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16.1.06 Are internal security labels (naming conventions) used to control access to specific information types or files? Integrated None Implemented | None
16.1.07 If encryption is used, does it meet federal standards? Integrated Policy Implemented | None
16.1.08 If encryption is used, are there procedures for key generation, distribution, storage, use, destruction, and archiving? None Policy None None
16.1.09 Is access restricted to files at the logical view or field? None Implemented | None None
16.1.10 Is access monitored to identify apparent security violations and are such events investigated? Integrated Integrated Implemented | None
16.2.01 Has communication software been implemented to restrict access through specific terminals? Integrated None Implemented | None
16.2.02 Are insecure protocols (e.g., UDP, ftp) disabled? Integrated None Implemented | None
16.2.03 Have all vendor-supplied default security parameters been reinitialized to more secure settings? None Implemented | Implemented | None
16.2.04 Are there controls that restrict remote access to the system? Integrated Integrated Implemented | None
16.2.05 Are network activity logs maintained and reviewed? Integrated Integrated Implemented | None
16.2.06 Does the network connection automatically disconnect at the end of a session? Integrated None Implemented | None
16.2.07 Are trust relationships among hosts and external entities appropriately restricted? Integrated Integrated Implemented | None
16.2.08 Is dial-in access monitored? Integrated None Implemented | None
16.2.09 Is access to telecommunications hardware or facilities restricted and monitored? Integrated Integrated Implemented | None
16.2.10 Are firewalls or secure gateways installed? None Integrated Implemented | None
16.2.11 If firewalls are installed do they comply with firewall policy and rules? Integrated Integrated None None
16.2.12 Are guest and anonymous accounts authorized and monitored? Integrated Integrated None None

Is an approved standardized log-on banner displayed on the system warning unauthorized users that they have
16.2.13 accessed a U.S. Government system and can be punished? Integrated Integrated Implemented | None
16.2.14 Are sensitive data transmissions encrypted? Integrated Integrated Implemented | None
16.2.15 Is access to tables defining network options, resources, and operator profiles restricted? Integrated Integrated None None
16.3.1 Is a privacy policy posted on the web site? Integrated None Implemented | None
17.1.1 Does the audit trail provide a trace of user actions? Integrated Integrated None None
17.1.2 Can the audit trail support after-the fact investigations of how, when, and why normal operations ceased? Integrated Integrated Integrated None
17.1.3 Is access to online audit logs strictly controlled? Integrated Integrated Integrated None
17.14 Are off-line storage of audit logs retained for a period of time, and if so, is access to audit logs strictly controlled? Integrated Integrated Integrated None
Is there separation of duties between security personnel who administer the access control function and those who

17.1.5 administer the audit trail? Integrated Integrated Integrated None
17.1.6 Are audit trails reviewed frequently? Integrated Integrated Integrated None
17.1.7 Are automated tools used to review audit records in real time or near real time? Integrated Integrated Implemented | None
17.1.8 Is suspicious activity investigated and appropriate action taken? Integrated Integrated Implemented | None
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17.1.9 Is keystroke monitoring used? If so, are users notified?

Net
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HRM
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