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ɄŮɟɑɚɖɣɖ 

Ƀ əɧůɛɞɠ Űɖɠ ŰŮɢɜɞɚɞɔɑŬɠ ɓɘɞɛɖɢŬɜɘəɞɨ ŬɡŰɞɛŬŰɘůɛɞɨ ŮɑɜŬɘ ůŰɖɜ Ŭɟɢɐ ɛɘŬɠ ɜɏŬɠ Ůˊɞɢɐɠ 

əŬɘɜɞŰɞɛɑŬɠ ɛŮ Űɖɜ ɞɜɞɛŬůɑŬ Industry 4.0. ɇɞ ˊŬɔəɧůɛɘɞ ůɨɔɢɟɞɜɞ ɓɘɞɛɖɢŬɜɘəɧ ůɨůŰɖɛŬ 

ŮɜɩɜŮɘ Űɖ ŭɨɜŬɛɖ Űɤɜ ɛɖɢŬɜɩɜ, Űɖɠ ˊɚɖɟɞűɞɟɘəɐɠ, Űɖɠ ŬɜɎɚɡůɖɠ, Űɖɠ ůɡɜŭŮůɘɛɧŰɖŰŬɠ, 

Űɤɜ cyber-physical ůɡůŰɖɛɎŰɤɜ, Űɞɡ IoT, Űɤɜ ŬɡŰɞɛŬŰɘůɛɩɜ, Űɤɜ Cloud ůɡůŰɖɛɎŰɤɜ əŬɘ 

Űɖɠ ŬɜŰŬɚɚŬɔɐɠ ŭŮŭɞɛɏɜɤɜ. Industry 4.0 ŮɑɜŬɘ ɛɘŬ ŮˊŬɜɎůŰŬůɖ ɛŮ əŬŰŮɨɗɡɜůɖ Űɞɜ 

ɣɖűɘŬəɧ əɧůɛɞ Űɤɜ ɣɖűɘŬəɩɜ ŮɟɔɞůŰŬůɑɤɜ əŬɘ Űɤɜ ɏɝɡˊɜɤɜ ˊɟɞɥɧɜŰɤɜ. ɇɞ IoT 

ůɡɜɏŭŮůŮ Űɞɜ əɧůɛɞ Űɤɜ ɛɖɢŬɜɩɜ ˊɟɞůɗɏŰɞɜŰŬɠ ŭɡɜŬŰɧŰɖŰŬ ŮˊɘəɞɘɜɤɜɑŬɠ əɎɗŮ ůɡůəŮɡɐɠ 

ɛŮ ɎɚɚŮɠ ůɡůəŮɡɏɠ ɐ ˊɟɧůɓŬůɖ ůŰɞ Internet. ɇŬ Big Data ůŮ ŬɡŰɎ ŰŬ ůɡůŰɐɛŬŰŬ 

ŭɖɛɘɞɡɟɔɞɨɜ ɜɏɞɡɠ ɞɟɑɕɞɜŰŮɠ Ŭˊɧ ŮɡəŬɘɟɑŮɠ. ɆŮ ŬɡŰɐ Űɖɜ ŮɟɔŬůɑŬ ɗŬ ˊŮɟɎůɞɡɛŮ Ŭˊɧ ŰŬ 

ůŰɎŭɘŬ ɚɐɣɖɠ (Sensors), ŬˊɞɗɐəŮɡůɖɠ, ŬˊŮɘəɧɜɘůɖɠ (Scada) əŬɘ Ŭɝɘɞɚɧɔɖůɖɠ Űɤɜ 

ŭŮŭɞɛɏɜɤɜ. 

 

ȿɏɝŮɘɠ ȾɚŮɘŭɘɎ: IoT, Industry 4.0, Big Data, Cloud, SCADA, Sensors  



vi 

Abstract 

The world of industrial automation technology is at the beginning of a new era of 

innovation called Industry 4.0. The global modern industrial system unites the power of 

machines, IT, analysis, connectivity, cyber-physical systems, IoT, automation, Cloud 

systems and data exchange. Industry 4.0 is a revolution in the digital world of digital 

factories and smart products. IoT has connected the world of machines by adding every 

device's ability to communicate with other devices or Internet access. Big Data in these 

systems creates new horizons of opportunities. In this paper we will go through the stages 

of acquiring (Sensor), storing, displaying (Scada) and evaluating sensorôs data. 

 

Keywords: IoT, Industry 4.0, Big Data, Cloud, SCADA, Sensors  
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 ȺɡɢŬɟɘůŰɑŮɠ 

ŪŬ ɐɗŮɚŬ ɜŬ ŮɡɢŬɟɘůŰɐůɤ Űɞɡɠ ɔɞɜŮɑɠ ɛɞɡ ɔɘŬ Űɖ ůŰɐɟɘɝɖ ˊɞɡ ɛɞɡ ɏŭɤůŬɜ ɧɚɞɜ 

ŬɡŰɧ Űɞɜ əŬɘɟɧ əŬɗɩɠ əŬɘ Űɞɜ ŮˊɘɓɚɏˊɞɜŰŬ əŬɗɖɔɖŰɐ ɛɞɡ ɔɘŬ Űɖɜ əŬɗɞŭɐɔɖůɖ ˊɞɡ ɛɞɡ 

ɏŭɤůŮ. 

Ⱥˊɑůɖɠ ɗŬ ɐɗŮɚŬ ɜŬ ŮəűɟɎůɤ ɏɜŬ ɛŮɔɎɚɞ ŮɡɢŬɟɘůŰɩ ůŰɖɜ ŮŰŬɘɟŮɑŬ Intelligent 

Automation Control  System A.E ɧˊɞɡ ŮɟɔɎɕɞɛŬɘ ɔɘŬ Űɖɜ əŬŰŬɜɧɖůɖ əŬɘ Űɖ ɓɞɐɗŮɘŬ ˊɞɡ 

ɛɞɡ ɏŭŮɘɝŬɜ Űɖɜ ˊŮɟɑɞŭɞ Ůəˊɧɜɖůɖɠ Űɖɠ ŭɘˊɚɤɛŬŰɘəɐɠ ŮɟɔŬůɑŬɠ. 

ȰɜŬ Ŭəɧɛɖ ŮɡɢŬɟɘůŰɩ ˊɟɞɠ Űɖɜ ŮŰŬɘɟŮɑŬ Wonderware Űɖɠ Schneider Electric 

əŬɗɩɠ ɛɞɡ ˊŬɟŮɑɢŮ Űɘɠ ɎŭŮɘŮɠ ɢɟɐůɖɠ ɔɘŬ ŰŬ ɚɞɔɘůɛɘəɎ ˊɞɡ ɢɟɖůɘɛɞˊɞɘɐɗɖəŬɜ ůŮ ŬɡŰɐ 

Űɖɜ ŭɘˊɚɤɛŬŰɘəɐ ŮɟɔŬůɑŬ. 

ɇɏɚɞɠ, ɗŬ ɐɗŮɚŬ ɜŬ ŮɡɢŬɟɘůŰɐůɤ Űɞ ɄŬɜŮˊɘůŰɐɛɘɞ ɀŬəŮŭɞɜɑŬɠ ɔɘŬ Űɖɜ 

ɢɞɟɐɔɖůɖ Server ɔɘŬ Űɖ ŭɖɛɘɞɡɟɔɑŬ əŬɘ űɘɚɞɝŮɜɑŬ Űɤɜ ŮűŬɟɛɞɔɩɜ. 
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 1. ȺɘůŬɔɤɔɐ 

 1.1  ɄɟɧɓɚɖɛŬ ï ɆɖɛŬɜŰɘəɧŰɖŰŬ Űɞɡ ɗɏɛŬŰɞɠ 

ȼ ɘŭɏŬ ɔɘŬ Űɖɜ ŭɘˊɚɤɛŬŰɘəɐ ŮɟɔŬůɑŬ ˊɟɞɐɚɗŮ Ŭˊɧ Űɖɜ ŬɜɎɔəɖ Ůəůɡɔɢɟɞɜɘůɛɞɨ 

ˊɞɡ ɏɢɞɡɜ ɞɘ ŮˊɘɢŮɘɟɐůŮɘɠ ůŰɞɜ ɓɘɞɛɖɢŬɜɘəɧ ŰɞɛɏŬ. ɆŰɘɠ ɛɏɟŮɠ ɛŬɠ ɡˊɎɟɢŮɘ ɛŮɔɎɚɖ 

ŬɜɎɔəɖ ɔɘŬ ɛŮɔŬɚɨŰŮɟɞ ŬɡŰɞɛŬŰɘůɛɧ ŭɘŬŭɘəŬůɘɩɜ ˊŬɟŬɔɤɔɐɠ, əŬɚɨŰŮɟɞ Űɟɧˊɞ 

ˊŬɟŬəɞɚɞɨɗɖůɖɠ Űɤɜ ůɡůŰɖɛɎŰɤɜ ŬɡŰɞɛŬŰɘůɛɞɨ əŬɗɩɠ əŬɘ ŬˊɞɗɐəŮɡůɖ ɧɚɤɜ ŬɡŰɩɜ 

Űɤɜ ŭŮŭɞɛɏɜɤɜ ɔɘŬ ˊŮɟŬɘŰɏɟɤ ŮˊŮɝŮɟɔŬůɑŬ. ȳɚŬ ŰŬ ˊŬɟŬˊɎɜɤ ɗŬ ɛŬɠ ɞŭɖɔɐůɞɡɜ ůŰɖɜ 

Ůˊɞɢɐ Űɞɡ Industry 4.0. 

 1.2  Ɇəɞˊɧɠ ï ɆŰɧɢɞɠ 

ɆŰɧɢɞɠ Űɖɠ ŭɘˊɚɤɛŬŰɘəɐɠ ŮɟɔŬůɑŬɠ ŮɑɜŬɘ ɜŬ ŭŮɑɝɞɡɛŮ ŰŬ ɓɐɛŬŰŬ ˊɞɡ ˊɟɏˊŮɘ ɜŬ 

ɔɑɜɞɡɜ ɔɘŬ ɛɘŬ ŮűŬɟɛɞɔɐ, ŭɖɚŬŭɐ Űɞ ůŰɎŭɘɞ ɚɐɣɖɠ ŭŮŭɞɛɏɜɤɜ, ŬˊɞɗɐəŮɡůɖɠ, 

ŬˊŮɘəɧɜɘůɖɠ əŬɘ ŬɜɎɚɡůɖɠ ŬɡŰɩɜ ɏŰůɘ ɩůŰŮ ɜŬ ɞŭɖɔɖɗɞɨɛŮ ůɘɔɎ ůɘɔɎ ůŰɖɜ Ůˊɞɢɐ Űɞɡ 

Industry 4.0.  

ŪŬ ˊŮɟɎůɞɡɛŮ ŰŬ 3 Ŭˊɧ ŰŬ 5 ůŰɎŭɘŬ ŭɘŬůɨɜŭŮůɖɠ (ɛɏɢɟɘ ŭɖɚŬŭɐ ɜŬ ɛˊɞɟŮɑ ɜŬ 

ɔɑɜŮɘ ɖ ůɨɜŭŮůɖ ɛŮ ůɡůŰɐɛŬŰŬ MES). 

ŪŬ ŭɖɛɘɞɡɟɔɐůɞɡɛŮ 3 ŮűŬɟɛɞɔɏɠ, ɧˊɞɡ ůŰɖɜ əɎɗŮ ɛɘŬ ɗŬ ŭŮɑɝɞɡɛŮ əŬɘ əɎŰɘ 

ŭɘŬűɞɟŮŰɘəɧ. ȼ ˊɟɩŰɖ ŮűŬɟɛɞɔɐ ŬűɞɟɎ Űɖɜ ɛŮŰŬŰɟɞˊɐ əɎˊɞɘɤɜ PLC ůŮ ñSmartò 

ŭɖɚŬŭɐ ˊɚɐɟɤɠ ŬɡŰɞɛŬŰɞˊɞɘɖɛɏɜŬ ɓɎůɖ Űɘɛɩɜ Ŭˊɧ ŬɘůɗɖŰɐɟŮɠ. 

ɆŰɖ ŭŮɨŰŮɟɖ ŮűŬɟɛɞɔɐ ɗŬ ˊɟɞůɞɛɞɘɩůɞɡɛŮ ɛɘŬ ɔɟŬɛɛɐ ˊŬɟŬɔɤɔɐɠ ɧˊɞɡ ɗŬ 

ŭŮɢɧɛŬůŰŮ ŰŬ ůɐɛŬŰŬ Ŭˊɧ Űɞɡɠ ŬɘůɗɖŰɐɟŮɠ əŬɘ ɗŬ ɚŮɘŰɞɡɟɔŮɑ ŬɡŰɞɛŬŰɞˊɞɘɖɛɏɜŬ. ȷɡŰɐ 

ɖ ŮűŬɟɛɞɔɐ ɗŬ ŭɖɛɘɞɡɟɔɖɗŮɑ ɛŮ Űɞ ˊɟɧŰɡˊɞ Űɞɡ ñSituational Awarenessò ́ɞɡ ŬűɞɟɎ 

Űɖɜ ŬˊŮɘəɧɜɘůɖ Űɖɠ ˊɚɖɟɞűɞɟɑŬɠ. 

ȼ ŰŮɚŮɡŰŬɑŬ ŮűŬɟɛɞɔɐ ɗŬ ˊɟɞůɞɛɞɘɩɜŮɘ ɛɘəɟɐɠ əɚɑɛŬəŬɠ ñSmart Industry / 

Cityò ɧˊɞɡ ɗŬ ɚŬɛɓɎɜɞɡɛŮ ˊɚɖɟɞűɞɟɑŬ Ŭˊɧ ŬɘůɗɖŰɐɟŮɠ əŬɘ Űɞ ŭɘŬŭɑəŰɡɞ əŬɘ ɓɎůɖ 

ŬɡŰɩɜ ɗŬ ŮəŰŮɚɞɨɜŰŬɘ əɎˊɞɘŮɠ ŭɘŮɟɔŬůɑŮɠ. 

ɇɏɚɞɠ ɗŬ ŭŮɑɝɞɡɛŮ Űɟɧˊɞɡɠ ɛŮ Űɞɡɠ ɞˊɞɑɞɡɠ ɗŬ ɛˊɞɟɞɨɛŮ ɜŬ əɎɜɞɡɛŮ ŬɜɎɚɡůɖ 

ŬɡŰɩɜ Űɤɜ ˊɚɖɟɞűɞɟɘɩɜ. 

 1.3  ȹɘɎɟɗɟɤůɖ ɛŮɚɏŰɖɠ 

ɆŰɞ ȾŮűɎɚŬɘɞ 2 ɗŬ əɎɜɞɡɛŮ ɛɘŬ ɓɘɓɚɘɞɔɟŬűɘəɐ Ůˊɘůəɧˊɖůɖ ˊɎɜɤ ůŰɞ ɗɏɛŬ 

Industry 4.0 ɧˊɞɡ ɗŬ ŭɞɨɛŮ ɔɘŬ Űɞ IIoT, Big Data əŬɘ ŭɘŬůɡɜŭŮůɘɛɧŰɖŰŬ. ɆŰɞ ȾŮűɎɚŬɘɞ 

3 ɗŬ ŭŮɑɝɞɡɛŮ Űɘɠ ˊŬɟŬɛŮŰɟɞˊɞɘɐůŮɘɠ ˊɞɡ ɔɑɜŬɜŮ ɔɘŬ əɎɗŮ ŮűŬɟɛɞɔɐ əŬɗɩɠ əŬɘ Űɞɡɠ 

Űɟɧˊɞɡɠ ŬɜɎɚɡůɖɠ Űɤɜ ŭŮŭɞɛɏɜɤɜ.  
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 2. ȸɘɓɚɘɞɔɟŬűɘəɐ Ⱥˊɘůəɧˊɖůɖ ï ŪŮɤɟɖŰɘəɧ ɈˊɧɓŬɗɟɞ 

 2.1  Industry 4.0 

ɇɞ Industry 4.0 ɏɢŮɘ ˊɟɞůŮɚəɨůŮɘ ˊɞɚɡɎɟɘɗɛŮɠ ˊɟɞůŮɔɔɑůŮɘɠ Ŭˊɧ ŬəŬŭɖɛŬɥəɞɨɠ 

ŮɟŮɡɜɖŰɏɠ əŬɘ ŮˊŬɔɔŮɚɛŬŰɑŮɠ Űɞɡ əɚɎŭɞɡ Ŭˊɧ ŰɧŰŮ ˊɞɡ ɖ əɡɓɏɟɜɖůɖ Űɖɠ ũŮɟɛŬɜɑŬɠ 

ŬɜŬəɞɑɜɤůŮ Űɞ Industry 4.0 ɤɠ ɛɘŬ Ŭˊɧ Űɘɠ ɓŬůɘəɏɠ ůŰɟŬŰɖɔɘəɏɠ ɡɣɖɚɐɠ ŰŮɢɜɞɚɞɔɑŬɠ 

Űɞ 2011 [17]. Ƀ ɓŬůɘəɧɠ ůŰɧɢɞɠ ŬɡŰɐɠ Űɖɠ ɘŭɏŬɠ ŮɑɜŬɘ ɜŬ ˊɟɞɤɗɐůŮɘ ȭȭɏɝɡˊɜŮɠ 

ɛɖɢŬɜɏɠȭȭ ɢɤɟɑɠ Ŭɜɗɟɩˊɘɜɖ ůɡɜŮɑŭɖůɖ [23].  

ɇɞ Industry 4.0 ŬəɞɚɞɡɗŮɑ Űɖɜ ɘůŰɞɟɑŬ Űɤɜ Űɟɘɩɜ ɓɘɞɛɖɢŬɜɘəɩɜ ŮˊŬɜŬůŰɎůŮɤɜ. 

ɆŰɖɜ ˊɟɩŰɖ ŮˊŬɜɎůŰŬůɖ Űɞ 1780 ŮɑɢŬɛŮ Űɖ ɢɟɐůɖ ŬŰɛɞɛɖɢŬɜɩɜ ůŰŬ ŮɟɔɞůŰɎůɘŬ. ɇɞ 

1870 ɖ ɛŬɕɘəɐ ˊŬɟŬɔɤɔɐ ɖ ɞˊɞɑŬ ɓŬůɘɕɧŰŬɜ ůŰɞɜ əŬŰŬɛŮɟɘůɛɧ Űɖɠ ŮɟɔŬůɑŬɠ ɛŬɕɑ ɛŮ 

Űɖ ˊŬɟɞɡůɑŬ Űɞɡ ɖɚŮəŰɟɘůɛɞɨ ɛŬɠ ɞŭɐɔɖůŮ ůŰɖɜ ŭŮɨŰŮɟɖ ŮˊŬɜɎůŰŬůɖ. ɇɞ 1960 ŰŬ 

ŮɜůɤɛŬŰɤɛɏɜŬ ůɡůŰɐɛŬŰŬ əŬɘ ɖ ŰŮɢɜɞɚɞɔɑŬ Űɖɠ ˊɚɖɟɞűɞɟɑŬɠ ɞŭɐɔɖůŮ Űɘɠ ɓɘɞɛɖɢŬɜɑŮɠ 

ůŰɖɜ ŰɟɑŰɖ ŮˊŬɜɎůŰŬůɖ Űɖɠ ɣɖűɘɞˊɞɑɖůɖɠ. ȼ ŰɏŰŬɟŰɖ ŮˊŬɜɎůŰŬůɖ (Industry 4.0) 

ɓŬůɑɕŮŰŬɘ ůŮ ůɡůŰɐɛŬŰŬ ŬɡŰɞɛŬŰɘůɛɞɨ, ŬɜŰŬɚɚŬɔɐ ŭŮŭɞɛɏɜɤɜ, cloud, əɡɓŮɟɜɞ-

űɡůɘəɎ ůɡůŰɐɛŬŰŬ (CPS), Big Data, AI əŬɘ IoT.     

ũɘŬ Űɖɜ ŮˊɑŰŮɡɝɖ Űɞɡ Industry 4.0 ɓŬůɘəɧ ɟɧɚɞ ɏɢɞɡɜ ŰŬ ůɡůŰɐɛŬŰŬ ɚɐɣɖɠ 

ŭŮŭɞɛɏɜɤɜ. ȷɡŰɎ ŮɑɜŬɘ ˊɞɡ ɛŬɠ ŭɑɜɞɡɜ ŬˊŮɡɗŮɑŬɠ ˊɟɧůɓŬůɖ ůŰɘɠ ŮɚŮɔɢɧɛŮɜŮɠ 

ŭɘŬŭɘəŬůɑŮɠ ɞɘ ɞˊɞɑŮɠ ŮɑɜŬɘ ůɡɜŭŮŭŮɛɏɜŮɠ ɛŮ ˊɟɞɔɟŬɛɛŬŰɘɕɧɛŮɜɞɡɠ ɚɞɔɘəɞɨɠ ŮɚŮɔəŰɏɠ 

(PLCs), ůɡůŰɐɛŬŰŬ Ůɚɏɔɢɞɡ, ŮˊɞˊŰŮɑŬɠ əŬɘ ŬˊɧəŰɖůɖɠ ŭŮŭɞɛɏɜɤɜ (SCADA), 

ŭɘŬɜŮɛɖɛɏɜŬ ůɡůŰɐɛŬŰŬ (DCS), ůɡůŰɐɛŬŰŬ ŮəŰɏɚŮůɖɠ əŬŰŬůəŮɡɐɠ (MES) əŬɘ ERP. 

ɇɏɚɞɠ Űɞ Industry 4.0 ɓŬůɑɕŮŰŬɘ ůŮ ŰɏůůŮɟɘɠ Ŭɟɢɏɠ ůɢŮŭɘŬůɛɞɨ: 

¶ Interoperability (ȹɘŬɚŮɘŰɞɡɟɔɘəɧŰɖŰŬ): ȼ ŭɡɜŬŰɧŰɖŰŬ ŮˊɘəɞɘɜɤɜɑŬɠ ɛŮŰŬɝɨ 

CPS ɛŮ ůɡůəŮɡɏɠ IoT. ȺɜůɤɛŬŰɩɜŮɘ ŰŬ əɚŬůůɘəɎ ůɡůŰɐɛŬŰŬ ɛŮ ŰŬ ůɨɔɢɟɞɜŬ 

ɛɞɜŰɏɚŬ. 

¶ Visualization (Ⱥɘəɞɜɘəɞˊɞɑɖůɖ): ȼ Ůɘəɞɜɘəɞˊɞɑɖůɖ Űɤɜ űɡůɘəɩɜ ŭɘŮɟɔŬůɘɩɜ 

ˊɞɡ ˊŬɟŬəɞɚɞɡɗɞɨɜŰŬɘ Ŭˊɧ CPS. 

¶ Decentralization (ȷˊɞəɏɜŰɟɤůɖ): ȼ ɘəŬɜɧŰɖŰŬ Űɤɜ CPS ɜŬ ɚŬɛɓɎɜɞɡɜ 

ŬɜŮɝɎɟŰɖŰŬ ŬˊɞűɎůŮɘɠ ɢɤɟɑɠ əɎˊɞɘɞ əŮɜŰɟɘəɧ ɏɚŮɔɢɞ. 

¶ Realtime Capability (ȽəŬɜɧŰɖŰŬ ˊɟŬɔɛŬŰɘəɞɨ ɢɟɧɜɞɡ): ȼ ɘəŬɜɧŰɖŰŬ ůɡɚɚɞɔɐɠ 

əŬɘ ŬɜɎɚɡůɖɠ ŭŮŭɞɛɏɜɤɜ ɔɘŬ Űɖɜ ŬɜɑɢɜŮɡůɖ ɓɚɎɓɖɠ əŬɗɩɠ əŬɘ ŬɜŬɕɐŰɖůɖ 
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ŮɜŬɚɚŬəŰɘəɩɜ ɚɨůŮɤɜ ɔɘŬ Űɖɜ ŬɜŰɘɛŮŰɩˊɘůɖ Űɞɡ ˊɟɞɓɚɐɛŬŰɞɠ ɔɘŬ Ŭɨɝɖůɖ Űɖɠ 

ˊŬɟŬɔɤɔɘəɧŰɖŰŬɠ. [33] 

 

ȺɘəɧɜŬ 1 ɆŰɎŭɘŬ ɓɘɞɛɖɢŬɜɘəɐɠ ŮˊŬɜɎůŰŬůɖɠ 

 

 2.2  ȾŬŰŬɜɞɩɜŰŬɠ Űɞ Internet  of Things (IoT) 

ɇɞ Internet of Things (IoT) ɛˊɞɟŮɑ ɜŬ ɞɟɘůŰŮɑ ɤɠ ɏɜŬ ɞɘəɞůɨůŰɖɛŬ 

ŭɘŬůɡɜŭŮŭŮɛɏɜɤɜ, ɛɞɜŬŭɘəɩɜ ŬɜŬɔɜɤɟɘůɛɏɜɤɜ űɡůɘəɩɜ ůɡůəŮɡɩɜ əŬɘ ɚɞɔɘůɛɘəɩɜ 

ˊɞɡ ɏɢɞɡɜ Űɖ ŭɡɜŬŰɧŰɖŰŬ ŬɜŰŬɚɚŬɔɐɠ ŭŮŭɞɛɏɜɤɜ ɛŮ ɎɚɚŮɠ ůɡůəŮɡɏɠ ɛɏůɤ ŭɘəŰɨɞɡ ɛŮ 

ˊŮɟɘɞɟɘůɛɏɜɖ Ŭɜɗɟɩˊɘɜɖ ˊŬɟɏɛɓŬůɖ. ɇɞ Internet of Things Global Standards Initiative 

(IoT-GSI) ɞɟɑɕŮɘ Űɞ IoT ɤɠ ȭȭɛɘŬ ˊŬɔəɧůɛɘŬ ɡˊɞŭɞɛɐ ɔɘŬ ɛɘŬ əɞɘɜɤɜɑŬ ˊɚɖɟɞűɞɟɑŬɠ, 

ŮˊɘŰɟɏˊɞɜŰŬɠ Űɖɜ ˊŬɟɞɢɐ ˊɟɞɖɔɛɏɜɤɜ ɡˊɖɟŮůɘɩɜ ɛɏůɤ ŭɘŬůɨɜŭŮůɖɠ (űɡůɘəɩɜ əŬɘ 

Ůɘəɞɜɘəɩɜ) ˊɟŬɔɛɎŰɤɜ ˊɞɡ ɓŬůɑɕɞɜŰŬɘ ůŮ ɡˊɎɟɢɞɡůŮɠ əŬɘ ŮɝŮɚɘůůɧɛŮɜŮɠ 

ŭɘŬɚŮɘŰɞɡɟɔɘəɏɠ ˊɚɖɟɞűɞɟɑŮɠ əŬɘ ŰŮɢɜɞɚɞɔɑŮɠȭȭ[14]. 

 ɀˊɞɟɞɨɛŮ ɜŬ ŬˊŮɘəɞɜɑůɞɡɛŮ Űɞ IoT ɤɠ ɛɘŬ ŬˊɟɧůəɞˊŰɖ ŭɘŬůɨɜŭŮůɖ Űɞɡ 

űɡůɘəɞɨ əɧůɛɞɡ ɛŮ Űɞɜ Ůɘəɞɜɘəɧ əɧůɛɞ ɔɨɟɤ ɛŬɠ [7]. ȼ ŰŮɢɜɞɚɞɔɑŬ IoT ˊŬɟɏɢŮɘ Űɖ 

ŭɡɜŬŰɧŰɖŰŬ ɜŬ ŭɘŬɢŮɘɟɘɕɧɛŬůŰŮ əŬɘ ɜŬ ˊŬɟŬəɞɚɞɡɗɞɨɛŮ űɡůɘəɎ ŬɜŰɘəŮɑɛŮɜŬ 

ŬˊɞɛŬəɟɡůɛɏɜŬ ɛɏůɤ ŭɘəŰɨɞɡ. ȷɡŰɐ ɖ ŭɡɜŬŰɧŰɖŰŬ, ůŮ ůɡɜŭɡŬůɛɧ ɛŮ Űɖɜ ůɡɜŮɢɐ 

ŭɘŬůɨɜŭŮůɖ Űɤɜ ŮŰŮɟɞɔŮɜɩɜ ůɡůəŮɡɩɜ, ŬɜɞɑɔŮɘ Űɘɠ ˊɧɟŰŮɠ ɔɘŬ ɛɘŬ ɜɏŬ əŬŰɖɔɞɟɑŬ 

ŮűŬɟɛɞɔɩɜ. Ƀɘ űɡůɘəɏɠ ůɡůəŮɡɏɠ ˊɞɡ ɛˊɞɟɞɨɜ ɜŬ ŮɑɜŬɘ ŭɘŬůɡɜŭŮŭŮɛɏɜŮɠ ˊɞɘəɑɚɚɞɡɜ 
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Ŭˊɧ ɛɘəɟɞůəɞˊɘəɎ ɖɚŮəŰɟɞɜɘəɎ ŮɜůɤɛŬŰɤɛɏɜŬ ůŮ ˊɟɞɥɧɜŰŬ ɛɏɢɟɘ ɛŮɔɎɚŬ 

ŬɡŰɞɛŬŰɞˊɞɘɖɛɏɜŬ əŰɑɟɘŬ, ɞɢɐɛŬŰŬ əŬɘ ɞŰɘŭɐˊɞŰŮ ɛŮŰŬɝɨ ŬɡŰɩɜ. 

ɀɘŬ ŮűŬɟɛɞɔɐ IoT ɓŬůɑɕŮŰŬɘ ůŮ ɏɜŬ ůɨɜɞɚɞ Ŭˊɧ ŬɘůɗɖŰɐɟŮɠ, ŮɜŮɟɔɞˊɞɘɖŰɏɠ, 

ůɡůəŮɡɏɠ ˊŬɟŬəɞɚɞɨɗɖůɖɠ ɧˊɤɠ ŮŰɘəɏŰŮɠ RFID ůŮ ůɡɜŭɡŬůɛɧ ɛŮ Űɘɠ ŰŮɢɜɞɚɞɔɑŮɠ Űɖɠ 

ˊɚɖɟɞűɞɟɑŬɠ əŬɘ Űɖɠ ŮˊɘəɞɘɜɤɜɑŬɠ, ŮˊɘŰɟɏˊɞɜŰŬɠ Űɖ ůɡɜŮɟɔŬůɑŬ ɛŮŰŬɝɨ ɧɚɤɜ ŬɡŰɩɜ 

ɔɘŬ Űɖɜ ŮˊɑŰŮɡɝɖ əɞɘɜɩɜ ůŰɧɢɤɜ. ɈˊɎɟɢŮɘ Ŭɡɝɖɛɏɜɞ ŮɜŭɘŬűɏɟɞɜ ɔɘŬ Űɖ ɢɟɐůɖ Űɞɡ IoT 

ůŰɘɠ ɓɘɞɛɖɢŬɜɑŮɠ [20]. ɇɞ Industrial Internet Consortium (IIC) ˊŮɟɘɚŬɛɓɎɜŮɘ 

ˊŮɟɘůůɧŰŮɟŮɠ Ŭˊɧ 250 ŮŰŬɘɟŮɑŮɠ-ɛɏɚɖ [10].  

Ƀɘ ŮűŬɟɛɞɔɏɠ Űɞɡ IoT ŮɛűŬɜɑɕɞɜŰŬɘ ůŮ ŭɘɎűɞɟɞɡɠ əɚɎŭɞɡɠ ɧˊɤɠ ɓɘɞɛɖɢŬɜɑŬ, 

ɔŮɤɟɔɑŬ, ɡɔŮɑŬ, ůŰɖɜ ˊŬɟŬəɞɚɞɨɗɖůɖ əɡəɚɞűɞɟɑŬɠ ə.Ŭ. ȷɡŰɧ űŬɑɜŮŰŬɘ əŬɘ Ŭˊɧ Űɞɜ 

Ŭɟɘɗɛɧ Űɤɜ ŭɖɛɞůɘŮɡɛɏɜɤɜ ŮˊɘůŰɖɛɞɜɘəɩɜ Ɏɟɗɟɤɜ ɛŮ ŬɜŰɘəŮɑɛŮɜɞ Űɞ IoT. ɀɘŬ ɏɟŮɡɜŬ 

Űɞɡ Web of Science ɏŭŮɘɝŮ ɧŰɘ ɞ Ŭɟɘɗɛɧɠ Űɤɜ ŭɖɛɞůɘŮɨůŮɤɜ ůŰɞ ŭɘŬŭɑəŰɡɞ ŬɡɝɐɗɖəŮ 

Ŭˊɧ 0 ɏɤɠ 6836 ɛŮŰŬɝɨ 2006 əŬɘ 2016. ȺəŰɘɛɎŰŬɘ ɧŰɘ Űɞ IoT ɗŬ űŰɎůŮɘ Űɘɠ 100ŭɘɠ 

ůɡůəŮɡɏɠ Űɞ 2020 [29]. 

ɆŰɞ ůɖɛŮɟɘɜɧ ˊŬɔəɧůɛɘɞ ŬɜŰŬɔɤɜɘůŰɘəɧ ˊŮɟɘɓɎɚɚɞɜ ɞɘ əŬŰŬůəŮɡŬůŰɘəɏɠ 

ŮŰŬɘɟŮɑŮɠ ˊɟɞůˊŬɗɞɨɜ ůɡɜŮɢɩɠ ɜŬ ɓŮɚŰɘɩɜɞɡɜ Űɖɜ ŬɜŰŬɔɤɜɘůŰɘəɧŰɖŰɎ Űɞɡɠ ɧůɞɜ 

ŬűɞɟɎ Űɖɜ Űɘɛɐ Űɞɡ ˊɟɞɥɧɜŰɞɠ, Űɖɜ ŬˊɞŭɞŰɘəɧŰɖŰŬ Űɖɠ ŭɘŬŭɘəŬůɑŬɠ ˊŬɟŬɔɤɔɐɠ, Űɞ 

əɧůŰɞɠ əŰɚ. Ƀɘ ɜɏŮɠ ŰŮɢɜɞɚɞɔɑŮɠ ɧˊɤɠ Űɞ IoT ˊŬɑɕɞɡɜ əŬɑɟɘɞ ɟɧɚɞ ůŰɖɜ ŭɘŬŰɐɟɖůɖ Űɖɠ 

ŬɜŰŬɔɤɜɘůŰɘəɧŰɖŰŬɠ Űɤɜ ŮŰŬɘɟŮɘɩɜ Ůɜɩ ˊŬɟɎɚɚɖɚŬ ɘəŬɜɞˊɞɘɞɨɜ Űɘɠ ɛŮŰŬɓŬɚɚɧɛŮɜŮɠ 

ŬɜɎɔəŮɠ Űɤɜ əŬŰŬɜŬɚɤŰɩɜ. 

ɇɞ IoT ɏɢŮɘ Űɖ ŭɡɜŬŰɧŰɖŰŬ ɜŬ ŬɚɚɎɝŮɘ Űɞɜ əŬŰŬůəŮɡŬůŰɘəɧ ɓɘɞɛɖɢŬɜɘəɧ əɚɎŭɞ 

[8] ŭɖɛɘɞɡɟɔɩɜŰŬɠ ɜɏŮɠ ŮˊɘɢŮɘɟɖɛŬŰɘəɏɠ ŮɡəŬɘɟɑŮɠ. ɀŮ Űɖ ɢɟɐůɖ ŬɡŰɐɠ Űɖɠ 

ŰŮɢɜɞɚɞɔɑŬɠ, ŬɘůɗɖŰɐɟŮɠ əŬɘ ɎɚɚŮɠ ɖɚŮəŰɟɞɜɘəɏɠ ůɡůəŮɡɏɠ ɛɏůŬ ůŮ ɛɘŬ ɔɟŬɛɛɐ 

ˊŬɟŬɔɤɔɐɠ ɛˊɞɟɞɨɜ ŬɡŰɧɜɞɛŬ ɜŬ ŬɜŰŬɚɚɎůůɞɡɜ ˊɚɖɟɞűɞɟɑŮɠ əŬɘ ŬɡŰɧ ɜŬ ɞŭɖɔɐůŮɘ 

ůŮ ŭɘŬŭɘəŬůɑŮɠ ɞɘ ɞˊɞɑŮɠ ɛˊɞɟɞɨɜ ɞɚɞəɚɖɟɤɗɞɨɜ Ŭˊɧ ɛɧɜŮɠ Űɞɡɠ ɛŮ Űɖ ɚɐɣɖ ɏɝɡˊɜɤɜ 

ŬˊɞűɎůŮɤɜ.  ɀŮ ŬɡŰɧɜ Űɞɜ Űɟɧˊɞ ŭɖɛɘɞɡɟɔɞɨɜŰŬɘ ˊɞɚɚɏɠ ɜɏŮɠ ŮɡəŬɘɟɑŮɠ ɧˊɞɡ ɞɘ ˊɧɟɞɘ 

ɛˊɞɟɞɨɜ ɜŬ ˊŬɟŬəɞɚɞɡɗɞɨɜŰŬɘ ůŮ ˊɟŬɔɛŬŰɘəɧ ɢɟɧɜɞ ˊɟɞůűɏɟɞɜŰŬɠ ɛŮɔŬɚɨŰŮɟɖ 

ŬůűɎɚŮɘŬ əŬɘ Ŭˊɧŭɞůɖ. 

ɀŮɟɘəɎ Ŭəɧɛɖ ˊŬɟŬŭŮɑɔɛŬŰŬ ɢɟɐůɖɠ Űɞɡ IoT ŮɑɜŬɘ ɧŰɘ ɛŬɠ ŭɑɜŮɘ Űɖ ŭɡɜŬŰɧŰɖŰŬ 

ɜŬ ˊɟɞɓɚɏˊɞɡɛŮ ˊɘɗŬɜɏɠ ɓɚɎɓŮɠ, ɜŬ ɞɟɑɕɞɡɛŮ ŭɘŬŭɘəŬůɑŮɠ ŬɡŰɞŭɘɎɔɜɤůɖɠ əŬɗɩɠ əŬɘ 

ˊɟɞɔɟŬɛɛŬŰɘůɛɏɜŮɠ ŭɘŬŭɘəŬůɑŮɠ ˊŬɟŬɔɤɔɐɠ [9]. Ƀɘ ɢɟɐůŰŮɠ əŬɗɩɠ əŬɘ ɞɘ ɢŮɘɟɘůŰɏɠ ɗŬ 

ŮɑɜŬɘ ůŮ ɗɏůɖ ɜŬ ůɡɜŭɏɞɜŰŬɘ ŬˊɞɛŬəɟɡůɛɏɜŬ ɛɏůɤ Internet ůŰŬ ůɡůŰɐɛŬŰŬ Űɞɡ 
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Industry 4.0 [28]. Ʉ.ɢ ɖ ŰŮɢɜɞɚɞɔɑŬ IoT ɛŬɠ ɏɢŮɘ ŭɩůŮɘ Űɖ ŭɡɜŬŰɧŰɖŰŬ ɜŬ ůɡɜŭŮɧɛŬůŰŮ 

ŬˊɞɛŬəɟɡůɛɏɜŬ ůŮ ŬɘůɗɖŰɐɟŮɠ ˊɞɡ ɛŬɠ ŭɑɜɞɡɜ əɎˊɞɘŮɠ ɛŮŰɟɐůŮɘɠ əŬɘ ɓɎůɖ ŬɡŰɩɜ ɜŬ 

ˊɟŬɔɛŬŰɞˊɞɘɐůɞɡɛŮ Űɖɜ ŬɜŰɑůŰɞɘɢɖ ŮɜɏɟɔŮɘŬ ůŰɘɠ ŭɘɎűɞɟŮɠ ɓɘɞɛɖɢŬɜɘəɏɠ, ɔŮɤɟɔɘəɏɠ ɐ 

ˊŮɟɘɓŬɚɚɞɜŰɘəɏɠ ŮűŬɟɛɞɔɏɠ [25]. 

Ⱥˊɑůɖɠ ɗŬ ŮɑɜŬɘ ˊɘɗŬɜɧ ɜŬ ˊɟɞůűɏɟɞɡɛŮ Smart City Services, ɧˊɤɠ ŮɚŮɔɢɧɛŮɜɞ 

ŭɑəŰɡɞ ɜŮɟɞɨ, ɖɚŮəŰɟɞŭɧŰɖůɖɠ, ŭɘɎűɞɟŮɠ ɛŮŰɟɐůŮɘɠ, ɏɝɡˊɜŬ əŰɐɟɘŬ, ɏɝɡˊɜŬ ɛɏůŬ 

ɛŬɕɘəɐɠ ɛŮŰŬűɞɟɎɠ, ɏɝɡˊɜŬ ŮɟɔɞůŰɎůɘŬ əŬɘ ɧɚŬ ŬɡŰɎ ůŮ ˊɟŬɔɛŬŰɘəɧ ɢɟɧɜɞ [25, 27, 

18]. 

ɇɏɚɞɠ Űɞ IoT ɗŬ ɛŬɠ ˊɟɞůűɏɟŮɘ ȭȭɏɝɡˊɜŬ ůɡůŰɐɛŬŰŬȭȭ ŰŬ ɞˊɞɑŬ ɗŬ ɛˊɞɟɞɨɜ ɜŬ 

ůɡɔɢɟɞɜɑɕɞɡɜ əŬɘ ɜŬ ŬɜŬɚɨɞɡɜ Űɘɠ ˊɚɖɟɞűɞɟɑŮɠ ˊɞɡ ůɡɚɚɏɔɞɜŰŬɘ [11]. Ƀɘ ŭɨɞ ŬɡŰɏɠ 

ŰŮɢɜɞɚɞɔɑŮɠ (Industry 4.0 əŬɘ IoT) ɗŬ ˊɟɞůűɏɟɞɡɜ ɛɘŬ əɞɘɜɐ ɡˊɞŭɞɛɐ ɖ ɞˊɞɑŬ ɗŬ 

ŬɜɞɑɝŮɘ Űɞ ŭɟɧɛɞ ɔɘŬ ɏɝɡˊɜŬ ŬɡŰɞŭɘɞɘəɞɨɛŮɜŬ ůɡůŰɐɛŬŰŬ.  

ȷɡŰɐ ɖ ˊɞɚɚɎ ɡˊɞůɢɧɛŮɜɖ ɘŭɏŬ ɞŭɐɔɖůŮ ůŮ ŭɘɎűɞɟŮɠ ˊŬɔəɧůɛɘŮɠ 

ˊɟɤŰɞɓɞɡɚɑŮɠ ɧˊɤɠ ñthe Fourth Industrial Revolutionò ůŰɖ ũŮɟɛŬɜɑŬ (Industry 4.0), 

ñFactory of the Futureò ůŰɖɜ ȺɡɟɤˊŬɥəɐ Ȱɜɤůɖ əŬɘ ñMade in China 2025ò. 

 2.3  ȹɘŬůɡɜŭŮůɘɛɧŰɖŰŬ ɛŮŰŬɝɨ Industry 4.0 əŬɘ IoT 

ɇɞ Industry 4.0 ŮɑɜŬɘ ɛɘŬ ɘŭɏŬ ˊɞɡ ˊɟɞŰɎɗɖəŮ ůŰɖ ũŮɟɛŬɜɑŬ Űɞ 2011. ȼ 

ũŮɟɛŬɜɑŬ əŬɗɩɠ ŮɑɜŬɘ ɛɘŬ ȭȭɡˊŮɟŭɨɜŬɛɖȭȭ ůŰɞ əŬŰŬůəŮɡŬůŰɘəɧ əŬɘ ˊŬɟŬɔɤɔɘəɧ 

ɓɘɞɛɖɢŬɜɘəɧ ɢɩɟɞ ŬˊɞűɎůɘůŮ ɜŬ ɝŮəɘɜɐůŮɘ Űɖɜ ɡɚɞˊɞɑɖůɖ Űɞɡ Industry 4.0 ɛŮ ůəɞˊɧ 

ɖ ɢɩɟŬ ŬɡŰɐ ɜŬ ɔɑɜŮɘ ɏɜŬ əɏɜŰɟɞ ɡɣɖɚɐɠ ŰŮɢɜɞɚɞɔɑŬɠ ɛɏɢɟɘ Űɞ 2025. 

ȼ ũŮɟɛŬɜɘəɐ əɡɓɏɟɜɖůɖ ˊɘůŰŮɨŮɘ ˊɤɠ ɖ ɛŮŰɎɓŬůɖ ůŰɞ Industry 4.0 ɗŬ 

ɓɞɖɗɐůŮɘ ůŰɖɜ ŬɜŰɘɛŮŰɩˊɘůɖ Űɤɜ ˊɟɞəɚɐůŮɤɜ ˊɞɡ ŬɜŰɘɛŮŰɤˊɑɕŮɘ ɞ 21ɞɠ ŬɘɩɜŬɠ. ɇɞ 

Industry 4.0 ɗŬ ˊŬɟɏɢŮɘ ˊɚɖɟɞűɞɟɑŮɠ əŬɘ ŮˊɘəɞɘɜɤɜɑŬ ɔɘŬ ȭȭɏɝɡˊɜŬ ůɡůŰɐɛŬŰŬȭȭ [13]. 

ɇŬ ȭȭɏɝɡˊɜŬ ůɡůŰɐɛŬŰŬȭȭ ŰŬ ɞˊɞɑŬ ˊŮɟɘɚŬɛɓɎɜɞɡɜ: ȭȭɏɝɡˊɜŮɠ ˊɧɚŮɘɠȭȭ, ȭȭɏɝɡˊɜŬ 

ŮɟɔɞůŰɎůɘŬȭȭ, ȭȭɏɝɡˊɜŬ ŭɑəŰɡŬȭȭ ɏɢɞɡɜ ɔɑɜŮɘ ɖ ŮˊɘŰɞɛɐ Űɖɠ ůɨɔɢɟɞɜɖɠ ŰŮɢɜɞɚɞɔɑŬɠ. 

ɇŬ ȭȭɏɝɡˊɜŬ ůɡůŰɐɛŬŰŬȭȭ ŰŬ ɞˊɞɑŬ ŮɑɜŬɘ ɛɘŬ Ŭˊɧ Űɘɠ ˊŰɡɢɏɠ Űɞɡ Industry 4.0 ɗŬ 

űɏɟɞɡɜ ŰŮɟɎůŰɘŮɠ ŬɚɚŬɔɏɠ ůŰɞɜ ɓɘɞɛɖɢŬɜɘəɧ ŰɞɛɏŬ [ȺɘəɧɜŬ 2]. ɄɟɧůűŬŰŮɠ ŬɜŬűɞɟɏɠ 

ŭŮɑɢɜɞɡɜ ɧŰɘ ɞɘ ɞɘəɞɜɞɛɘəɏɠ ŮˊɘˊŰɩůŮɘɠ ůŰɖɜ ɔŮɟɛŬɜɘəɐ ɓɘɞɛɖɢŬɜɑŬ ɗŬ ŮɑɜŬɘ Ŭɨɝɖůɖ 

Űɖɠ ŬəŬɗɎɟɘůŰɖɠ ŬɝɑŬɠ 267 ŭɘɠ Ůɡɟɩ ɏɤɠ Űɞ 2025 ɛŮŰɎ Űɖɜ ŮɘůŬɔɤɔɐ əŬɘ ŮűŬɟɛɞɔɐ Űɞɡ 

Industry 4.0. 
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ȺɘəɧɜŬ 2 ɀɞɜŰɏɚɞ Ůɜɞˊɞɑɖůɖɠ Űɞɡ IoT ůŰɞ Industry 4.0 

ɋůŰɧůɞ ɗŬ ɡˊɎɟɢŮɘ ŬɜɎɔəɖ ɔɘŬ ŬˊɟɧůəɞˊŰɖ ŮˊɘəɞɘɜɤɜɑŬ ɛŮŰŬɝɨ ɧɚɤɜ ŬɡŰɩɜ 

Űɤɜ ȭȭɏɝɡˊɜɤɜ ůɡůŰɖɛɎŰɤɜȭȭ. ɇɞ IoT ɗŬ ˊŬɟɏɢŮɘ Űɖɜ ŬˊŬɘŰɞɨɛŮɜɖ ɡˊɞŭɞɛɐ ɔɘŬ Űɖɜ  

ŮˊɘəɞɘɜɤɜɑŬ ɛŮŰŬɝɨ Űɞɡ Ŭɡɝɖɛɏɜɞɡ Ŭɟɘɗɛɞɨ ŬɘůɗɖŰɐɟɤɜ əŬɘ ůɡůŰɖɛɎŰɤɜ. ŪŬ 

ɢɟɖůɘɛɞˊɞɘɖɗŮɑ Űɞ IPv6 əŬɗɩɠ ˊŬɟɏɢŮɘ ɛɞɜŬŭɘəɧ Ŭɟɘɗɛɧ ŭɘŮɡɗɨɜůŮɤɜ 2128 . Ⱥˊɞɛɏɜɤɠ 

əɎɗŮ ȭȭɏɝɡˊɜɖ ůɡůəŮɡɐȭȭ ɗŬ ɏɢŮɘ ɛɞɜŬŭɘəɐ ŭɘŮɨɗɡɜůɖ IP [13, 32]. ɇɞ IPv6 ɗŬ ŮˊɘŰɟɏɣŮɘ 

Űɖɜ ŬˊŮɟɘɧɟɘůŰɖ ˊɟɞůɗɐəɖ ůɡůəŮɡɩɜ ůŰɞ Internet ˊɞɡ ŮɑɜŬɘ ɖ ɘŭɏŬ ˊɑůɤ Ŭˊɧ Űɖɜ 

ɏɜɜɞɘŬ Űɞɡ IoT. 

ȷɜ ŮűŬɟɛɧůɞɡɛŮ Űɖɜ ɑŭɘŬ ɘŭɏŬ ůŮ ˊŮɟɘɓɎɚɚɞɜ ˊŬɟŬɔɤɔɐɠ, ɗŬ ŮˊɘŰɟɏɣŮɘ Űɞɡɠ 

əŬŰŬůəŮɡŬůŰɏɠ ůɡůŰɖɛɎŰɤɜ ŬɡŰɞɛŬŰɘůɛɞɨ ɜŬ ŮɜůɤɛŬŰɩůɞɡɜ ɏɜŬ ŰŮɟɎůŰɘɞ Ŭɟɘɗɛɧ 

ŬɘůɗɖŰɐɟɤɜ, ŮɚŮɔəŰɩɜ əŬɘ ˊɟɞɥɧɜŰɤɜ əɎŰɤ Ŭˊɧ ɛɘŬ əɞɘɜɐ ˊɚŬŰűɧɟɛŬ. 

ȼ ŮɜůɤɛɎŰɤůɖ Űɞɡ IoT ůŰɞ Industry 4.0 ɗŬ ŬˊŬɘŰŮɑ ɏɜŬ ɚɞɔɘůɛɘəɧ ŮˊɑˊŮŭɞ Űɞ 

ɞˊɞɑɞ ɗŬ ɛŮŰŬŰɟɏˊŮɘ Űɘɠ űɡůɘəɏɠ ůɡɜɗɐəŮɠ ˊŬɟŬɔɤɔɐɠ əŬɗɩɠ əŬɘ ŰŬ ůɡůŰɐɛŬŰŬ 

ˊŬɟŬɔɤɔɐɠ ůŮ Ůɡűɡɐ ŬɜŰɘəŮɑɛŮɜŬ. ɇɞ ŮˊɑˊŮŭɞ ŬɡŰɧ ŬˊŬɘŰŮɑŰŮ Ŭˊɧ Űɞɡɠ ŬɘůɗɖŰɐɟŮɠ. 

ũɑɜɞɜŰŬɘ ˊɞɚɡɎɟɘɗɛŮɠ ɏɟŮɡɜŮɠ ɔɘŬ Űɖ ŭɖɛɘɞɡɟɔɑŬ ŬɡŰɞɨ Űɞɡ ɚɞɔɘůɛɘəɞɨ Ůˊɘˊɏŭɞɡ Űɞ 

ɞˊɞɑɞ ɗŬ ŮɑɜŬɘ ɘəŬɜɧ ɜŬ ɛŮŰŬŰɟɏˊŮɘ ŰŬ ɛɖɢŬɜɘəɎ ŮɝŬɟŰɐɛŬŰŬ ůŮ Ůɡűɡɐ ŬɜŰɘəŮɑɛŮɜŬ 

[12]. 

ȼ ŮˊɘŰɡɢɐɠ ɡɚɞˊɞɑɖůɖ Űɞɡ Industry 4.0 ŮɝŬɟŰɎŰŬɘ Ŭˊɧ Űɞ Ůɑŭɞɠ Űɤɜ ŰŮɢɜɞɚɞɔɘɩɜ 

Űɞɡ IoT ˊɞɡ ŮűŬɟɛɧɕɞɜŰŬɘ ŬɡŰɐ Űɖ ůŰɘɔɛɐ ůŰɞɜ əɧůɛɞ Űɖɠ ˊɚɖɟɞűɞɟɘəɐɠ. Ⱥˊɑ Űɞɡ 

ˊŬɟɧɜŰɞɠ ɡˊɎɟɢɞɡɜ ɞɟɘůɛɏɜŮɠ ŰŮɢɜɞɚɞɔɑŮɠ ˊɞɡ ɏɢɞɡɜ əŬŰŬůŰɐůŮɘ ŭɡɜŬŰɐ Űɖ 

ɛŮŰŬŰɟɞˊɐ Űɤɜ űɡůɘəɩɜ ŬɜŰɘəŮɘɛɏɜɤɜ ůŮ Ůɡűɡɐ ˊɟɎɔɛŬŰŬ. ɆŮ ŬɡŰɏɠ Űɘɠ ŰŮɢɜɞɚɞɔɑŮɠ 

ˊŮɟɘɚŬɛɓɎɜɞɜŰŬɘ ŰŬ Radio Frequency Identification (RFID), Internet Protocol (IP), 
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Electronic Product Code (EPC), Barcode, Wireless Fidelity (Wi-Fi), Bluetooth, 

ZigBee, Near Field Communication (NFC) əŬɘ ɞɘ ŮɜŮɟɔɞˊɞɘɖŰɏɠ [18]. 

ȷɡŰɏɠ ɞɘ ŰŮɢɜɞɚɞɔɑŮɠ əŬɗɩɠ əŬɘ ɎɚɚŮɠ ˊɞɡ ŬɜŬˊŰɨůůɞɜŰŬɘ ɗŬ əŬɗɞɟɑůɞɡɜ Űɞ 

ˊɩɠ ɗŬ ŮűŬɟɛɞůŰŮɑ Űɞ Industry 4.0. Ƀɘ ŰŮɢɜɞɚɞɔɑŮɠ IoT ɗŬ ɓɞɖɗɐůɞɡɜ Ůˊɑůɖɠ Űɞɡɠ 

ˊɟɞɔɟŬɛɛŬŰɘůŰɏɠ ɜŬ ŬɜŬˊŰɨɝɞɡɜ ŮűŬɟɛɞɔɏɠ ˊɞɡ ɗŬ ɢɟɖůɘɛɞˊɞɘɖɗɞɨɜ ůŮ ɓɘɞɛɖɢŬɜɘəɎ 

ůɡůŰɐɛŬŰŬ ŬɡŰɞɛŬŰɘůɛɞɨ, ɧˊɤɠ ůɡůŰɐɛŬŰŬ ŬɜŬɔɜɩɟɘůɖɠ ŰŬɡŰɧŰɖŰŬɠ, 

ůɡɜŮɟɔŬɕɧɛŮɜŮɠ ȭȭůɡɜŮɘŭɖŰɏɠ ɡˊɖɟŮůɑŮɠȭȭ ə.Ŭ.  

Ƀɘ ɡˊɖɟŮůɑŮɠ ůɡɔəɏɜŰɟɤůɖɠ ˊɚɖɟɞűɞɟɘɩɜ ɗŬ ɢɟɖůɘɛɞˊɞɘɞɨɜ Űɖɜ ŰŮɢɜɞɚɞɔɑŬɠ 

Űɞɡ IoT ɧˊɤɠ Űɞ ZigBee ˊɞɡ ɛˊɞɟŮɑ ɜŬ ůɡɚɚɏɔŮɘ ŭŮŭɞɛɏɜŬ Ŭˊɧ ŬɘůɗɖŰɐɟŮɠ, ɜŬ ŰŬ 

ŮˊŮɝŮɟɔɎɕŮŰŬɘ əŬɘ ɜŬ ŰŬ ɛŮŰŬŭɑŭŮɘ ůŮ ɛɘŬ ŮˊɘɗɡɛɖŰɐ ŮűŬɟɛɞɔɐ. Ƀɘ ȭȭůɡɜŮɘŭɖŰɏɠ 

ɡˊɖɟŮůɑŮɠȭȭ ˊŬɑɟɜɞɡɜ ŬˊɞűɎůŮɘɠ ɓŬůɘɕɧɛŮɜŮɠ ůŰŬ ůɡɚɚŮɔɧɛŮɜŬ ŭŮŭɞɛɏɜŬ. 

ȼ ŰŮɢɜɞɚɞɔɑŬ IoT ɗŬ ŭɘŬůűŬɚɑůŮɘ ɧŰɘ ŰŬ ůɡůŰɐɛŬŰŬ ˊɞɡ ɗŬ ɢɟɖůɘɛɞˊɞɘɖɗɞɨɜ 

ůŰɞ Industry 4.0 ɗŬ ŮɑɜŬɘ ɢŬɛɖɚɞɨ əɧůŰɞɡɠ əŬɘ ɗŬ ɏɢɞɡɜ ɢŬɛɖɚɧ ɚŮɘŰɞɡɟɔɘəɧ əɧůŰɞɠ. 

Ⱥˊɑůɖɠ ɗŬ ˊɟɞəŬɚɏůŮɘ ŰŮɟɎůŰɘŮɠ ŬɚɚŬɔɏɠ ůŰɞ Industry 4.0. ɀɘŬ ůɨɔəɟɘůɖ Ůɜɧɠ 

ŮɟɔɞůŰŬůɑɞɡ ůŰɖ ɓɘɞɛɖɢŬɜɑŬ Űɞɡ ůɐɛŮɟŬ ɛŮ ŮɟɔɞůŰɎůɘɞ Űɞɡ Industry 4.0 ɓɚɏˊɞɡɛŮ 

ůŰɞɜ ˊɑɜŬəŬ 1. [32, 6, 19] 

ɄɑɜŬəŬɠ 1 Ɇɨɔəɟɘůɖ ɛŮŰŬɝɨ ŮɟɔɞůŰŬůɑɞɡ Űɞɡ ůɐɛŮɟŬ ɛŮ ŮɟɔɞůŰɎůɘɞ Űɞɡ Industry 4.0 

 

 

 2.4  ɄɟɞŬˊŬɘŰɞɨɛŮŰŬ Űɖɠ IoT ŰŮɢɜɞɚɞɔɑŬɠ 

ȷɡŰɐ ɖ ŮɜɧŰɖŰŬ ˊŮɟɘɔɟɎűŮɘ Űɞɡɠ ˊŬɟɎɔɞɜŰŮɠ ˊɞɡ ˊɟɏˊŮɘ ɜŬ ŮɝŮŰɎůɞɡɜ ɞɘ 

ŮˊŬɔɔŮɚɛŬŰɑŮɠ IT əŬŰɎ Űɖɜ ŮűŬɟɛɞɔɐ Űɞɡ IoT, ɞɘ ɞˊɞɑɞɘ ŮɑɜŬɘ ůɖɛŬɜŰɘəɞɑ ɔɘŬ Űɖɜ 
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ɡɘɞɗɏŰɖůɖ Űɞɡ Industry 4.0. ȼ ŮˊɘŰɡɢɐɠ ɡɚɞˊɞɑɖůɖ Űɞɡ Industry 4.0 ɗŬ ŮɝŬɟŰɖɗŮɑ Ŭˊɧ 

Űɖɜ ŰɟɏɢɞɡůŬ IoT ɡˊɞŭɞɛɐ ˊɞɡ ɡˊɎɟɢŮɘ ůŰɞɜ əɧůɛɞ Űɖɠ ˊɚɖɟɞűɞɟɘəɐɠ. 

ŪŬ ɡˊɎɟɝŮɘ ɖ ŬɜɎɔəɖ ɔɘŬ ɏɜŬ ŬɜɞɘɢŰɧ əŬɘ ŭɘŬɚŮɘŰɞɡɟɔɘəɧ ůɨůŰɖɛŬ Cloud. ɇŬ 

ŬɜɞɘɢŰɎ ůɡůŰɐɛŬŰŬ Cloud ɗŬ ŮɝŬůűŬɚɑůɞɡɜ ůŰɞɡɠ ɢɟɐůŰŮɠ Űɖɜ ŮɚŮɡɗŮɟɑŬ ɜŬ 

ɛŮŰŬəɘɜɞɨɜŰŬɘ Ŭˊɧ ɏɜŬ ŭɖɛɧůɘɞ ůŮ ɏɜŬ ɘŭɘɤŰɘəɧ ůɨůŰɖɛŬ Cloud əŬɘ ŬɜŰɑůŰɟɞűŬ. Ƀɘ 

IoT ŮűŬɟɛɞɔɏɠ ˊɟɏˊŮɘ ɜŬ ɏɢɞɡɜ ɢŬɛɖɚɐ əŬŰŬɜɎɚɤůɖ ŮɜɏɟɔŮɘŬɠ, ɗŬ ˊɟɏˊŮɘ ɜŬ ŮɑɜŬɘ 

ŮɡɏɚɘəŰŮɠ əŬɘ ŭɘŬɗɏůɘɛŮɠ ŬɜɎ ˊɎůŬ ůŰɘɔɛɐ. 

ŪŬ ɡˊɎɟɝŮɘ ŬɜɎɔəɖ ɔɘŬ hardware ˊɞɡ ŬˊɞŰŮɚŮɑŰŬɘ Ŭˊɧ ŬɘůɗɖŰɐɟŮɠ, 

ŮɜŮɟɔɞˊɞɘɖŰɏɠ, əɎɛŮɟŮɠ IP, CCTV əŬɘ ŮɜůɤɛŬŰɤɛɏɜŬ ůɡůŰɐɛŬŰŬ. Ⱥˊɑůɖɠ ɗŬ ɢɟŮɘŬůŰŮɑ 

ɜŬ ɡˊɎɟɝɞɡɜ ŮɟɔŬɚŮɑŬ ˊɚɖɟɞűɞɟɘəɐɠ ˊɞɡ ɗŬ ɛˊɞɟɞɨɜ ɜŬ ɢŮɘɟɘůŰɞɨɜ Űɖɜ ŬɜɎɚɡůɖ Űɤɜ 

ŭŮŭɞɛɏɜɤɜ Űɧůɞ ůŰŬ ůɡůŰɐɛŬŰŬ Cloud ŬɚɚɎ əŬɘ ůŮ Big Data.  

Ƀɘ ŮˊŬɔɔŮɚɛŬŰɑŮɠ IT ɗŬ ˊɟɏˊŮɘ ɜŬ ŮˊɘɓɎɚɞɡɜ ɛɖɢŬɜɘůɛɞɨɠ ˊɞɡ ɗŬ ˊŬɟɏɢɞɡɜ 

ˊɟɞůŰŬůɑŬ ŭŮŭɞɛɏɜɤɜ, ŭŮŭɞɛɏɜɞɡ ɧŰɘ Űɞ IoT ɗŬ ůɡɜŭɏůŮɘ ˊɞɚɚɏɠ ůɡůəŮɡɏɠ ůŰɞ 

ȲɜŰŮɟɜŮŰ əŬɘ ɏŰůɘ ɗŬ ɡˊɎɟɝŮɘ ˊɚɖɗɩɟŬ ůɡɚɚɞɔɐ ŭŮŭɞɛɏɜɤɜ Ŭˊɧ ŭɘɎűɞɟŮɠ ŮűŬɟɛɞɔɏɠ. 

ȷɡŰɧ ɗŬ ŭɖɛɘɞɡɟɔɐůŮɘ ŬɜɖůɡɢɑŮɠ ɤɠ ˊɟɞɠ Űɖɜ ˊɟɞůŰŬůɑŬ ɧɚɤɜ ŬɡŰɩɜ Űɤɜ ŭŮŭɞɛɏɜɤɜ, 

Űɞ ɞˊɞɑɞ ŮɑɜŬɘ əɎŰɘ ˊɞɡ ˊɟɏˊŮɘ ɜŬ ŬɜŰɘɛŮŰɤˊɘůŰŮɑ. 

ȷəɧɛɖ ŮəŰɘɛɎŰŬɘ Űɧůɞ ɔɘŬ Űɘɠ ŮűŬɟɛɞɔɏɠ ɧůɞ əŬɘ ɔɘŬ əŬɘ ɔɘŬ Űɘɠ ůɡůəŮɡɏɠ ɧŰɘ 

ɗŬ ˊɟɏˊŮɘ ɜŬ ɏɢɞɡɜ ɢŬɟŬəŰɖɟɘůŰɘəɎ ɧˊɤɠ ŬɝɘɞˊɘůŰɑŬ, ɢŬɛɖɚɐ əŬŰŬɜɎɚɤůɖ ŮɜɏɟɔŮɘŬɠ, 

ŬůűɎɚŮɘŬ, ŬˊɚɧŰɖŰŬ ɢɟɐůɖɠ, ˊɟɞůŬɟɛɧůɘɛɞ ůɨůŰɖɛŬ ŮˊɘəɞɘɜɤɜɑŬɠ, Ůɨəɞɚɖ 

ŮɜůɤɛɎŰɤůɖ ůŮ ɡˊɎɟɢɞɜŰŬ ůɡůŰɐɛŬŰŬ əŬɗɩɠ əŬɘ ɡˊɞůŰɐɟɘɝɖ ɔɘŬ ɓɘɞɛɖɢŬɜɘəɎ 

ˊŮɟɘɓɎɚɚɞɜŰŬ. 

Ⱥˊɞɛɏɜɤɠ ɞɘ ŮˊŬɔɔŮɚɛŬŰɑŮɠ IT ɗŬ ˊɟɏˊŮɘ ɜŬ ŮɝŮŰɎůɞɡɜ Űɘɠ ˊɟɞŬɜŬűŮɟɗŮɑůŮɠ 

ˊɟɞɦˊɞɗɏůŮɘɠ əŬɘ ɜŬ ůɡɜŮɟɔŬůŰɞɨɜ ɛŮ Űɞɡɠ Ŭɜɗɟɩˊɞɡɠ Űɖɠ ɓɘɞɛɖɢŬɜɑŬɠ əŬɗɩɠ ɗŬ 

ŮɑɜŬɘ ŬɡŰɞɑ ɧˊɞɡ ɛŮ Űɖ ɢɟɐůɖ Űɤɜ ůɡůŰɖɛɎŰɤɜ Űɞɡɠ ɗŬ ŭɘŬɛɞɟűɩůɞɡɜ Űɞ Industry 4.0 

[4]. 

 2.5  ɄɟɞəɚɐůŮɘɠ Űɞɡ IoT ůŰɞ Industry  4.0 

ȷɡŰɐ ɖ ŮɜɧŰɖŰŬ ˊŮɟɘɔɟɎűŮɘ Űɘɠ ˊɟɞəɚɐůŮɘɠ ˊɞɡ ɗŬ ŬɜŰɘɛŮŰɤˊɑůŮɘ ɖ ŰŮɢɜɞɚɞɔɑŬ 

əŬɘ ɞɘ ŮűŬɟɛɞɔɏɠ Űɞɡ IoT ůŰɞ Industry 4.0. 

ȼ ˊɟɩŰɖ Ŭˊɧ ŬɡŰɏɠ ŮɑɜŬɘ ɖ ɏɚɚŮɘɣɖ ɛɘŬɠ Űɡˊɞˊɞɘɖɛɏɜɖɠ ŬɟɢɘŰŮəŰɞɜɘəɐɠ. Ⱥˊɑ 

Űɞɡ ˊŬɟɧɜŰɞɠ ɡˊɎɟɢɞɡɜ ˊɞɚɚɏɠ ŬɟɢɘŰŮəŰɞɜɘəɏɠ IoT ˊɞɡ ɏɢɞɡɜ ˊɟɞŰŬɗŮɑ, ɧˊɤɠ ɞɘ 

ŬɟɢɘŰŮəŰɞɜɘəɏɠ ˊɞɡ ŮəŭɧɗɖəŬɜ Ŭˊɧ Űɞ European FP7, ITU, IoT Forum, Qian Xiaocong, 
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Zhang Jidong Architecture, Kun Han, Shurong Liu, Dacheng Zhang əŬɘ Ying Hans 

Architectures [26, 29]. Ƀɘ ŭɨɞ ˊɘɞ əɞɘɜɏɠ ŬɟɢɘŰŮəŰɞɜɘəɏɠ ˊɞɡ ŮɑɜŬɘ ŭɘŬɗɏůɘɛŮɠ ůŰɞ 

ȹɘŬŭɑəŰɡɞ ŮɑɜŬɘ ɞɘ IoT-A əŬɘ IIR-A. Ƀɘ ŬəŬŭɖɛŬɥəɞɑ ŮɟŮɡɜɖŰɏɠ əŬɗɩɠ əŬɘ ɞɘ Ɏɜɗɟɤˊɞɘ 

Űɖɠ ɓɘɞɛɖɢŬɜɑŬɠ əɎɜɞɡɜ ˊŮɟɘůůɧŰŮɟŮɠ ˊɟɞůˊɎɗŮɘŮɠ ɔɘŬ Ŭɜ ŬɜŬˊŰɨɝɞɡɜ ɎɚɚŮɠ 

ŬɟɢɘŰŮəŰɞɜɘəɏɠ ɧˊɤɠ ɡˊɞŭŮɘəɜɨŮŰŬɘ ůŮ ŬɡŰɏɠ Űɘɠ ŭɖɛɞůɘŮɨůŮɘɠ [21, 5]. Ⱥˊɑůɖɠ 

ŮəŰɘɛɎŰŬɘ ɧŰɘ Űɞ 2020 ɗŬ ɡˊɎɟɝɞɡɜ ˊɎɜɤ Ŭˊɧ 100ŭɘɠ ůɡůəŮɡɏɠ ůɡɜŭŮŭŮɛɏɜŮɠ ůŰɞ 

ȲɜŰŮɟɜŮŰ ɞɘ ɞˊɞɑŮɠ ɗŬ ŬˊŬɘŰɞɨɜ ɞɛŬɚɐ ŭɘŬɚŮɘŰɞɡɟɔɘəɧŰɖŰŬ ɛŮŰŬɝɨ Űɤɜ ŭɘŬűɧɟɤɜ 

ůɡůŰɖɛɎŰɤɜ [29]. 

ȯɚɚŮɠ ˊɟɞəɚɐůŮɘɠ ˊŮɟɘɚŬɛɓɎɜɞɡɜ Űɖɜ ŮŰŮɟɞɔɏɜŮɘŬ əŬɘ Űɞɡɠ ŭɘŬűɞɟŮŰɘəɞɨɠ 

əɨəɚɞɡɠ ɕɤɐɠ. ȳˊɤɠ ŬɜŬűɏɟɗɖəŮ ˊŬɟŬˊɎɜɤ, ˊɘůŰŮɨŮŰŬɘ ɧŰɘ ůŰɖɜ ŮˊɧɛŮɜɖ ŭŮəŬŮŰɑŬ 

ŭɘůŮəŬŰɞɛɛɨɟɘŬ ůɡůəŮɡɏɠ ɗŬ ůɡɜŭŮɗɞɨɜ ůŰɞ ȲɜŰŮɟɜŮŰ. ȺɑŭŬɛŮ Ůˊɑůɖɠ ɧŰɘ ɡˊɎɟɢŮɘ ɛɘŬ 

ˊɟɞůˊɎɗŮɘŬ Ŭˊɧ Űɞɡɠ Ŭɜɗɟɩˊɞɡɠ Űɖɠ ɓɘɞɛɖɢŬɜɑŬɠ ɜŬ ŬɜŬˊŰɡɢɗŮɑ ɏɜŬ IoT ́ ɟɧŰɡˊɞ ˊɞɡ 

ɗŬ ŮɑɜŬɘ ůŮ ɗɏůɖ ɜŬ ŭŮɢɗŮɑ ɜɏŮɠ ůɡůəŮɡɏɠ ɛŮ ɞɛŬɚɧ əŬɘ ŮɡɏɚɘəŰɞ Űɟɧˊɞ (Plug & Play). 

ȷəɧɛɖ ɛɘŬ ˊɟɧəɚɖůɖ ůɢŮŰɑɕŮŰŬɘ ɛŮ Űɞɜ ɧɔəɞ Űɤɜ ŭŮŭɞɛɏɜɤɜ ˊɞɡ ˊŬɟɎɔɞɜŰŬɘ 

Ŭˊɧ Űɞɜ ŰŮɟɎůŰɘɞ Ŭɟɘɗɛɧ ŬɘůɗɖŰɐɟɤɜ əŬɘ ůɡůəŮɡɩɜ. ȳɚŬ ŬɡŰɎ ŰŬ ŭŮŭɞɛɏɜŬ 

ɢɟŮɘɎɕɞɜŰŬɘ ɏɜŬ ɘəŬɜɧ ůɨůŰɖɛŬ ŬˊɞɗɐəŮɡůɖɠ, ˊŬɟŬəɞɚɞɨɗɖůɖɠ əŬɘ ŬɜɎɚɡůɖɠ ɏŰůɘ 

ɩůŰŮ ɜŬ ɏɢɞɡɛŮ ɢɟɐůɘɛŮɠ ˊɚɖɟɞűɞɟɑŮɠ. ɄŬɟɧɚŬ ŬɡŰɎ ɢɟŮɘɎɕŮŰŬɘ ɛŮɔɎɚɖ ˊɟɞůɞɢɐ ɛŮ 

Űɖɜ ŬůűɎɚŮɘŬ ŬɡŰɩɜ Űɤɜ ŭŮŭɞɛɏɜɤɜ [4]. 

Ƀɘ ŮˊŬɔɔŮɚɛŬŰɑŮɠ IT ɗŬ ˊɟɏˊŮɘ ɜŬ ɚɎɓɞɡɜ ɡˊɧɣɘɜ ɧŰɘ ɞɘ ŮűŬɟɛɞɔɏɠ IoT ɗŬ 

ɚŮɘŰɞɡɟɔɞɨɜ ůŮ ŮŰŮɟɞɔŮɜɏɠ ˊŮɟɘɓɎɚɚɞɜ ˊɞɡ ŬˊɞŰŮɚŮɑŰŬɘ Ŭˊɧ ůɡůəŮɡɏɠ ˊɞɡ ɏɢɞɡɜ 

ŭɘŬűɞɟŮŰɘəɎ ɢŬɟŬəŰɖɟɘůŰɘəɎ ŬɚɚɎ əŬɘ ˊɞɚɚɞɨɠ ˊɘɗŬɜɞɨɠ əŬŰŬůəŮɡŬůŰɏɠ.  

ɇɏɚɞɠ ɏɢɞɡɛŮ ŭŮɘ ˊɤɠ Űɞ Industry 4.0 ŬˊŬɘŰŮɑ ɏɝɡˊɜŬ ŮɟɔŬɚŮɑŬ ŬɜɎɚɡůɖɠ Űɤɜ 

ŭŮŭɞɛɏɜɤɜ ɔɘŬ Űɖɜ ŮˊɘŰɡɢɖɛɏɜɖ ɚɐɣɖ Űɖɠ ˊɚɖɟɞűɞɟɑŬɠ. 

 2.6  Industry  4.0 əŬɘ Big Data 

Ƀ ɓɘɞɛɖɢŬɜɘəɧɠ ŬɡŰɞɛŬŰɘůɛɧɠ ɔɑɜŮŰŬɘ ɧɚɞ əŬɘ ˊɘɞ ůɨɜɗŮŰɞɠ əŬɘ ŰŬ ŭŮŭɞɛɏɜŬ 

ˊɞɡ ́ ŬɟɎɔɞɜŰŬɘ ɛŮŰŬɓɎɚɚɞɜŰŬɘ ůŮ Big Data. ɅɞɛˊɧŰ, CPS, ŬɘůɗɖŰɐɟŮɠ, ŮɜŮɟɔɞˊɞɘɖŰɏɠ, 

ŭɘŬəɧˊŰŮɠ, ɓɘɞɛɖɢŬɜɘəɞɨɠ ɡˊɞɚɞɔɘůŰɏɠ, PLCs əŬɘ ŰŬ ɓɘɞɛɖɢŬɜɘəɎ ŭɑəŰɡŬ ŮɑɜŬɘ ɖ əɨɟɘŮɠ 

ˊɖɔɏɠ Űɤɜ Big Data ůŰɞ Industry 4.0. 

ɇŬ Big Data ŮɑɜŬɘ ɖ ɏɜɜɞɘŬ Űɤɜ ŭŮŭɞɛɏɜɤɜ ɧˊɞɡ ŮɑɜŬɘ ŭɨůəɞɚɞ ɜŬ 

ůɡɔəŮɜŰɟɤɗɞɨɜ, ɜŬ ŬˊɞɗɖəŮɡŰɞɨɜ, ɜŬ ŭɘŬɢŮɘɟɘůŰɞɨɜ əŬɘ ɜŬ ŮˊŮɝŮɟɔŬůŰɞɨɜ ɛŮ əɚŬůɘəɎ 

ŮɟɔŬɚŮɑŬ əŬɘ ŰŮɢɜɞɚɞɔɑŮɠ. ɇɘɠ ŰŮɚŮɡŰŬɑŮɠ ŭɨɞ ŭŮəŬŮŰɑŮɠ ŰŬ Big Data ůŰɞ ɢɩɟɞ Űɖɠ 
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ɓɘɞɛɖɢŬɜɑŬɠ ɏɢɞɡɜ ŬɡɝɖɗŮɑ ůŮ ŰŮɟɎůŰɘɞ ɓŬɗɛɧ ůŮ ŭɘɎűɞɟɞɡɠ ŰɞɛŮɑɠ əŬɘ ŬɡɝɎɜɞɜŰŬɘ 

ŮəɗŮŰɘəɎ. ɇɞ 2011, ɞ ɧɔəɞɠ Űɤɜ ŭŮŭɞɛɏɜɤɜ ˊɞɡ ŭɖɛɘɞɡɟɔɐɗɖəŮ ůŰɞɜ əɧůɛɞ ɐŰŬɜ 

1,8ZB əŬɘ ŬɡŰɧ ɗŬ ŭɘˊɚŬůɘɎɕŮŰŮ əɎɗŮ ˊŮɟɑˊɞɡ 2 ɢɟɧɜɘŬ ůŰɞ Ůɔɔɨɠ ɛɏɚɚɞɜ [2].  

ɇɞ Industry 4.0 ŮɑɜŬɘ ɏɜŬ ɛŮɑɔɛŬ ůɨɔɢɟɞɜɤɜ ɏɝɡˊɜɤɜ ŰŮɢɜɞɚɞɔɘɩɜ əŬɘ 

ůɡůŰɖɛɎŰɤɜ. ȷɡŰɧɠ ɞ ůɡɜŭɡŬůɛɧɠ ŭɖɛɘɞɡɟɔŮɑ əŬŰŬəɚɡůɛɧ Ŭˊɧ ŭŮŭɞɛɏɜŬ ŰŬ ɞˊɞɑŬ 

ŮɑɜŬɘ ŭɨůəɞɚɞ ɜŬ ŭɘŬɢŮɘɟɘůŰɞɨɜ ɛŮ ˊŬɟŬŭɞůɘŬəɎ ŮɟɔŬɚŮɑŬ əŬɘ Ŭɚɔɞɟɑɗɛɞɡɠ. Ⱥˊɞɛɏɜɤɠ 

ɖ ŬɜɎɚɡůɐ Űɞɡɠ ɔɑɜŮŰŬɘ ɛŮ ŮɟɔŬɚŮɑŬ ˊɞɡ ŮɑɜŬɘ ůɢŮŭɘŬůɛɏɜŬ ɔɘŬ Big Data. ɆŰɖɜ ŮɘəɧɜŬ 

3 ɛˊɞɟɞɨɛŮ ɜŬ ŭɞɨɛŮ ŰŬ 4 Vôs Űɤɜ ɓɘɞɛɖɢŬɜɘəɩɜ Big Data. 

 

ȺɘəɧɜŬ 3 ȸɘɞɛɖɢŬɜɘəɎ Big Data 

 

 2.7  ɄɟɞəɚɐůŮɘɠ Űɤɜ Big Data ůŰɞ Industry 4.0 

ɇŬ Big Data ɏɢɞɡɜ ˊɞɚɚɏɠ ˊɟɞəɚɐůŮɘɠ ůŮ ŭɘŬűɞɟŮŰɘəɎ ůɡůŰɐɛŬŰŬ ŬɚɚɎ ůŰɖɜ 

ˊŬɟɞɨůŬ ɏɟŮɡɜŬ ɗŬ ŮˊɘəŮɜŰɟɤɗɞɨɛŮ ůŰɘɠ ˊɟɞəɚɐůŮɘɠ Űɞɡ Industry 4.0. 

 2.7.1 ȷˊɧəŰɖůɖ ȹŮŭɞɛɏɜɤɜ 

ȰɜŬ ůɨůŰɖɛŬ SCADA ɏɢŮɘ Űɖ ŭɡɜŬŰɧŰɖŰŬ Űɖɠ ŬˊɧəŰɖůɖɠ əŬɘ ˊŬɟɞɡůɑŬůɖɠ 

ɧɚɤɜ Űɤɜ ŭŮŭɞɛɏɜɤɜ Ŭˊɧ Űɘɠ ůɡůəŮɡɏɠ ŬɡŰɞɛŬŰɘůɛɞɨ. ȷɡŰɏɠ ɞɘ ůɡůəŮɡɏɠ ŮɑɜŬɘ ɞɘ 

ŬɘůɗɖŰɐɟŮɠ, ɞɘ ŮɜŮɟɔɞˊɞɘɖŰɏɠ əŬɘ ŰŬ PLCs. 

ȼ ŬˊɧəŰɖůɖ ŭŮŭɞɛɏɜɤɜ ŮɑɜŬɘ ɛɘŬ ɛŮɔɎɚɖ ˊɟɧəɚɖůɖ ůŰɞ Industry 4.0 ɚɧɔɞ Űɤɜ 

ˊɞɚɚɩɜ ŭɘŬűɞɟŮŰɘəɩɜ ŰŮɢɜɞɚɞɔɘɩɜ, ɛɖɢŬɜɩɜ, Ůɑŭɖ Ŭˊɧ ŬɘůɗɖŰɐɟŮɠ, ůɡůəŮɡɩɜ IoT əŬɘ 
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ŭɘŬűɞɟŮŰɘəɩɜ ŭɘəŰɨɤɜ ŮˊɘəɞɘɜɤɜɑŬɠ. Ƀɘ ŬɘůɗɖŰɐɟŮɠ, ŮɜŮɟɔɞˊɞɘɖŰɏɠ əŬɘ ŰŬ PLCs ŮɑɜŬɘ 

ɞɘ əɨɟɘŮɠ ˊɖɔɏɠ Űɤɜ ŭŮŭɞɛɏɜɤɜ ˊɞɡ ˊŬɟɎɔɞɜŰŬɘ ůŰɖ ɓɘɞɛɖɢŬɜɑŬ. ɆŰɖɜ ŮɘəɧɜŬ 4 

ɛˊɞɟɞɨɛŮ ɜŬ ŭɞɨɛŮ ɛɘŬ ŭɘŮɟɔŬůɑŬ Ůəəɑɜɖůɖɠ/ůŰŬɛŬŰɖɛɞɨ Ůɜɧɠ əɘɜɖŰɐɟŬ, Űɞ ˊɩɠ ŮɑɜŬɘ 

ůɡɜŭŮŭŮɛɏɜɞɠ ɛŮ ɏɜŬɜ ŬɘůɗɖŰɐɟŬ ɗŮɟɛɞəɟŬůɑŬɠ ɞ ɞˊɞɑɞɠ əɎɜŮɘ Űɖɜ ŬɜɑɢɜŮɡůɖ əŬɘ Űɖɜ 

ˊɟɞɤɗŮɑ ůŰɞ PLC Űɞ ɞˊɞɑɞ ŮɑɜŬɘ ˊɟɞɔɟŬɛɛŬŰɘůɛɏɜɞ ɜŬ ŮɜŮɟɔɞˊɞɘŮɑ Űɞɜ ŭɘŬəɧˊŰɖ 

Ůəəɑɜɖůɖɠ/ůŰŬɛŬŰɖɛɞɨ (ŮɜŮɟɔɞˊɞɘɖŰɐɠ) Űɞɡ əɘɜɖŰɐɟŬ. 

 

ȺɘəɧɜŬ 4 Big Data - ɀɞɜŰɏɚɞ ŬɡŰɞɛŬŰɘůɛɞɨ 

Ƀɘ ŰɟŮɘɠ ŬɡŰɏɠ ůɡůəŮɡɏɠ ŬɜŬɚɨɞɜŰŬɘ ˊŬɟŬəɎŰɤ: 

1) ȷɘůɗɖŰɐɟŬɠ: ȺɑɜŬɘ ɖ ůɡůəŮɡɐ ɖ ɞˊɞɑŬ ɛŮŰŬŰɟɏˊŮɘ ɛɘŬ űɡůɘəɐ ŬɚɚŬɔɐ ůŮ 

ɖɚŮəŰɟɘəɧ ůɐɛŬ. ɇɞ ůɐɛŬ ŬɡŰɧ ˊɟɞɤɗŮɑŰŬɘ ůŰɞ PLC ɔɘŬ ˊŮɟŬɘŰɏɟɤ ŮɜɏɟɔŮɘŮɠ. Ƀɘ 

ŬɘůɗɖŰɐɟŮɠ ˊŬɟɎɔɞɡɜ ŰŮɟɎůŰɘɞ ɧɔəɞ ŭŮŭɞɛɏɜɤɜ ůŰɖ ɓɘɞɛɖɢŬɜɑŬ. Ƀɘ ˊŮɟɘůůɧŰŮɟŮɠ 

ɛɖɢŬɜɏɠ ɏɢɞɡɜ ŬɘůɗɖŰɐɟŮɠ ɞɘ ɞˊɞɑɞɘ ˊŬɑɟɜɞɡɜ ɛŮŰɟɐůŮɘɠ Ŭˊɧ Űɞ ŮɝɤŰŮɟɘəɧ 

ˊŮɟɘɓɎɚɚɞɜ Űɖɠ ɛɖɢŬɜɐɠ ˊ.ɢ ŬɘůɗɖŰɐɟŬɠ ɗŮɟɛɞəɟŬůɑŬɠ ɔɘŬ Űɖɜ ɑŭɘŬ Űɖ ɛɖɢŬɜɐ ŬɚɚɎ 

əŬɘ Űɞɡ ɢɩɟɞɡ ˊɞɡ ɓɟɑůəŮŰŬɘ. ȷɡŰɏɠ ɞɘ ɛŮŰɟɐůŮɘɠ ŮɑɜŬɘ ˊɎɟŬ ˊɞɚɨ ɢɟɐůɘɛŮɠ ɔɘŬ 

ŭɘɎűɞɟŮɠ ŬɜŬɚɨůŮɘɠ əŬɗɩɠ ɓɞɖɗɞɨɜ ůŰɖɜ ɚɐɣɖ ŬˊɞűɎůŮɤɜ. ȼ ŬˊɧəŰɖůɖ 

ŭŮŭɞɛɏɜɤɜ Ŭˊɧ ŬɘůɗɖŰɐɟŮɠ ŬˊɞŰŮɚŮɑ ɛɘŬ ˊɟɧəɚɖůɖ ůŰɞ Industry 4.0 ɔɘŬ 

ɛŮɚɚɞɜŰɘəɏɠ ˊɟɞɓɚɏɣŮɘɠ ˊɟɞɓɚɖɛɎŰɤɜ ůŮ ɛɖɢŬɜɏɠ əŬɘ ŬɜŮɨɟŮůɖ ŮɜŬɚɚŬəŰɘəɩɜ 

ɚɨůŮɤɜ Ůə Űɤɜ ˊɟɞŰɏɟɤɜ. 

 

2) ȺɜŮɟɔɞˊɞɘɖŰɏɠ: Ƀɘ ŮɜŮɟɔɞˊɞɘɖŰɏɠ ɚŬɛɓɎɜɞɡɜ ɖɚŮəŰɟɘəɎ ůɐɛŬŰŬ Ŭˊɧ ŰŬ PLC əŬɘ 

ŰŬ ɛŮŰŬŰɟɏˊɞɡɜ ůŮ űɡůɘəɏɠ ŮɜɏɟɔŮɘŮɠ. ȼ ŬɡŰɧɛŬŰɖ Ůəəɑɜɖůɖ ɛɘŬɠ ɛɖɢŬɜɐɠ ŮɑɜŬɘ 

ɏɜŬ Ŭˊɚɧ ˊŬɟɎŭŮɘɔɛŬ ɢɟɐůɖɠ Ůɜɧɠ ŮɜŮɟɔɞˊɞɘɖŰɐ ˊɞɡ ŮɑɜŬɘ ůɡɜŭŮŭŮɛɏɜɞɠ ůŮ ɏɜŬ 

PLC. ȷəɧɛɖ əŬɘ ůŮ ŬɡŰɐ Űɖ ˊŮɟɑˊŰɤůɖ ɏɢɞɡɛŮ ˊŬɟŬɔɤɔɐ ɛŮɔɎɚɞɡ ɧɔəɞɡ 

ŭŮŭɞɛɏɜɤɜ ůŰɖ ɓɘɞɛɖɢŬɜɑŬ Ŭˊɧ Űɞɡɠ ŮɜŮɟɔɞˊɞɘɖŰɏɠ. 
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3) PLC: ɇŬ PLC ŮɑɜŬɘ ɞɘ əɡɟɘɧŰŮɟŮɠ ůɡůəŮɡɏɠ ůŰɞ Industry 4.0 [1]. ɆŬɜ Ůɑůɞŭɞ 

ŭɏɢɞɜŰŬɘ ůɐɛŬŰŬ Ŭˊɧ ŬɘůɗɖŰɐɟŮɠ əŬɘ ůŬɜ ɏɝɞŭɞ ɏɢɞɡɜ ůɐɛŬŰŬ ˊɟɞɠ ŭɘɎűɞɟɞɡɠ 

ŮɜŮɟɔɞˊɞɘɖŰɏɠ. ɇŬ PLC ŮɑɜŬɘ ˊɟɞɔɟŬɛɛŬŰɘɕɧɛŮɜŮɠ ɛɞɜɎŭŮɠ ɧˊɞɡ ɏɢɞɡɜ 

ŬˊɞɗɖəŮɡɛɏɜŮɠ ɞŭɖɔɑŮɠ ɔɘŬ Űɖ ŭɘŬŭɘəŬůɑŬ Űɖɠ ŬɡŰɞɛŬŰɞˊɞɑɖůɖɠ əŬɘ ˊŬɑɟɜɞɡɜ 

ŬˊɞűɎůŮɘɠ ŬɜɎɚɞɔŬ ɛŮ ŰŬ ŭŮŭɞɛɏɜŬ ˊɞɡ ŭɏɢɞɜŰŬɘ ůŬɜ Ůɑůɞŭɞ Ŭˊɧ Űɞɡɠ ŬɘůɗɖŰɐɟŮɠ. 

ȰɜŬ ŮɟɔɞůŰɎůɘɞ ɏɢŮɘ ˊɎɟŬ ˊɞɚɚɎ PLC ŬɜɎɚɞɔŬ ɛŮ Űɘɠ ŭɘŬŭɘəŬůɑŮɠ ŬɡŰɞɛŬŰɘůɛɞɨ 

ˊɞɡ ɢɟŮɘɎɕŮŰŬɘ. Ƀɘ ŬɘůɗɖŰɐɟŮɠ, ɞɘ ŮɜŮɟɔɞˊɞɘɖŰɏɠ əŬɘ ŰŬ PLC əŬŰŬůəŮɡɎɕɞɜŰŬɘ Ŭˊɧ 

ŭɘŬűɞɟŮŰɘəɞɨɠ ˊɟɞɛɖɗŮɡŰɏɠ əŬɘ ŭɖɛɘɞɡɟɔɞɨɜ ŮŰŮɟɞɔŮɜɐ ŭŮŭɞɛɏɜŬ ŰŬ ɞˊɞɑŬ ŮɑɜŬɘ 

ɛɘŬ ɛŮɔɎɚɖ ˊɟɧəɚɖůɖ ɔɘŬ ŰŬ Big Data ůŰɖ ɓɘɞɛɖɢŬɜɑŬ. 

 2.7.2 ɀŮŰŬůɢɖɛŬŰɘůɛɧɠ ȹŮŭɞɛɏɜɤɜ 

ɇŬ ŭŮŭɞɛɏɜŬ ˊɞɡ ˊŬɟɎɔɞɜŰŬɘ ůŰɘɠ ɓɘɞɛɖɢŬɜɑŮɠ ŮɑɜŬɘ əŬŰɎ əɨɟɘɞ ɚɧɔɞ ŭŮŭɞɛɏɜŬ 

ɛɖɢŬɜɩɜ. ɇŬ PLC ɚŬɛɓɎɜɞɡɜ əŬɘ ˊŬɟɎɔɞɡɜ űɡůɘəɎ ŭŮŭɞɛɏɜŬ Ŭˊɧ ɖɚŮəŰɟɘəɎ ůɐɛŬŰŬ. 

ȳɚŬ ŬɡŰɎ ŰŬ ŮŰŮɟɞɔŮɜɐ ŭŮŭɞɛɏɜŬ ˊɞɡ ˊŬɟɎɔɞɜŰŬɘ Ŭɜ ɛŮŰŬůɢɖɛŬŰɘůŰɞɨɜ ůŮ 

ŭɘŬɢŮɘɟɑůɘɛŬ ŭŮŭɞɛɏɜŬ ɗŬ ɛˊɞɟɞɨɛŮ ɜŬ ˊɟɞɓɚɏɣɞɡɛŮ Űɖɜ ɓɚɎɓɖ ɛɘŬɠ ɛɖɢŬɜɐɠ Ŭˊɧ 

ˊŬɚŬɘɧŰŮɟŬ ŬˊɞɗɖəŮɡɛɏɜŬ ŭŮŭɞɛɏɜŬ. Ⱥˊɑůɖɠ ɗŬ ˊɟɏˊŮɘ ɜŬ ɛŮŰŬůɢɖɛŬŰɘůŰɞɨɜ əŬɘ ůŮ 

ɛɘŬ ɛɞɟűɐ əŬŰŬɜɞɖŰɐɠ ˊɚɖɟɞűɞɟɑŬɠ ɔɘŬ Űɞɡɠ ɢŮɘɟɘůŰɏɠ Űɤɜ ɛɖɢŬɜɖɛɎŰɤɜ. ȼ ɢɟɐůɖ 

Űɖɠ ɏɝɡˊɜɖɠ ŰŮɢɜɞɚɞɔɑŬɠ ůŰɞ Industry 4.0 ́ ɟɏˊŮɘ ɜŬ ɛŮŰŬůɢɖɛŬŰɑɕŮɘ ŰŬ ŭŮŭɞɛɏɜŬ ůŮ 

ŭɘɎűɞɟŮɠ ɛɞɟűɏɠ əŬɘ ɔɘŬ ŭɘɎűɞɟŮɠ ůɡůəŮɡɏɠ. ȼ ŭɘŬŰɐɟɖůɖ Űɖɠ ˊɚɖɟɞűɞɟɑŬɠ əŬɘ Űɤɜ 

ŭŮŭɞɛɏɜɤɜ ˊɟɘɜ ŬɚɚɎ əŬɘ ɛŮŰɎ Űɞɜ ɛŮŰŬůɢɖɛŬŰɘůɛɧ ŬˊɞŰŮɚŮɑ ɛɘŬ ˊɟɧəɚɖůɖ ůŰɞ 

Industry 4.0. 

 2.7.3 Ƚɞɇ ŭŮŭɞɛɏɜŬ 

ɇɞ IoT ŮɑɜŬɘ ɏɜŬ ˊŬɟɎŭŮɘɔɛŬ ŭɘəŰɨɤůɖɠ ɧˊɞɡ ŰŬ əɡɓŮɟɜɞűɡůɘəɎ ůɡůŰɐɛŬŰŬ 

ˊɞɡ ŬˊɞŰŮɚɞɨɜŰŬɘ Ŭˊɧ ŬɡŰɧɛŬŰɞɡɠ ŬɘůɗɖŰɐɟŮɠ, ŮɜŮɟɔɞˊɞɘɖŰɏɠ əŬɘ ŮɜůɤɛŬŰɤɛɏɜŬ 

ůɡůŰɐɛŬŰŬ ůɡɜŭɏɞɜŰŬɘ ɛŮ Űɞɜ űɡůɘəɧ əɧůɛɞ ůɡɛˊŮɟɘɚŬɛɓŬɜɞɛɏɜɞɡ əŬɘ Űɞɡ Ŭɜɗɟɩˊɞɡ 

ɔɘŬ ɡˊɞůŰɐɟɘɝɖ ůŮ ˊɟŬɔɛŬŰɘəɧ ɢɟɧɜɞ, ŬůűɎɚŮɘŬ, ɘŭɘɞŰɘəɧŰɖŰŬ əŬɘ ŮˊɘŭɧůŮɘɠ ɡɣɖɚɞɨ 

Ůˊɘˊɏŭɞɡ [16]. ɇɞ IoT ɏɢŮɘ ɛŮɔɎɚŮɠ ŭɡɜŬŰɧŰɖŰŮɠ ůŰɞɜ ŰɞɛɏŬ Űɖɠ ɛŮŰŬˊɞɑɖůɖɠ [31]. ɆŰɞ 

Industry 4.0 ɧɚŮɠ ɞɘ űɡůɘəɏɠ ůɡůəŮɡɏɠ ˊɞɡ ɓɟɑůəɞɜŰŬɘ ɛɏůŬ ůŮ ŮɟɔɞůŰɎůɘŬ ɗŬ ˊɟɏˊŮɘ 

ɜŬ ŮɑɜŬɘ ůɡɜŭŮŭŮɛɏɜŮɠ ɛŮ Űɞɜ ŮɝɤŰŮɟɘəɧ əɧůɛɞ əŬɘ ɜŬ ɛɞɘɟɎɕɞɜŰŬɘ ŭŮŭɞɛɏɜŬ. 

ɇŬ əɡɓŮɟɜɞűɡůɘəɎ ůɡůŰɐɛŬŰŬ, ɞɘ ɏɝɡˊɜŮɠ ůɡůəŮɡɏɠ, ŰŬ ɓɘɞɛɖɢŬɜɘəɎ ɧɟɔŬɜŬ, 

ɞɘ ŬɘůɗɖŰɐɟŮɠ, ɞɘ ŮɜŮɟɔɞˊɞɘɖŰɏɠ, ɞɘ OPC Server ŮɑɜŬɘ ˊŬɟŬŭŮɑɔɛŬŰŬ IoT ůɡůəŮɡɩɜ ˊɞɡ 
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ˊŬɟɎɔɞɡɜ ŮŰŮɟɞɔŮɜɐ ŭŮŭɞɛɏɜŬ. ɆŰɖɜ ŮɘəɧɜŬ 5 űŬɑɜŮŰŬɘ ɖ ŮɜůɤɛɎŰɤůɖ ŭɘŬűɞɟŮŰɘəɩɜ 

űɡůɘəɩɜ ůɡůəŮɡɩɜ ɛŮ Űɖɜ ŬɟɢɘŰŮəŰɞɜɘəɐ Űɞɡ Cloud ůŰɞ Industry 4.0. 

 

ȺɘəɧɜŬ 5 Industry 4.0 ɓŬůɘůɛɏɜɞ ůŮ ɛɞɜŰɏɚɞ ŬɡŰɞəɘɜɖŰɞɓɘɞɛɖɢŬɜɑŬɠ 

 

ɇŬ ŭŮŭɞɛɏɜŬ ˊɞɡ ůɡɚɚɏɔɞɜŰŬɘ Ŭˊɧ Űɘɠ ˊŬɟŬəɎŰɤ ŰŮɢɜɞɚɞɔɑŮɠ Űɞɡ IoT ˊŬɑɕɞɡɜ 

ůɖɛŬɜŰɘəɧ ɟɧɚɞ ůŰɞ Industry 4.0: 

1) Radio-Frequency Identification (RFID): ȼ ŰŮɢɜɞɚɞɔɑŬ RFID ɢɟɖůɘɛɞˊɞɘŮɑ 

ɖɚŮəŰɟɞɛŬɔɜɖŰɘəɎ ˊŮŭɑŬ ɔɘŬ Űɖ ɛŮŰŬűɞɟɎ ŭŮŭɞɛɏɜɤɜ ŬɚɚɎ əŬɘ Űɖɜ ŬɡŰɧɛŬŰɖ 

ŬɜɑɢɜŮɡůɖ ŬɜŰɘəŮɘɛɏɜɤɜ [3]. ȷˊɞŰŮɚŮɑŰŬɘ Ŭˊɧ ŮŰɘəɏŰŮɠ (tags) əŬɘ ŬɜŬɔɜɩůŰŮɠ 

ŮŰɘəŮŰɩɜ (readers). ȾɎɗŮ ůɡůəŮɡɐ ɏɢŮɘ ɛɘŬ ŮŰɘəɏŰŬ RFID ɛŮ ɛɞɜŬŭɘəɧ Ŭɟɘɗɛɧ. Ƀ 

ŬɜŬɔɜɩůŰɖɠ ŬɜɘɢɜŮɨŮɘ ŰŬ ŬɜŰɘəŮɑɛŮɜŬ ɛŮ Űɖɜ ŬɜɎɔɜɤůɖ Űɤɜ ŮŰɘəŮŰɩɜ. ȼ 

ŬˊɞɗɐəŮɡůɖ əŬɘ ɖ ŭɘŬɢŮɑɟɘůɖ Űɤɜ ŭŮŭɞɛɏɜɤɜ RFID ŬˊɞŰŮɚŮɑ ɛɘŬ ˊɟɧəɚɖůɖ ɔɘŬ Űɘɠ 

ɛŮɔɎɚŮɠ ŮˊɘɢŮɘɟɐůŮɘɠ əŬɗɩɠ ɛɧɜɞ ɞɟɘůɛɏɜŬ ŬɜŰɘəŮɑɛŮɜŬ əŬɘ ˊɟɞɥɧɜŰŬ ɏɢɞɡɜ RFID 

ŮŰɘəɏŰŮɠ. 

2) Wireless Sensor Network (WSN): To WSN ŮɑɜŬɘ ɏɜŬ ŭɑəŰɡɞ Ŭˊɧ əŬŰŬɜŮɛɖɛɏɜɞɡɠ 

ŬɡŰɧɜɞɛɞɡɠ əɧɛɓɞɡɠ ˊɞɡ ůɡɜŭɏɞɜŰŬɘ ɛŮ Ɏɚɚɞɡɠ əɧɛɓɞɡɠ ɛɏůɤ ŬůɨɟɛŬŰɤɜ 

ŬɘůɗɖŰɐɟɤɜ ůŮ ɏɜŬ ˊŮɟɘɞɟɘůɛɏɜɞ ˊŮɟɘɓɎɚɚɞɜ [16, 30]. Ƀ əɧɛɓɞɠ Űɤɜ ŬɘůɗɖŰɐɟɤɜ 

ɏɢŮɘ Űɖ ŭɡɜŬŰɧŰɖŰŬ ɜŬ ɚŮɘŰɞɡɟɔŮɑ ɛŮ ŬɡŰɞɞɟɔɎɜɤůɖ əŬɘ ɜŬ ůɡɜŭɏŮŰŬɘ ɛŮ Ɏɚɚɞɡɠ 
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əɧɛɓɞɡɠ ɔɘŬ ɜŬ ɛŮŰŬŭɩůŮɘ ŰŬ ŭŮŭɞɛɏɜŬ Űɞɡ ˊɑůɤ ůŰɞɜ əŮɜŰɟɘəɧ ůŰŬɗɛɧ ŭɘəŰɨɞɡ. 

ɀŮɟɘəɞɑ əɧɛɓɞɘ ɏɢɞɡɜ Űɖɜ ɘəŬɜɧŰɖŰŬ ɜŬ Ůɚɏɔɢɞɡɜ ŮɜŮɟɔɞˊɞɘɖŰɏɠ (űɡůɘəɏɠ 

ůɡůəŮɡɏɠ) ɛŮ Űɖɜ ɏɜɜɞɘŬ Űɞɡ ŬɡŰɞɛŬŰɘůɛɞɨ. ɇŬ WSN ˊŮɟɘɏɢɞɡɜ ɧɚŮɠ Űɘɠ 

ˊɚɖɟɞűɞɟɑŮɠ Űɤɜ əɧɛɓɤɜ ˊɞɡ ŭɘŬɗɏŰɞɡɜ ŬɘůɗɖŰɐɟŮɠ əŬɘ ŮɜŮɟɔɞˊɞɘɖŰɏɠ, ɔɘŬ Űɖɜ 

ŮˊɘəɞɘɜɤɜɑŬ əŬɘ Űɖ ɛŮŰŬűɞɟɎ Űɤɜ ŮɜŰɞɚɩɜ Űɞɡɠ. Ƀ ˊɑɜŬəŬɠ 2 ůɡɜɞɣɑɕŮɘ Űɘɠ 

ɡˊɎɟɢɞɡůŮɠ ŰŮɢɜɞɚɞɔɑŮɠ ŬůɨɟɛŬŰɖɠ ŮˊɘəɞɘɜɤɜɑŬɠ ˊɞɡ ŮɑɜŬɘ əŬŰɎɚɚɖɚŮɠ ɔɘŬ 

ŬůɨɟɛŬŰŬ ŭɑəŰɡŬ ŬɘůɗɖŰɐɟɤɜ (WSN) [24, 15]. ȼ ŭɘŬŰɐɟɖůɖ ɧɚɤɜ ŬɡŰɩɜ Űɤɜ 

ŭŮŭɞɛɏɜɤɜ ŮɑɜŬɘ ɛɘŬ Ŭˊɧ Űɘɠ ŬɜɎɔəŮɠ Űɞɡ Industry 4.0. 

ɄɑɜŬəŬɠ 2 Ɇɨɔəɟɘůɖ Űɤɜ ŭɘŬűɞɟŮŰɘəɩɜ ŰŮɢɜɞɚɞɔɘɩɜ ŮˊɘəɞɘɜɤɜɑŬɠ ůŰɞ IoT 

 

 

3) Cloud Computing: ɆŰɖ ůɖɛŮɟɘɜɐ Ůˊɞɢɐ ɖ ŬˊɞɗɐəŮɡůɖ, ɖ ɡˊɞɚɞɔɘůŰɘəɐ ɘůɢɨ, ɞɘ 

ɡɞ́ŭɞɛɏɠ, ɞɘ ˊɚŬŰűɧɟɛŮɠ əŬɘ ŰŬ ɚɞɔɘůɛɘəɎ ɛˊɞɟɞɨɜ ɜŬ ˊɟɞůűŮɟɗɞɨɜ ɤɠ ɡˊɖɟŮůɑŮɠ 

ˊɚɖɟɩɜɞɜŰŬɠ ɛɧɜɞ ɧůɞ Űɘɠ ɢɟɖůɘɛɞˊɞɘɞɨɛŮ. ȼ ɡˊɞŭɞɛɐ ɤɠ ɡˊɖɟŮůɑŬ (IaaS), ɖ 

ˊɚŬŰűɧɟɛŬ ɤɠ ɡˊɖɟŮůɑŬ (PaaS) əŬɘ Űɞ ɚɞɔɘůɛɘəɧ ɤɠ ɡˊɖɟŮůɑŬ (SaaS) ŮɑɜŬɘ ŰŬ 3 

əɨɟɘŬ ɛɞɜŰɏɚŬ Űɞɡ cloud computing. ȼ ŬɟɢɘŰŮəŰɞɜɘəɐ Űɞɡ IoT Cloud computing 

ˊŬɑɕŮɘ ůɖɛŬɜŰɘəɧ ɟɧɚɞ ɔɘŬ ŰŬ IoT ŭŮŭɞɛɏɜŬ. ɀˊɞɟɞɨɜ ɜŬ ŬˊɞɗɖəŮɨɞɜŰŬɘ ůŰɞ 

Cloud əŬɘ ɜŬ ŮɑɜŬɘ ˊɟɞůɓɎůɘɛŬ Ŭˊɧ ɞˊɞɡŭɐˊɞŰŮ əŬɘ ɞˊɞɘɞɜŭɐˊɞŰŮ ɛŮ ɢɟɐůɖ 

əɎˊɞɘɞɡ Internet Browser ɐ ɚɞɔɘůɛɘəɞɨ. 
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4) Industrial Internet: ɇɞ ɓɘɞɛɖɢŬɜɘəɧ ŭɘŬŭɑəŰɡɞ, Ůˊɑůɖɠ ɔɜɤůŰɧ ɤɠ ɓɘɞɛɖɢŬɜɘəɧ 

ŭɘŬŭɑəŰɡɞ Űɤɜ ˊɟŬɔɛɎŰɤɜ (IIoT), ŮɑɜŬɘ Űɞ ŭɘŬŭɑəŰɡɞ Űɤɜ ˊɟŬɔɛɎŰɤɜ (IoT) ɛɧɜɞ ɔɘŬ 

Űɘɠ ɓɘɞɛɖɢŬɜɑŮɠ, ɧˊɤɠ űŬɑɜŮŰŬɘ ůŰɖɜ ŮɘəɧɜŬ 6. Ƀɘ ȭȭɏɝɡˊɜŮɠȭȭ ɛɖɢŬɜɏɠ ůɡɜŭɏɞɡɜ Űɞɜ 

ɓɘɞɛɖɢŬɜɘəɧ əɧůɛɞ ŮůɤŰŮɟɘəɎ əŬɘ ŮɝɤŰŮɟɘəɎ, ŭɘŮɡəɞɚɨɜɞɜŰŬɠ Űɖɜ ŮˊɘəɞɘɜɤɜɑŬ ɛŮ 

ɢɟɐůɖ ˊɟɞɖɔɛɏɜɞɡ ɡɚɘəɞɨ (Hardware) ŬɚɚɎ əŬɘ ɚɞɔɘůɛɘəɞɨ (Software). ɇɞ IIoT 

ŬɜɞɑɔŮɘ ɜɏɞɡɠ ŭɟɧɛɞɡɠ ɔɘŬ ŰŬ ŭŮŭɞɛɏɜŬ ůŰɞ Industry 4.0 ɛŮ Űɖ ɢɟɐůɖ 

ŬɡŰɞɛŬŰɞˊɞɘɖɛɏɜɤɜ ŭŮŭɞɛɏɜɤɜ, Ŭɚɔɞɟɑɗɛɤɜ ˊɟɧɓɚŮɣɖɠ əŬɘ ŬɜɎɚɡůɖɠ ŭŮŭɞɛɏɜɤɜ 

Űɞɡ ɓɘɞɛɖɢŬɜɘəɞɨ ŭɘəŰɨɞɡ. 

 

ȺɘəɧɜŬ 6 Industrial Internet of Things (Ʉɖɔɐ [22] ) 

 2.7.4 ɄɟɧůɓŬůɖ ůŮ ́ɟŬɔɛŬŰɘəɧ ɢɟɧɜɞ 

ȼ ˊɟɧůɓŬůɖ ůŰŬ Big Data ůŮ ˊɟŬɔɛŬŰɘəɧ ɢɟɧɜɞ (realtime) ŮɑɜŬɘ ˊɞɚɨ 

ůɖɛŬɜŰɘəɧɠ ˊŬɟɎɔɞɜŰŬɠ ůŰɞ Industry 4.0. ɇŬ ůɡůŰɐɛŬŰŬ ŬɘůɗɖŰɐɟɤɜ, ŮɜŮɟɔɞˊɞɘɖŰɩɜ 

əŬɗɩɠ əŬɘ ɎɚɚŮɠ ůɡůəŮɡɏɠ ɢɟŮɘɎɕɞɜŰŬɘ ˊɟɧůɓŬůɖ ůŮ ˊɟŬɔɛŬŰɘəɧ ɢɟɧɜɞ. ũɘŬ ɜŬ ɏɢɞɡɛŮ 

ɛɘŬ ŬˊɞŰŮɚŮůɛŬŰɘəɐ ˊɟɧɓɚŮɣɖ əŬɘ ŬɜɑɢɜŮɡůɖ ɓɚŬɓɩɜ ɛŮ ɢɟɐůɖ Űɤɜ Big Data ɗŬ 

ˊɟɏˊŮɘ ɜŬ ɏɢɞɡɛŮ ˊɟɧůɓŬůɖ ůŰɖɜ ˊɚɖɟɞűɞɟɑŬ ɧůɞ Űɞ ŭɡɜŬŰɧɜ ůɡɜŰɞɛɧŰŮɟŬ. ɇɞ ŭɑəŰɡɧ 

ɛŬɠ ɗŬ ˊɟɏˊŮɘ ɜŬ ŮɑɜŬɘ ɔɟɐɔɞɟɞ əŬɘ ɧɢɘ ɡˊŮɟűɞɟŰɤɛɏɜɞ. 

ȳŰŬɜ ɔɑɜŮŰŬɘ ŬˊɞɛŬəɟɡůɛɏɜɞɠ ɏɚŮɔɢɞɠ Űɤɜ űɡůɘəɩɜ ůɡůəŮɡɩɜ, ŮɎɜ ɡˊɎɟɢŮɘ 

əŬɗɡůŰɏɟɖůɖ, ŰɧŰŮ ŭɖɛɘɞɡɟɔŮɑŰŬɘ ˊɟɧɓɚɖɛŬ ɔɘŬ ɧɚŮɠ Űɘɠ űɡůɘəɏɠ ůɡůəŮɡɏɠ. Ⱥˊɞɛɏɜɤɠ 

ˊŬɟɏɢɞɜŰŬɠ ˊɟɧůɓŬůɖ ůŮ ɔɟɐɔɞɟɞ Internet ɛŮ ɡɣɖɚɧ bandwidth ŰŬ ŭŮŭɞɛɏɜŬ ɛŬɠ 

ɛˊɞɟɞɨɜ ɜŬ ŮɑɜŬɘ ˊɟɞůɓɎůɘɛŬ ůŮ ˊɟŬɔɛŬŰɘəɧ ɢɟɧɜɞ. 
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 2.7.5 ȷůűɎɚŮɘŬ əŬɘ ȽŭɘɤŰɘəɧŰɖŰŬ 

ȼ ŬůűɎɚŮɘŬ əŬɘ ɖ ɘŭɘɤŰɘəɧŰɖŰŬ ŮɑɜŬɘ ɞɘ ŭɨɞ ɓŬůɘəɏɠ ŬɜɖůɡɢɑŮɠ ůŰɞɜ əɧůɛɞ Űɤɜ 

Big Data. Ƀ ŰŬɢɏɤɠ ŬɜŬˊŰɡůůɧɛŮɜɞɠ ɧɔəɞɠ ŮŰŮɟɞɔŮɜɩɜ ŭŮŭɞɛɏɜɤɜ ůŰɞɜ Industry 4.0 

əŬɘ ɖ ɛŮŰŬűɞɟɎ Űɤɜ ŭŮŭɞɛɏɜɤɜ ůŰɞ Cloud ɞɚɞɏɜŬ əŬɘ ɛŮɔŬɚɩɜŮɘ Űɞ ɟɑůəɞ ůŰɖɜ 

ŬůűɎɚŮɘŬ. ɇŬ ŭŮŭɞɛɏɜŬ ɗŬ ˊɟɏˊŮɘ ɜŬ ŮɑɜŬɘ ŬůűŬɚɐ Ŭˊɧ Űɘɠ ŮɝɤŰŮɟɘəɏɠ ŬˊŮɘɚɏɠ. Ƀ 

əɑɜŭɡɜɞɠ Űɤɜ ɓɘɞɛɖɢŬɜɘəɩɜ ŭŮŭɞɛɏɜɤɜ ŮɑɜŬɘ ɛŮɔŬɚɨŰŮɟɞɠ Ŭˊɧ ŰŬ ŬˊɚɎ ŭŮŭɞɛɏɜŬ ɚɧɔɤ 

Űɞɡ ŰɖɚŮɢŮɘɟɘůɛɞɨ Űɤɜ űɡůɘəɩɜ ůɡůəŮɡɩɜ. 

ȷɜ ŭŮɜ ŮɑɜŬɘ ŬůűŬɚɐɠ ŰɧŰŮ ŮɑɜŬɘ ˊɘɗŬɜɧ əɎˊɞɘɞɠ ɢɎəŮɟ ɜŬ ˊɎɟŮɘ Űɞɜ ɏɚŮɔɢɞ Űɞɡ 

űɡůɘəɞɨ ɛɖɢŬɜɐɛŬŰɞɠ ɚɧɔɤ Űɞɡ ɧŰɘ ůŰɞ Industry 4.0 ŰŬ ˊɎɜŰŬ ŮɑɜŬɘ ŮɚŮɔɢɧɛŮɜŬ ɛɏůɤ 

Web portals. 

Ⱥˊɞɛɏɜɤɠ ɖ ŰŬɡŰɞˊɞɑɖůɖ Űɤɜ ŭŮŭɞɛɏɜɤɜ əŬɘ ɖ ɘŭɘɤŰɘəɧŰɖŰŬ ŮɑɜŬɘ Ŭˊɧ ŰŬ 

ɓŬůɘəɎ ˊɟɞɓɚɐɛŬŰŬ ůŰɞ Industry 4.0.  

 2.7.6 ȷɜɎɚɡůɖ ŭŮŭɞɛɏɜɤɜ 

ȼ ŭɖɛɘɞɡɟɔɑŬ ŮŰŮɟɞɔŮɜɩɜ ŭŮŭɞɛɏɜɤɜ Ŭˊɧ ŭɘŬűɞɟŮŰɘəɏɠ űɡůɘəɏɠ ůɡůəŮɡɏɠ, 

ɢɟŮɘɎɕɞɜŰŬɘ ɔɟɐɔɞɟɖ ŬɜɎɚɡůɖ ůŮ ˊɟŬɔɛŬŰɘəɧ ɢɟɧɜɞ. ɇŬ ɛɖ ɞɚɞəɚɖɟɤɛɏɜŬ ŭŮŭɞɛɏɜŬ 

ŮɑɜŬɘ ɏɜŬ ˊɟɧɓɚɖɛŬ ɔɘŬ ɜŬ əɎɜɞɡɛŮ ŬɜɎɚɡůɖ ůŮ ˊɟŬɔɛŬŰɘəɧ ɢɟɧɜɞ ɞˊɧŰŮ ɢɟŮɘŬɕɧɛŬůŰŮ 

Ŭɚɔɞɟɑɗɛɞɡɠ ˊɞɡ ˊɟɞ-ŮˊŮɟɝŮɟɔɎɕɞɜŰŬɘ ŰŬ ŭŮŭɞɛɏɜŬ ˊɟɘɜ Ŭˊɧ Űɖɜ ŬɜɎɚɡůɖ. 

ȳůɞ ůɡɜŮɢɑɕɞɡɜ əŬɘ ŬɡɝɎɜɞɜŰŬɘ ŰŬ ŭŮŭɞɛɏɜŬ ɛŮ Űɖɜ ˊŬɟŬɔɤɔɐ, ɞ Űɟɧˊɞɠ ɛŮ Űɞɜ 

ɞˊɞɑɞ ŰŬ Big Data ɛˊɞɟɞɨɜ ɜŬ ŮˊŮəŰŮɑɜɞɜŰŬɘ əŬɘ ɜŬ Ŭəɞɚɞɡɗɞɨɜ ŬɡŰɐɜ Űɖɜ Ůɝɏɚɘɝɖ 

ŮɑɜŬɘ ɛɘŬ ˊɟɧəɚɖůɖ.  

 2.7.7 ȷˊŮɘəɧɜɘůɖ ŭŮŭɞɛɏɜɤɜ 

ȼ ŬˊŮɘəɧɜɘůɖ Űɤɜ ŭŮŭɞɛɏɜɤɜ ŬˊŬɘŰŮɑŰŬɘ ůŮ ŭɘɎűɞɟŮɠ ˊŮɟɘˊŰɩůŮɘɠ ůŰɞ Industry 

4.0. Ƀ ɢŮɘɟɘůŰɐɠ ˊɞɡ ɢŮɘɟɑɕŮŰŬɘ ŰŬ ɛɖɢŬɜɐɛŬŰŬ ɢɟŮɘɎɕŮŰŬɘ ɜŬ ɏɢŮɘ ɛɘŬ ɞˊŰɘəɐ ɛɞɟűɐ 

Űɤɜ ŭŮŭɞɛɏɜɤɜ ɔɘŬ Űɞɜ ɏɚŮɔɢɞ Űɤɜ ɛɖɢŬɜɩɜ. ũɘŬ Űɖɜ ŬɜɑɢɜŮɡůɖ ůűŬɚɛɎŰɤɜ ŬɚɚɎ əŬɘ 

ɔɘŬ Űɞɜ ɏɚŮɔɢɞ əŬɚɐɠ ɚŮɘŰɞɡɟɔɑŬɠ Űɤɜ ɛɖɢŬɜɩɜ. ɇŬ ůŰŮɚɏɢɖ Űɤɜ ŮŰŬɘɟŮɘɩɜ ɢɟŮɘɎɕɞɜŰŬɘ 

ŭɘŬűɞɟŮŰɘəɏɠ ɛɞɟűɏɠ Ŭˊɧ ŬɜŬűɞɟɏɠ. 
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 3. ɀŮɗɞŭɞɚɞɔɑŬ ï ȺűŬɟɛɞɔɏɠ 

ɆŰɖɜ ˊŬɟɞɨůŬ ŮɟɔŬůɑŬ ɗŬ ŭɖɛɘɞɡɟɔɐůɞɡɛŮ ŰɟŮɘɠ ŮɜŭŮɘəŰɘəɏɠ ŮűŬɟɛɞɔɏɠ ɛɘəɟɐɠ 

əɚɑɛŬəŬɠ ɔɘŬ ɜŬ ŭŮɑɝɞɡɛŮ ɧɚŬ ŰŬ ůŰɎŭɘŬ ɚɐɣɖɠ (Sensors), ŬˊɞɗɐəŮɡůɖɠ, ŬˊŮɘəɧɜɘůɖɠ 

(Scada) əŬɘ Ŭɝɘɞɚɧɔɖůɖɠ Űɤɜ ŭŮŭɞɛɏɜɤɜ ůŮ ɏɜŬ ˊŮɟɘɓɎɚɚɞɜ Industry 4.0. ŪŬ ɔɑɜŮɘ 

ɢɟɐůɖ ɚɞɔɘůɛɘəɩɜ Űɖɠ ŮŰŬɘɟŮɑŬɠ Wonderware (System Platform, InTouch, Historian, 

InSight, SmartGlance) əŬɗɩɠ əŬɘ ɢɟɐůɖ Hardware Űɖɠ ŮŰŬɘɟŮɑŬɠ Hitachi.   

 3.1  ȺɔəŬŰɎůŰŬůɖ ɄɟɞɔɟŬɛɛɎŰɤɜ 

ũɘŬ ɧɚŮɠ Űɘɠ ŮűŬɟɛɞɔɏɠ ɗŬ ɢɟɖůɘɛɞˊɞɘɐůɞɡɛŮ ˊɟɞɔɟɎɛɛŬŰŬ Űɖɠ Wonderware əŬɘ 

ůɡɔəŮəɟɘɛɏɜŬ Űɞ System Platform 2017 Űɞ ɞˊɞɑɞ ˊŮɟɘɚŬɛɓɎɜŮɘ: 

- Application Server 

- Historian Server 

- Historian Client 

- InTouch 

 

Ⱥˊɑůɖɠ ɗŬ ˊɟɏˊŮɘ ɜŬ ɔɑɜŮɘ ɖ ŮɔəŬŰɎůŰŬůɖ Űɞɡ Microsoft .NET Framework 3.5 SP1 

əŬɗɩɠ əŬɘ Űɞɡ Microsoft Office 2010 (32bit). 

 

ȸɐɛŬŰŬ ŮɔəŬŰɎůŰŬůɖɠ: 

1) ȺɔəŬŰɎůŰŬůɖ Űɞɡ Microsoft .NET Framework 3.5 SP1 

https://www.microsoft.com/en-us/download/details.aspx?id=25150 

 

ȺɘəɧɜŬ 7 ȺɔəŬŰɎůŰŬůɖ Microsoft .NET Framework 3.5 SP1 

https://www.microsoft.com/en-us/download/details.aspx?id=25150
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2) ȺɔəŬŰɎůŰŬůɖ Űɞɡ Wonderware System Platform 2017

 

ȺɘəɧɜŬ 8 Ⱥˊɘɚɞɔɐ Űɨˊɞɡ ŮɔəŬŰɎůŰŬůɖɠ 

 

ȺɘəɧɜŬ 9 Ⱥˊɘɚɞɔɐ Installation Role 
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ȺɘəɧɜŬ 10 ȺɛűɎɜɘůɖ ˊɟɞɔɟŬɛɛɎŰɤɜ ˊɟɞɠ ŮɔəŬŰɎůŰŬůɖ 

 

ȺɘəɧɜŬ 11 Ⱥˊɘɚɞɔɐ ɔɚɩůůŬɠ 
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ȺɘəɧɜŬ 12 ȷˊɞŭɞɢɐ Terms of Service 

 

ȺɘəɧɜŬ 13 ȹɖɛɘɞɡɟɔɑŬ Offnode Account 
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ȺɘəɧɜŬ 14 ȺɔəŬŰɎůŰŬůɖ SQL Server 

 

ȺɘəɧɜŬ 15 ɄɟɞɔɟɎɛɛŬŰŬ ˊɟɞɠ ŮɔəŬŰɎůŰŬůɖ 
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ȺɘəɧɜŬ 16 ɄŬɟŬɛŮŰɟɞˊɞɑɖůɖ Historian Server Connection 
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ȺɘəɧɜŬ 17 ɄŬɟŬɛŮŰɟɞˊɞɑɖůɖ Security Users 
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ȺɘəɧɜŬ 18 ɄŬɟŬɛŮŰɟɞˊɞɑɖůɖ Search Index 

 



 

26 

 

ȺɘəɧɜŬ 19 ɄŬɟŬɛŮŰɟɞˊɞɑɖůɖ License Server 
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ȺɘəɧɜŬ 20 ɇɏɚɞɠ ȺɔəŬŰɎůŰŬůɖɠ 
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 3.2  ȺűŬɟɛɞɔɐ Ɂɞ.1 

ɆŮɜɎɟɘɞ 

ɇɖɜ ɏɢɤ űŰɘɎɝŮɘ ɔɘŬ ɡŭɟɞɖɚŮəŰɟɘəɧ ůŰŬɗɛɧ Űɖɠ ȹȺȼ. ɀŮŰɟɎɛŮ ɛŮ ŬůɨɟɛŬŰɞɡɠ 

əŬɘ ŮɜůɨɟɛŬŰɞɡɠ ŬɘůɗɖŰɐɟŮɠ ŭɘɎűɞɟŬ ůɖɛŮɑŬ ůŰɎɗɛɖɠ ɜŮɟɞɨ. ȰɢɞɡɛŮ ɏɜŬɜ Ŭɟɘɗɛɧ Ŭˊɧ 

ŰɞɡɟɛˊɑɜŮɠ ɞɘ ɞˊɞɑŮɠ ŮɜŮɟɔɞˊɞɘɞɨɜŰŬɘ ɔɘŬ ɜŬ ɛŮɘɩɜŮŰŮ ɖ ůŰɎɗɛɖ ůŰŬ ůɖɛŮɑŬ ˊɞɡ 

ɗɏɚɞɡɛŮ. 

ɄɟɞɓɚɐɛŬŰŬ: 

1) ŪɏɚŬɜŮ ɜŬ ŮɜŮɟɔɞˊɞɘɞɨɜŰŬɘ ɞɘ ŰɞɡɟɛˊɑɜŮɠ ŬɜɎɚɞɔŬ ɛŮ Űɘɠ ɩɟŮɠ ɢɟɐůɖɠ ˊɞɡ 

ɛˊɞɟŮɑ ɜŬ ŮɑɢŮ ɖ əŬɗŮɛɑŬ ɐ ŬɜɎɚɞɔŬ ɛŮ Űɞ Ŭɜ ŮɑɜŬɘ ŭɘŬɗɏůɘɛɖ ɐ ɧɢɘ. ɀŮ Űɞ 

ůɨůŰɖɛŬ ˊɞɡ ɏůŰɖůŬ ɛŮɘɩɗɖəŬɜ əŬŰɎ ˊɞɚɨ ŰŬ ɏɝɞŭŬ ɔɘŬ ůɡɜŰɖɟɐůŮɘɠ Űɤɜ 

Űɞɡɟɛˊɘɜɩɜ əŬɘ ɔɑɜŮŰŬɘ ˊɚɏɞɜ əŬɚɨŰŮɟŬ ɞ ˊɟɞɚɖˊŰɘəɧɠ ɏɚŮɔɢɧɠ Űɞɡɠ. 

2) ȳŰŬɜ ɢŬɜɧŰŬɜ ɖ ŮˊɘəɞɘɜɤɜɑŬ Űɤɜ PLC ɛŮ Űɞɡɠ ɡˊɞɚɞɔɘůŰɏɠ ɢɎɜŬɜŮ ŭŮŭɞɛɏɜŬ 

ˊŬɟŬɔɤɔɐɠ əŬɘ ɡˊɐɟɢŮ ˊɞɚɚɏɠ űɞɟɏɠ ɖ ˊŮɟɑˊŰɤůɖ ɜŬ ˊɚɖɟɩůɞɡɜ ˊɟɧůŰɘɛɞ ŮɑŰŮ 

ɔɘŬŰɑ əɎɜŬɜŮ ˊŮɟɘůůɧŰŮɟɖ ˊŬɟŬɔɤɔɐ Ŭˊɧ ɧŰɘ ŮɑɢŮ ɕɖŰɖɗŮɑ, ŮɑŰŮ əɎɜŬɜŮ ɚɘɔɧŰŮɟɖ. 

Ⱥŭɩ ˊɟɞɔɟŬɛɛɎŰɘůŬ ŰŬ PLC ɜŬ əŬŰŬɔɟɎűɞɡɜ Űɘɠ ˊɚɖɟɞűɞɟɑŮɠ ůŰɘɠ ɛɜɐɛŮɠ Űɞɡɠ 

ɛɏɢɟɘ ɜŬ ɔɑɜŮɘ ɖ ŬˊɞəŬŰɎůŰŬůɖ Űɖɠ ŮˊɘəɞɘɜɤɜɑŬɠ əŬɘ ůŰɖ ůɡɜɏɢŮɘŬ ɜŬ ůŰɏɚɜɞɡɜ 

ŰŬ ŭŮŭɞɛɏɜŬ ɛŮ ůɤůŰɐ ɢɟɞɜɞůűɟŬɔɑŭŬ ˊɑůɤ ůŰɖ ɓɎůɖ ɔɘŬ əŬŰŬɔɟŬűɐ. 

ȷɡŰɧ Űɞ əɞɛɛɎŰɘ Űɖɠ əŬŰŬɔɟŬűɐɠ Űɤɜ ŭŮŭɞɛɏɜɤɜ ŬˊŮɡɗŮɑŬɠ ůŮ ɗɏůŮɘɠ ɛɜɐɛɖɠ 

PLC ȹȺɁ Űɖɜ ŮɑɢŮ ɡɚɞˊɞɘɐůŮɘ əŬɜŮɑɠ ɛɏɢɟɘ ŰɩɟŬ. ȳɚɞɘ ŮűɎɟɛɞɕŬɜ Űɖɜ ɚɨůɖ 

Űɞɡ ŮˊɧɛŮɜɞɡ Ůˊɘˊɏŭɞɡ ˊɞɡ ŮɑɜŬɘ ůŰŬ PC. 

3) ŪɏɚŬɜŮ ůɨůŰɖɛŬ əŬŰŬɔɟŬűɐɠ ůűŬɚɛɎŰɤɜ Űɤɜ ɛɖɢŬɜɩɜ əŬɗɩɠ əŬɘ Űɞ ˊɞɘɞɠ 

ŮɑɢŮ ɓɎɟŭɘŬ ŮəŮɑɜɖ Űɖ ůŰɘɔɛɐ. Ʉɞɚɚɏɠ űɞɟɏɠ ŭŮɜ ŮɑɢŬɜ ůŰɞɘɢŮɑŬ ɔɘŬ ˊɘɞ ɚɧɔɞ ŭŮɜ 

ˊŮŰɡɢŬɑɜŬɜ Űɞɡɠ ůŰɧɢɞɡɠ ˊŬɟŬɔɤɔɐɠ ŭɘɧŰɘ əɎˊɞɘŬ ɛɖɢŬɜɐ ɐŰŬɜ ŮəŰɧɠ 

ɚŮɘŰɞɡɟɔɑŬɠ. 

ɆŰɞ ˊŬɟɎŭŮɘɔɛɎ ɛɞɡ ɗŬ ŭŮɑɝɤ ůŮ ɛɘəɟɐ əɚɑɛŬəŬ ˊɤɠ ŮˊɘŰɡɔɢɎɜŮŰŬɘ Űɞ ˊŬɟŬˊɎɜɤ. 

ɇŮɢɜɞɚɞɔɑŮɠ ˊɞɡ ɢɟɖůɘɛɞˊɞɘɐɗɖəŬɜ: 

1) Wonderware InTouch (SCADA) 

2) OPC Link (Data Access Server ï PLC) 

3) Hitachi OPC Server 

4) Hitachi PLC 

5) Control Editor (Hitachi PLC programming) 
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 3.2.1 ȺɔəŬŰɎůŰŬůɖ Ůˊɘˊɚɏɞɜ ˊɟɞɔɟŬɛɛɎŰɤɜ 

ɆŮ ŬɡŰɐ Űɖɜ ŮűŬɟɛɞɔɐ ɗŬ ɢɟŮɘŬůŰɞɨɛŮ ɜŬ ŮɔəŬŰŬůŰɐůɞɡɛŮ 3 Ůˊɘˊɚɏɞɜ 

ˊɟɞɔɟɎɛɛŬŰŬ: 

1) OPC Link ï ȺɑɜŬɘ Űɞ ˊɟɧɔɟŬɛɛŬ Űɞ ɞˊɞɑɞ ůɡɜŭɏŮɘ Űɞɜ Hitachi OPC Server 

ɛŮ Űɞ ɚɞɔɘůɛɘəɧ Űɖɠ Wonderware. ȹɞɡɚŮɨŮɘ ɤɠ ɔɏűɡɟŬ ɔɘŬ Űɖɜ ŮˊɘəɞɘɜɤɜɑŬ. 

2) Hitachi OPC Server ï ȺɑɜŬɘ Űɞ ɚɞɔɘůɛɘəɧ ˊɞɡ ŮˊɘəɞɘɜɤɜŮɑ ɛŮ ŰŬ PLC ɔɘŬ 

Űɖɜ ůɡɚɚɞɔɐ Űɤɜ ŭŮŭɞɛɏɜɤɜ 

3) Control Editor (Hitachi PLC programming) ï ȺɑɜŬɘ Űɞ ɚɞɔɘůɛɘəɧ ˊɞɡ ɗŬ 

ɢɟɖůɘɛɞˊɞɘɐůɞɡɛŮ ɔɘŬ ɜŬ ˊɟɞɔɟŬɛɛŬŰɑůɞɡɛŮ ŰŬ PLC. (ɆɖɛŮɑɤůɖ: 

ȹɞɡɚŮɨŮɘ ɛɧɜɞ ůŮ Windows XP) 

 

ȺɘəɧɜŬ 21 Hitachi PLC 

 

ȺɘəɧɜŬ 22 ɇɞˊɞɚɞɔɑŬ ůɨɜŭŮůɖɠ PLC - ȺűŬɟɛɞɔɐ No.1 



 

30 

 

ȺɘəɧɜŬ 23 InTouch WindowMaker - InTouch IDE (ȺűŬɟɛɞɔɐ Ɂɞ.1) 

 

ȺɘəɧɜŬ 24 Control Editor - Hitachi PLC programming 
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 3.2.2 ɄŬɟŬɛŮŰɟɞˊɞɑɖůɖ Hitachi OPC Server 

Ⱥŭɩ ɗŬ əɎɜɞɡɛŮ Űɖɜ ˊŬɟŬɛŮŰɟɞˊɞɑɖůɖ Űɞɡ Hitachi OPC Server ɞ ɞˊɞɑɞɠ ɗŬ 

ɛŬɠ ŮˊɘŰɟɏɣŮɘ ɜŬ ɏɢɞɡɛŮ ŮˊɘəɞɘɜɤɜɑŬ ɛŮ ŰŬ PLC ɛɏůɤ Ethernet. ɇŬ PLC ɛŬɠ ɗŬ ɏɢɞɡɜ 

Űɘɠ ŭɘŮɡɗɨɜůŮɘɠ: 

PLC1 ï 192.168.0.2 

PLC2 ï 192.168.0.21 

 

 

ȺɘəɧɜŬ 25 Hitachi OPC Server 
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ȺɘəɧɜŬ 26 Hitachi OPC Server ï Configuration 

 3.2.3 ɄŬɟŬɛŮŰɟɞˊɞɑɖůɖ OPC Link 

Ⱥŭɩ ɗŬ əɎɜɞɡɛŮ Űɖɜ ˊŬɟŬɛŮŰɟɞˊɞɑɖůɖ Űɞɡ ˊɟɞɔɟɎɛɛŬŰɞɠ OPC Link Űɞ ɞˊɞɑɞ 

ɗŬ ɚŮɘŰɞɡɟɔɐůŮɘ ůŬɜ ɔɏűɡɟŬ ŮˊɘəɞɘɜɤɜɑŬɠ ɛŮŰŬɝɨ Űɤɜ PLC əŬɘ Űɞɡ ɚɞɔɘůɛɘəɞɨ Űɖɠ 

Wonderware. 

ŪŬ ˊɟɏˊŮɘ ɜŬ ŭɖɚɩůɞɡɛŮ ñTopicò ŭɖɚŬŭɐ ɏɜŬ ɧɜɞɛŬ ɧˊɞɡ Űɞ ɚɞɔɘůɛɘəɧ ɛŬɠ ɗŬ 

ˊɎŮɘ ɜŬ ɣɎɢɜŮɘ ɔɘŬ ŭŮŭɞɛɏɜŬ.  

 

ȺɘəɧɜŬ 27 OPC Link 
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ȺɘəɧɜŬ 28 OPC Link - Topic Definition 
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 3.2.4 ɄŬɟŬɛŮŰɟɞˊɞɑɖůɖ InTouch (Access Names) 

Ⱥŭɩ ɗŬ ɟɡɗɛɑůɞɡɛŮ Űɞ ˊɟɧɔɟŬɛɛŬ InTouch Űɘɠ ˊɖɔɏɠ Ŭˊɧ ɧˊɞɡ ɗŬ ˊŬɑɟɜɞɡɛŮ 

ŰŬ ŭŮŭɞɛɏɜŬ ɛŬɠ. 

 

ȺɘəɧɜŬ 29 InTouch (Access Names) 
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 3.2.5 ɄŬɟŬŰɖɟɐůŮɘɠ ŮűŬɟɛɞɔɐɠ Ɂɞ.1 

ȼ ŮűŬɟɛɞɔɐ Ɂɞ.1 ŭŮɜ ɏɢŮɘ ůɢŮŭɘŬůŰŮɑ ɛŮ Űɞ ˊɟɧŰɡˊɞɡ Űɞɡ ȭȭSituational 

Awarenessȭȭ əŬɘ ŬɡŰɧ ɏɔɘɜŮ ɔɘŬ ɜŬ ɏɢɞɡɛŮ ɏɜŬ ɛɏŰɟɞ ůɨɔəɟɘůɖɠ ɛŮ Űɘɠ ɎɚɚŮɠ ŭɨɞ 

ŮűŬɟɛɞɔɏɠ (Ɂɞ.2 əŬɘ Ɂɞ.3) ɧˊɞɡ ɏɢŮɘ ŮűŬɟɛɞůŰŮɑ. 

ɆŰɖɜ ˊŬɟɞɡůɑŬůɖ Űɖɠ ŭɘˊɚɤɛŬŰɘəɐɠ ɗŬ ŭɞɨɛŮ Űɘɠ ɚŮɘŰɞɡɟɔɑŮɠ Űɖɠ ˊŬɟŬˊɎɜɤ 

ŮűŬɟɛɞɔɐɠ. 
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 3.3  ȺűŬɟɛɞɔɐ Ɂɞ.2 

ɆŮɜɎɟɘɞ 

ɉɟɐůɖ ŭŮŭɞɛɏɜɤɜ Ŭˊɧ ŬůɨɟɛŬŰŮɠ əŬɘ ŮɜůɨɟɛŬŰŮɠ ůɡůəŮɡɏɠ ɛŮ ůŰɧɢɞ Űɖɜ 

ŬˊŮɘəɧɜɘůɐ Űɞɡɠ ůŮ ůɨůŰɖɛŬ SCADA. ȹɖɛɘɞɡɟɔɑŬ Űɖɠ ŮűŬɟɛɞɔɐɠ ɛŮ Űɞ ůəŮˊŰɘəɧ Űɞɡ 

ñSituational Awarenessò ɔɘŬ əŬɚɨŰŮɟɖ əŬŰŬɜɧɖůɖ Űɤɜ ŭŮŭɞɛɏɜɤɜ əŬɘ Űɖɜ Ŭˊɞűɡɔɐ 

ŬŰɡɢɖɛɎŰɤɜ ůŰɞ ɢɩɟɞ Űɞɡ ŮɟɔɞůŰŬůɑɞɡ.  

[Ȱɢɞɡɜ ɔɑɜŮɘ ɏɟŮɡɜŮɠ ɔɘŬ Űɞ ˊŬɟŬˊɎɜɤ əŬɘ ŰŬ ˊɞůɞůŰɎ ɓŮɚŰɑɤůɖɠ ŮɑɜŬɘ ˊɎɟŬ ˊɞɚɨ 

ɛŮɔɎɚŬ. ȰŰůɘ ɏɢɞɡɜ ŭɖɛɘɞɡɟɔɖɗŮɑ əɎˊɞɘŬ Standard ɔɘŬ Űɖ ɢɟɐůɖ Űɞɡ Ŭˊɧ Űɖ ɓɘɞɛɖɢŬɜɑŬ] 

ɇŬ ŭŮŭɞɛɏɜŬ əŬŰŬɔɟɎűɞɜŰŬɘ ŰɞˊɘəɎ ŬɚɚɎ ɏɢɞɡɛŮ Űɖ ŭɡɜŬŰɧŰɖŰŬ ɔɘŬ Multi -

Tier əŬŰŬɔɟŬűɐ əŬɗɩɠ əŬɘ ůŰɞ Cloud. ɉɟɐůɖ Űɤɜ ˊŬɟŬˊɎɜɤ ŭŮŭɞɛɏɜɤɜ ɔɘŬ 

ŭɖɛɘɞɡɟɔɑŬ ŭŮɘəŰɩɜ KPI əŬɘ ˊŬɟŬəɞɚɞɨɗɖůɖ Űɖɠ ˊŬɟŬɔɤɔɐɠ ŬˊɞɛŬəɟɡůɛɏɜŬ. 

ŪŬ ɢɟɖůɘɛɞˊɞɘɖɗŮɑ ˊɟɞůɞɛɞɘɤŰɐɠ ˊɟɤŰɞəɧɚɚɞɡ MODBUS (ModSim) ɔɘŬ 

Űɖɜ ŭɖɛɘɞɡɟɔɑŬ Űɤɜ ůɖɛɎŰɤɜ. 

 

ɇŮɢɜɞɚɞɔɑŮɠ ˊɞɡ ɗŬ ɢɟɖůɘɛɞˊɞɘɖɗɞɨɜ: 

1) Wonderware InTouch (SCADA) 

2) Wonderware Historian (Database, Replication) 

3) Wonderware InSight (ɇɞˊɘəɐ ɢɟɐůɖ Űɤɜ ŭŮŭɞɛɏɜɤɜ ɔɘŬ ŭɖɛɘɞɡɟɔɑŬ KPI) 

4) Wonderware InSight Online (ɉɟɐůɖ Űɖɠ ŮűŬɟɛɞɔɐɠ InSight Online ɛŮ Űɖ 

ŭɡɜŬŰɧŰɖŰŬ ɢɟɐůɖɠ A.I Űɖɠ Wonderware) 

5) ModSim (MOBUS Simulator) http://www.plcsimulator.org/ 

6) OI Server (Operation Integration Server ɔɘŬ ŭɘŬůɨɜŭŮůɖ Űɞɡ ŮɝɞɛɞɘɤŰɐ ɛŮ Űɞ 

ůɨůŰɖɛŬ. 

7) SmartGlance App (ȷˊŮɘəɧɜɘůɖ Űɤɜ ŭŮŭɞɛɏɜɤɜ Ŭˊɧ Űɞ InSight ůŰɞ 

əɘɜɖŰɧ/tablet) 
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 3.3.1 ɄŬɟŬɛŮŰɟɞˊɞɑɖůɖ ˊɟɞůɞɛɞɘɤŰɐ ModSim 

Ƀ ˊɟɞůɞɛɞɘɤŰɐɠ ModSim ŮɑɜŬɘ ɏɜŬɠ Open Source ˊɟɞůɞɛɞɘɤŰɐɠ PLC ˊɞɡ 

ɢɟɖůɘɛɞˊɞɘŮɑ ˊɟɤŰɧəɞɚɚɞ ŮˊɘəɞɘɜɤɜɑŬɠ MODBUS. ŪŬ Űɞɜ ɢɟɖůɘɛɞˊɞɘɐůɞɡɛŮ ɔɘŬ Űɖ 

ŭɖɛɘɞɡɟɔɑŬ ůɖɛɎŰɤɜ, ˊɎɜɤ ůŰŬ ɞˊɞɑŬ ɗŬ ɢŰɑůɞɡɛŮ ɛɘŬ ŮűŬɟɛɞɔɐ. 

 

ȺɘəɧɜŬ 30 ɄɟɞůɞɛɞɘɤŰɐɠ ModSim 

 

ȺɘəɧɜŬ 31 ɅɡɗɛɑůŮɘɠ ModSim 
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ȺɘəɧɜŬ 32 ȺɜŮɟɔɐ ɚŮɘŰɞɡɟɔɑŬ Űɞɡ ModSim ï Ⱥˊɘɚɞɔɐ MODBUS TCP/IP 

 3.3.2 ɄŬɟŬɛŮŰɟɞˊɞɑɖůɖ OI Server (MBTCP) 

ȺˊɧɛŮɜɞ ɓɐɛŬ ŮɑɜŬɘ ɜŬ ɟɡɗɛɑůɞɡɛŮ Űɞɜ OI Server (MBTCP) ɞ ɞˊɞɑɞɠ ŮɑɜŬɘ ɖ 

ɔɏűɡɟŬ ŮˊɘəɞɘɜɤɜɑŬɠ ɛŮŰŬɝɨ Űɞɡ ˊɟɞůɞɛɞɘɤŰɐ əŬɘ Űɞɡ ɚɞɔɘůɛɘəɞɨ Wonderware. 

ȳɚŮɠ ɞɘ ɟɡɗɛɑůŮɘɠ ɗŬ ɔɑɜɞɡɜ ɛɏůŬ Ŭˊɧ Űɞ SMC (System Management Console). 

 

ȺɘəɧɜŬ 33 SMC (System Management Console) 
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ȺɘəɧɜŬ 34 ɅɡɗɛɑůŮɘɠ MBTCP 
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ȺɘəɧɜŬ 35 ɅɡɗɛɑůŮɘɠ ɞɜɞɛŬŰɞɚɞɔɑŬɠ ůɖɛɎŰɤɜ 
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 3.3.3 ȹɖɛɘɞɡɟɔɑŬ ŮűŬɟɛɞɔɐɠ (InTouch ï WindowMaker) 

ȼ ŮűŬɟɛɞɔɐ ɗŬ ŭɖɛɘɞɡɟɔɖɗŮɑ ɛŮ Űɖ ɢɟɐůɖ Űɞɡ InTouch ï WindowMaker 

 

ȺɘəɧɜŬ 36 InTouch WindowMaker - InTouch IDE (ȺűŬɟɛɞɔɐ Ɂɞ.2) 

Ƀɘ ɟɡɗɛɑůŮɘɠ ɔɘŬ Űɞ Access Name əŬɗɩɠ əŬɘ ɔɘŬ Űɖɜ Űɞˊɘəɐ əŬŰŬɔɟŬűɐ 

űŬɑɜɞɜŰŬɘ ˊŬɟŬəɎŰɤ: 

 

ȺɘəɧɜŬ 37 ȺűŬɟɛɞɔɐ Ɂɞ.2 - Access Name 
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ȺɘəɧɜŬ 38 ȺűŬɟɛɞɔɐ Ɂɞ.2 ï HistData 

ũɘŬ ŬɡŰɐ Űɖɜ ŮűŬɟɛɞɔɐ ɢɟɖůɘɛɞˊɞɘɐɗɖəŬɜ əŬɘ ɞɘ ŭɨɞ Űɟɧˊɞɘ əŬŰŬɔɟŬűɐɠ 

ŭŮŭɞɛɏɜɤɜ, ŭɖɚŬŭɐ əŬɘ ɛŮ Ŭˊɚɐ əŬŰŬɔɟŬűɐ (Historical Logging) ŬɚɚɎ əŬɘ ɛŮ ˊɚɐɟɖ 

əŬŰŬɔɟŬűɐ ɛŮ ɢɟɐůɖ Historian Server. 

Ƀ Historian Server ɗŬ ɛŬɠ ŮˊɘŰɟɏɣŮɘ ɜŬ əɎɜɞɡɛŮ ɢɟɐůɖ Űɞɡ ɚɞɔɘůɛɘəɞɨ 

Wonderware InSight ɔɘŬ ŬɜɎɚɡůɖ əŬɘ ŬˊŮɘəɧɜɘůɖ ŭŮŭɞɛɏɜɤɜ ŬɚɚɎ əŬɘ ɔɘŬ ŬˊɞɗɐəŮɡůɖ 

Űɤɜ ŭŮŭɞɛɏɜɤɜ ɛŬɠ ůŰɞ Cloud ɩůŰŮ ɜŬ ɏɢɞɡɛŮ ŭɡɜŬŰɧŰɖŰŬ ɢɟɐůɖɠ Űɖɠ ŮűŬɟɛɞɔɐɠ 

Wonderware SmartGlance ɔɘŬ əɘɜɖŰɎ əŬɘ tablet. 

 3.3.4  ɄŬɟŬɛŮŰɟɞˊɞɑɖůɖ ůɡɚɚɞɔɐɠ ŭŮŭɞɛɏɜɤɜ ůŮ Historian Server 

Ⱥŭɩ ɗŬ ŭɞɨɛŮ ŰŬ ɓɐɛŬŰŬ ˊɞɡ ɗŬ ˊɟɏˊŮɘ ɜŬ əɎɜɞɡɛŮ ɏŰůɘ ɩůŰŮ ɜŬ ɛŮŰŬűɏɟɞɡɛŮ 

Űɖɜ ˊɚɖɟɞűɞɟɑŬ Űɤɜ ůɖɛɎŰɤɜ Űɖɠ ŮűŬɟɛɞɔɐɠ ɛŬɠ ůŮ ɏɜŬɜ Historian Server ɔɘŬ ɜŬ 

əɎɜɞɡɛŮ ˊɚɐɟɖ əŬŰŬɔɟŬűɐ əŬɘ ɜŬ ɏɢɞɡɛŮ ˊŮɟɘůůɧŰŮɟŮɠ ŭɡɜŬŰɧŰɖŰŮɠ ɤɠ ˊɟɞɠ Űɖɜ 

ŬɜɎɚɡůɐ Űɞɡɠ. Ƀɘ ɟɡɗɛɑůŮɘɠ ɗŬ ɔɑɜɞɡɜ ɛɏůŬ Ŭˊɧ Űɞ SMC (System Management 

Console) 

 

ȺɘəɧɜŬ 39 Wonderware Historian Server 
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ȺɘəɧɜŬ 40 ȺɘůŬɔɤɔɐ Űɤɜ Tag Ŭˊɧ Űɖɜ ŮűŬɟɛɞɔɐ 
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ȺɘəɧɜŬ 41 ȺˊɘŰɡɢɐɠ ŮɘůŬɔɤɔɐ Űɤɜ Tag ɔɘŬ əŬŰŬɔɟŬűɐ 
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 3.3.4.1 Cloud Replication ï Wonderware Online / SmartGlance 

Ƀɘ ˊŬɟŬəɎŰɤ ɟɡɗɛɑůŮɘɠ Ŭűɞɟɞɨɜ Űɖɜ ŬˊɞůŰɞɚɐ Űɤɜ ŭŮŭɞɛɏɜɤɜ (Replication) 

ůŮ Cloud Server Űɖɠ Wonderware ɔɘŬ ɜŬ ɏɢɞɡɛŮ Űɖ ŭɡɜŬŰɧŰɖŰŬ ɢɟɐůɖɠ Űɖɠ ŮűŬɟɛɞɔɐɠ 

SmartGlance. 

 

 



 

53 
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ȺɘəɧɜŬ 42 Ⱥˊɘɚɞɔɐ Tag ɔɘŬ ŬˊɞɗɐəŮɡůɖ ůŰɞ Cloud 

 

ȺɘəɧɜŬ 43 ȺˊɘŰɡɢɐɠ ɟɨɗɛɘůɖ ŬˊɞůŰɞɚɐɠ ůŰo Cloud 
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 3.4  ȺűŬɟɛɞɔɐ Ɂɞ.3 

ɆŮɜɎɟɘɞ 

ɉɟɐůɖ ŭŮŭɞɛɏɜɤɜ Ŭˊɧ ŬůɨɟɛŬŰŮɠ əŬɘ ŮɜůɨɟɛŬŰŮɠ ůɡůəŮɡɏɠ ɛŮ ůŰɧɢɞ Űɖɜ 

ŬˊŮɘəɧɜɘůɐ Űɞɡɠ ůŮ ůɨůŰɖɛŬ SCADA. ȹɖɛɘɞɡɟɔɑŬ Űɖɠ ŮűŬɟɛɞɔɐɠ ɛŮ Űɞ ůəŮˊŰɘəɧ Űɞɡ 

ñSituational Awarenessò ɔɘŬ əŬɚɨŰŮɟɖ əŬŰŬɜɧɖůɖ Űɤɜ ŭŮŭɞɛɏɜɤɜ. 

[Ȱɢɞɡɜ ɔɑɜŮɘ ɏɟŮɡɜŮɠ ɔɘŬ Űɞ ˊŬɟŬˊɎɜɤ əŬɘ ŰŬ ˊɞůɞůŰɎ ɓŮɚŰɑɤůɖɠ ŮɑɜŬɘ ˊɎɟŬ ˊɞɚɨ 

ɛŮɔɎɚŬ. ȰŰůɘ ɏɢɞɡɜ ŭɖɛɘɞɡɟɔɖɗŮɑ əɎˊɞɘŬ Standard ɔɘŬ Űɖ ɢɟɐůɖ Űɞɡ Ŭˊɧ Űɖ ɓɘɞɛɖɢŬɜɑŬ] 

ȼ ŮűŬɟɛɞɔɐ ŭŮɑɢɜŮɘ ɏɜŬ ˊŮɟɘɓɎɚɚɞɜ Smart ŭɘŬɢŮɑɟɘůɖɠ ɡŭɟɞŭɧŰɖůɖɠ ˊɧɚŮɤɜ 

ɛŮ ɢɟɐůɖ IoT ůɡůəŮɡɩɜ. Ⱥˊɑůɖɠ ɗŬ ɔɑɜŮɘ ɚɐɣɖ ɛŮŰŮɤɟɞɚɞɔɘəɩɜ ŭŮŭɞɛɏɜɤɜ LIVE Ŭˊɧ 

Űɞ Internet. 

ɇŬ ŭŮŭɞɛɏɜŬ əŬŰŬɔɟɎűɞɜŰŬɘ ŰɞˊɘəɎ ŬɚɚɎ ɏɢɞɡɛŮ Űɖ ŭɡɜŬŰɧŰɖŰŬ ɔɘŬ Multi -

Tier əŬŰŬɔɟŬűɐ əŬɗɩɠ əŬɘ ůŰɞ Cloud.  

ŪŬ ɢɟɖůɘɛɞˊɞɘɖɗŮɑ ˊɟɞůɞɛɞɘɤŰɐɠ Űɖɠ Wonderware ɔɘŬ Űɖɜ ŭɖɛɘɞɡɟɔɑŬ Űɤɜ 

ůɖɛɎŰɤɜ. 

 

ɇŮɢɜɞɚɞɔɑŮɠ ˊɞɡ ɗŬ ɢɟɖůɘɛɞˊɞɘɖɗɞɨɜ: 

1) Wonderware Application Server 

2) Wonderware InTouch OMI (SCADA) 

3) Wonderware Historian (Database, Replication) 

4) Wonderware InSight (ɇɞˊɘəɐ ɢɟɐůɖ Űɤɜ ŭŮŭɞɛɏɜɤɜ ɔɘŬ ŭɖɛɘɞɡɟɔɑŬ KPI) 

5) Wonderware InSight Online (ɉɟɐůɖ Űɖɠ ŮűŬɟɛɞɔɐɠ InSight Online ɛŮ Űɖ 

ŭɡɜŬŰɧŰɖŰŬ ɢɟɐůɖɠ A.I Űɖɠ Wonderware) 

6) OI Server (Operation Integration Server ɔɘŬ ŭɘŬůɨɜŭŮůɖ Űɞɡ ŮɝɞɛɞɘɤŰɐ ɛŮ Űɞ 

ůɨůŰɖɛŬ. 

7) SmartGlance App (ȷˊŮɘəɧɜɘůɖ Űɤɜ ŭŮŭɞɛɏɜɤɜ Ŭˊɧ Űɞ InSight ůŰɞ 

əɘɜɖŰɧ/tablet) 

 3.4.1 ɄŬɟŬɛŮŰɟɞˊɞɑɖůɖ Application Server 

ȷɡŰɐ ɖ ŮűŬɟɛɞɔɐ ɗŬ ŭɖɛɘɞɡɟɔɖɗŮɑ ɛŮ Űɖ ɢɟɐůɖ Űɞɡ Wonderware Application 

Server. ɀɏůŬ ůŮ ŬɡŰɧɜ ɗŬ ɢɟɖůɘɛɞˊɞɘɐůɞɡɛŮ Űɞ InTouch OMI ɔɘŬ ɜŬ ůɢŮŭɘɎůɞɡɛŮ 

Űɖɜ ŮűŬɟɛɞɔɐ ɛŬɠ. 

 

ȺɘəɧɜŬ 44 ɅɡɗɛɑůŮɘɠ Application Server 
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ȺɘəɧɜŬ 45 ũɟŬűɘəɧ ˊŮɟɘɓɎɚɚɞɜ Application Server 
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 3.4.2 ȷˊŮɘəɧɜɘůɖ ŭŮŭɞɛɏɜɤɜ ůŰɖɜ ŮűŬɟɛɞɔɐ 

 

 

 



 

59 

 



 

60 

 3.5  ȷɜɎɚɡůɖ ï ȷɝɘɞɚɧɔɖůɖ ŭŮŭɞɛɏɜɤɜ 

ɆŰɖɜ ˊŬɟɞɨůŬ ŮɟɔŬůɑŬ ɗŬ ŭŮɑɝɞɡɛŮ ɛŮɟɘəɞɨɠ Űɟɧˊɞɡɠ ɛŮ Űɞɡɠ ɞˊɞɑɞɡɠ 

ɛˊɞɟɞɨɛŮ ɜŬ əɎɜɞɡɛŮ ŬɜɎɚɡůɖ əŬɘ Ŭɝɘɞɚɧɔɖůɖ Űɤɜ ŭŮŭɞɛɏɜɤɜ ˊɞɡ ɚŬɛɓɎɜɞɡɛŮ. Ƀɘ 

Űɟɧˊɞɘ ˊɞɡ ɗŬ ŭŮɑɝɞɡɛŮ ŮɑɜŬɘ: 

1) ɉɟɐůɖ Wonderware Historian Client 

2) ɉɟɐůɖ Wonderware InSight 

3) ɉɟɐůɖ ɚɞɔɘůɛɘəɞɨ Excel / Tableau 

 3.5.1 Wonderware Historian Client 

ɂŮəɘɜɩɜŰŬɠ ɛŮ Űɞ ɚɞɔɘůɛɘəɧ Wonderware Historian Client ɗŬ ŭɞɨɛŮ ɧŰɘ ɛŬɠ 

ŭɑɜŮɘ Űɖ ŭɡɜŬŰɧŰɖŰŬ ɜŬ ŮˊɘɚɏɝɞɡɛŮ ɞˊɞɘɞŭɐˊɞŰŮ Tag ɏɢɞɡɛŮ ɢɟɖůɘɛɞˊɞɘɐůŮɘ ůŰɘɠ 

ŮűŬɟɛɞɔɏɠ ɛŬɠ əŬɘ ɜŬ Űɞ ŭɞɨɛŮ ɔɟŬűɘəɎ. (ȺɘəɧɜŬ 46) 

 

ȺɘəɧɜŬ 46 Wonderware Historian Client 

ɀŬɠ ŭɑɜŮɘ Ůˊɑůɖɠ Űɖ ŭɡɜŬŰɧŰɖŰŬ ɜŬ ŮɛűŬɜɑůɞɡɛŮ ŭɘŬűɞɟŮŰɘəɞɨ Ůɑŭɞɡɠ əŬɘ 

Űɨˊɞɡ Tag ɏŰůɘ ɩůŰŮ ɜŬ ɏɢɞɡɛŮ ɛɘŬ ůɡɜɞɚɘəɐ ŮɘəɧɜŬ Ŭˊɧ Űɖɜ ˊɚɖɟɞűɞɟɑŬ ˊɞɡ ɛŬɠ 

ŮɜŭɘŬűɏɟŮɘ. (ȺɘəɧɜŬ 47) 
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ȺɘəɧɜŬ 47 Multitag Historian Client 

 3.5.2 Wonderware InSight 

ɇɞ Wonderware InSight ŮɑɜŬɘ ɏɜŬ ŭŮɨŰŮɟɞ ŮɟɔŬɚŮɑɞ ˊɞɡ ɛŬɠ ˊŬɟɏɢŮɘ Űɖ 

ŭɡɜŬŰɧŰɖŰŬ ŬˊŮɘəɧɜɘůɖɠ ˊɚɖɟɞűɞɟɑŬɠ Űɤɜ ŭŮŭɞɛɏɜɤɜ ɛŬɠ ɛŮ ŭɘɎűɞɟŬ ɔɟŬűɐɛŬŰŬ. 

ȰɢŮɘ ˊŮɟɑˊɞɡ Űɘɠ ɑŭɘŮɠ ŭɡɜŬŰɧŰɖŰŮɠ ɛŮ Űɞ Historian Client Ŭˊɚɩɠ ɛŮ əŬɚɨŰŮɟɖ ɔɟŬűɘəɐ 

ŬˊŮɘəɧɜɘůɖ. 

To Wonderware InSight ɛˊɞɟɞɨɛŮ ɜŬ Űɞ ɢɟɖůɘɛɞˊɞɘɐůɞɡɛŮ ŮɑŰŮ ůŮ Űɞˊɘəɧ 

ŮˊɑˊŮŭɞ ŮɑŰŮ ɛɏůɤ Cloud. ȼ ŭɘŬűɞɟɎ ŬɡŰɩɜ Űɤɜ ŭɨɞ ŮɑɜŬɘ ˊɤɠ ɖ ɚɨůɖ Cloud ́ ɟɞůűɏɟŮɘ 

ŭɡɜŬŰɧŰɖŰŬ ŬˊŮɘəɧɜɘůɖɠ Űɖɠ ˊɚɖɟɞűɞɟɑŬɠ ɛŬɠ ůŮ əɘɜɖŰɎ/Tablet ɛŮ Űɖ ɢɟɐůɖ Űɖɠ 

ŮűŬɟɛɞɔɐɠ SmartGlance əŬɗɩɠ əŬɘ ɢɟɐůɖ A.I (ɇŮɢɜɖŰɐɠ Ɂɞɖɛɞůɨɜɖɠ) Ŭˊɧ Űɖ 

Wonderware ɔɘŬ ɜŬ ɛŬɠ ŭŮɑɢɜŮɘ ˊɘɗŬɜɏɠ ŬɜɤɛŬɚɑŮɠ ůŰŬ ŭŮŭɞɛɏɜŬ ɛŬɠ.  

ɀɏůŬ ůŰɖɜ ŮűŬɟɛɞɔɐ ɏɢɞɡɛŮ Űɖ ŭɡɜŬŰɧŰɖŰŬ ɜŬ ŭɖɛɘɞɡɟɔɐůɞɡɛŮ Űɞɡɠ ŭɘəɞɨɠ 

ɛŬɠ ˊɑɜŬəŮɠ ɛŮ Űɘɠ ˊɚɖɟɞűɞɟɑŮɠ ˊɞɡ ɢɟŮɘŬɕɧɛŬůŰŮ əŬɗɩɠ əŬɘ ŭɘŬŭɟŬůŰɘəɎ Dashboard 

ɧˊɞɡ ɗŬ ŮɑɜŬɘ ůɡɔəŮɜŰɟɤɛɏɜɖ ɖ ˊɚɖɟɞűɞɟɑŬ ˊɞɡ ɢɟŮɘŬɕɧɛŬůŰŮ.  

ȼ ˊɖɔɐ Ŭˊɧ ɧˊɞɡ ŰɟŬɓɎɛŮ ŰŬ ŭŮŭɞɛɏɜŬ ɛŬɠ ɔɘŬ Űɖ ɢɟɐůɖ Űɞɡɠ ɛŮ Űɞ InSight 

ŮɑɜŬɘ ɞ Wonderware Historian Server ɧˊɞɡ əŬɘ ɔɑɜŮŰŬɘ ɖ ŬˊɞɗɐəŮɡůɐ Űɞɡɠ. 
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ũɘŬ ɜŬ ɢɟɖůɘɛɞˊɞɘɐůɞɡɛŮ Űɞ InSight ůŮ Űɞˊɘəɧ ŮˊɑˊŮŭɞ ˊɟɏˊŮɘ ɜŬ ˊɎɛŮ ůŰɖ 

ŭɘŮɨɗɡɜůɖ: http://localhost:32569 

 

ȺɘəɧɜŬ 48 Wonderware InSight (Local) 

ȼ Online ɏəŭɞůɖ ŮɑɜŬɘ ůŰɖ ŭɘŮɨɗɡɜůɖ: https://on.wonderware.eu 

 

ȺɘəɧɜŬ 49 Wonderware InSight (Cloud) 

http://localhost:32569/
https://on.wonderware.eu/
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ȺɘəɧɜŬ 50 Wonderware InSight - A.I 

 

ȺɘəɧɜŬ 51 Wonderware InSight - A.I (2) 

 3.5.3 Excel ï Historian Client Add-in 

ɆŰɖɜ ˊŮɟɑˊŰɤůɖ ˊɞɡ ɗɏɚɞɡɛŮ ɜŬ ɢɟɖůɘɛɞˊɞɘɐůɞɡɛŮ Űɞ Excel, ɏɢɞɡɛŮ Űɖ 

ŭɡɜŬŰɧŰɖŰŬ ɜŬ űɞɟŰɩůɞɡɛŮ Űɞ Historian Client Add-in ɛɏůɤ Űɞɡ ɞˊɞɑɞɡ ɗŬ 

ɛˊɞɟɏůɞɡɛŮ ɜŬ ŮɛűŬɜɑůɞɡɛŮ Űɖɜ ˊɚɖɟɞűɞɟɑŬ ˊɞɡ ɛŬɠ ŮɜŭɘŬűɏɟŮɘ əŬɘ ɜŬ 

ŭɖɛɘɞɡɟɔɐůɞɡɛŮ ŰŬ ɔɟŬűɐɛŬŰŬ ˊɞɡ ɛŬɠ ŮɜŭɘŬűɏɟɞɡɜ. (ȺɘəɧɜŬ 52-53) 

ɇɞ Historian Client Add-in ɛŬɠ ŭɑɜŮɘ Űɖ ŭɡɜŬŰɧŰɖŰŬ ɜŬ ůɡɜŭŮɗɞɨɛŮ ůŮ 

ɞˊɞɘɞɜŭɐˊɞŰŮ Historian Server əŬɘ ɜŬ ŭɘŬɓɎůɞɡɛŮ ɞˊɞɘɞŭɐˊɞŰŮ Tag. ɀŬɠ ˊɟɞůűɏɟŮɘ 

ɛŮɔɎɚɖ ŮɡəɞɚɑŬ ůŰɖ ŭɘŬɛɧɟűɤůɖ əŬɘ ŬˊŮɘəɧɜɘůɖ Űɖɠ ˊɚɖɟɞűɞɟɑŬɠ.  
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ȺɘəɧɜŬ 52 Excel - Historian Client Add-in (1) 

 

ȺɘəɧɜŬ 53 Excel - Historian Client - Add-in (2) 

 

 3.6  Wonderware SmartGlance 

ȼ ŮűŬɟɛɞɔɐ Wonderware SmartGlance ɛŬɠ ˊɟɞůűɏɟŮɘ Űɖ ŭɡɜŬŰɧŰɖŰŬ ɜŬ ŭɞɨɛŮ 

əŬɘ ŬɜŬɚɨůɞɡɛŮ ŰŬ ŭŮŭɞɛɏɜŬ ˊɞɡ ɏɢɞɡɛŮ ůŰɞ Cloud (Wonderware Online). ɀŬɠ 

ˊɟɞůűɏɟŮɘ ɓŬůɘəɐɠ ɛɞɟűɐɠ ŭɘŬɔɟɎɛɛŬŰŬ əŬɗɩɠ əŬɘ Űɖ ŭɡɜŬŰɧŰɖŰŬ ŮɘŭɞˊɞɘɐůŮɤɜ 

(Alarms). 

ɇŬ ŭŮŭɞɛɏɜŬ ˊɟɞɠ ŮɛűɎɜɘůɖ ŮɑɜŬɘ ŬɡŰɎ ˊɞɡ ɏɢɞɡɛŮ ŭɖɛɘɞɡɟɔɐůŮɘ ůŰɞ 

Wonderware Online. 
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ȺɘəɧɜŬ 54 Wonderware SmartGlance 

 

    

ȺɘəɧɜŬ 55 Wonderware SmartGlance (2) 

    




























































































































































































































































































