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NepiAnyn

2tnv onuepwvn emoxn, to tomio aopaleiac otov kUBEPVOXwWPOo dAAA{EL CUVEXWG UE
Tayutatou¢ puduoug. STo mAaiolo THG ouvexoUs eEEALOOOUEVNC TEXVOAOYIaC Kal TwV
UEVOSwWV emideonc, n Katdotaon Yivetal akoun moAUumAokOTepn. [MPOKEIUEVOU Vo
QVTIUETWTTIOEL TNV aAuatwdn eunadeia tn¢ Eupwnng o€ emPETELC KAl ATTEIAEC OTOV
kuBepvoywpo, n Eupwrnaikn EMITPON, MPOTEIVE T CUVEPYAOIX OTNV aVAKOIVWOr) TNC
OXeTIka pe tnv «Evioxuon tou cuoTApaTog KuPBepvo-avBekTkOTNTAG TNG Eupwnng Kat
NV mpowbnon TOU aVIAYWVLOTIKOU Kol KOWoTtopou kAAdou aoddAelag otov
KuBepvoxwpo», eviappuvovtac tov SNUOCLO KAl TOV LSLWTIKO TOUEQ VA CUVEPYAOTOUV
kat va avtaddaéouv mAnpopopiec oxetikec ue ameidec. Emimpoodeta, n avéavouevn
onuaoia t™g avtaAdaync mAnpo@oplwv @aivetal va gival UETAU TwV Kopu@aiwv
Taoewv otov kuBepvoywpo. Mia tétola avtaAdayri, Bonvda tic Apxéc emiBoAnc tou
vouou (Law Enforcement Agencies), Tou¢ opyavioLOUC, TIC KPIOIUEC UTOOOUEC KAl TIC
ETUXEIPNOELC VO avTaTOKPLIoUV Kal va SLEPEUVIIOOUV T EYKANUATA, KoL ETTLITAEOV TOUG
ETUTPENEL va eVTOMI{ouV KUBEPVOEMIIETELC OE TTPAYUATIKO XpOvo. Qotooo, n avtaidayn
TTANpo@opLwv yio Tov evtormiouo ancsidwv entdéoswv otov kuBepvoywpo eival pia
artawtntikn diepyacio eéattiac tou yeyovotog OTL ouVTEAE(TaL ypovika ouvidws mpwv
arto 1o EykAnua. O TPOANTITIKOG EMOUEVWCE XAPAKTAPAC TNG, KAHGIOTA TNV TPOOTAT( TWV
TIPOOWITIKWV OESOUEVWY TTOU EUTIEPLEXOVTAL OTIC TTANPOPOPIEC AUTEC, KAl EIVal EV YEVEL
anAda debouéva, avaykaia kol UpEia, OMw¢ amattel To Voulko mAaioto. Evtoutolg, to
TeEAeUTiO ONULOUPYEL LUEPIKEG POPEC TMEPLOOOTEPL EUTTOSIA TTapd AUCELC. EmutAéov, o
levikéc Kavoviouocg [lpootaciag Asbouévwy (General Data Protection Regulation -
GDPR) emiBaAAel akOun auoTNPOTEPOUC KAVOVEC YLa THV EMEEEPYATIN TWV TTPOCWITIKWY
bebouévwy. Emouévweg, yla va Slaocealdlotel n  vouuotnta t™c¢  avraAdayric
TTAnpo@oplwy, eivat amapaitnTo ol TEAEUTAIEG va kKaTtaoTouV ouuBatéc us tov GDPR.
JKOTTOC TNG¢ MapoUoac EPEVVHC Eval N aVAAUCH TOOO TOU EUPWITAIKOU VOULKOU
nAatoiov 600 kol autoU TNG avtaAdayri¢ TANPOPOPLWY yla aEIAEG oToV KUBEPVOYWPO
OTOUC TOUEIC oUYKALONG TouC. Ta KUPIwG EpWTAMATA TTOU TPOKELTAL va SdtepeuvnBouv
elvat: oo mpoowrtika Sedousva Suvatal Vo ELTTEPLEXOVTAL OE TTANPOPOPIEC OXETIKA UE
QTTEIAEC, T VOULKA {NTHLATO TTOU EYEIPOVTAL KAL OL TPOTTOL UE TOU G OTTOLOUC UTTOPOUV VL

QVTIUETWITIOTOUV 1) va mapakau@doUv, 1SLlaltépwc yla Toug LSLWTLKOUG popeic (B2B,
\Y;



0OSC, Individuals) mou 6éxovrat emidéoelc otic umtodouéc Touc, T evtomilouv kat F€Aouvv
va SLoUoLlpaaTOUV TNV TTOPAYOUEVN YVWON, VIO TOV OKOTMO TOU EVTOMIOUOU TTOPOUOLWYV

emIcoewv, ue dAAouc Qopeic.

NEEerg KAsldua:
KuBepvoaoddlela, kuBepvoamellég, mapaywyn yvwong omod omelléG Tou

KuBepvoxwpou, Stapolpacpog mAnpodoplwy, SeSopéva TPOCWILKOU XapaKTpo



Abstract

In today’s world, the security landscape is constantly changing and at a rapid
pace. Amid a backdrop of constantly evolving technology and attack methods, the
situation has only become more complex.To cope with the rising incidence of complex
and effective cyber threats, European Commission proposed cooperation in
‘Communication on Strengthening Europe’s Cyber Resilience System and Fostering a
Competitive and Innovative cybersecurity Industry’ by encouraging public and private
sector to collaborate and exchange threat information. Additionally, the growing
importance of Information sharing seems to be between the top cyber security trends.
Not only does threat information sharing help LEAs, organisations, critical
infrastructures and businesses to respond and investigate crimes, but also enables them
to detect ongoing cyber crimes. However, exchanging information to detect cyber
crimes is a difficult task because of the fact that is perfomed before a crime occurs
(proactive) and therefore all personal data should be handled with the utmost care as
the legal framework demands. However, the latter sometimes creates more
obstructions than solutions. Moreover, General Data Protection Regulation (GDPR)
imposes even more strict rules to handling personal data. Therefore, to ensurelegality
of information sharing, it is necessary to make them compliant with the GDPR.

The aim of the thesis is to analyze the legal framework and the threat
information sharing concepts at the issue of compliance. The main research questions
are: how the data protection limits the operation of information sharing and how to
ensure its compliance, particularly for private parties (B2B, OSC, Individuals) who have
been attacked in their infrastructures and want to share the knowledge generated for

the purpose of detecting such attacks by other parties.

Keywords:Cybersecurity, cyber threats, cyber intelligence, information sharing,

personal data, gdpr
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MpoAoyog — Euyaplotiec (mpoalpeTiko)

To mapodv névnua adlepwvetal otnv Tpixpovn Eppavouéla mou sival n eAnida
KOlL TO UTtEPOTIAO pou. Emtiong, otov ayamnuévo pou oUIUyo Kol 0TOUG YOVELG LoU, TIoU
av KoL He oTepouvTal, oThpLEav TNV miotn pou otnv dtadikacia tng dta Blou padnong,
KoL TNV otnpilouv akoun va mapapevel dAoyepn).

Embupw va euxapotnow toug emiPA£movieg kabnyntég pou Ka Euyevia
Ale€avdpomoulou — Awyuntiadou kat ko Mavaywwtn QouAnpd yla TNV EUMVEUCH, TNV
gEUmLoTOooUVN Kot TNV kKaBodrynon toug o OAa ta otadla eKmoOvNong TG AUTAWUATLKAG
Hou epyaoiag.

Télog, odeilw, €va peyalo euxaplotw otov uroPndlo Atdaktopa tou MAMAK
Ko ABavaclo Anuntpladn mou Hou XApLoe «To Gpwe» TNG yvwong Kal tng okéPng 6co

SdouAevape pall.

vii
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1 Ewoaywyn

1.1 NpoBANpA — ZnUavTKOTNTA TOU O€patog

H aufavopevn Kal €MITAKTIKA avaykn Xpnong tou Aladiktuou, mapotl €xXeL
eTdEPEL TTOAA OETIKA OE ETUXELPNOELG, OPYAVIOMOUC OAAA Kal oAOKAnpa EOvn, £xel
Tautoxpova Snuoupynoel mpoodopo £6adog yla eYKANUATIKY SpactnplotnTta oTovV
kuBepvoxwpo. To mMpOoPAnUa embelvwOnKe akOun MEPLOCOTEPO KABWG TO EYKANUA
e€elixOnke oe mio emikivbuveg popdeg, Aappavel Siebvry didotaon kot Sie€ayetal ano
OMAdEC aTOpwWV HPE uPnAnR TEXVOYVWOL Kal €L8IKELON XPNOLUOTOLWVTAG €UDUELC
peBodoloyieg kat epyaleia dpdong.

Mot TNV QVTIUETWILON Twv tpoavadepBéviwy, Exouv ipotabel MOAAEG AUOELG PE
TNV 1o e€eAlypévn Kal emtikoipn va eivat o SuvaTtov Mo £YKALpOC EVIOTLOUOG EMIOECEWV
(early detection), yeyovog mou pmopel va emrteuxfel péow tou Slapolpacpol
TIANPOPOPLWY OXETIKWV ME OMEWNEC OTOV KuPepvoxwpo. EmumpooBeta, o [eViKOG
Kavoviopoc Npoowrikwv Asdopévwy, ota apBpa 33 Kat 34, KOOLEPWVEL TNV UTIOXPEWGCN
TWV Popewv va avadEPouv cUYKEKPLUEVEG TtapafLaoelg Sedopuevwy TG00 oTnV apuodla
Emomtikny Apxr) 000 Kal ota atopa (UTokeipeva Twv SeSouévwy) Ttou €xouv TTANYEL Kat
HOAlOTa xwpic adkaloAoyntn kabuotépnon. EmutAéov, amd TNV OTWYUN TIOU €Vag
dopéag evnuepwOEL OXETIKA e pLa TtapAaBacn, XEL TO XPOVLKO TEPLBWPLO TwV 72 wPwV
T(POKELEVOU VO TO YVWOTOTIOLOEL OTNV 0pUodLa Emomtikr Apxn.

Katd ouveénela, ylvOUOOTE HAPTUPEG OTL 0 KAASOC aodalsiag BplokeTal CUVEXWG
QVTIUETWITOC UE KUBEPVOETOEDELG, O £YKALPOC EVTIOTILOUOG TwV OTolwyv eivatl Wdlaitepa
KPlolMoG KoL amaltel ULOBETNON €0WTEPIKWY Sladlkaolwy ylo TNV OVIXVEUCH TWwV
napoflacewv Kat €ykaipn ofloAdynon Tou KWOUVOU TIPOKELWWEVOU VO UTAPEEL
gunpoBeoun kowvomoinon. Qotdco, 0 SLOPOLPACHUOC AUTOC, TTOU OTNV CNUEPLVI ETOXNA
telvel va mpayuatonoleital péow Stapolpacuou mAnpodoplwy, odeilel va Bploketal
0€ TANPN OUMMOPPWON HE TO VOUIKO TAQicl0.Q¢ ek ToUTOU, Kplvetal avaykoia n
KOTOVONoN TG AELTOUpYLaG TOU EVTOMIOUOU, TOU SLApoLpacpoU Twv MAnPodopLwy, Tou

VOLLKOU TTAOLGLOU Kot TNG oUYKALONG TOUG.



1.2 3Ikomog — Ztoxol

IKOTOG TNG HEAETNG elval n Slepevvnon piag oAokAnpwpévng pebodoloyiag
OTOV EVIOMIOUO €TOE0EWV HEOW TOU Slapolpacpol MANPodopLWV ylo ATEINEG OTOV
KUBEpPVOXWPO O€ MANPN CUUUOPDWON LE TO LOXUOV EUPWIAIKO VOULKO TTAaiolo. Mpog
TOV OKOMO auTo, avaAluBnke n Asltoupylad TOU EVTOTIOUOU KuBepvoemiBéowy,
Slaxwplotnke MANPWG amd TG Aoutég Asttoupyieg kal mMapdAAnAa eviomioTtnke Kot
avaAUBNKe TO OXETIKO VOULKO TAaiolo. TEAoOG, paypatonol|Bnke cUykAlon OAwv Twv

npoavadePOUEVWVY Kal IpoTAOnke oxeTikr pebodoloyia.

1.3 Zuvewodopa
H ouvelodopd tng ava xelpag HeAETNng elval STt Katl cuvictatal adevog oTo va
amoteA€éoel éva GUYXPOVO TOVNUA, WOEALUO ylo TNV Katavonon Twv Paclkotepwyv
{NTNUATWY TIoU avTLUETWTTlel 0 KAASOC aodaleiag oe oxéon Ue TO LOXUOV EUPWTAIKO
vopoBetikd mAaiolo kot adetépou va mpoteivel pio avowkt) pebodoroyia yia
evtomopd embécsewv mou Paociletalr otnv Slopolpacpd mAnpodoplwyv Kal eivat
OUUPOPGOUEVH LE TO VOULKO TTAaLOLO.
Ta npoavadePOPEVA, ETLTUYXAVOVTOL LE TNV:
e Koatavonon Baclkwv evvolwv kuBepvoacdaleiag,
e KaTAvVONon Twv Asttoupylwv aodaleiag kat dlaitepa tng Aetoupylag tou
EVTOTILOMOU eTOECEWY,
® KOTOVONGON TOU VOULKOU TTAQLGLOU O€ OXEON HE QVTIKELUEVO TNG EPELVAC
e dnuloupyla piag Baong yla KateuBuVTAPLEG YPAUUEG, TIPOTUTIA Kl BEATIOTEC
TIPOKTLKEG,
o Kotaypadn TWV MEPUTTWOEWV KATA TIG OTOLEC UIMOPEL VAl YIVEL SLAUOLPACHUOG
mAnpodopLwy,
e Kotovonon Tooo amd epeuvntéG aodoAeiag 000 KOL OO TNV VOUIKN
KOLVOTNTO TWV TEXVOAOYLWV KoL TOU VORLKOU TAalciou mou Bpilokovtal oe

OoX€0N E TOV EVIOTILOUO EMIOECEWV.



1.4 Baown Opoloyia

EAANVIKOG 6pog AyyAikog 6pog Ene§nynon

KuBepvoarmnel\n Cyber Threat KaBe meplotatikd 1 yeyovog mou duvatal va
EMNPEACEL  QAPVNTIKA T  OPYOVWTLKEG
Aettoupyie¢  (ovpmepllapBavopuévng NG
QIMOOTOARG, TWV AELTOUPYLWY, TNG ELKOVOG N
™G ©éAUNG), OPYOVWTIKWY TEPLOUCLOKWV
OTOWXELWV, OTOHWY, GAAWV OPYAVIGUWV ] TOU
‘EBvoug péow oUuOTAHOTOC TMANPOGOPLWV HE
un g€ouvolodotnuévn mpocBaocn, amokaAun
N tpomomnoinon nmAnpodoplwv 1 / Kot apvnon
Tapoxn¢ unnpeoiac.[1]

KuBepvoeniBeon  Cyber Attack MpoomdBela mou €xeL w¢ otoxo eite TNV
anoktnon un €€ouatodotnuévng mpodofaocng
oe éva cvuotnua eite va B€oel og kivbuvo tnv
oKePALOTNTA TOU cuoTAMOTOC. [1]

MepLoTaTiko N Incident Onolobnnote evépyela cuviotd mapafiaon n

TIEPLOTATIKO anelAn napafiaong TG MOALITIKAG aodaleiag

aodpaleiag n EVOC OUOTAMOTOG N TNG omodektnc/opong

ocupBav TIOALTIKAG XProNG 1 TWV OTAVTOP TPOKTIKWV

aodaleiag aodaleiag [2]

Enintwon Impact H anwAewa pag Aflag, n avénon tou Kéotoug
N GA\n anwAela mou Oa pmopouce va
TIPOKUPEL WG OUVEMELL €VOG PHYUATOC
aodpaleiag amnod pia kuBepvoeniBeon.[3]

Emoddaiela H mbavotnta va oupBel pia
KuBepvoeniBeon.[3]

Kivéuvocg N Risk Opliletal wg TO ywopevo ¢ Emimtwong kot

Ermukwvduvotnta ™¢ Emwodaletac.[3]

Texvoupynua Artifact Inueio evog Asttoupylkol uotnuartog (AX),

epapuoyng n ouokeung (apxelo, tomobeoia,




Snuolpynua) mou Tmapouctdlel Pnolaka,
LOTOPIKO evdladépov Kal omod TO Omoio
Suvaral va e€axbolv mAnpodopieg (metotrpla
N evéeifelg) ywa pia emiBeon. Napadeiypata
TEXVOUPYNMUATWY QMOTEAOUV T KAELSLA TOU
UNTPpwoU pubuicswv (registry), ta apyeia
Kataypadnig cuppaviwy, K.QL. Ka
napadeiypata mAnpodoplwv (melotnpiwv n
evbeléewv) amoteholv oL mAnpodopieg Tou
efdyovtalt amd TNV avadluon Ttoug (TX.
NUEPOXPOVOAOYLEG,  OLKTUAKEG  OUVOEDELG,
Slepyaoiec). TéAog, onuewwvetalr oOtL Segv

uvodlotatalr  emionun  €vvola  TOU  OpoU

«TEXVOUPYNUOY.
Agiktng Indicator of  ElvalL Tto €upnuata TEXVOUPYNUATWY, Ta
MNapafiaong Compromise epyoAeia Kal oL TEXVIKEG TIOU QTOTEAOUV Ta
(edetng, 1oC) xvn plag emiBeonc [4]

1.5 AuapBpwon tng HeAETng

JTo Tmapov kKedpahalo, oklaypadeital TO TEPLyPAUUO TNC HEALETNG KoL
kataypadovtal ol Baclkol oTtoxol. ZUYKEKPLUEVA, YIVETAL ELOOYWYN OTO QVTLKEIMEVO,
katadelkvUeTal to TMPOPANUa, TiBevtal oL otoxoL, Tapoucldaletal n ouvelodopd tNG
HEAETNG KoL TEAOC ylvetal pio ocuvomTtikn Kotaypadn Kal mapouciacn tng Baolkng

opoloyiag.

Zta mAaiola TG SEVTEPNG VONUATIKNG EVOTNTAG, EMIXELPELTAL N KOTOWVONON TOU
UTO e€€Tacn davopévou, SLAPESOU TNG MPOCEYYLONG Tou Bewpntikou uTtdéBabpou Tdéoo
o€ texvoloyLko eminedo («TEXNOAOTIKO IKEAOZ»), pe TNV avamtuén Kal avaluon Twv
EVVOLWYV, TWV HEBOSWV Kal TwV AELTOUpYLWY TNG AoPAAELOG, OCO KAl OE VOULKO Ttinedo,
(«NOMIKO ZKEAOZ»). ZUYKEKPLUEVQ, TIPOYLATOTIOLELTAL N EVVOLOAOYIKI BepeAiwan TNG
aodpalelag, To woxvov mAaiclo KuPBepvoaodAAsLlag Kal 0 SLOpOLPACHOC TTANPOodOPLWV
yla ormeAéC OTOV KUBEPVOXWPO, LE ATWTEPO OTOXO TNV Katavonon tng Asltoupylag tou
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EVTOTILOMOU KuBepvoemiBéoswv. EmumpooBetwe, oto idlo kedpdAaLo, PEAETATAL TO LOXUOV
puBULOTIKO MAaiolo og Eupwrnaikd emninedo, pe tig oxvouoeg Odnyieg kat Kavoviopoug
TIOU Apeoa N €UUeca OXETL{ovTaL e TNV AELTOUPYLa TOU EVTOTILOMOU emiBéoewv. Onwg
avaAuTtikotepa enefnyeital KaL otnv ewcaywyn tou Kedpoahaiou mou adopd oTo VOULKO
OKEAOG, N TapoUoa HEALTN EMLKEVIPWVETOL KUPLWG Ot ekeivoug Toug ¢opelc
Slopolpaocpol MapayopeVNG YWwong yla omelAéC Tou KuPBepvoxwpou Tou SExovtal
eTUOEOEL; OTIC UTIOBOUEG TOUG, TIG avixvelouv, TIG Kataypddouv Kkat B€Aouv va
Sdlapolpaotolv aQUTAV TNV TIOPOYOUEVN YVWON yld TOV OKOTO TOU EVIOTMIOMOU

TapOpoLWVY eMLOéoewv pe aAoug dopeig.

Ztnv akoAouBn Tpitn evotnta, MPOTEIVETAL KAl EMEENYELTAL L. AVOLKTH TIPOC ETEKTOON
pneBodoloyia, mou Suvatal va akoAouBnBel Wlaitepa anod WSLwTkoug dopelg, yla Tov
EVTOTILOUO KUPBepvOoeTOECEWY HEOW Slopolpacpol TANPOPOPLWV Yla QATENEC TOU
KuBepvoxwpou, o€ TMARPN CUUHOPPWON HE TO LOXUOV EUPWTAIKO VOULKO TAaiolo.
Mpénel va umopvnoBel Twg oL €lKOVEC ToU TapatiBevial otnv €votnta auth
KOTOOKEUAOTNKOV TIPOKEIPEVOU va omtikonmolnBel n pony tn¢ pebBodoloyiag TmoU
akoAouBeital. H emidoyn tng AyyAIKNG YAWOOOC OE KATIOLEG OO OQUTEG €YLVE OKOTILUA

yla TNV akpifela otnv anodoon twv Opwv.

TENOC, KATAAYOULE OTNV TETAPTN KAl TEAEUTALO EVOTNTA, OOV Ttapouactalovrol

Ol TIEPLOPLOUOL TNG EPEUVAC, TA CUUTIEPACHATA KoL Ol LEANOVTIKEC TIOAVEC EMEKTACELC

™nge.
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2 BifAoypadikn Emiokonnon — @swpntiko Yropabpo

H aoddalela otov kuBepvoxwpo eivat Bpa kowvol evlladépovtog otnv Evwon.
Ot aAAnAe€apTtnOoelg TwV SIKTUWVY KoL TWV CUCTNUATWY TTAnpodopLwy £lval TETOLEG TTOU
oL aveEaptntol popeig (dnuoéciol kal WOwTKol, cupmeEpAAUBAVOUEVWY TWV TIOALTWV)
ouxva &gV UMOPOUV VA OVILHMETWIIOOUV TIC QmMEWNEC KAl Vol SLOXELPLOTOUV TOUG
KvSUVOUC KoL ToV TIBAVO AVTIKTUTIO TWV CUMBAVTIWY OTOV KUBEPVOXWPO MEMOVWHEVAL.
EmumAéov, to 2016 n Eupwmaiky Emtpomnn €€€dwoe avakoivwon OXETIKA HPE TNV
evioxuon tou ouotiuatog kuBepvoavBektikdtnTag tng Eupwmng kal mpow6Bnon
QVTOYWVLOTIKOU KOl KAVOTOpoU KAASou aoddAetag otov KuBepvoxwpo?. TéNog, ota
ouumnepdopata tou ZupPBouliou tou 2016, avayvwpioTnke OTL «OL OMEWNEC KOL TO
€VAAWTA onuela otov KuBepvoxwpo e€akolouBouv va auvdvovtal Kal va evieivovtal,
TPAyUa TTou Ba amaltiosL CUVEXH Kal OTEVOTEPN ouvepyaoia, W6iwg oto mMAaiolo tNng
QVTIHETWTILONG SLACUVOPLOKWY CUMBAVTWY 00dAAELOG OTOV KUBEPVOXWPO HEYAANG
KALpakag»3,

AUTV TNV TPAYUATIKOTATA KOAE(tal va oavalUosel n mapolod VONUATIKN
€VOTNTA, TTAPOUCLAIOVTOG TOOO TO TEXVOAOYLKO MAACLO 000 KOl TO VOULKO TAALGLO TTou
Sdlapopdwvetal otov eviaio Eupwraikd xwpo. Apxkd, oto Kepalalo «TexVOAoylKoO
YKEANOC» AVAAUOVTOL OL EVVOLEG OXETLKEC LLE TOV EVTOTILOUO ETIOECEWVY KOl LUETETIELTA, OTO
kepAAalo «NOULKO OKEAOG» TO OXETIKO VOULKO TTAALoLO, TToU oploBeTel Kot KateuBUvel

TIOAAEG dopEG TNV Texvoloyia.

https://ec.europa.eu/info/law/better-regulation/initiatives/com-2017-477 en, COM(2017) 477 final Mpdtaon

KANONIZMOZ TOY EYPQMAIKOY KOINOBOYAIOY KAI TOY SYMBOYAIOY oxetikd pe tov ENISA, Tov «opyaviopd tng EE
yla Thv aoddAela otov KUBgpvoxwpo», Kal TNV Katdpynon tou kavoviouou (EE) aptB. 526/2013, kaBwg Kal OXETLKA
UE TNV TLoTomoinon TS aopAAeLag oTov KUBEPVOXWPO GTOV TOME TNG TEXVOAOYiOG TANPOdOPLWVY KAL EMILKOVWVLWY
(«mpagn yia Tnv aoddalela otov KuBepvoxwpo»), [teheutaia eniokedn lovviog 2018]

https://eur-lex.europa.eu/legal-content/EL/TXT/PDF/?uri=CELEX:52016DC0410&from=EN, Avakoivwon ™mg

ETUTPOTG OXETIKA KE TNV €VIOXUON TOU OUOTAMOTOG KuBepvoavBektikdtnTag tg Eupwmng kot mpowbnon
QVTOYWVLOTIKOU Kal Kavotopou khadou acddhetag otov kuBepvoxwpo, COM/2016/0410 final, [tedeutaia eniokedn

loUviog 2018] .

http://data.consilium.europa.eu/doc/document/ST-14540-2016-INIT/el/pdf, Supunepdopata touv ZupBouliou oxXeTIKA

UE TNV evioxuon TOU €UPWTMOIKOU CUCTAUATOG OVOEKTIKOTNTAC OTOV KUPBEPVOXWPO Kal tnv Tpowdnon evog
OVTAYWVLOTLKOU Kol Kavotopou kAddou kuPBepvoaoddielag - 15 NoegpuBpiouv 2016, [tedeutaia emiokedn lovviog

2018]
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https://ec.europa.eu/info/law/better-regulation/initiatives/com-2017-477_en
https://eur-lex.europa.eu/legal-content/EL/TXT/PDF/?uri=CELEX:52016DC0410&from=EN
http://data.consilium.europa.eu/doc/document/ST-14540-2016-INIT/el/pdf

2.1 TEXNOAOTIKO ZKEAOZ

210 Mapov KebAAalo apxlKA TEPLYpADOVTOL aVAYKALEG EVVOLEG KOL EPELVVNTIKA
moplopata Tou TOopéa TNG acdaleioc MANPodPoplwV Kol UETEMELTA aVAAUETAL N
Aewtoupyia tou Evtomiopol emiBéoewy, n omoia anoteAel To KUPLO MAALOLO TNG PEAETNG

QUTAG.

2.1.1 Evvololoyikr) Ospeliwon aocdAAelog

H aodpdlela oto xwpo ¢ NMANpodoplkng yla mpwtn $opd UEAETAONKE OTIG
apxég tng Oekaetiag¢ tou 1970, kuplwg AOyw tNG AvOnong kat EAmAwong Twv
TEXVOAOYLWV Kal urtnpectwv SIktuwong[5]. Ano pia mpwtn €psuva Stadaivetal otL n ev
Bépatt évvola mpooeyylletal SladOPETIKA OO  EMLXELPAOEL, OPYAVIOUOUG Kal
auBevtieg tNg mMAnpodoplkng, evw Kamolol AAAoL epeuvnTEG Sev poPAnuatioTnkayv pe
TO va opioouv TV Aé€n «aoddalela»[6], aAAd mpoomdOnoav va TNV MPOCEYYIooUV WG
€vvola. OAa QUTA, WOTOOO, CUVETAYOVTOL OTL €VVOLOAOYIKA n aoddalela Sev eival
oadwc OpLOHEVN, aANA OTL amoTeAel pia e€alpeTikA appIAEYOUEVN, TTOAUGHUOVTN KoL
Sduvaputkn évvola.

OL 6U0o emkpatéoTepol oplopol NG aodalelag Slvovial KATd TO TMPOTUTO
ISO/IEC 27000:2014[7]kat katd to EOviko Ivotitouto Mpotumwyv Kat TexvoAoyiag (NIST:
National Institute of Standards and Technology) tTwv HMA[8], avtiotoya:

o «blaTNPNON TNG EUNTLOTEUTIKOTNTAC, TNC OKEPALOTNTAC KAl TNC StadeaiudtTntac
Twv mAnpo@optlwv. EmumAéov, umopouv va eumAékovtal kat dAAeg LOLOTNTEC
onwc n avdevrikotnta, n urteuvduvotnTa, N Un arapvnon Kat n aélomotio.

e «H kavotnTa MpooTaoiaC N UNEPAOTILONG TNG XPHoNG Tou kKuBepvoxwpou amo

KUBEPVOETIIIEDELGY.

EruunpooBeta, Snuoupyndnkav Sladopetikd poviéAa Teplypadrg tTou Opou
«00PAAELOY, TO ETUKPATECTEPO €K TWV omoiwv ovopaletal «tplada CIA (Confidentiality
Integrity Availability)» onwg ¢aivetat otnv Ewova 2-1 kot xpnolpomoleital yla va
meplypaPel TG TPElLG akOAouBeg OepeAuwdelg E€vvole¢ otnv  achAAEl  TwWV

nmAnpodoplwv:
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Eumoteutikotnta (Confidentiality) n omola elval n W8otNTa Twv Sedopévwy n
mAnpodopLwy va elval MPOOTEAACIUA HOVO Oamo TIG £E0UCLOSOTNUEVEG TIPOG
TOUTO ovtotnteg[9]. H epmioteuTIKOTNTA, HEPKEC GOPEC, KaAsital Kal
«LOWTIKOTNTA» 1 «UUOTIKOTNTA». H gUmIOTEUTIKOTNTO Umopel va emiteuxOel
HEOoWw TNG epappoyng Texvoloylwy Kal Stadikaclwy, Onwg yla mopadelypa ival
n kpumrtoypadia

Akepawotnta (Integrity) eival n wWwotnta twv dedopévwy 1 mAnpodoplwv va
TPOTOTOLOUVTAL HOVO amd €£0UCLOSOTNUEVEG TIPOG ToUTo ovtotnteg[9]. H
akepatotnTa dlatnpeital otav Statnpeital n akpifela Katl n un tpomomnoinon n
tpomomnoinon and e€ouclodotnUéVoug XPHOTEG N SLEPYOOIEG UE CUVETIELD KOl
KOTA TPpOTo anodekto. MpEMEL EMOPEVWG VAL UTIAPXOUV EKELVA T EXEYyUA OTL N
napexouevn nAnpodopia didetal 6mwe akplBwg INTRONKE Kal LAALOTA HE TPOTIO
enoAnBevolpo. EAv  plo ovtotnta TPOOTAONOEL va  TPOMOTOLNOEL TNV
mAnpodopia autr, Uopel va To EMITUXEL LOVO ePooov Exel e€oualodotnOeL.
AlaBeopdtnTa (Availability) wg n wWbwotNTa TwWV Sedopévwyv | MAnpodopLwV va
gival dlaBéopa otoug e€ouclodotnpévouc TPoG TOUTO XPNOTEC cUUPWVA HE Ta
Sikawwpata toug [9)]. Emopévwe, Eva cUOTNUA TIPETEL va TTAPEXEL Evav Babuo

aglomiotiag Katl avOekTkOTNTAG o€ evOeXOUevn amotuyia N enibeon.

Availability

Ewkdva 2-1: Tpiada CIA

13



2.1.2 NMNAaiowo KuBepvoaodaleiag tou NIST

Mpog Tov OKOMO Tou KaBopLopoU Twv oplwv NG mapolooag UEAETNG, Kplvetal
avaykaio opXlKA N Katavonon Twv AEToupylwv Ttnc aocdaleiog, OnMwg outo
napoucotaletal oto mopov kedpdlawo pEow tou MAatciou KuPepvoaoddAslag tou
NIST(NIST Cyber Security Framework) kot ev cuvexeia n katavonon tng Aeltoupyiog

«Evtoruopdg (Detection)» tou «mtuprjva» (core) tou NMAatoiou.

Alamotwvovtag OtL n €0VIKA Kol OLKOVOULK aodAlelad Twv HvwpEvwy
MNoAttewwv Baoiletal otnv aflomiotn Asttoupyia Twy kpiolpwy vmodouwv tou EBvoug, o
MNpoedpog Twv Hvwpévwy MoAtelwv Mmapdk Oumapa, tov PeBpoudplo tou 2013,
e€€6woe Vv ekteleoTikn evtoAn 13636 (Executive Order 13636)[10]. H ev Adyw evtoAn,
evioxuoe petafl aMwv, TIG poomdbeleg yla TNV avtaAlayn TAnpodopLwv ameliwy
OTOV KUBEPVOXWPO HE OKOMO Yl TNV OLKOSOUNGCN €VOC CUVOAOU MPOCEYYICEWV UTIO
popdn mAalciou yla tn peiwon Twv KwOUVwWV oTIG Kplolpeg umodopéc. Eldikotepa,
arnattouvtayv n avantuén evog eBslovtikol kat kwduvootpadol¢ mAatciov? yla tnv
acdpalela otov KuBepvoxwpo PACEL €VOG CUVOAOU GCUVEPYATIKWV PBLOUNXAVIKWY
TIPOTUTIWV Kol BEATIOTWVY TMPOKTIKWY To omoio Ba Bonboloe TOUC oOpyaviopoUC va

Slaxelplotolv Toug Kivduvoug yla tTnv acdalela otov KuBepvoxwpo.

Ze ektéAeon TN avwteépw mapayyeiiog, tov PePfpoudplo tou 2014, to EOVIKO
Ivotitouto Mpotunwv kat TexvoAoyiag (NIST) twv HMA og cuvepyacia pe IGLWTIKOUC Kol
KuBepvntikoU¢ ¢opeic dnuovpynoe 1o MNAaiclto KuPBepvoaoddlewag (NIST Cyber
Security Framework - CSF). Zkomog¢ autou eival va emtpéPel oe kaBe opyaviopd n
enuxelpnon -avefaptntwg peyéBoug, BabBuou kwvdUvou 1 e€elOIKEUUEVNG aodANELaG
oTov KuBepvoxwpo- va Slaxelpiletal tov kivbuvo otov kuBepvoxwpo epapuoloviog
apXEG Kal BEATIOTEG MPOKTIKEG TOU Teplypadovtal oe autod. [11] Toev Adyw MAaiolo
amoteAel €va AVOLKTO TPOG €MEKTOON €yypado Kal amoteAsital amo ta Tpia Bacikd

oTolXela TTOU avaAUTIKA TtepLlypAdOovTOL TTAPOKATW:

Evw gfakolouBel va umdpxel kamowou eiboug apdlonuia OxETIKA ME TG 0pOAOYieg TOU XpNOLUOTOLoUVTAL OTLG
S1a¢dopeg SLAOTATELG TOU KUBEPVOXWPOU, N CUUPWVIa yla oplopévous oplopols apxilel va edpalwvetal. 2tnv ouoia,
n ektipnon KwdUvou oTov KUBEPVOXWPO avadEPETal oTa SUVNTIKA APVNTIKA OIMOTEAECUATO TTOU CUVOEOVTAL UE TLG

KuPBepvoemIBETELC.
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1. O NupnRvag tou MAatoiou (Core) mapéxel éva oUVOAO SpPOOTNPLOTATWY yLa TNV
aopalela otov KUPBepvOXwPOo, EMIOUUNTA OTMOTEAECUOTO KOl EPOPUOOCTEEG
avadopEg mou elval KoWEC og OAoug Toug KAASoUG TwV Kplolwwv urmtodouwv, oe
ula eukpvn Kat eVAnTTn yYAwooa. ArtoteAel Tnv kKaBodrynon Twv opyaviopwyv otn
Sloxelplon Kol TV HElwon Twv KWOUVWVY OTov KUPBEpVOXWPO KATA TPOTO ToU
CUUMANPWVEL TIG UTIAPXOUOEG OLadIKOOIEC TOU OpYavIoHOU. JUUTIEPACUATIKA
ETIOUEVWSG, amoteAel tnv Pdon emkowwviog kal To HoviéAo avadopdg otnv
aodalela.

2. OuL BaBuideg YAomoinong tou MAawciou (Tiers) BonBouv toug opyaviopoug
TIAPEXOVTOG €va TIAQLOLO OXETIKA E TOV TPOTO LE TOV OTOLO €VAG OPYAVIOHOG
avtilapPBavetal ™ Slaxeipion KwwdUvwv oTov KUBEPVOXWPO. ZUYKEKPLUEVA, Ol
BaBuidec meplypadouv to Babud otov omoio ol MPAKTIKEG Slaxeiplong Kwvduvou
TOU KUBEPVOXWPOU €VOC OPYyOVIOHOU TAPOUCLAloUV Ta XOPOKTNPLOTIKA TIOU
opilovtat oto MNAaiclo Kkat Kupaivovtat oamd Tto Hepkd (Tier 1) €wg TO
npooapuootiko (Tier 4), meplypadovrag evav avfavopevo Badbuo avotnpotntag,
odpevOg 0TO MOCO KAAA EVOWUNTWHEVEG €lval ol amodACEL OXETIKA HE TOUG
KlvoUVoUu¢ aodaAelag oTov KuPBepvoxwpo Kol adeTEPOU €AV KOl KATA TOCO O
opyaviopog Aappavel mAnpododpnon ywo tov KUBepvoxwpo amo eEWTEPLKA
oUupBoANOpeva PEpN. InuavTiky B€on otnv mapovuoa PEAETN KATEXEL N TETAPTN
BaBuida (Tier 4) kKaBwC UAOTIOLOUUEVN ATIO £VAV OPYAVIOUO TIAPEXEL OE AUTOV TNV
duvatotnta Stapolpacpol TANpodopLWY yLo ATEIAEG, OTIWG PNTA avadEPETAL OTO
NISTCSF.[11]

3. To Npodil MAawrciov (Profile) armotelel Tnv eUBULYPAWLON TOU OPYAVIOUOU HE TLG
OPYQAVWTLIKEG QTALTAOELS KAl TOUG OTOXoUG, TNV dabeon ywa avaAnyn kwduvou
KOl TOUG TIOPOUC O OUYKPLON HE To emBupnta amoteAéopata tou Mupriva tou
MAatoiou. Eva mpodil xpnolgomoleital Kuplwg ylo TOV EVIOTMIOMO KOl TNV
LEPAPXNON TWV EUKALPLWV YL TN BeATiwon tNG aoPAAELAG OXETIKA PE TIG OTMELNEC
TOU KuPBepvoxwpou o€ €vav opyaviopo. Emopévwg, éva mpodih amoteAel tnv
Bewpnon tou mou Bploketal kal ToU Umopel va PTAcEeL Evag OpyavIOUOG OXETIKA

HE TNV aodAalela oTov KUBEPVOXWPO.
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Onwg akplBwg kat n apxkn €kdoon tou MAatciou, €toL kal n avabBewpnuévn €kdoon 1.1
[12], n omola ekdoBnke ot 16 Amplhiou 2018, amoteAel TPoiodv cuvepyaciag
SNUOCLOU-LOLWTIKOU TOHEN MECW HIOG OEpd¢ cuotaccwv, oxebiwv kol TepLOdwv
oxoAiwv. OL al\ayég G véag €kdoong mepAapBavouv HETAEU AAAWV, EVNUEPWOELG
OXETIKA HE TOV €AgyXO QUOEVTIKOMOINONG Kol TAUTOTNTAG, QUTOafloAOyncn Tou
opyaviIopoU yla Kivduvoug acdalelog otov kKuPBepvoxwpo, dlaxeiplon tng aodAaAeLag

Tou KuBepvoxwpou otnv aluacida epodlacpou Kat tn yvwaotonoinon eundbelag.

2.1.2.1 Nupnvag NAatoiov KuBepvoaodalerag tov NIST (CORE FRAMEWORK)

KaBwcg o Mupnvoag amoteAel tnv BAcn €MKOWVWVIOC KoL TO HOVIEAO avadopdc otnv
aodpaiela, aAAAG Kal AOyw Tou OTL CUYKEKPLUEVOTIOLEL KaL KAVEL KATAVONTA TA OpLa TNG
mapoUoag HEAETNG, TEPALTEPW €feTtaletal oTo MOpPov Keddalato. Ta Bacikd Soptkd

otolxeia Tou Mupriva tou MAALGLOU TTOU OTTIKA TOPOUCLAIETOL OTNV

Ewoéva 2-2, SlapBpwvovtal wg ENG:

e OL Aewtoupyieg (Functions) opyavwvouv T PBOOIKEG SpaOTNPLOTNTEG
aodpalelag otov KuBepvoxwpo oto uPnAotepo eninedo.

e O Katnyopieg (Categories) amoteAoUv umoSLaLPEDELG LA AELTOUPYLOG OE
OMAdEC AMOTEAECUATWY OTOV KUPBEpVOXWwPo ToU ouvEEovTal OTEVA LE
TUPOYPOLUHUOATIKEC OVAYKEG KOl CUYKEKPLUEVEC SpaoTNPLOTNTEC.

e OL Ynokatnyopieg (Subcategories) mepattépw Stapolv pla Katnyopia oe

OUYKEKPLUEVA  QTOTEAEOHATO  TEXVIKWV Kot / 1 SLOXELPLOTIKWV
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Spaoctnplotitwy. Mapéxouv €va CUVOAO QTIOTEAECUATWV TIOU, OV KOl OXL
e€avtAntika, BonBolv otnv UTOOTAPLEN TNG EMITEVENG TWV QUMOTEAECUATWY
o€ KaBe katnyopla.
e OL Evnuepwtikég Avadopég (Informative References) sival cuykekpluéva
TUAMATA TPOTUTIWY, KOTEVBUVTHAPLWY YPAUUWY KAL KOWVWVY TIPOKTLKWY OTOUG
TOUELG TWV Kplowwv uTtodouwv mou amelkovilouv plo pebodoloyia yia tnv
emitevén twv anoteAeocpdtwy mou cuvdeovtal pe KABe umokatnyopia (r.x.
CCS Controls®, COBIT 55, ISO 27001:20137, ISA 62443-3-3:20138, NISTSP 800-
539). Inuewwvetal &g, OTL OL EVNUEPWTIKEG avadopEég Tou Tapouatdlovtat

otov MNuprva tou MNAalciou eivat eVOELKTIKEG Kol OXL EEAVTANTLKEG.

Functions Categories Subcategories Informative References

IDENTIFY

PROTECT

RESPOND

RECOVER

Council on CyberSecurity (CCS) Top 20 Critical Security Controls (CSC): http://www.counciloncybersecurity.org,

[teAeutaiaeniokenlovviog 2018]

Control Objectives for Information and Related Technology (COBIT) http://www.isaca.org/COBIT/Pages/Product-

Family.aspx, [teAevutaia enioken lovviog 2018]
ISO/IEC 27001, Information technology -- Security techniques -- Information security management systems --

Requirements: http://www.iso.org/iso/home/store/catalogue ics/catalogue detail ics.htm?csnumber=54534,

[televtaia eniokedn lovviog 2018]
ANSI/ISA-62443-3-3 (99.03.03)-2013, Security for Industrial Automation and Control Systems: System Security
Requirements and Security Levels:

http://www.isa.org/Template.cfm?Section=Standards2&template=/Ecommerce/ProductDisplay.cfm&ProductID=134

20, [tehevtaia eniokePn lovviog 2018]
NIST SP 800-53 Rev. 4: NIST Special Publication 800-53 Revision 4, Security and Privacy Controls for Federal

Information Systems and Organizations, April 2013 (including updates as of January 15, 2014).
http://dx.doi.org/10.6028/NIST.SP.800- 53r4, [teAeutaia eniokedn lovviog 2018]
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http://www.counciloncybersecurity.org/
http://www.isaca.org/COBIT/Pages/Product-Family.aspx
http://www.isaca.org/COBIT/Pages/Product-Family.aspx
http://www.iso.org/iso/home/store/catalogue_ics/catalogue_detail_ics.htm?csnumber=54534
http://www.isa.org/Template.cfm?Section=Standards2&template=/Ecommerce/ProductDisplay.cfm&ProductID=13420
http://www.isa.org/Template.cfm?Section=Standards2&template=/Ecommerce/ProductDisplay.cfm&ProductID=13420
http://dx.doi.org/10.6028/NIST.SP.800-%2053r4

Ewéva 2-2: Aopr tou Muprva tou MAaoiov KuBepvoaoddAeiag tou NIST

Y10 onueio auto afilel va avaluBel ektevéotepa TO TPWTO SOULKO OTOLXELO TOU
Mupnva tou MAawsiou, ntot oL Tmévte (5) Tautdxpoveg, Ouvexelc Kal

aAAnAoou UTANpoU peveg AglToupyieg, Omwg mapouotalovtal otnv

Ewoéva 2-2 KOL OVOAUTIKA TTEPLYPAdOVTAL TTOPAKATW:

1. Avayvwpion (ldentify — ID): Avamtuén tng opyavwtlkng Katavonong ylo tnv
Slaxeiplon tou kvduvou acdaleiog otov kuBepvoxwpo. To Kpioluo onueio edw,
elval n kaBoAlkn katavonaon Tou mepBAAAOVTOG AELTOUPYLOG TWV OPYAVIOUWYV E
Vv mARPN poBoAn Twv Yndlakwv Kot UAIKWY OTOLXELWV Kal Twv SlacuvdEéoewy
TOuG, WoTe va kaboplotolv oL pohol kal oL guBuveg, va katavonBoluv ol
TpéXovieg kivbuvol kal n €kBeon TOU oOpyaviopHOU O OUTOUG Kol va
PoodLopLoTel N epapuoyn TMOATIKWY Kal dtadikaolwy yla ) Slaxeiplon autwy
TWV KWoLVWV.

2. Mpootacia (Protect — PR): Avamtuén kat edpappoyr Twv KATAAANAwWY HETPWV yLa
v efaodallon TNG TOPOXNC UMNPECLWV TwV KPlolwv umodouwv. O
OpYaVIOUOL TIPOKELUEVOU VO EVOWHATWOOUV QUTAV TNV AELTOUpyla MpPETMEL va
avamtuéouv Kol va epoappooouv TG KATAAMnAeg Swaodalioslg ya va

TLEPLOPLOOUV 1) VA AVAXOLTIOOUV TOV QVTIKTUTIO €VOG €vOEXOUEVOU CUUPAVTOG
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otov kuBepvoxwpo. H ouppdpdwon eyyvdtol MPpwTiOTWG OTOV EAEYXO TNG
npooBaong ota Pndlakad Kot Guotka apxeia kat otnv B€on Sladkaolwy yla thv
SloopaAion twv dedopévwy Kal akoAouBwg otnv ekmaibeuon Kal KOTAPTLON
gvalwcOntomoinong Tou TMPOOWTIKOU KAl OTNV OVATTUEN TIPOOTATEUTIKAG
TeEXVoAoylog yLa TNV StaodaAlon tng avOeKTIKOTNTOC OTOV KUBEPVOXWPO.
Evtoniopdg (Detect — DE): Avamtuén kat epoappoyr Twv KataAAnAwv dpacewv
Yyl TOV €YyKOLPO EVTOTILOMO oupBaviwv aodaleiag otov KuPepvoxwpo. O
opyaviopol opeilouv va ebpapudoouv Ta KatdAAnAa PETpa WOTE va evtormnilouv
ypnyopa Tto oupPBavta aocdaleioac. H uloBétnon AUoEwv  ouveXoug
mapakoAouBbnong (monitoring) twv OSIKTUOKWYV powv Kal UTOSOUWV TIoU
Sduvavtal va aviyvelouv aVWHOAEG SpaoTNPLOTNTEG Kol AANEC QMELWNEG TIOU
eEMNPEAlOUV TNV ETIXELPNOLOKI) CUVETELQ CUUMEPAQUBAVOVTAL O QUTAV TNV
Aettoupyia.

Anokpion (Respond — RS): Avamrtuén kat epapuoyn Twv KataAANAwv dpdcewv
yla TV anokplon os cupBavta acpalelog Le GKOTO TOV TEPLOPLOUO TNE dpaaong
Touc. Me tnv eudavion evog ocupPaviog acdaleiag otov KuBepvoxwpo, oL
opyaviopol odeilouv va £xouv TNV SuUVATOTNTO VO TIEPLOPLOOUV TLG ETMUTTWOELS
ano outo. Mpémel emopévwe va akolouBeital €va oxéSlo amokplong, va
KaBoploToUV oL YPAUUEG EMIKOWVWVIAC LETAEY TWV KATAANAWY cUUBOAAOUEVWV
HEPWV, va ouMexBolv kal va avaAuBolUv ol MANPodopleq OXETIKA HE TNV
ekdnAwaon tou ocuppavrtoc aocdaleiag, vo eKTEAECTOUV OAEC OL QTOULTOUMEVEG
EVEPYELEC yla TNV €€AAewn TOU TEPLOTATIKOU KAl v evowpatwBouv Tta
TLOPOYOLEVA OTTOTEAECHATA O pia avabBewpnuévn oTpATNYLKA QMOKPLONG.
Avaktnon (Recover — RC): Avamtuén kot uAomoinon Twv KAtAANAwv eVEPYELWV
yla tnv avakappn Kol €mMoVOAETOUPYld TWV UTNPECLWV TWV KPLloWwv
UTOSOUWY, UETA TOV EMNPEACHUO TOUG amod kamolo cupPav aodadeiag. Odeilel
dnAadn va edpappootel Eva oXESLO €yKaLpNG QUMOKATACTACNG TWV SOUWV | TwV
UTINPECLWV TIou €xouv umootel PAAGPBN akolouBwvtag pia mpokaBoplopeévn
Alota onueiwv dpdong, n omoia AMOTEAEL TNV OTPATNYLKI QATIOKATACTAONG TNG

A€LTOUpYLOC TOU OPYaAVIOUOU.
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2.1.2.2 EVTOTUONOG

Katavowvtog mAnpw¢ oAa ta mpoavadepOpeva Kol cadwg oploBetwvtog Ta
TAQLOLOL TOU TTOPOVTOC TTOVILATOG OTNV AEITOUpYila Tou EVTomiopou, KpilveTal avaykaio,
autn, va teplypadel avaluTtikd otnv napovoa Evotnta.

O evrtonmiopog adopd otnv eEWTEPIK KOl €0WTEPLKN TapakoAolBnon NG
SIKTUOKAC KIvnong Kal TwV UTIOAOYLOTIKWY CUOTNUATWY HE OKOTO TNV QviXveuon un
ducoLlohoylkwy MpoTUNWV MpocBaong (T.x. un $ucloloykn SpactnpldTNTA XPNoTWV,
duocavaloyn 1 un ¢ucloloyikr Sldpkela oUVEEONG KAl HUN QVOUEVOUEVEG TINYEG
ouvdeong) kat GAwv avwpaAlwyv. H avixveuon autr kpilvetal Boapuvouoag onupaciog
yla tnv éykaipn ovayaition plag emibeong, kabBwg ol emtiBEpevol XpnoLpomolouv TV
nepiodo mapouciag toug ota TapaBlocpéva amoO AUTOUC CUCTHUOTO ElTE yla va
EMEKTEIVOUV TO QIMOTUTTWHO TOUC Kal o€ @AAa cuothpoata (lateral movement) eite yia va
OAOKANPpWOOUV MARPWCE TOV OTOXO TNG eNiBeong.

H Aettoupyia tou evtomiopou (Detect—DE) tou MAawciouv KuBepvoaodaleiag tou
NIST xwpiletat otic akOAOUBOEG TPELG KATNYOPLEG:

1. AvwpaAieg kaw Feyovota: “H avwuadn Spaotnplotnta aviYVeUETAL EYKAIPWC Kal
yivetar katavonty n ouvntikn enibpaon Twv yeyovotwv”. Avo elval ot
ONUAVTLKOTEPEC EVVOLEC TIOU TIEPLEXOVTAL OTOV CUVIOHO QUTO OPLOUO: N €yKalpn
avixveuon kat n katavonon. Mpodoavwg, n avixveuon &vog ocupPavrtog
aodadeiag amd évav opyaviopd eival to peilov 6tav WAAQUE ylo ameAEC TOU
KuBepvoxwpou Kal avaudlopBitnta 6co o €ykalpn €lval n aviyveuon autn
TOOO TILO YPHyopa KOl TIO OTOSOTIKA MUTMOPOUV va HETPLOOTOUV Kol Ol
ETIMTWOELS amd autd 1o cupPav acdaleiag. Nwg opiletal Opwg n “éykatpn”
aviyveuon; Eilvatr BePfaiwg TNTnua xpovikng opoBétnong tou (Slou ToUu
0opYyavIopoU avopopLka PE TOUG KLVEOUVOUG TTOU OVTLUETWTTL(EL KOl TG EMUTTWOELG
TWV anwAeLWV Twv TIANpodopLwy Tou Umopet va €xel. H dgltepn évvola (autn
NG Katavonong Twv TOavwyv EMUMTWOEWV €VOG oupPBaviog aodaleiag)
ouviotatal adpevog otV EKTIUNON TOU OVTIKTUTIOU TIou Ba £€XEL ylot TO oUVOAO
TOU opyaviopoU Kol adetépou ota HETPA ekelva ou Ba mpémel va AdBeL o
OPYOQVLOUOG TIPOKELUEVOU Vo KaBoploel Ta OpLa cuvayeppou (incident alert) twv

oupBavtwv aopaleiag.
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2. Zuvexng MapakoAolBOnon Acddlsiag: “To oUoTNUA TIANPOPOPLWY Kal To
oUOTaTIKA oTolyEia ToUu mapakodloudouvtal g StakpLta xpovika Slaotiuata,
wote va evromifovtat ta ouuBavrta aopaleiac otov kuBepvoxwpo kal va
EAEYXETAL N QATTOTEAEOUATIKOTNTA TWV UETPpWV mpootaciac”. Aapfdavovtog wg
Sebopéva OTL oL amelAéG Tou KuPBepvoxwpou aAAalouv KoOnUeEPLVA, OL TEXVLKEG /
pnEBodol Slelobuong oTa CUCTHUATA EVOC OpyaviopoU eEeAlooovTal GUVEXWG Kall
oL €LOPBOAELG TMOPAUEVOUV YLl APKETO XPOVIKO SLACTNMA OTA CUOTHUATO TIOU
€xouv katoAdpel, kabiotatal cadég OtL n cuvexng (kat OXL OUMOCTIACMATIKN)
mapakoAouBnon (monitoring) anmod Akpo €1 AKPOV TWV SIKTUAKWY UTTOSOUWVY,
TWV CUCTNUATWY, TNEG SPACTNPLOTNTAG TWV XPNOTWV, KATT EVOG opyaviopoU, eival
OLaLTEPWE KPLOWUN TIPOKELMEVOU VA EVIOMIOTOUV Ta {Ntruata acdaleiag.
Tautoxpova oOTNV KOTNyoplot QUTr) EVTACOOVIAL KOl Ol TIEPLOSIKEC CAPWOELG

EUTTAOELOG TWV TTPOCTATEUUEVWY CUOTNUATWV.

3. Awadkaoieg avixvevong: “Ot dSiepyacie¢ kot ol Stadikaoieg aviyveuong
dlatnpouvtal kat eA€yyovtal, wWote va eEO@PAAIOTEL EYKAlpn KOl EMAPKNC
ouvelbnronoinon TtTwv avwuaAwv ouvuBavriwv oaoeoaisiac”. Koatd yeviKN
napadoxn, n kataypadn OSiepyoaciwv kot dtadlkaciwv aviyveuong oe évav
opyaviopo 6ev onUOTOSO0TEL QUTOHATA KOl TNV TPOOTACIiA TOU OpyovVIoHOU
anévavil o ocupPBavta acdaieiag. H Statipnon oAwv twv Slepyactwv Kot
Sladlkaolwy Tou oxetilovtal Ye TNV avixveuon avwpoAng dpactnplotntag Kot
TpooTaciag anod Ta yeyovota oTov KUBEpVOXwPo, TEPNAUBAVEL TOV OPLOUO TWV
POAWV Kal Twv guBuvwv Tou oxetilovtal Pe TNV avixveuon, KabBwg kol TN
SloaoddAion OtL autég oL Spaotnplotnteg svBuypapuilovtal HE TIG OVAYKEG
OUUMOPdWONG TOU 0pYaVLOUOU, eAEyxovTal TANPWE Kal BEATLWVOVTOL CUVEXWG,
TIPOKELUEVOU va e€aodaAloTtel n €ykalpn Kal gupeia emiyvwon ocuppfaviwv

aocdaleiag.

Autég ol tpeig (3) katnyopleg xwpllovtol o€ HIKPOTEPEG UTIOKATNYOPLEG Kal KABe
UTTOKOTNYOPLO. QVTLOTOLYI{ETOL OE EVNUEPWTIKEG 0vadOPEG TTOU ATOTEAOUV AEMTOUEPELC
obnyieg SnuodAwv mpotunwv aodadeiag onwg COBIT, ISO 27001, CIS CSC kat NIST

800-53, 6mwg avaAutikd mapouctdlovtal otov akoAouBo mivaka, MNivakag 1:
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Nivakag 1: Asettovpyia Evioniopdg kata NISTCSF

Function Category Subcategory Informative References
DE.AE-1: A baseline of | ¢ COBIT 5 DSS03.01
network operations and | * 1A 62443-2:1:20094.4.3.3
o NIST SP 800-53 Rev. 4 AC-4, CA-3,
expected data flows for CM-2, SI-4
users and systems s
established and managed
| p e |[SA 62443-2-1:2009 4.3.4.5.6,
Anomalies an
43.4.5.7,4.3.45.8
DE.AE-2: Detected events
Events (DE.AE): o ISA 62443-3-3:2013 SR 2.8, SR 2.9,
A | are analyzed to SR 2.10, SR 2.11, SR 2.12, SR 3.9,
nomalous
o | understand attack targets SR 6.1,5R 6.2
activity is ¢ ISO/IEC 27001:2013 A.16.1.1,
q 4 and methods A.l6.1.4
etected in a2 o NIST SP 800-53 Rev. 4 AU-6, CA-7,
timely  manner IR-4, S14
and the potential DE.AE-3: Event data are | e ISA 62443-3-3:2013 SR 6.1
' aggregated and correlated o NIST SP 800-53 Rev. 4 AU-6, CA-7,
impact of events IR-4, IR5, IR-8, SI-4
. from multiple sources and
is understood.
sensors
DE.AE-4: Impact of events |  COBIT 5 AP012.06
is determined o NIST SP 800-53 Rev. 4 CP-2, IR-4,
DETECT RA-3,SI-4
(DE) DE.AE-5: Incident alert | - COBIT 5 APO12.06

thresholds are established

¢ [SA 62443-2-1:2009 4.2.3.10
e NIST SP 800-53 Rev. 4 IR-4, IR-5,
IR-8

Security
Continuous
Monitoring
(DE.CM): The
information
system and
assets are
monitored at

discrete intervals
to identify
cybersecurity

events and verify
the effectiveness

of protective

DE.CM-1: The network is

e CCS CSC 14, 16 e COBIT 5
DSS05.07 e ISA 62443-3-3:2013 SR

monitored to  detect

6.2 o NIST SP 800-53 Rev. 4 AC-2,
potential  cybersecurity |  AU-12, CA-7, CM-3, SC-5, SC-7, SI-
events 4
DE.CM-2: The physical | e ISA 62443-2-1:2009 4.3.3.3.8

environment is monitored
to detect potential

cybersecurity events

e NIST SP 800-53 Rev. 4 CA-7, PE-3,
PE-6, PE20

DE.CM-3: Personnel
activity is monitored to
detect potential

cybersecurity events

¢ |SA 62443-3-3:2013 SR 6.2

¢ |SO/IEC 27001:2013 A.12.4.1

e NIST SP 800-53 Rev. 4 AC-2, AU-
12, AU-13, CA-7, CM-10, CM-11

DE.CM-4: Malicious code

is detected

e CCSCSC5

e COBIT 5 DSS05.01

e |SA 62443-2-1:2009 4.3.4.3.8
e ISA 62443-3-3:2013 SR 3.2
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Function Category Subcategory Informative References
measures. ¢ |SO/IEC 27001:2013 A.12.2.1
o NIST SP 800-53 Rev. 4 SI-3
DE.CM-5: Unauthorized | e ISA 62443-3-3:2013 SR 2.4
mobile code is detected e [SO/IEC 27001:2013 A.12.5.1
o NIST SP 800-53 Rev. 4 SC-18, SI-4.
SC-44
DE.CM-6: External service | e COBIT 5 APO07.06
. . . e [SO/IEC 27001:2013 A.14.2.7,
provider activity is
A.15.2.1
monitored to detect | e NIST SP 800-53 Rev. 4 CA-7, PS-7,
potential  cybersecurity SA-4, 5A9, 5l-4
events
DE.CM-7: Monitoring for | e NIST SP 800-53 Rev. 4 AU-12, CA-
. 7, CM-3, CM-8, PE-3, PE-6, PE-20,
unauthorized personnel, 514
connections, devices, and
software is performed
DE.CM-8: Vulnerability | e COBIT 5 BAI03.10
o |SA 62443-2-1:2009 4.2.3.1,
scans are performed
4.2.3.7
e [SO/IEC 27001:2013 A.12.6.1
o NIST SP 800-53 Rev. 4 RA-5
DE.DP-1: Roles and | e CCSCSC5
e e COBIT 5 DSS05.01
responsibilities for
e |SA 62443-2-1:20094.4.3.1
detection are well defined | o |SO/IEC 27001:2013 A.6.1.1
Detection to ensure accountability ® NIST SP 800-53 Rev. 4 CA-2, CA-7,
PM-14
Processes DE.DP-2: Detection | e ISA 62443-2-1:2009 4.4.3.2
(DE.DP): activities comply with all | ® 1SO/IEC 27001:2013 A.18.1.4
. o NIST SP 800-53 Rev. 4 CA-2, CA-7,
Detection applicable requirements PM-14, SI-4
processes  and 'pE pp.3: Detection | e COBIT 5 APO13.02
procedures are processes are tested e |SA 62443-2-1:2009 4.4.3.2
o e |SA 62443-3-3:2013 SR 3.3
maintained and

tested to ensure

timely
adequate
awareness
anomalous

events.

and

of

¢ |SO/IEC 27001:2013 A.14.2.8
e NIST SP 800-53 Rev. 4 CA-2, CA-7,
PE-3, PM-14, SI-3, SI-4

DE.DP-4: Event detection
information is
communicated to

appropriate parties

e COBIT 5 APO12.06

¢ |SA 62443-2-1:2009 4.3.4.5.9

¢ |SA 62443-3-3:2013 SR 6.1

¢ |SO/IEC 27001:2013 A.16.1.2

e NIST SP 800-53 Rev. 4 AU-6, CA-2,
CA-7, RA-5, SI-4

DE.DP-5: Detection
processes are

continuously improved

e COBIT 5 AP0O11.06, DSS04.05

e [SA 62443-2-1:20094.4.3.4

¢ |SO/IEC 27001:2013 A.16.1.6

e NIST SP 800-53 Rev. 4, CA-2, CA-7,
PL-2, RA-5, SI-4, PM-14
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Eto,, akolouBwvtag tnv mpoavadepbeica oxnuatiky pebBodoloyia, Evag
0pPYOVLIOUOC Katd To 0Ttadlo Tou Evtoniopol cuppaviwy acpaleiog otov KUBEPVOXWPO,
Suvartal va e¢aodalioel ToV €VTOMIOUO TETOLWV CUUPBAVIWV KOl QVWHOALWY KoL va
KOTOVONOEL TOV SuvNTIKO avTikTtumo toug. AkoAoUBwg, epapudlovtag oxedla cuveXoUG
N TePLodIkAG TapakoAolBnong ylo Tov €Aeyxo KOl TNV EMTAPNCN TWV CUUBAVTIWV
aopoAeiag otov  kuBepvoxwpo, OBa odnynBel otnv  emaAnbsuon NG
QTIOTEAECHATIKOTNTAG TWV UETPWV TipooTaciog mou exouv AndOel. TéAog, odeilel va
elvalL oe Béon va Swatnproel 6Aeg TIg amapaitnteg Stadlkaoieg avixveuong yla tnv
EVNUEPWON UTTOPENG AVWHOALWVY 1) LN GUCLOAOYIKWV YEYOVOTWV.

EmunpooBeta, onuelwvetal otL to MAaioo KuBepvoaoddlelag mepthapBavel
TOOO TO KOMMATL TNG é€peuvag (investigation) 600 kot autd NG YndLakng
eykAnuatohoyiag (digital forensics) otnv emopevn Asttoupylot amod QuUTH  TOU
Evtomniopou, otnv Asttoupyia tng Amokpiong (Response) Kol TLO CUYKEKPLUEVA OTNV
katnyopla Tng Avaluong, n omoia SLe¢AyeTal TPOKELEVOU VaL:

e UMOOTNPLXOOUV oL peTayeVEDTEPEG SPAOTNPLOTNTEG TNG AELToUpYlag AvAKTNONG.

o SlakplBwOel mwg €Aafe xwpa pia kuPBepvoeniBeon (modus operandi).

® EVTOTLOTOUV Ta (Xvn Hiag kuBepvoeniBeonc (texvoupynuata, epyaleia).

e SnuwoupynBouv beikteg mapaPiaong (Indicators of Compromise), énw¢ avtol
avaAlovTalL OTnV OCUVEXELM, HME OKOMO va OLOHOoLpacToUV 0€  GAAOUG

OpYaVIOUOUC.

H oxnuatikr mpoogyylon twv Astoupyuwv Evtomiopol Kot AmokpLong, Omwe

aVaAUTIKOTEPQ TTEPLYpAdNKaV Tapandvw, daivovtat otnv Elkdva 2-3, mou akoAouBet:

e e

NIST CSF Avwpakisg Kol

‘ﬁ CORE e\

?

Feyovota

Zuvexns
NapakoAoubnon
Agpalerag

Avadikaoleg

; aviyveua
MpoypauuaTLopes Xveuane

Avaktnong

BeATwoELS
ETKOLVWVIES
MepLopLopoe /
AVTLHETWTILOT) Avéduon



Ewova 2-3: NAaiclo KuBepvoaoddAeiag NIST kat ot Asttoupyieg EvioniopoU Kat AltOKpLong

2.1.3 Aaporpacpdg NAnpodopiwv (Information Sharing)

Fevikotepa, o Awopolpacpog MAnpodopwwv (Information Sharing) katéxel

gféxovoa onuacio otov Topéa NG achaAela otov KuBepvoxwpo, SLOTL mapéxeL TTOAAQ

0hENN, EMTPEMOVTAG OTOUG OPYAVIOHUOUC VO OELOTIOL)COUV TLG LKAVOTNTEG, TIG YVWOELG

KOL TNV €EUMelplad TNG €UPUTEPNG KOWVOTNTOC OXETIKA HE TNV 00PAAEld OTOV

KuBepvoxwpo. Mrmopel emumpdoBeTa va TOPEXEL O €vav OPYavioUO KaAuTtepn

Katavonon Tou Tomiou oaodaleiag otov KuPepvoxwpo (Situational Awareness),

OUUTMEPAAUPBAVOUEVWY TWV TEXVIKWY TIOU XPNOLUOTIOLOUVTOL KAl TOU TpOmou dpaong

TWV EYKANUATLWV.

OL 8Vo Baoikol TumotL mAnpodoplwv[13] mou Suvavtal va SLoUOoLPACTOUV YLt TOUG

QVWTEPW oKomoU¢ slvat:

1)

2)

Texvikég / emxelpnolakég mAnpodopieg: Auto to £i60¢ Twv MAnpodoplwv givatl
TEXVLKOU XOPOKTNPA. Z€ TIOAAEG TIEPUTTWOELG, QAUTEC OL TTANPOodopieg Umopouv va
petadepBoUV Oe TPOYHATIKO XPOVO KOl HE QUTOMOTOTIOLNUEVO TPOMO, Ao
umoAoyLoTr o€ umtoAoylotr). Mmopel va oxetilovtal Je TpWTA onueia, amellég
yla Tnv aocdAalela otov KuBepvoxwpo 1 Ue MANPODOPLEG OXETIKA LE TIEPLOTATIKA
mou €xouv Nén ocupPel. MNapadeiypata TéETolwv mMAnpodoplwyv meplthappfavouv

hashes of malicious files, SteuBuvoeig URL, dteuBuvoelg IP k.a.

Ztpatnyikég mAnpodopieg: Autodg o TUTIOG MANPOdOPLWY ELVOL TILO AETTTOUEPNG
KOLL TLIOPEXEL TIEPLOCOTEPA EMEENYNUATIKA OTOLKEla. Opolwg, umopet va oxetiletal
HE TPpWTA onuela, amelAég yla TNV aodaAela otov KuBepvoxwpo i mAnpodopieg
yla TIEPLOTATIKA, OAAQ UE TIEPLOCOTEPEC TEXVIKEG AEMTOUEPELEC. QOTOOO, Elval
dUokolo va autopatomolnBolv Kat va petadoBolv O TPAYUATIKO XPOVO,
e€aLTiog Tou YEYOVOTOC OTL TIG TIEPLOCOTEPEC HOPEC TIEPIAAUBAVOUV AETTTOUEPELG
KOL OUYKEKPLUEVEG TIANPOGdOPLEG OXETIKA HE TOUG TOPAYOVTIEG KLvOUVOU, TIG
XPNOLUOTIOLOUEVEG TEXVIKEG KoL T SlopBwTikd pETpa Tou €xouv TeBel o€

edappoyn. Mnopel eniong va eival yevikotepng pUoOEwWSG, OMwG N avrtaAlayn
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anoPewvV OXETIKA HE TIC KAAUTEPEG Tpooeyyloel otnv aoddAela oTov

KUBepvoxwpo.

2.1.3.1 NMAaiowo Awapotpacpov NMAnpodoplwv tng Microsoft

Eva anmd ta mAEov Xpnotlpomoloupeva TAaiola Stopolpacpol mAnpodoplwv
glval auto tng Microsoft[14]. Onwg to mAaiolo tou NIST, €tol kat auto tng Microsoft
glvatl éva kwwSuvokevtpikod Thaiolol® kabwe mpoodépet pia ohokAnpwpévn Avon yla
KABE opyavioUO 1) ETXELPNON TIOU OTOXEVEL VAl EMITUXEL A0DAAELO OTOV KUBEPVOXWPO.
AvtiBeta Opwg Me to mAailolo katd NIST, autd xpnolpomolel €€ oAokAnpou Tov
Slopolpacpo mAnpodoplwv yla TNV eniteuén Tou mpoavadepodpevou otoxou[14].

JUpdwva Pe aUTO, 0 SLapolpacpog mAnpodoplwv odnyel otnv pelwon tou
plokou otov KuBepvoxwpo BEtovtag wg BepeAtwdelg muAwveg-epwtrnpata ta e€nc(14]:

o Tuppetéxovrieg (Actors Involved). OL cuppeTéxovTeg umopel va eivat:

KuBépvnon

o

0 |ISWWTIKEC KPLOLUEG UTTOSOUEC
o Emelpnoelg
o Opyaviopoi/etatpeieg MAnpodopikng
o Opyaviopol/etalpeieg aodaleiog
o Epeuvntéc aocdaleiog
e Tumnot dtapotpalopevng MAnpodopiag (Types of Information exchange) mou
elvat:
o Neplotatika (Incidents)
o Anel\ég (Threats) umd popdn dektwy mapaBioong.
o EumadBeleg (Vulnerabilities)
O ZUVIOTAUEVEC EVEPYELEG UETPLAOOU CUVETIELWV (mitigations)
o Emilyvwon tn¢ katdaotaong (Situational Awareness)
o BéAtioteg mpaktikéC (Best Practices)
O ZTpaTnywkn avaAuon (Strategic Analysis)

e Movtéla Stapotpacpou (Models of exchange)

10 BA. unoonpeiwon 4 Tng mapovoag
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o EBeghovtiko
0 YMOXPEWTIKO amod VOULKO IAaioLo
e MEéEBoboL SLaporlpacpovl (Methods of exchange) to omoio oxetiletal pe to
TPWTOKOAAO Ttou akoAouBeital (r.x. trusted, ad-hoc KTA).
e Mnyxavicpoli Stapotpacpol (Mechanisms of exchange) mou adopa sav
TPOKELTAL YLt Slapolpacpod Hetaty avBpwnwv (person-to-person) r LNxovwv-
AoylopikoU (machine-to-machine).

o Medio epappoyng kat okomadg (Scope and Operational purpose).

2.1.3.2 CYBER THREAT INTELLIGENCE

H mapaywyr yvwong amo tng omelléc tou KuPepvoxwpou (cyber threat
intelligence) wg BeueAwdng apxi mnydalel adevog otnv amokplon o€ cupBavra
aodpoaieiag (incident response) 600 kal otov TapodOCLOKO OPLOUO TOU OpPOouU
vonupoouvnctl,

Mia e€bkry katnyopia OSlapolpacpol mAnpodoplwv Elval  aut  Tou
Slopolpacpol mAnpodoplwy yla anelhég otov KuBepvoxwpo. Anotelel, Tnv teAeutaia
KOl TEePLOoOTEPO e€eAlypuévn HEBOSO yla Tov amodoTKO EVIOTMIOMO €MIOECEWV.
JUudwva pe tnv Gartner,

«l'vwon-lfAnpogopia yla anclAég eivat uta Baol{ouevn 0€ EUPHUATA-TIELOTHPLA
yvwon — nepitiauBavovtac mepLEXOUEVO, unxoaviouous, Seiktes mapabBiaonc,
EMNTWOELS, alonoliolues ouuBouAéc — yia uia umapyovoa n avaduouevn
artelAn mou mpokeLtaL va BAdWeL Ta mAnpo@oplakd neplovolaka ototyeia. H ev
Aoyw yvwon-nAnpo@opia Utopel vo xpnoiuomnotnUel yia tThv evNUEPWON TWV

QITOQPACEWVY OXETIKA LUE TNV AVTATIOKPLON TOU OTOUOU OTNV £V AOYw QmelAn. »

Xpnoluomolwwvtag TNV uéBodo autn ta supnuata (ixvn) piag kuPBepvoemniBeong
amno évav opéa | opyaviouo xpnotpornotouvtal and aAAoug Gopeis | 0pyavIoUOUG LE
OKOTIO TOV eVTOMIOUO TtapaBioong amno pia enibeon mou dnuouvpyet mapouola ixvn[15].

Me aM\a Adyla, o eVIOMIOMOC Kal n StakpiBwon piag kuPBepvoemniBeong amod €vav

https://www.cia.gov/library/center-for-the-study-of-intelligence/kent-csi/vol2no4/html/v02i4a08p 0001.htm,

[teleutaia emiokedn lovviog 2018]
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0pyavLoUO, pmopel va xpnowuomnownBetl wg yvwon amnd omnolodAmote AAAOV opyavicuo
LE OKOTO TOoV eviomopd emibéoswv. H Stadikaocio mou AapPavel ywpa ylo Tov
npoavadepOUEVO OKOTIO ouVRBOwWG akoAouBel Ta katwOL fripata:
1. Evrtomouog kuPBepvoeniBeong amod €vav opyaviopo xpnolpomnolwvtag dtddopa
epyoleia aocpaleiog (m.x. Firewall, IDS, SIEM)
2. Awkpipwon Ttou TPoOMoOu Spdcong Tou EeMITIOEPEVOU MPECW QVAAUONG TwvV
TaPABLACUEVWY CUCTNUATWY
3. EVTOmIopOG TwV LYVWwV TG eniBeong
4. Anuoupyia dsiktwv mapaBiacng ol omoiol meplExouv Ta ixvn (epyoldeia kat
Texvoupynuata) tng emibeong, Ttov TPOMo Opdong Tou ETTIOEUEVOU  Kal
OUVLOTANEVEG EVEPYELEG YLaL TNV avaxaition tng (Courses of Action)
5. ALQMOLPACHOG TWV €V AOYW SELKTWV 0 AAAOUC OPYAVIOHOUC
6. Evowpdtwon Twv OEIKTWV WG KAVOVEC ota Aoylopika oaodaAeiag tou KABe
0PYQVLOUOU TIoU A BAVEL TOUG EV AOYW SEIKTEC
7. AvalATtnon ota UTTOAOYLOTIKA CUCTHMOTO Ylo eVTONOUO UTtapéng mapoafioong
Baon Twv delkTtwv
8. Evtomiouog eniBeong
O SlopoWPACHOG AUTWY TwWV TIANPOodOPLWY, HUMOPEL OKOUN va emitpePel o€
dopeic N opyaviopoug va pLpnBoulv ta HETpa TTou £daprolouv aAlot yia tnv poAnyn,
TOV EVTIOTILOMO KOl TNV OVTIHETWILON enBéoswv otov KuPepvoxwpo. Ev TéAEL, o
SLOHOLPACHOG TOUG TWV TIANPOodOopLWV TIou adopouVv o OMENEC TOU KUBEPVOXWPOU
UMOpel vO HPELWOEL TOUC OCUOTNHLKOUC KIVOUVOUC ETUTPEMOVIOC OE OVIOTNTEG N

ouothpata va avtildpouv oxedov akaplaia o€ UL amnelin oTov KuBepvoxwpo.

2.1.3.3 STIX (Structured Threat Information eXpression)

Jtnv npoomndBela NG emiteuéng tou Slopopacpol TANPOPOPLWV YLOL OTTEIAEC
ToUu KuPBepvoxwpou, KpilBnke avaykaia n avamapdotoon Ttng TAnpodoplag o€
aflormowjolun popdn, SnAadn va eival Kat@AAnAn tOoo yla va xpnolpomnolnfel amo
Aoylopika acdaleiog, 600 Kat yLa va katavonBet anod tov avBpwrmo (human readable).
Exouv mpotaBel mTOAAMAQA OX\UATA QAVATOPAOTAONG QUTAG TNG YvVwong He

emukpatéotepo to STIX (Structured Threat Information eXpression) [16].

28



Xpnowomowwvtag TNV &V AOyw Sopnuévn YAwooa  avomapacTtacng
TAnpodoplag umopouv va neplypadouv:

o O Taktikég, Texvikeg kot Stadikaoieg tng eniBeong (TTPs: Tactics, techniques
and procedures), tot To modus operandi

o Acikteg napaPiaong (Indicators of Compromise) 6mwg avaAlovtal 0To EMOUEVO
umokedalailo

e [lpotelvoueveg evepyeleg (Cources of Actions) yla tTnv mpoAnyin 1 TNV anokpion
piog emiBeong N amelAig KaL tnv avakapyn and autn

o EmutpooBeteg onuavikéG mMAnpodopleg, OMWE N TAUTOTNTA TOU EMITIOEUEVOU, N

EVKANUATIKI) OpyAVWGOHN OTNV OTOL0 AV KEL, 0 0TOXO TOUC, K.Ol.

3To OUVOAO TOuG OAeg oL mpoavadepBeioeg TAnpodopieg meplypddouv pe
OAOKANPWHEVO TPOTO TA KivNTPA, TI LKAVOTNTEG KAl TIG OpAOTNPLOTNTEG TwWV
KUBEpvoaVTUTAAWY, HE TPOTO TETOLO TTOU CUMUPBAAAOUV SPACTIKA OTNV AUUVO KATA TWV
KUBEPVOETIOETEWY. ZXNUATIKA OAQ TA AVWTEPW, WG APXLTEKTOVLKN, amelkovilovtal otny

Ewova 2-4 :

3

Campaign

Sub-Observable(*]

Rettedingictot]
RelatedCampaign[*]

indicated TPL']

HistoricalCampaign[*]

RelatedObservable|*]

Relatedincident]*]

Incident
COARequested[*]

ParameterObservable(*]

Course of Action

RelatedCOA[*]

[ g yorrve e
{_RelatedThreatActor(*] }

Ewova 2-4: STIX[16]
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To MpwTOKOAO ETKOWVWVIAC TIOU Xpnolpomolel n yA\wooa STIX akoAouBel tnv
texvikn mpodlaypadn TAXII (Trusted Automated eXchange of Indicator Information -
Atloruotn Autopatomoinpévn AvtaMlayn Asiktwv MAnpodopiag), tTnv omoia emniong
avéntuée n OASIS, KoL TUTOMOLEL TNV EUMLOTN, QUTOMOTOTIOMNUEVN avtaAlayn
mAnpodoplwv ywa TG KuPBepvoamelhég. Mpokettal ylo €va MPWTOKOAO emutédou
edappoync (application layer protocol) yia tnv enikowvwvio mAnpodopLwy amnelng otov
KuBEpvoXxwpo Tou akoAouBel armAr kot kKApokwtr dopun2 To TAXIl Sev amotelel pia
npwtoBouAia 1 edopuoyy Slapolpacpol TANpodoplwy, OUTE ETIXELPEL va
Poobloploel TG oUPPWVIEG TNG eumiotoolvng, TNG SlakuBEpvnong, 1 KN TEXVIKECG
TITUXEG TNG avToAAayr ¢ MANPOdOopLWV yia ammelAéC Tou KUPBepvoxwpou, aAAd avt’ autou
TIAPEXEL OTOUC OpYaVvIoOpOoUC TN duvatotnta va aufnoouv TI( YVWOELS TOUC ylad TV
KOTAOTAON TWV avaduOUeVWY amelwV Tou KuBepvoxwpou Kal va potpdlovtol eUKoAa
T MAnpodopleg pe Toug eTaipoug mou emhéyouv?s.

Mepattépw, otnv ektedeotikn amodoaon (EE) 2017/2288 tng Eupwmaikng
Erctportict4, tng 11ng AskepBpiov 2017, mou adopd oTnV TAUTONMOINGCN TWV TEXVIKWY
npodlaypadwv TME mou Ba xpnolpomolouvtal wg mpodiaypadec avadopdc oTLg
dnuooleg cupBaocelg emAEXBNke 1000 N yAwooa «STIX v1.2» 000 Kol TO TPWTOKOAAO
«TAXII v1.1» ywa xprion wg mpodlaypadég avadopds otnv avdbeon OSnuodoilwv

oupBAacewv evtog Tou EOX.

2.1.3.4 Acixkteg Napapiaong (Indicators of Compromise)

EuBabuvovtag oakopn TmePLOCOTEPO OTOV  Slapolpacpo  TAnpodoplwy, n
ovVTOTNTA €KElVN TOU TEPLEXEL TIAnpodopie¢ KATAAANAeG ywo va odnyrnoouv o€
EVTOTILOMO emIBEoewv elval ot Seikteg mapaPiaong (Indicators of Compromise - edetng

loC).

http://docs.oasis-open.org/cti/taxii/v2.0/cs01/taxii-v2.0-cs01.pdf, [teAeutaia eniokePn lovviog 2018]

http://docs.oasis-open.org/cti/taxii/v1.1.1/cs01/partl-overview/taxii-v1.1.1-csOl-part1l-overview.pdf, [tehevtaia

enioken lovviog 2018]

https://eur-lex.europa.eu/legal-content/EL/TXT/?uri=CELEX:32017D2288, [teAeutaia eniokedn lovviog 2018]
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‘Evag loC amoteleital amod ta ixvn pag emiBeong kot dSnuloupyeital PeTEMELTA
plog emiBeong, adol aUTH TPWTO EVIOMIOTEL KoL XPnOLUOTOLEiTal amd kabe AAAov
OPYOVIOUO WOTE VO «CAPWOELY T UTIOAOYLOTIKA TOU GUOTAHOTA YLO VO EVTOTIIOEL EVTOC
TOUG av umapyxouv mapopola ixvn. Evag tétolog deiktng MePLEXEL €lTE TEXVOUPYN AT
eite petadedopéva autwv eite mAnpodoplec yla autd. Mepwka mapadsiypata
QmoTeEAOUV:

e KAeldi untpwou pubuicewv (registry key)

e Anuloupyog apxeiou kelpévou (Office Document Author)

e Xpovoonuavon(timestamp)

e Awdiktuakn 6ievBuvon (IP address)

e AwevBuvon evog mopou tou Maykoopou lotou (URL: Uniform Resource Locator)
o Tewypadikn tonobeoia (geolocation)

e AlevBuvon HAektpovikoU Taxudpopeiov (Email address)

e  Movadiko avayvwplotikd cuvodou (Cookie)

e JUvoyn apyxeiou (hash)

Emopévwg, mapatnpoupe OtL évag loC Suvatalr va Tmeplexel Sedopéva
TIPOCWTILKOU XAPOKTNPA. ITNV TEPIMTWON aUTH, T €V AOyw OeSopéva MPOCWILKOU
xopaktipa Stapolpalovral, péow loC, o TPITOUG KATL TO OMOLO QVEYELPEL VOULKA
{ntuata ou Ba emiAuBouv oto Tpito kedpdalalo.

H omoudatdtnta Kot n avaykalotnta xprnong tTwv loCs avadelkvieTal ano TPELg
KUPLWG Tapayovtec. ApXLKQA, EMITPEMOUV TNV Kotaypadn Kol TNV TEKUnplwon HLOG
QMELWAAG LE TPOTIO CUVET] Kal aflomolnotuo and aAoug dopeig mou XpNoLUOToLoUV TO
i6lo mpotumo. AeUtepov, amotelouv €va oet Oedopévwv TOU OLEUKOAUVEL TIG
OQUTOMOTOTOLNUEVEG SLASIKACIEG avAAUONG yLa TNV ETLTAXUVON TNG AVIXVEUONG VEWV N
v mpoPAePn undeviknc-pépag (zero-day) emiBécewv. O Tpitog mapdyovtag eival
TIEPLOCOTEPO UTIOOTNPLKTLKOG TPOG Toug umelBuvoug acdaleiag, HLaG Kal €vo o€t
dedopévwy 1oC elval LKavo va SWOEL AMAVTINOELG OE EPWTHMATA TIOU aPopouv av éva
apxelo gival kakoBoulro, av kamola IP €xel epumAakel oto moapeABOvV oe Kamolo AAAo
oupupav acdaleiog, Mwg eVviEAEL HOAUVONKE €va cUOTNMA Kal av éva MANPodopLOKO

ocvuotnua f diktuo éxel mapapflactel. [17]
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AtileL BePfaiwg va onuelwdel mwe n kawotopog xprion twv loCs dev amoteAel
TLOVAKELO. OTNV ETUTUXNHUEVN amokplon o cupBavta acpodeiag, aAAad évav Kploluo
Kpiko, pia duvntikn mnyn xpnoluwv SeSopévwy Kal €va KaAO onuelo €Kkivnong yla

nepaltépw SakpiPwon Kol Epeuva TEPLOTATIKWY aoPaAeiag.
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2.2 NOMIKO 2KEAOZz
ZKOTIOG TOU TOPOVTIOG TUAMATOG €lval va TAPOUCLOOTEL TO OUCLACTIKO KO
S1081KOOTIKO VOLLKO TTAQLOLO TIOU LoXUEL oTnV aviaAAayn TTANPodopLWYV yLa ATEAEG TTOU

OXeTileTtol pe TNV A£ltoupyia TOU EVIOMIOUOU EemIO€oswv, n omola amoteAel tnv

ouyxpovn Kol TIAéov e€eAlypévn HEBoSO evromiopou kuPepvoemiBécewv. Otav pla
KuBepvoemiBeon MAATIEL § emkpatel o MAnpodoplakd cuotAuata, n cuUAAoyn Kat n
avtaAayr mAnpodopLwv UTOKELTAL oTnV edappoyr €L6KWV VOUIKWY TAALolwy, Ta
omola oUW eVOEXETAL VO TTAPOUCLACOUV €UNOdla otov 6lo tov SLapolpaouo Twv
mAnpodoplwv. Mpv amnd tnv avalucon Twv VOULKWV MAaloiwy ou Bpiokouv edpapuoyn
otnv avtoAAayr TéEtolwv MAnpodopLlwy, TPEMEL val YIVEL Katavonto OTL KaBe popd mou
afloloyeital n vopuotnTa tng avrallayncg, mpEmel va AapBavovtat umoyn aAAa
ETUKAAUTITOMEVA VOULKA TIAQLOLOL KOl OL EPAPHOYES TIOU TIEPLEXOVTOL OE AUTA. To KAELSL,
WOTO0O0, yla TNV afloAdynon TtnNg VOULMOTNTAG elval n edapuoyn tTng opxXng TNng
QVaAOYLKOTNTAG.

H avtoAlayrp mAnpodopuwv efetaletal €UPEWC OE QUTO TO TUAMA Kol
TepAAUPBAVEL KATAOTACELG OTIOU POPELG HE N XWPLG apUodLOTNTES EMLBOANG TOU VOUOU
UMOpPOUV va OaVTIAAAACGOOUV UTIOXPEWTIKA 1 €0eAOVTIKA TIANPOGOPLEC OXETIKA LE
oupBavta pe aA\oug dopeic mou eite €xouv apupodlotnta emiBoAng Tou vOouou eite

UITopOoUV va UTIoXPEWOoUV VoUlUwG va To tpaouv.

2.2.1 O l'evikd¢g Kavoviopog Npoowrnikwv Asdopévwv EE 2016/679

Ol paydaieg TEXVOAOYIKEC KOl ETILXELPNUATIKEG EEEAEELG KOL OL TIPOKANCELG TIOU
aUTEG Snuolpynoayv, odnynoav tnv Eupwrnaikn Emwtpornn tov lavoudplo tou 2012 otnv
Mpotacn tou Kavoviopou yla tn HETappubuion tng mpootaciog SeSoUévwy Kol TNG
loxVouoag Obnyiag 95/46/EE oe oAOkAnpn tnv Eupwmaikr Evwaon, TPOKELUEVOU Vol
olkodounBel éva LOYUPOTEPO KAl CUVEKTIKOTEPO TAALOLO TipooTtaciog SeSouévwv WOTE
va kataotel n Eupwnn "KatdAAnAn ywa tnv Ynolakn emoxn"”, ue v evioxuon adevog
TWV SIKAWUATWY TNG SLOSIKTUOKAG WOLWTIKOTNTOG Kal apeTEPOU TNV €vioxuon NG

Pndrakic owkovopiog.

COMMISSION STAFF WORKING PAPER Impact Assessment (SEC/2012/0072 final)https://eur-lex.europa.eu/legal-

content/EN/TXT/PDF/?uri=CELEX:520125C0072&from=EN, [teAeutaiaeniokednlovviog 2018]
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Téooepa xpovia oxedov apyotepa, tov Ampilto tou 2016, emitevxOnke
oupdwvia, pe Paoclkd oTolelo Twv peToppubuicewv tnv Bfomion Tou [levikoU
Kavoviopou ywa tnv Npootaocia twv Asdopévwy (TKMA EE 2016/679)°. To véo autd
mAaiolo tng EE, mou tébnke oe edapuoyn tnv 25" Mailou tou TPEXOVTOC £TOUG, LOYXUEL
ylLa TOUG OPYAVIOHOUC OAWV TWV KPOTWV UEAWV KOL EXEL ETIITTWOELG OE ETYXELPNOELC Kall
16Lwteg o 0AOKANPN TNV Eupwrtn, aAAA KoL TTEPO OO AUTNV.

2TIC UTTOEVOTNTEG TToU akoAouBouv 6ev Ba avaAuBel 6Ao to mAaiclo tou MKMA,
aAAQ €l81kOTEPQ TA OTOLXELOL EKElva TTOU adpopoUV OToV Slapolpacpd mAnpodoplwv. H
avantuén twv otoeiwv tou NKMA meplopiletal Aowmodv otnv enefepyacia ekeivn Twv

Se60UEVWV TPOCWTILKOU XOPOKTAPA TTOU TIPOKELTAL VA KoLvoroLnBouv.

2.2.1.1 Ta npoownikd dedopéva UTO To ipicpa tov MNKMNA

Ta debopéva MPOowWTLKOU XapaKTea 1 aAALWG TPoowTika Sedouéva cludwva
pe tov TKMA, opilovtat wg «kabe mAnpodopia mou adopd TAUTOMOLNHEVO N
TOUTOTOLN OO GUCIKO MPOCWTO (KUTTIOKEIPEVO TwV SESOUEVWVY»)" TO TAUTOTOLGLUO
dUOLKO IPOCOWTO €lval eKElVO TOU Omolou N TauToTNTA pmopel va eakplBwOel, aueca
N €upeoa, 16lwg péow avadopds o€ AVAYVWPLOTLKO OTOLXELO TAUTOTNTAG, OTIWE OVOUQ,
o€ aplOuod tavtotnTag, os dedopuéva BEanG, 0€ EMYPOAUULKO AVOYVWPLOTLKO TAUTOTNTAG
N o€ €vay I TEPLOCOTEPOUG TTAPAYOVTEG TIOU TIPOCLOLAlOUV OTN CWHATLKY, GUCLOAOYLKN,
VEVETIKN, PUXOAOYLKH, OLKOVOWLKH, TIOALTIOTIKN 1 KOWWVLIKI TOUTOTNTA TOU €V AOYyW
duakoL mpoowrou». (ApBpo 4(1), TKMA).

H katoavonon Tou avwtépw opLopol O OTolo¢ EUMAOUTIOTNKE O OXEON UE TOV
opLopo yla ta dedopéva MPoowrikou xapaktinpa tng Odnyiag 95/46/EE, sival moAu
Kplolun &10tL n vopoBeaia tng EE yia tnv mpootaocio Sedopévwy epapuoleTal LOVO OTLG
TtAnpodopleg eKelVEC TTOU CUVIOTOUV TIPOCWTTILKA SeSOUEVA KOl OXL 0 OAEC YEVIKA TLG
mAnpodopieg, oL omoieg dev umdKewvtal otn vopoBbeoia tng EE yla tTnv mpootacia twv
Sdebopévwy. EToL, yla OpLOPEVOUC Opyaviopoug, n pnt ocuumepiAngn (a) Twv

debopévwv Béong (location data), (B) Twv EMYPOAUMULKWY AVAYVWPLOTIKWY OTOLXELWV

EEL 119/1 4.5.2016, KANONIZMOS (EE) 2016/679 TOY EYPQIMAIKOY KOINOBOYAIOY KAI TOY XYMBOYAIOY tng 27ng
Anpiiou 2016 yLa TV TPOOTOGLA TWV GUCLKWY TIPOCWTWY EVavTL TN enefepyaciog Twv S£50UEVWV TIPOCWTILKOY
XOpaKTApa Kal yla tnv eAevBepn kKukhodopia twv Sedopévwv aUTWV Kal TNV Katdpynon tng odnyiag 95/46/EK

(Fevikog Kavoviopog yla ™mv Mpootaocia Aedopévwy) https://eur-lex.europa.eu/legal-

content/EL/TXT/PDF/?uri=CELEX:32016R0679, [teheutaia eniokedn lovviog 2018]
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(online identifiers) kat (y)twv yevetlkwv Sedopévwv O0TOV OPLOUO TWV "TIPOCWTILKWV

Sebopevwv" £xel 0dnynoeL og MPOOHETEC UTIOXPEWOTELG CUUUOPPWONC (Yo apadeLypo

oe enxelpnoelg dadiktuakng Stadpruwong moAAol tUmoL cookies amotelouv T

npoowrnikd dedopéva oto mAaiolo tou [KMA, emewdn) ta cookies autd adopolv ot

"EMIYPOUULKA aVayVWPLOTIKA").

EmunpooBeta, 0 0plopOg aUTOC TPEMEL va avayvwoTel cuvduaotika pe dvo

attoAoykeg okePelg tou MKMA, ot omoieg pag odnyolv otnV Katavonon Tou TPOTOU HE

tov omoio o TKMA Ba epunveuBel anod tig Apxég MNpootaoiag Asdopévwy. Ito onueio

auto afilel va uropvnoBel OtL oL alTloAOYIKEG OKEPELC SeV elval AUECO EKTEAEOTEEG

Slatatelg onwg ta apbpa tou Kavoviopol, cuBAaAAouv OUwE 0TV Katavonaoh Tou.

Attodoyikn) Zkébn 24 -Avdaiuon Tuumepldopdg: MNa tov kaboplopd tou Katd
mooov pa Spaoctnplotnta enefepyaciag pnopet va BewpnBet otL mapakoAouBel
Tn ouunepLdhopd UTTOKELUEVOU TwV dedopévwy, Ba mpémnel va e€akplPwOel kata
TtOooV duoka npocwna napakoAouBouvtal fo¢0) Awadiktuo,
oupnep\apPavoprévng TS SUVNTIKNC LETEMELTO XPHONG TEXVIKWY enefepyaciag
5e60UEVWV TPOCWTTILKOU XOPOKTAPA OL OToleG cuviotavral otn dtapdpdpwon Ttou
«mpodiA» evog puoikol mpoowrou, Wilwg pe okomd va AndBolv amoddoelg
mou to adopouv n va avaluBolv 1 va TPoBAedpOoUV Ol TIPOCWITLKEG
T(POTLUAOELG, OL CUUTEPLPOPEG KOLL OL VOOTPOTILEG TOU.

Attoloyikr Zkéln 30 — Oplopog Emypauplkwy AvayvwploTikwy: Ta puotkd

MPOCWTA UIMOPEl va cuvEEOoVTOL WE ETMYPAUUIKA QVOYVWPLOTIKA OTOLXEla
TOUTOTNTOC, TOL OTtola TTAPEXOVTOL ATO TG CUOKEUEG, TIG EPOPUOYEG, TO EpYAAEia
KOl T TPWTOKOAA Toug, Omweg OleuBuvoelg Stadlktuakol TPWTOKOAAOU,
avVayvwpLoTIKA cookies 1 GAAQ avayvwpLloTIKA OTOLXELD OMWG ETIKETEC
avayvwplong HEow padloouxvothTwy. Auta pmopel va adrjvouv ixvn ta omnola,
6lwg 6tav ouvduaoTouV HE HOVASIKA aVOyVWPLOTIKA OTOLYXELO TAUTOTNTACG KOl
OMe¢ mAnpodopie¢ mou AauPavouv oL  €EUTNPETNTEG, WMOPOUV  va
xpnotuornotnBouv yia va dnuioupynBel to mpodiA Twv PGUOLKWV MTPOCWNWV Kat

Va aVAyVWPLOTEL N TAUTOTNTA TOUG.

Evw Aoutov To yeVIKO TAQLGLO Tou oplopoU sival EekaBapo, To edio epapuoyng

TOU €lval eupy kal toAUTAgupo. MNephappavel a) kaBs mAnpodopia mou adopd aueoca
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OUYKEKPLUEVO ATopo (dnAadn mou kablotd tétoleg mMAnpodopieg mpoowriikd Sedopéva
yla ekeivo to atopo), n B) kabe mAnpodopia oYeTIKA pe KAmolov mou Ba pmopouaoe
€upeoca va mpoodloplotel pe Baon pia Moo avayvwploTikwy. Idlaitepn mpoooxn
ebw, mpénel va 606el otov yeyovog OTL yla tov KaBoplopd twv mAnpodoplwyv, Tou
adopolv oe S£S60UEVA TTPOCWTTLKOU XOPAKTNPA, TIPEMEL va AapBavovtal umoyn oAa ta
Slobéopa péoa mou eival Lkava va mpoodlopiocouv av €va ATopo ival avayvwpioLpo.

H Ouada Epyaociag tou ApBpou 29, n omoia cuotddnke Bdoel tou ApBpou 29
¢ 06nylag 95/46/EE kal ouviotouoe avedpTNTO EUPWTIALKO OPYAVO TIOU EVEPYOUOE
oupBouleuTika@ mpocg TNV Eupwmnaikn Emitpomnn kot €XeL Mo avtikataotoBsl amod 1o
Evpwrnaikd ZupPBoUAlo Mpootaciag Asdouévwy, €€€dwoe tov lovvio tou 2007 TNV
Tvwpn 4/2007 OXETIKA HE TNV £VvoLa TOU Opou «SeSopEVA TIPOOWTTLKOU Xapakthpa»?/,
oUpdwva pe tnv omoia petafl AMwv avadépetal «..0o0ov a@opd TA ATOUA TWV
onoiwv n tautotnTa €ival yvwotn n unopel va efakplBwiel "éuusoa”, n karnyopia
auTH aVaEEPETaL oUVATWEG OTO PALVOUEVO TWV «UOVASIKWY CUVOSUAOUWVYY, ULKPWV h
UEYOAwWV oTo uUEYeBOC», KAl TOPAKATW «..AAa kat oto Awadiktuo, epyalsia
napakoAoUdnonc tn¢ Kivnong apEXOUV TNV EUXEPELX TAUTOTTOINCNC TG CUUTTEPLPOPAC
ULOC Unxavng ko, omd autrv, tou xpriotn mou Bploketal miow amd tn unyavh. Etol,
ouvvapuodoyeitar Badulaioc n MPOCWIIKOTATA TOU OTOUOU TTPOKELUEVOU KATTOLEG
anopdaoslc va armodoBouv o auto. Xwpic oUTe kav va gpeuvndel To Ovoua Kat n
SltevuBuvon Tou ATOUOU, TO ATOUO AUTO Eival Suvatov va evtaxPel o€ uLa katnyopia Ue
Baon kolwvwvikoolkovoulka, Yuyoldoyika, @Aocopika 1 alda  Kpltripla Kol va
armobooUvV 0TO ATOUO AUTO OPLOUEVEC ATTOPAOELC SESOUEVOU OTL TO ONUEIO ETAPIC TOU
atououU (0 nAeKTpovIKOG uroAoylotric) dev amaltel mAEov kat’ avaykn TtV amokaAvyn
NG TAUTOTNTACG TOU O€ otevh évvola. Me aAda Aoyia, n tauvtomnoinon evog atouou Sev
anoutel mAov kat’ avdykn T yvwor ToU OVOUOTOC TOU. ».

Me T1g epdatikng onuaciag SlEukPLVioELS auTég, wg poowriikd dedopéva Aoyilovtal

EMOMEVWG, Kal omotadnmote avwvupa dsdopéva, ta omoia av dtactavpwbdolv 1 av

ouvdUaOTOUV HETAEY TOUC VO UTTOPOUV VO TIPOOSLOPLoOUY EVOL CUYKEKPLUEVO ATOUO (yLa
napadelypa SaKTUAIKA oamotumwpata, ixvn DNA 1 avwvupeg mAnpodopieg o€

ouvSUAOoUO PETAEY TOUG OTWG "0 YLOG TOU A0TUVOLKOU Ttou {eL otnv 0806 tade")[18].

17 http://ec.europa.eu/justice/article-29/documentation/opinion-recommendation/files/2007/wp136 el.pdf, oceA 16

€MOW., [teAeutaia eniokePn lovviog 2018]
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2.2.1.2 Kavoveg Enefepyaoiog AsSopévwv UTO To ipiopa tou NKMNA

Y10 AsUtepo Kedalaio tou MKMA, to omoio tithodopeitat «ApxEg», opilletal OtL
kKaBe enefepyacia Sedopévwv MPOCWTILKOU XAPOKTAPA TPEMEL va €lval oLudwvn,
TIPWTOV, UE TIG APXEC OXETIKA HE TNV ToLoTNTA TWV dedopévwy mou opilovtal oto ApBpo
5 tou TKMNA. Mio amd TG oapxeC €ival OTL To Mpoowriikd Sedopéva TMPEMEL «va
unoBaAdovtat os voulun, Sikaun kot Swadavy enefepyaocia». AsUtepov, yla Tn
VOULUOTNTA TNG emefepyaoiag Twv dedopévwy, N VOULUN emefepyaoia TPEMEL va glval
oUudwVN HE Evav amod ToUG VOULUOUG AGyoug, Ttou amaplBpouvtatl octo ApBpo 6 yla ta
un evaioBnta npoowrnika dedopéva kot oto ApBpo 9 yia el8IKEG Katnyopieg Sedouévwv

(evaiodnta npoowriikd Ssbopévay)d,

Ave€aptNTwG TNG VOULUNG PBaong enmefepyaociag TmMOU EVATOKELTOL OTOV
umevBuvo enefepyaociog ya tnv évapén pog Stadikaciag enetepyaciog dedopévwv
TIPOCWTILKOU XOpaKThpa, o ureLBuvog enefepyaoiag Ba mpemel eniong va edpapuolet
TI¢ Staodaiioslg mou mpoPAEMovTal OTO YeVIKO KaBeotwg tnG vouobeaoiag ywa tnv

npootacio Twv de6opEvwy.

H vouwun Baon tng enegepyaciac twv S€60UEVWV MPOCWTILKOU XOPAKTHPA TTOU
gumnintouv oto apBpo 6 tou lKMA, avaAvetal Ste€odikda otnv evotnta 2.2.1.5. mou
akoAouBsi, pog kat eival ta dedopéva autd mou eviéAel Stapolpalovtol ota mAaiolo
Tou Evtomiopou kuPBepvoemiBeoewy. 2To evwolako §ikalo, wotooo, Kal eL6IKOTEPA OTO
ApBpo 9 tou TKMA, mapeExetal éva AEMTOUEPEG KaBeoTwg enetepyaciag Twv eLSIKWV
katnyopwwv Sedopévwy (mou ovopdlovtal kat "evaicBnta mpoowrnika dedopéva').
Auta ta O&ebopéva adopolv TN PUAETIKA 1 €OVOTIKA KaATAywyr), TA TIOALTIKA
dpovrpata, TG BpnokeUTIKEC | PLNOCOPLKEG TEMOLOAOCELS KOL TNV CUUUETOXN OE
OUVSLKAALOTIKO OpPYQVIOMO, KABWG Kal tTnv enefepyaciot YEVETIKWY Kal BLOMETPLKWV

S5e60UEVWV Yyl TOUC OKOTIOUC TNG LOVASLKAG avayvwpLong evog GpuoLkol TIPoCwWITou Kot

To vouikd mAaiolo tou ZupBouliou Tng Eupwnng adrvel TNV euxEpeLa oTo ecwTepkd Sikalo kabe Kpatoug Méloug
va kabopioel Ta LETpa eKelval TTOU TIPETEL VAL THPOUVTAL yLa TNV KATAAANAN Tpootacio Twy svaiodntwv edopévwy,
UTO TtV TpolmoBeon OtL mAnpouvtal oL dpol Tou ApBpou 6 TNG eKOUYXPOVIOUEVNG Tila SUMPBacng 10818 tou
JupBouliou tng Eupwrnng, dnAadn, OtL oL KATAAANAEG SLaohaAlCEL TTOU CUUIANPWVYOUV TG GAEG SLOTAEELG TNG

oUPBAONG lvat VOULUEG.
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yla debopéva oxeTkA Pe TNV uyela n dedopéva mou adopolv tn oeovaAiky Lwn
dUOLKOU TIPOOWTOU 1 TOV YEVETNOLO TIPOCAVATOAIOUO Tou. H emefepyacia twv

evalodNTwv autwv npoowriikwv dedopuévwy amayopeveTal katapxiv. (ApBpo 9 [1])

Evtoutolg, untapyel e€avtAnTIKOG KATAAOYOG EEALPECEWV OTIOU N ATIAYOPEUCH
autn aipetal. Ot ev Aoyw e€alpéoelg meplexovtal otnv deltepn mapaypado tou iSlou
apBpou (ApbBpo 9 [2]) tou T[KMA, ouviotoUv TIC VOMLUEG Paoelg emegepyaciag

evalodNTwV Mpoowrnikwyv SeSoUEVWY, KOl TEEPIAAUBAVOUV TIEPUTTWOELG OTIOU:

® TO UTIOKE(HEVO TwV OeSOUEVWV TIOPEXEL TNV PNTI OUYKATABECH TOu yla TNV
enetepyaocio Sedopévwy Tou

e n enefepyacio MPAYUOTOMOLETAL AMO PN KEPSOOKOTIKO OPYyOVIOUO TIOALTIKOU,
d\ocodkou, BpnoKeUTIKOU 1} CUVOLKOALOTIKOU OKOTIOU KOTA TN OSLAPKELX TWV

VOULHWY Spaoctnplotitwy Tou Kot adopd Hovo ta dedopéva mpwnv Kol Vuv

HeEAwV Tou 1 oe Sedopéva MPOCWNWV TIOU €XOUV TOKTIKN €madn HUE aUTOV yld

TOUG MpoavaPEPOEVOUC OKOTIOUG.

o n enefepyaocia adopa dedopéva mou pnta (MPodnAwg) €xouv SnUOCLEUTEL Ao

TO UTTOKE(HEVO TV SeSOUEVWV.

e n enefepyaocia eival anapaitntn:

O ylo TNV EKMANPWON TWV UTIOXPEWOEWV KOL Yl TNV AoKNon Twv &L0LKWY
SKalwpATtwyv Tou umelBuvou emefepyaciag | TOU UTIOKELUEVOU TwV
6ebopévwy 01O MAALOLO TNG amaoxOANoNG, TNG KOWWVIKAG acdAAlong Kal
NG KOWWVLKAG tpootaciag

O yw TNV mMpootacio Twv IWTIKWV OCUPPEPOVIWY TOU UTIOKELLEVOU TWV
Sdebopévwy i aA\ou ¢uaoikoU mpoowrou (Ootav autd dev pmopel va Swoet
Tnv cuvaiveon tou)

O yw tnv BepeAiwon, Aoknon f UTOOTAPLEN VOMIKWY Q&LWOEWV 1 OTav Ta
Sikaothpla evepyouv pe thn SikatodoTik Toug LotnTa.

O ylot oKOToUC TPOANTITIKNG 1 EMAYYEAUOTIKAG LATPIKNAG: "yl TNV agloAoynon
NG LKAVOTNTAG EPYOCiag Tou epyaloUdéVou, TNG LOTPLKAG Slayvwong, tng
TLOPOXNG UYELOVOUIKNG N KOWWVIKNG dpovtidag i mepiBoAPng 1 ya tn

Sloxelplon CUCTNUATWY KOl UTINPECLWY UYELAC 1 KOWWVIKNG TipOvoLag UE
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Baon tnv Evwon f ta kpatn HEAN To kpatko Sikawo r oclvpPacn e
enayyeApotio vyeiag".
O Yylol TOUC OKOTOUG TNG apxeloBétnong mpog to dnuodclo cupdEpov, yla
OKOTOUG ETLOTNHUOVLIKAG 1 LOTOPLKAG EPEUVAG 1 VLA OTATLOTIKOUG OKOTIOUG.
oyl Adyou¢ dnpociov cupdEPOVTOG OTOV TOHEQ TNG dNUOCLAg LyElag

Oyl Adyou¢ onuavtikol dnpodcilov oupudEPovTog.

‘Ocov adopd TIG YEVIKEG APXEG TIOU EYYUWVTAL TN VOULUOTNTA TNG enefepyaciog
Sdebopévwv mpoowrnikol xopaktipa, o FKMA (ApBpo 5) Bftel TIC PBOOKEC QAPXEG
enegepyacia¢ mou adopd oe amAd 1 evaicOnta  mpoowrikd Sedouéva,
ETILKOLPOTIOLWVTAG, CUYKEKPLUEVOTIOLWVTAG KAl EUMAOUTI{OVTIAG TG APXEG VOULUOTNTOG
¢ enefepyaoiag mov toxuav pe tnv Odnylag 95/46/EE, wc e€nc:

e Apxn tng Nopwuotntag,

Apxn TNG AVTIKELUEVIKOTNTAG,

e Apxn tng Atadavelag,

e Apxn Tou ZkomoU (Kol Tou TEPLOPLOUOU aUToU)

e Apxn ™n¢ EAaylotonoinong twv dedopévwy,

e Apxn ¢ AkpiBelag (Sikaiwpa d1opBwong kat dtaypadncg)
e Apxn tou Neploplopov

e Apxn t¢ AkepaldtnTag Kot Epmioteutikotntag (aodpaiela)

e Apxn tn¢ Aoyodoaoiac.

Tautoxpova, oL yevikol AOyolL TIOU ETUTPEMOUV T OCUAAOYN KOl TIEPALTEPW
enefepyaocia Sedopévwy MPoowrikol xapaktipa, avaAvovial oto akoAoubo ApbBpo 6
tou TKMA. Auto LoXUEL, ylo TOpASELyUd, YO T OUYKOTAOECN TOU UTIOKELUEVOU TWV
dedopévwy kat yLa tnv enegepyacia SeSopévwy MPOoWTLKOU XapaKkTHpa BACEL EVVOUNG
UTIOXPEWONG N TNG TPOOTACLAg Tou dnuociou cupdEpoviog. QoToco, LLALTEPWS OO0V
adopd TN CUYKATAOESN TOU UTTOKELUEVOU VLol TNV ETEEEPYACIO TWV TIPOOWTILKWY TOU
bebopévwy, o TKMNA oto ApBpo 7 Bétel auotnpotateg mpolmobéoels. Etol, n
ouykataBeon odeilel va eival eAeUBepn, SLOTUTIWUEVN EK TWV TIPOTEPWY, OE QTIAN KOl

KaTovonTH YAWooa Kol XwpLlg KataxpnoTIKEC pATPeC. H ouykataBeon autr cuvodeletal
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ano tnv duvatotnta avakAnong ava naca otyun. Ocov adopd toug avnAikoug[19],n
ouykatabeon Papulvel Tov yovéa. Q¢ ek ToUTou, efaAsipetal n VOULUOTNTA TNG

olwTNPN¢ ouvaiveong mou daivetal OtL loxue €wg orpepa.

2.2.1.3 Ta SIKOLWHOTO TOU UTTOKELUEVOU TWV SESOMEVWV.

H QmoTteEAEOHATIKOTNTO TWV VOULKWY KOWVOVWV €V YEVEL KAl TwV SIKOLWUATWY TWV
UTTOKELUEVWYV TwV Sedopévwy el8IkOTepa, e€aptatal o peydlo Babuo amod tnv vmapén
KOTAAANAWY UNXOVIOHWY yla Tov €Aeyxo Kol TNV €miBoAn Toug. Zta mAaiola autd Kol
debopévou OtL otnv ouvyxpovn Yndlakn emoxn n enefepyoocia twv dedopévwy eivatl
mapoloa o€ OAOUG TOUC TOMELC Kal TIC EKPAVOELG TNG ouyxpovng Lwng, o FKMNA evioyUel
TO SIKOLWHOTA TOU UTIOKELUEVOU TWV OEOOUEVWY, ETEKTEIVEL TIG UTIOXPEWOEL TWV
uneuBuvwy emnefepyaciag Kol Twv €eKTEAOUVIWV Tnv emefepyacia (poAoL Tou
avalvovtal otnv emopevn mapaypado) kat Sivel peyaAltepn €udacn oto poio
EAEYXOU TWV ETIOTITIKWY OPXWV.

Ita mAaiola Aomwv KOTtoxUpwong SIKALWUATWY €AEéyXoU KOl OTNV Tapoxn
KUEOWV AMUVOG» OTa UTIOKElpeva Ttwv Oedopévwyv ta omoia Biyovral amd tnv
enegepyaocia twv dedopévwy mou ta adopouyv, o NKMA:

e Oeomilel oto ApBpo 17 to Akaiwpa Araypadng (yvwoto BLBAoypadkd Kot wg
«Awkaiwpa otn ARON»), 6Mou To UTOKELUEVO TwV dedopévwy €XEL TO SIKalwua
va {ntoetl anod tov unevBbuvo enefepyaciag tnv dtaypadn dedouévwy mou To
adopolv xwpic adkaloloyntn kabuotépnon kal o umevBbuvog eneepyaciag
urmoxpeoutal  va  Slaypael SeSopéva  TPOCWTIKOU  Xapakthpa Xwplig
adkatoAoyntn kabuotépnon, pocov LoXUEL Evag oo Toug TPOPAETIOUEVOUG
arnd tov Kavoviopo Adyoug.

e Sleuplvel oto ApBpo 12 (oe oxéon pe tnv Odnyia 95/46/EK) to Awkaiwpa
EvNUéPWONG TOU UTIOKELHEVOU Twv dedopévwv opilovtag OtL o umelBuvog
enefepyaociag umoxpeoutal va AdBel OAa ekeiva Ta PETPA TIPOKELUEVOU va
TapEXeLl KABe amaltolpevn amd Tov VOHO TAnpodopia OXETIKA HE TNV
enefepyacio oe ouvomtikn, Stadavr, Katavonty Kol €UKoAd TpooPactun

pHopdn, xpnolponolwvtag cadn Kat anAn dtatunwaon.
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Beomilel oto ApBpo 20 10 Akaiwpa otnv Popnrétnta TwWv SeSOUEVWY, LE TO
umokeipevo twv Sedopévwy va €xel To Sikaiwpa va Aapfavel ta dedopéva
TIPOCWTILKOU XOpaKTHPa Tou To adopolv, Kal Ta omola mapeixe oe unevBbuvo
enetepyaciag, oe SoUNUEVO, KOWVWE XPNOLUOTIOLOUMEVO KAl OVOYVWPLoLHO amod
punxavnuata popdotuno, kabwg kot to Sikailwpa va dafpacel ta v Adyw
bdebopéva oe €tepo uTeLBUVO enetepyaciog xwWPLE TNV avTippnaon Tou MPWTOU.
Beomilel oto Apbpo 21to Awaiwpa Evavriiwong, Omou To UTIOKE(HEVO TNG
enefepyaciog Twv SKAlOUTAL VO OVTITACOETAL AVA TTACA OTLYU Kal Yo AOyoug
mou oxetilovtal pPe TNV OloiTtEPN KOTAOTAON TOU, OTNV enefepyacia Twv
MPOOWTIKWY Tou &ebopévwy, otav n emefepyooia auth ebpaletal eite o€
ekmMAnpwon okomoU &nuociou ocuudépovtog eite otnv Kavomoinon vvouou
ouudEpovTog Kat

Beomilel oto ApBpo 22 1O AKKAiWHA OTNV N avtopatomoinuévn ARyn
anopdocswv Kot otnv ouvtafn popdotumou (profiling) pe okomd tnv
aloAOyNon OPLOPEVWY  XAPAKTNPLOTIKWY TNG TPOCWILKOTNTAG Tou (!
OLKOVOWLKN KOTAOTOON, TPOTIUAOEL,, cupmeplpopég, mpoBAEPelc uyelag kot
ouuneplPopag), aoXETWE av TPOKELTAL va eEumnpetel dtadpnuloTikoU¢ okomoug,
N TNV TOPOXN TMEPETAPW TPOCWIOTIONUEVWY UTINPECLWY. Me dA\a Adyla to
UTTOKELMEVO TNG eTte€epyaociog £XeL TO SKalwpa va pnv UTIOKELTAL og amodacn
TIou AapBavetal Baoel OUTOMQTOTOLNHUEVNG enetepyaoiag,
ouuneplAapfavopévng TG Kataptiong TmpodiA, n omoila TapdyeL Evvoua

QAmoTeA£GATA TTOU TO adopouV N TO EMNPEALEL CNUAVTLKA UE TIOPOUOLO TPOTIO.

2.2.1.4 O taAoi Ka véor poAot otov NKNA

OL 800 yvwptpot arod tnv Odnyia 95/46/EE poAot Tou unteuBUvou enefepyaoiag

KOl TOU €KTEAOUVTOG tnV emefepyacia, eumAoutilovtal Ye appodloTNTEG oTa MAdioLd

tou TKMNA. Téoo o umelBuvog enefepyaciog 000 Kol 0 EKTEAWV TNV enefepyacia €xouv

unoxpewon va ebpapuolouv ta KATAANAQ EKELVA TEXVIKA KAl OPYAVWTIKA HETPO WOTE

va Staodoliletal to KOTAANAO eminedo aopAAElOG TwWV MPOCWILKWV SeSopEVWVY

£VavTL TwV KWéUuvwy. OL oplopol Twv SUo autwv poAwv cuvaviwvtal oto ApBpo 4 tou

FKMA kot mapatiBevral mapakatTw:
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1

A)  «umevBuvog enefepyaoiag»: To GUOLKO  VOULKO TpOowTto, n dnuocta apxn, N
umnpeoia N aAog popEag mou, pova N amd Kowou pe alha, kabopilouv Toug
OKOTOUG KOlL TOV TPOTO TG enefepyaciag SE60UEVWV TPOCWITLKOU XOPAKTHPA
otav oL okomol KaL o TpOmo¢ Tng enetepyaciag autng kabopilovtal amo 1o
Sikato tng Evwong 1 1o dikato kpatoug HEAOUG, o umeBuvoc enefepyaciag i Ta
€18LIKA KpLTAPLA YyLo ToV SLOPLOUO Tou HmopolV va TtpoPAEmovtal amnod to dikatlo
¢ Evwong 1 to dikato kpdtoug péloug,

B) «ekteAwv tnv enefepyacia»: To PUOLKO 1 VOULKO TPOCWIO, N Snudota apxn, N
umnpeoio 1 aA\og dopéag mou emnefepyaletal SeSopéva  TIPOCWITLKOU

Xopaktrpa yla Aoyoplacpd tou umeuBuvou tng enefepyaciag.

H Stacadnvion kat dtakplon twv dUo mapamavw pOAwV ival TOAU CnUAVTLKA
yla tnv ouupdpdwon evog dopéa - opyaviopoU. e YEVIKEG ypappEég, o TKMA
aVTIUETWITIlEL Tov umeVBuvo emeepyaociog Sedopévwy wg tov KUPLO UTELBULVO yla
Sladikaoieg Omweg n cUAAOYN TNG CUYKATABEONG TWV UTIOKELUEVWY TwV SeS0UEVwY, N
Slaxeiplon tng ouykatabeong r n avakAnon tng, n tnpnon acdpalelag Twv Sedopévwy,
N MpPOcBacn Tou UTOKEWEVOU Twv SeSopévwy ota Skalwpatd tou KA. Edav to
UTTOKELPEVO TwV Sedopévwy emIBUUEL va avOKAAECEL TNV ouyKaTtaBeon Tou yla Ta
TMPOOWTILKA Tou Oebopéva odeilel va ameuBuvBel otov umevBuvo emefepyaaoiag
Sdebopévwy yla TNV UTTOBOAN TOU OXETIKOU QLTAUATOC TOU, akOUn Kot av ta dedopéva
auta PBplokovtol amoBnkeupéva O OLOKOULOTEC TIOU OVAKOUV OTOoV €emefepyootn
Sdebopévwv.

H Opada Epyaciag tou ApBpou 29, evepywvtog CUPBOUAEUTIKA TPOG TNV
Eupwraikn Emttponn, e€€6woe tov OePpoudplo tou 2010, tnv N'vwun 1/2010%° oxetikd
LLE TLG €EVVOLEC TOU «UTEUBUVOU enefepyaciagy» Kal Tou «EKTEAOUVTOG TNV enefepyacion.
Jopdwva pe tnv Mvwun auti «n évvola tou umeuduvou tn¢ eneéepyaociac eival
QUTOVOUN, UTTO TNV EVvola OTL TIPETTEL VO EPUNVEVUETAL KUPIWG CUUQWVA LE TO EVWOLAKO
Sikato ywx v mpootacia twv OeO0UEVWY, Kol AEITOUPYLKN, UMO TNV Evvold OTL
TIPOOPILETAlL VA KATAVEIUEL QPUOSIOTNTEC €KEl Omou Bpioketal n mpayuatoAoyikn

emppon, kot €enouevws Boaoiletal pualdov o€ mpayuatoAoylkri Topd OE TUTTLKA

http://ec.europa.eu/justice/article-29/documentation/opinion-recommendation/files/2010/wp169 el.pdf,

[televtaia eniokedn lovviog 2018]
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avadvon», evw «n unapén tou ekteAouvtoc thv eneéepyacia eaptdtal ano anopacn
ou AauBavetatl ano tov uneuduvo tn¢ emefepyaciag, o onoio¢ UMopei va anopaoiost
eite va eneéepyaletal o dSebouéva EVTOC TOU OPyaVIOUOU TOU EiTe va avadeoel TO
oUVoAo 1 uépoc twv Spaotnplotitwv eneéepyacioc oe eEwWTepLko opyaviouo. Ot buo
Baoikec TPoUTOVETELC TTOU MPETEL Vo TTANPOL 0 EKTEAWV ThV eneéepyaoia ivai, apeVOG,
VO QTTOTEAEL YWPLOTH) VOULKI}) OVTOTNTO OE OXEON UE TOV UtEUBUVO TNC emeéepyaoioc Kal,
apetépou, va enefepyaletal SeSOUEVH TTPOOWITIKOU YOPAKTAPA yla Aoyaplacud tou
uneuGuvou tnc eneéepyaciagy. tnv avaluon tg, n Opada Epyaciog tou ApBpou 29,
EMLONUALVEL TNV OVAYKALOTNTA KOTOVOUNG TWV APHOSLOTATWY KATA TETOLO TPOTIO WOTE
va Staodaliletal emapkwg otnV MPAn N cUUUOPPWON TPOG TOUG KAVOVEC TPOCTACLAC
Twv Sedopévwy.

Mo nmpwtn ¢opd otov NKMNA swodyetal o poAog Tou «umeuBuvou mpootaciag
debopévwy (Data Protection Officer)» o omoiog evtdooetal otnv Aoyikn mepl «olovel
autoppuBuong» tou TKMA [20] SieukoAUvovtag tn CUUHOpdwWon Tou umeuBuvou
ene€epyaciag Kal tou ektedouvtog tnv emnefepyacio pe TG dtataéelc tou MKMA kot
pecohafwvtag petafl Twv OSladpopwv evOlOPEPOUEVWY (TI.X. ETOMTIKEC OPXES,
umokeipeva twv dedopévwv). O poAoG auTOG eival CUMPBOUAEUTIKOG Kal OxL
armodaoloTIKOC Kol & PpEPeL MpoowTkr uBUVN yla TN KN CURUOPPWOoN Tou Popéa N
TOU OpyavIopoU pe tov IKMA.

To aveédptnto eupwmnaikd cuPBOUAEUTIKO Opyavo yla BEpata mpootaciag Twv
Sdebopévwy Kal TG WwTkAG {wng, Opada Epyaociag tou apbpou 29, nén Eupwnaikd
JupBouAlo Mpootaciag Asdopévwv, e€€dwoe TOo Aeképufplo tou 2016 (Omwg
avaBewpndnke teleutaior kal eykpiBnke tov Ampidilo tou 2017)?°kateuBuvtrpleg
YPOUUEG (guidelines) oxetika pe Tov polo Tou umteuBuvou mpootaciog deSouévwy. Ekel
emonuaivetal LeTafl aAwyv OtL «OL TOPOUCEC KATEUOUVTNPLEC YPAUUEG ETILOLWKOUV VOl
arnocadnvioouv TG oxeTikég dataelg tou NKMA wote adevog va Bonbriocouv toug
umeVBuvVoUG ene€epyaciag Kol TOUG EKTEAOUVTEG TNV enefepyacia va cuppopdwbBolv
HE Tn vopoBeoia, Kol ApeTEpoOU va OUVOPAUOUV TOUG UTELBUVOUC TIPOOTACLOC

dedopévwy otnv Aoknon tou poAou Toug. OL KATEUBUVTAPLEG YPAUUES TIOPEXOUV ETILONG

http://ec.europa.eu/newsroom/article29/item-detail.cfm?item id=612048, KateuBuvtrpleg YPAUMEG OXETIKA WE

Toug uTteLBuvVou ¢ ipootaciag dedouévwy, [Tedeutala emioken lovviog 2018]
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OUOTAOELG Yla BEATLOTEG TIPAKTIKEG, UE BAon TNV EUMELpia TTOU €XOUV QATIOKTAOEL OTOV
OUYKEKPLUEVO TOUEQ OPLOUEVO KPATN UEAN Y.

Mpokelpévou Aowmodv va emtevxBel to péyloto mAaiolo Tmpootaciag Twv
SeSopévwv Tpoowritkol Xapaktipa ot mepintwon kuBepvoeniBéocwv??t, o TKMNA, oto
ApBpo 32 pe titAo «Aoddiela Emefepyaciog» (Security of Processing), mapéxet,
€VOEIKTIKA, OPLOPEVA QMO TA TEXVIKA KOL OPYAVWTILKA HETPA TIOU O UTEUBuvog
enefepyaoiag kal o ekteAwv tnv enefepyacia Oa npenel va epappolouv TPOKELUEVOU
va Staodaliotel to KatdAAnlo eninedo aocpdielag Evavil Twv Kvduvwy. ElSIkOTEpQ,
TPOTEIVETAL EVOELKTIKA Kal OXL SECUEUTIKA, N ANYN LETPWV yLa:

e TNV Kpumrtoypddnon kot Yevdwvuporoinon twv Sedopévwyv. Ta dedopéva
MPOCWTILKOU Yapakthpa O6nAadn Ba mpémel tuyxdvouv emefepyaciog katd
TPOTO TETOLO, WOTE VA NV lvat ePIKTA TTAEOV N AmOS00H TOUC OE GUYKEKPLUEVO
UTTOKELEVO SedopEVwV Xwpig tn Xprion mpocbetwyv nMAnpodopLwy,

e TNV dlacdhailon Tou amoppnTou, TNE AKEPALOTNTAG, TNEG SLABECIUOTNTAC KL TNG
a&lomLoTiag TwV CUCTNUATWY KAl TWV UTNPECLWV eNefepyaciog Kal LAALOTA O€
ouvexn Baon,

e 1nVv dlaodpdAion TN amokatdotacng tng Stabeowotntag Kal nmpocPacng oe
dedopéva TPOOWTILKOU XOPOKTANPO EYKALPpWG O TEPUTTWON TUXAOU 1 N
TEXVIKOU ) dUGIKOU cupBavtog, Kal

e TNV OLEVEPYELD TOKTIKWY EAEYXWV, HECW TWV OMOLWV va YIVETOL €KTiUNON Kol
afloAOynon TNG OIMOTEAECHATIKOTNTAC TWV TEXVIKWVY KAl TWV OPYAVWTILKWY

HETPpWV yLa tn dtaodalion Tng aodpalelag Tng enefepyaciag.

2.2.1.5 H Noppn Baon tng enefepyaoiag

Onwg Sie€odka mepleypadnke moapandavw [Evotnta 2.2.1.2], n Baciki apxn

enegepyaciag SedouEvw MPOOWTILKOU XAPOKTAPA, ATALTEL TO CUVOAO Twv Sedopévwy
va udlotavral eneepyacia vopua, dikawa kol pe dtadavela. H enefepyaoia sivat
VOULUN HOVO €AV LOYXUEL KAmola voun Baon ocuudwva pe to ApBpo 6 tou MKMA, kat

auTO OL0TL Onw¢ mpoavadEépPBnKe otV €loaywyr Tou MapPOVTog, T TTPOG avtaAlayn

Aektio TUmou Eupwrmaikng Emitpomng -EpwTtAcelg kal amavtnoel — [eVIKOC KOVOVIOMOG yla TV Tpootacia

AgSopévwy, BpuEéNheg, 24 lavouapiov 2018, MEMO/18/387
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bdebopéva mou adopolv otov Evrtomiopd kuPepvoemiBécewv eival amAd Kot Oyl

evaioOnta mpoowmnika 6&edopéva. EmutpocOeta TPOKELHEVOU va CUHHOPPwWOEL n

ovtotnta emnefepyaoiog Twv dedopévwv pe tnv apxn tng Aoyodooiag tou ApBpou 5

napaypadog 2, mpeneL va eival oe B€on va anodeil&el OTL LoYVEL pLla vOULUN Baon.

O TKNA mapéxel £€L SLOOECIUEG KAl LOOTLUEC, WG TTPOG TNV ONUAVILKOTNTA TOUC,
VOULUEG Baoelg yla enefepyacia, oL omoieg dev amoteAouv veoteplopotou KMNA, plog
KaL mpoUmnApxav kot otnv O0ényia 95/46/EE. QOTOCO KAMOLEG QMO QUTEC
gumAoutiotnkav ouolwdwes. H mMAéov katdAAnAn yla xprion e€aptatal mavta amnd tov
OKOTIO TNG emefepyaoiag KoL TN OXEON TNEG OVTOTNTAC LE TO UTIOKELUEVO TwV SeSOUEVWV.
OL neploootepeg Og, amod TG VOouLueG Baoelg tou ApBpou 6 tou TKMA, €xouv tnv pntA
anaitnon n eneepyacia va elval «oamapaitnTtn», YEYOVOG TOU CUVETAYETAL OTL €AV
umopel Aoyika va emiteuxBet o 6Lo¢ okomog xwplc tnv enetepyaocia, dev xpelaletal n
eMiKANON ™G vOuung Baong. Apkel &g, va LoxUEL €0Tw Kal pia amo TG €§L QUTEG
TpoUToBO£0ELg WOTE va VoULoToLE(TaL N emeepyaaia.

1. ZYIFKATAGEZH - ApBpo 6, Napaypadog 1, Ztowxeio (a):Altepeuvwvtag Aoumov tnv
Baowkn WOéa NG ocuykataBeong KoL Tou Kuplou poAou Tou Stadpapatilel wg
vOUlun PBaon tng emefepyaciog Sedopévwy, TAPATNPOUUE OTL TEPLEXEL TIOAU
TIEPLOCOTEPEC AEMTOUEPELEG WOTE VA KWOLIKOMOLETAL TPOMOV TIVA N UTtdpxouoa
gupwnaikn kaBodriynon?? kat n opOn MPOKTIKA. 2 pict avTutapaBoAr) TwV OPLOKWY

¢ ouykataBeong petall tng Odnyiag 95/46/EE katl tou MKMA, onwg daivetat

TIOPOKATW,
Obényiag 95/46/EE rKNA
«KABe eAelBepn, pntr kot €8k SAAwon | «kdBe  évdelén  PBoulnoswe, eAelBepn,

BouAnoewg, mou ekdpaletal Pe TPOMO codn,
KOl eV AN PN EMLYVWOEL, KOL JE TNV Omoia to
Twv adou

UTTOKELEVO bdebopévwy,

TIPONYOUUEVWG  evnuepwBel, &éxetal va
onoteAéooUV avTlkeipevo enefepyaciog ta

Sebopéva MpoowTkol XAPAKTAPO TIOU TO

H Eupwnaik) Emtpony kAt ot

T(POTEPALOTNTES

OUYKEKPLUEVN, PNTA KAL €V TIANPN EMLYVWOEL,
e TNV omola To UTtoKeipevo Twv Sedouévwv
ekbnAwvel otL cupdwvel, pe dnAlwon f pe
coadr OeTk €eVEPYELA, VA ATIOTEAECOUV
avtikeipevo emnefepyaocia¢ ta  Sedopéva

TIPOCWTILKOU XOPAKTHPA TIOU TO adopolv.»

™mg, Awowoolvn kot BegueAdwdn

https://ec.europa.eu/info/policies/justice-and-fundamental-rights_el, [teAeutaia eniokedn lovviog 2018]
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adopouv.» H

OVTIKOTOTTPLETAL UL ETILKOLPOTIOLNEVN, EUTTAOUTIOMEVN Kal TiLo Suvapikn o€a
NG ouykataBeong kal kablotatal evapyéc mweg n €vOelEn auth Tng cuvaiveong
TOU UTIOKELIEVOU TwV SeSoPEVWVY TIPETEL va elval «EekaBapn Kal va meplhappavel
oadn Btk Spdon»?3.Qotdoo, n ouykatdBson 600 Kat av davidlel we n
BéAtiotn AUon e€aodAAlong TNG VOULIKAG kavotntag emefepyaoiog dedouévwv
TIPOCWTILKOU XOPOKTApa, 8ev elval gyyevws KaAUTEPN 1 TILO CNUOVTIKA OO TLG
UTtOAOLIeG  eVaAAQKTIKEG AUoelg mou mpoteivel o TKMA. Eav n mapoxn tng
ouvaiveong eivat SUokoAn, N av dev pumopel va anmodelyBel 6tL maprxOn eAevBepa

Ba mpEmeL va xpnotpomnotnBel pia evaAAakTikn Avon.

2. HIYMBATIKH YNOXPEQZH — ApBpo 6, Napaypadog 1, otowxeio (B): Zta mAaiclo
avalitnong TNG VOULKAG BAong tTng emefepyaoiag otnv cUUPATIKY) UTIOXPEWGN, O
FKNA emwonuaivel OtL «n enefepyacia eival amapaitntn ylia tHv €EKTEAEON
ovuuBaonc tnc omolag to UTokeiuevo Twv Sedousvwy givatl cuUBaAAOUEVO UEPOC 1
yla v Angpdouv UETpa KAT' aitnon ToU UTTOKELUEVOU TwV SESOUEVWVY TPLV aTto TN
ouvayn ovuBaonc». Ito medlo auTAG TNG VOULKNG BAoNg eumimTouv ol cUupdwVieS
EKELVEC TIOU TANPOUV TIC QMALTACEL TOU OKalou Twv oupBacewv. Aev
ovadePOUAOTE HOVO OFE £va ETONUO UTIOYEYPOUUEVO €yypado 1 ypamti N
npodopikny cupdwvia aAAd oto yeYovog OTL oL 6pol £xouv TpoodepOel vouipwg,
€XOUV YilVEL AP OTEPWC amoSeKTol, Elval VOULKA SECUEUTIKOL KaL armd ta Suo Pépn
elte umapyxel otolelo avtaAlayng eite OxL. ISlautépwg oe emefepyaoia
npoowritkwy dedopévwy madlol KATw Twv 18 gTwy, MPEMEL v KATAOTEL oadEg
OTL TO QVAALKO UTIOKELUEVO Twv Sedopévwv eival cupPBarlOpevo PEPOG oTNV
oupBoon kat OxL HOVO O yoVveaC Kal OTL €xouv Kal oL SUo TNV amopaitntn
SLKALOTIPAKTIKN Lkavotnta Tou toug Sivel o vopog va ocuvaypouv cuuBaocn. H
anaitnon «amopaitntn» 8ev onuaivel OtL n emnefepyacio MpEMeL va eival
ouowwdng ylwa TNV €KTEAEon MG ovpBaong i ya ™ ARPn OXETIKWV TIpo-
oupBatikwy HETPpWY aAAd OTL elval €vag oToxoBeTnUévog Kal avaAoyLlkog TPOmog

eMitevéng Tou okomou tn¢ enefepyaociag.

23 |nformation Commissioner’s Office, https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-

regulation-gdpr/consent/whats-new/, [teAeutaia enioken lovviog 2018]
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IYMMOP®Q:IH ME ENNOMH YNOXPEQZH- ApBpo 6, Napaypadog 1, ctoxeio
(v):0Onwc Stadaivetal kot anod tnv nepypadn «n enséepyaocia sival anapaitntn
yla ™ CUUUOPQPWON UE EVVOUN UMOXPEWON TOU umeuduvou eneéepyaciac», n
eMmAoyn autn¢ NG VOUKNG Bdong yivetalL epocov xpeldletal n emnefepyaoia
5£60UEVWV TIPOCWTILKOU XAPAKT PO Yla TNV CUUUOPPWON HE KOWO VOO N GAAN
VOULKN) UTtOXPEWON. Agv £XEL VO KAVEL PUE CUHUPBOTIKEG UTIOXPEWOELG KOl 6w N
anaitnon «amnapaitntn» adopd oTov TMPOCSLOPLOPO ELTE TNG OUYKEKPLUEVNG
VOULKAG dlatagng eite TG KAtaAnAng mnyng kabodnynong mou kabopilel cadpwg
TNV UTIOXPEWON yla TNV enefepyacia. & MapAAANAn avayvwon KE TNV aLTLOAOYLKN

okén 41 tou NKMA

«OTOTESNTIOTE 0 MOPWV KAVOVIOUOC QVAPEPETAL O VOULKN) Baan rj VOUOBETIKO
UETPO, aUuTO Sev MPoUMOJETEL AMOPAITATWS VOUOIETIKN PAEN EYKEKPLUEVN ATTO
éva kowvoBouAlo, pe TNV EemQUAAénN TwV QNOUTNOEWV OCUUPWVE WE TN
OUVTAYUATIKI TAEN TOU CUYKEKPLUEVOU KPATOUG UEAOUG. QOTOOO, aUTH N VOULKNA
Baon n to vouoBeTIikO UETPO Vo MPEMEL va ival SIATUTTWUEVO LIE OOQNVELX KOl
akpiBela kat n epapuoyn tou va givat TpoBAEYLUN YLa MPOOWTTA TTOU UTTOKELVTAL
0€ QUTO, oUU@WVA LE TN vouoloyia tou Atkaotnpiou tn¢ Evpwnaiknc¢ Evwonc (to
«Alkaotnplo») kot tou EupwnaikoU Aiwkaotnpiou Twv AKQUIWUATWY TOU

Avipwrmnou».

ermBeBawwvetat otL Sev odeilel va amoteAel pnTr VouLK uTtoxpéwan, ebpocov n
edpapuoyn tou vopou eival poPAEPLUN yla Ta urtokeipeva twv dedopévwy mou
UTIOKELWVTOL Of auThVv. Emopévwg, meplhapPfavel cadel¢ UTIOXPEWOEL KOLVOU
Sikalou xwpilc meplBwpla Tapepunveiag OtL MpEmel va udlotatal VOWLKA
UTtIOXpEWON Tou va  amottel  akplBwg TNV OUYKEKPLUEVN Spaotnplotnta
enefepyaciag. To OEpa 6w €lval o YeVIKOC OKOTOC TNG emefepyaciag MPEMEL va
glval n ocuppopdPwaon HE LI VOULKN UTIOXPEWGCN TIOU £XEL EMAPKWS oadn Baon

elte oto kowo bikalo ite o€ KAmolo vopo.

AIADYAAZH ZQTIKOY ZYM®OEPONTOZ - ApBpo 6, Napaypadog 1, ototxeio (8):
Itnv mepimtwon mou n enefepyacio Twv SedopEVwV TPOCWTILKOU XOPAKTHPA
Sle€ayetal yla tnv mpootacia tng {wnG TOU UTIOKELUEVOU TwV dedoUEVwY 1 GAAoU

atopou Onwg nepypadetat otov NKNA «n enséepyaocia sival anapaitntn yio ™
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SlapuAaén {wtikoU CUUPEPOVTOC TOU UTOKELUEVOU Twv Sebdouévwv n daAdou
(PUOLKOU TTPOCWITOU», TOTE N avalTnon TNG VOULKN G BACNC EUMUTTEL OE AUTAV TNV
Katnyopla. Zuvavtdartal kol €dw n amaitnon ywa «amopaitntn» enefepyacia mou
onuaivel mMw¢ n WOXUG NG &v Adyw VOUIKNG PBdong aipetat av ta IWTKA
OUHUPEPOVTO UTTOPOUV VA TIPOCTATEUTOUV gUAOYQ PE KATolov AAAo Tpomo. Emiong
o€ MApAAANAn avayvwon He tnv attiohoyikn okéPn 46 tou MKMNA, kabiotatal
ocadég otL Ta {wTkA cupdEpovta mpoopilovial va KaAuouv povo cupdépovta
Tou €ival ovowdn ywa tn Lwn Kamowou. Emopévwg, aut) n voun Baon eivat
TIOAU TepLOPLOPEVN 0TO eSO EPaPUOYNC TNC KOL YEVLKA LOXUEL LOVO yla {NTAMOTO
{wnc¢ kat Bavatou. Nepattépw umtodnAwvetal OtL Ta {WTIKA cupdEpovTa EVOEXETAL
va loxUouv Katd Ttnv emnefepyacio ylia avOpwmiotikolg Adyoug, OnMwG N
mapakoAouOnon Ttwv emdnuWwy, [ OMou UTApXEL GUOLK 1 avOPWITOYEVAG
Kataotpodry TOU TIPOKAAEL avOPWILOTIK KATACTAON OHWG TPWTIOTWS
UTIOSELKVUETAL OTL Ba TPEMEL VAL XPNOLUOTIOLE(TAL ULlot EVOAAQKTIKI) VOULUN Bdon,
€KTOC av eival mpodaveg OtL Sev umapyel kKapia. Emonpaivetal wotoco otL o€
TIOA\EG TIEPUTTWOELG, N Tpootacia Twv {wTlkwv cuudepoviwy eival bavo va
nipokUeL oTo TAaiolo enefepyaciag Twv SE60UEVWV UYELOC, TTOU EUMIMTTOUV OTLG
elOIKEC Katnyopieg Sedopévwy (evaioBnta), omote Asttoupyel To ApBpo 9 ToU

FKnNA.

EKNAHPQZH AHMOZIOY IYM®EPONTOZ | AHMOZIAZ EZOYZIAZ - ApBpo 6,
Napaypadog 1, otowxeio (g): H mopovoa vouiky Baon akolouBeital otnv
TEPIMTWON €Kelvn Tou n enefepyaoia KAAUTTEL TIG SNUOOCLEG AELTOUPYIEC KAl TLG
e€ouoieg mou kaBopilovtal amd to Voo f eKTEAELTAL OTA TAALCLO CUYKEKPLUEVOU
kaBrnkovto¢ 6nuociou ocupdépovto¢ Tou opiletal amd TO VOUO OMWG
neplypadetal otov NKMNA «n eneéepyaocia eival amapaitnty yia TNV ekmAnpwon
KOONKOVTOC ToU EKTEAE(TAL TPOC TO SNUOCLO CUUQEPOV N KATA TNV COKNOHN
dnuooiag efouoiac mou €Exel avatredel otov umevGuvo eneéepyaoiac». EXeL
Bapuvouoa onuaocia yla TG SnUOoLEC apXEC, OANG Umopel va epapuooTel og KABE

ovtoétnta mou ackel Snuodola eéovoia [ aokel kabrkovta yevikol ouudEPOVToG.

Me aAAa Aoyla, Sev amatteital €8k voulk €€ouoia yla tnv Asttoupyia tng

enefepyaciag Twv SeSopEVWY TPOOWTILKOU XapaKTHpa, aAAA TO UTIOKEIHEVO £pYO,
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n Aettoupyia A n e€ouaoia tng ovrétnTag ou mpoPaivel otnv enefepyacia MpEMEL
va €xeL oadr vouun Baon. Emiong o FKMNA og autr tnv VoK BAon emdEPEL VEEC
anattioel Aoyodooiag. H ovtétnta mou xpnolgomolel tnv vouplun Pdaon
ekmAnpwong dnuoécov cuudépovtog i dnuootag e€ouvoiag Ba mpémel va eival oe
B€on va kabopiosl Ta oxetika kabrikovta, tn Asttoupyia 1 tnv eovcia kol va
npoodlopioel tn Baon oto kowod Sikalo 1 to Kataotatikd. Odeilel eniong va
Staodalioet otL pnopel va anobdeifel otL Sev untdpxouv dAAa eVAoya Kot Alyotepo
TIAPEUPATIKA HETA YLl TNV EMUTEVEN TOU OKOTIOU TNG. Avadoplkd He To Sikailwpa
Staypadnc kat to Sikaiwpa popntdTNTAC TWV SESOUEVWV OO TO UTIOKELUEVO TWV
6ebouévwy, autda dev oxlouv oOtav n enefepyacia yivetal Bdacel Snuoolag
e€ovolag n dnuociov cupdpEpovtog. QOTO0O TO UTIOKEIUEVO TwV SedopEVWY EXEL
TO SIKAlWUA TN EVaVTiwaNG To omolo «guvioTaral oTo SIKAIWUA TOU UTTOKEIUEVOU
va aVvTTdooeTal, avd TTAoo OTIYUN Kol yloa AOyouc¢ mou oxetilovtal UE TNV
blaitepn karaotaorn tou, otnv eneéepyacia SESOUEVWVY TTPOOWITIKOU XOPOAKTHPA
JTOU TO l(OPOUV. 2TNV NTEPITTWON) TTOU TO UTTOKEIUEVO TwV SedoUEVwY evavTiwIel
otnv eneéepyaoia TwWV MPOCWITIKWY ToU SeSouEvwy, 0 unteuduvog eneepyaoiac
opeidel va orauatioel tnv ev Adyw eneéepyacia eKTO¢ Kol av katadeibel
EMITAKTIKOUC KAl VOULUOUG AOyouc yiar thv eneéepyaoia, oL omoiol UTEPLOXUOUV
TWV CUUPEPOVTWY, TWV SIKALWUATWY KAl TwV EAEUTEPLWY TOU UNOKELUEVOU TWV

beSouévwy 1y yra tn spediwon, acknon 1 uooThPLén VoKWV aéloswv»?,

6. EKNAHPQZH ENNOMQN ZYMOEPONTQN YNEYOYNOY ENE=ZEPTAZIAZ —
ApBpo 6, MNapaypadog 1, otoixeio (ot): H éxtn kot teAeutaia voulun Baon
neplypadel OtL «n emeéepyaocia eival amapaitntn yLla TOUG OKOTOUG TWV EVVOUWV
OUUQPEPOVTWVY ToU ETILOLWKEL 0 umevBuvog eneéepyaoiog 1 tPITOG, EKTOC €dv
EVOVTL TWV OUUPEPOVIWYV QUTWV UTTEPLOXUEL TO OUU@EPOV N to YeueAiwdn
Sikawuata Kot ol EAeUepiec ToU UMOKELUEVOU TwV dedouévwy mou emitBailouvv
TNV npootaoia twv Se50UEVWY TPOOWITIKOU XXPAKTHPA, LOIWC EQV TO UMTOKEIUEVO
Twv bebouévwy eival matdi.» pe tnv efaipeon OTL «Sev e@apuoletal otnv

eneéepyaoia mou Olevepyeital amo OSNUOCLEC QPXEC KATA TNV ACKNON TWV

24 http://www.dpa.gr/portal/page? pageid=33,211294& dad=portal& schema=PORTAL, lotétonog Apxrg MNpootaciag

MNpoowrnikwv Aedopévwy, [teheutaia eniokePn lovviog 2018]
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kaOnkovtwv touc». MPOKELTAL OUCLOOTIKA Yyl TNV TILO EUEALKTN VOULUN Bdon
enefepyaoiag, xwplc autd va onpaivel mwg sival mavra n KataAAnAotepn. Me tnv
emAoyn tng, n ovrotnta avalauPavel tnv emumpocBetn €ubuvn e€€taong Kal
TMPOOTACLAG TWV SIKOULWHATWY KAl TwWV OUUPEPOVTIWV TwV atopwv. Odeilel
6nAadn (a) va evromiocel ta €vvopa cupdEpovta (Sika tne i tpitwv), (B) va
amodelkvUEL OTL N emefepyaaia lval amapaltntn yla tnv niteuén Tou okomou tng
Kal (y) va e€loopporel Tnv enefepyacia pe Ta cUUPEPOVTA, TO SIKOLWHUATA KL TLG

eleuBepie¢ TOU atopou. [Mpokewtat SnAadn ylwa OTAOULON TWV  EVVOUWV

ouudEPOVIWY Tou uneuBuvou enefepyaciag r onmoloudnmote Tpitou otov omoio
KowvoroloUvtol ta OSedopéva €vavtl Twv oupdepovTwv N twv BegpeAtwdwv
SIKOULWUATWY TOU UTTOKELUEVOU TWV dedopévwy. Kal 6w ouvavtAue TNV amnaitnon
NG «amapaitnTng» enefepyooiog mov onuaivel 0tL n enefepyacia MPEMEL va elvat
€VOC OTOXEUUEVOC KOl OVOAOYLKOG TPOTIOG ETITEVENG TOU EMISLWKOUEVOU GKOTIOU.
Mepawtépw, Otav n enefepyacia Paciletal otn vOUlun Baon Twv £VVopwv
OUUPEPOVTWY TOU UMELBUVOU emefepyaoiog, EMITPEMEL TNV VOULUN KOlvomoinon
Twv 6edopévwv TPOCWIILKOU XOPOKTAPA OE TPITOuC, UE tnv mpolmobeon va
e€etaotel mponyoupévwe ylati B€Aouv ta dedopéva, av Ta xpelalovtal Kal mwe Oa
TO Xpnolgomnotjoouv. H apyxkn ovtotnta enefepyaciag odpeilel va amodelkviel
OTL 0 SLapolpacuog eivat dikatoloynuévog, aAA@ Ba amoteAel eubuvn TNG GAANG
ovtotntag va kKabopioel Tn voulun Baon yla tnv nepaltépw enefepyacia. Onwg
OKPBWE cuppaivel Kal Pe TNV EKTANPWON SNUOGLOU CUUPEPOVTOG Kal SnuUoacLag
efouolag, €tol kaL otnv UMapén £vvopou cUPGEPOVTOC, alpeTal TO SIKALWUA TNG
dopntotnTag TWV SedoUEVWY, OUWG TO UTIOKEIPEVO Twv Sedopévwy Umopel Kol
6w va xpnolpomnol)oel to Sikailwpa NG evavtiwong. H Ouada Epyaciag tou
ApBpou 29, mpwv avrtikataotabel amod to Eupwmnaikd fupBouAlo Mpootaociog
Aebopévwy ota mAaiola tou KMA, €E€6woe KATEUOUVINPLEG YPOUMEG Kal
Aentopepeic odnyleg OxeTIKA Pe Ta Baolkd otolyela mapopolwy dlatatswv mept
évwopwv ouudePOVTWY BACEL TNG TtponyoUpevne O8nyiag 95/46/EE?. And to

EKTEVEG AUTO KElMEVO TwV KateuBuvTpLwy ypappwy, ailel va emonuavOel otL:

% f'vopn 06/2014 oxetikd He TtV €vvolad TWV EVWOUWV CcUUdEPOVIWV Tou umeuBuvou enefepyaoiag,

obpdwvae pe TO  GpbBpo 7 tng odnyiag 95/46/EK, http://ec.europa.eu/justice/article-

29/documentation/opinion-recommendation/files/2014/wp217 el.pdf, [tehevtaia eniokePn lovviog 2018]
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«[TpoKelUEVOU va eUTInNTEL TNV Evvola tou apdpou 7 otolyeio ot (0.0. NG
Oébnyiac avrtiototyo tou apdpou 6 otoiyeio ot tou [KMA), t0 «Evwouo
oUUQEPOV» Ta TPETEL:

e va eivat ouvwouo (6nAadn va cuvadeL UE TO EPAPLOOCTED EVWOLAKO Kal
edviko bikaio)

e v TpooblopileTal UE EMOPKI TAPNVELA WOTE VA EMITPETETAL ) OTATULON
TOU EVAVTL TWV OUUPEPOVTWV Kal Twv GeueAlwdwv SIKaUIWUATWY TOU
npoownou oto omoio avagépovral ta OSedoucva (dnA. va  eivoal
OPKOUVTWG OOPEC)

® VO 0QOopd EVA TIPAYUATIKO KOl UQLOTAUEVO OUU@EPovV (dnAadn va unv

elvat utoUeTiko) ».

Avagdopika &g pe Ta SIKOLWHOTO TOU UTIOKELUEVOU TwV Sedopévwy, avayvwpiletal
ocuudwva pe ta ApBpa 13 kat 14 tou MKMNA to Sikailwpa evnUEPWONG, TO OMOoLo
amattel and tov umelBuvo enefepyaciag vo TAPEXEL AETTOUEPWE OAEC TIC
TIANpodopleg OXETIKA UE TN VOULUN Baon tng eneepyaociog otnv eldomoinon mept
amoppntou. H TeAKN Katdaotaon mou KaAuTtetal and to apbpo 14 mapaypadog 5
otolxeio B, kaL adopd oTig e€alpETeL, lval EKelvn KATA TNV omola n mapoxn anod
TouCg umeuBuvoug emefepyaciag Twv MANPoPOopLWV TIPOC £vVa UTIOKEIHEVO TwV
6ebopévwy Baoel Tou apBpou 14.1 eival mBavov va kataotiosl aduvatn f va
BAaWeL ocoPapd tnv emitevén Twv otoxwv eneepyaciag. MNpokelpévou va
eMKaAeoTOUV auth tnv £€aipeon, ol untevBuvol eneepyaciag Sedopcvwy mPEmMeL
va amnodeifouv OtL n mapoxn Twv mAnpodoplwv nou opilovtal oto apbpo 14.1 Ba
OKUPWVEL TOUG OTOXOUG TG enefepyaociag. EOkotepa, n emikAnon autng tng
TITUXNG Tou apBpou 14 napaypadog 5 otolyeio B mpolmobétel OtL N enetepyaocia
6ebopévwv mAnpol OAeg TIC apxEC Tou opilovtal oto AapBpo 5 kot Ot TO
ONUOVTIKOTEPO, UTO OAEG TI( TEPLOTACEL;, N emefepyacia Twv Sedopévwv

TIPOCWTILKOU XOpaKTpa elvat Sikatn Kat OTL EXEL VOULUN Baon.

EmBarletal 6 n Slamiotwon OtL o kABe mepimtwon n vouwun Bdacn Ing
enefepyaciag pmopel va ennpedosl ta SwkKawwpata Tmou esival dtabéolpa  ota

UTtOKElpeva Twv Sedopévwy. Miol OTEIKOVIOTIKA TIPOCEYYLON TwV SIKALWUATWY TIoU
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alpovtal oe oxéon Pe TNV emloyn vouung Baong enefepyaciag, mapouolaletal oTtov

Mivakog 2, mou akoAouBel:

Nivakag 2: Aipovta Awowwpata avd Nopkn Baon Enefepyaoiog

Awaiwpa Awkaiwpa Awkaiwpa Evavtiwong

Maypadric  Dopnrétntag

Zuykatafeon v

Alatnpel Ouwg TO  Skaiwpa
andoupong TG CUYKATABOECHG

Tou

v
-
e |
v

Mepattépw, afilel va onuelwdel otL, n 2" mapaypadog tou ApBpou 6, Tpocdidel
Vv npocbetn eoucia ota Kpatn MEAN va €Ll0AYOUV KOl VEEG VOMULUEG BACELS yla
TLEPLOPLOUEVOUC OKOTIOUG TIou ouvdéovtal He To €0BvikO Sikalo 1 tnv eKmMAnpwon
KaBNKOVTWVY yevikou ocupdépovtog. H duatagn autr, mbavotata omookonel oto va
erutpéPel ota Kpatn MéEAn va Latnproouv opLlopEVES VOULUEG BAOELS TTou udioTavTatl

OTLC €BVIKEG TOUG VopoBeoieg.

H 3" katd oslpa mapaypadog tou ApBpou 6 avadépetal otnv xprnon Twv
VOULUWY BACEWV TNG CUUUOPOWONG LUE €VVoUo cUUPEPOV (OTOLXELD Y) KaL TNG AOKNONG
dnuoolog efouaiac i Snuooiou ocupdépovtog (otowkelo €), O6mou n Paon TING
enegepyaociag opiletal cupudwva pe «a) to Sikato tng Evwong, 1 B) to Sikailo tou
KPATOUC UEAOG OTO OTIOLO UTIOKELTOL O UTIELBUVOG enegepyaciagy». Emiong, o «oKOmog
e enefepyaoiog kabopiletal otnv ev Adyw Vouwkn Baon n, ocov adopd TNV

enegepyacia mou avapEpetal oTo oTolXelo ‘€’, elval n avaykalotnta Tne enefepyaaoiag
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yla TNV eKMANpwon KaBAKovTog mou ekteAeital mpog to SNUOcLo cUUPEPOV 1 KATA TNV

aoknon énuoaotac e€ouoiag mou €xel avatebel otov unteVBUVO enefepyaaciagy.

TéNog, mapd TNV «apxn eAaxlotonoinong Twv SeS0UEVWV» UTIAPXOUV OPLOUEVES
TIEPUTTWOELG OTI( omoie¢ Ta O&edopéva  TPOOWTILKOU XOPOKTAPA UITOPOUV va
urmoPalovtal og enefepyaoia yla VEOUC OKOTIOUG TIOU UTTEPBAlVOUV TOV OPXLKO OKOTIO
yla Tov omoio ouMEéxBnkav ta dedopéva autd. H Obnyla enétpene tnv enegepyacia
Se60UEVWV TTPOCWTILKOU XAPAKTI PO YLO VEOUG OKOTIOUC, UTIO TNV TipolnoBeon otL autol
oL véolL okomoi «8ev eival acupBifacto» pe tov apxkd okomd. Qotoco, o IKMNA
auvotnpomolel to mAaiolo autAg tng enefepyaciac (ApBpo 6 mapaypadog 4)
kaBlotwvtag mo SUoKoAn tnv emefepyooia SeSOUEVWVY TIPOCWIILKOU XOPOKTAPA yLa
VEOUG OKOTOUG, SLOTL TO KaBrkov Tou pocdloplopol cupBatotnTag 1 Un Twy OKOTwY
enegepyaciag sival emimovo kal MOAAEC PopEG mapakivduveupEVo. OUwG, TO YEYOVOC
otL o NKMNA oto ApBpo 6 mapaypadog 4 otolxeio ‘€’, avayvwpilel 6tL TG00 N Asltoupyia
™G Kpumroypadnong o6co kot tn¢ Peudwvupomnoinong amoteAoUV E€YYUNOELG Kal
HEwwvouv To eminedo kwdUvou ToOU ouvenaystal n enefepyacio Sedoptvwy
TIPOCWTILKOU YOPAKTPA YLot VEOUC OKOTIOUG, amoTeAel av oxt pia Betikny €€€ALEN,

olyoupa pia evalaktikn Avon.

2.2.2 H Obnyia 2016/680/EE

Mia akoun moAU oOnuUavtikl VOHOoBeTik Tpdln mou pubuilel Béuata
npootaciag TNG WWTKAG (WG Kal TwV MPOooWTkwy dedouévwy dnUoclelTNKE oTNV
Enionun Ednuepida t¢ Eupwnaikng Evwong, pall pe tov MKMA. MpokKewtal yla tnv
O6nyia 2016/280/EE%®yia tnv mpootacia Twv QPUOLIKWV TPOOWTIWV EVOVIL TNG
enegepyaciag Se6oUéVWV TIPOOWTILKOU XOpaKTpa amd apUOSleEC apXEC Yyl TOUG

OKOTIoUG TNG MPOAnYNG, dtepelivnong, avixyveuong r dlwéng mowikwv adkNUATWY f TNG

EEL 119/89 4.5.2016, https://eur-lex.europa.eu/legal-content/EL/TXT/PDF/?uri=CELEX:32016L0680&from=EN,

OAHTIA (EE) 2016/680 TOY EYPQMAIKOY KOINOBOYAIOY KAl TOY SYMBOYAIOQY, tng 27ng Ampthiov 2016, yia TV
TPOOTOCLa TWV GUOLKWY TPOCWTIWV EVaVTL TNG enefepyaciog Se60UEVWY TTPOCWTILKOU XOPAKTHPO amd apuodLeg
OPXEC YLA TOUG oKomoug tng MPoAndng, dlepelivnong, avixveuong i Siwéng mowikwy adkNUATWY f TNG EKTEAEONG
TIOWLKWVY KUPWOEWV Kal yla TNV eAelBepn kukhodopia twv §eSoUEVWY AUTWY Kol TNV KATApynon tng anodpoong-

mhaiolo 2008/977/AEY tou ZupBouliou, [teleutaia enioken lovviog 2018]
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EKTEAEONC TIOWLKWY KUPWOEWV Kol yla TNV €AeVBepn kukAodopia twv Sedopévwy
QUTWV.

H ev Aoyw vopoBetikn mpafn, adopda kal pubuilet Tig mpolmobéoelg
enegepyaciag Sebopévwy TPOOWTIKOU XopakTApa GUOLKWY TPOCWTIWY, OO TLIG
apHOSLEC APXEC (OIKOOTIKEG, ELOOYYEALKEG KOL EV YEVEL SLWKTLKEG), YLOL TOUG OKOTIOUG TNG
npoAndng, OSlepelivnong, avixveuong N ¢ Slwéng mowwkwv adkNUATWY 1 TG
EKTEAEONG TIOWLIKWV KUPWOEWV, TIEPIAAUBOAVOUEVWY TNG TTPOOTACLOG Ao ATENEG KATA

™G dNUooLag aodAAELOG KOL TNEG ATIOTPOTHG TOUG, KABWwE Kol yia TNV aviaAAayr Twv

SeboUévwy TPOOWTTLKOU XapaKTAPO UETOED apuddlwyv apXwV €vtog Tou Xwpou tng EE,

yla Tou¢ (6loug¢ okomoUG. TETola TOWIKA aSIKAUOTA OmOTEAOUV  Kal Ol
KuBepvoemiBeosic?’. KabBiepwvetatl Aoutdv, éva oAoKANPWUEVO CUOCTNUA TIPOOTOCLOG
TwV Oe60UEVWV TIPOCWIILKOU XOPAKTNPO OTO TAaiolo tnG emBoAng Tou VOHOU,
avayvwpilovtag tautoxpova TG LOlatepotnteg tng emefepyaciog Sdedopévwy Tou
oxetilovtal pe tn dnuoocla achaiela. Amwtepog otoxog tng Odnyiag 2016/680/EE elvat
n mpootacia Twv OgueAlwdwV SIKAUWUATWY Kol TwV AEUBEPWV TWV PUOIKWV
TIPOCWTWV YL TNV tpooTacia Twv dedouévwy, OTOV AUTA XPNOLLOTIOLOUVTAL OO OPXEC
emBoAng tou ToOwIKoU Okaiou. Adopd EMOUEVWE TIOAU GOUYKEKPLUEVEG OPXEG
(6lwKTIKEG, eloayyeAIKEG, SIKAOTIKEC 0TO TeSIO TG MOWIKAG SLKALOGUVNC) OL OTOLEC
£€XOUV TIOAU OUYKEKPLUEVEG apUOdLOTNTEG OTNnV enetepyacia Se60UEVWV TIPOCWITLKOU
XOPAKTHPA KOL ATTOKAELOTIKA YLO TOUG OKOTIOUG Ttou opilovtat otnv Odnyia.

Emopévwe, oOtav pwo appodio Apxn emefepyaletal dedopéva MPOCWITLKOU
xopaktipa yia Aoyou¢ mpoAndng, Sitepelvnong, Siamiotwong i dlwéng mowikwy
adiknuatwy, epoapudletat n 0dnyio 2016/680/EE, evw, Otav oL (6lEC AUTECAPXEC
enefepyalovial edopéva MPOOWTKOU XOPAKTAPA ylo AAAOUG OKOMOUG amo TOUG
npoavadepBbévieg, edapuoletal To Yevikd kabBesotwe Baosl tou MKMA. e avtiBeon pe
v andédacn-mAaiclo 2008/977/AEY tou ZupBouAiou TNV omoia AVIIKATEOTNOE, TO
nedio edappoyng tg Odnylag 2016/680 emekteivetal otnv eyxwplo emnefepyacia

Se60UEVWV TIPOOWTILKOU YapaKtipa amd T ApxEG emBoAng Tou vopou Kal Oev

https://www.hellenicparliament.gr/UserFiles/67715b2c-ec81-4f0c-ad6a-476a34d732bd/10495782.pdf, «Evnuépwaon

yla tv amdvinon tou YmoupyoU AwkatooUvng Kot AvBpwrivwy AKOLWUATWY 0TV €pWtnon thg BouAsutol K.
Mdpkou», Aidlav Mntpou, Kabnyntpia Mavermotnuiov Awyaiou, Mpdedpog¢ NOUOMAPOAOKEUAOTIKAG EMLTPOTAG,

6/11/2017, [tehevtaia eniokePn lovviog 2018]
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neplopiletal povo otnv avtalayn tEtowwv dedopévwy petall twv Kpatwv MeAwv.
ErtumAéov, n Odnyila emiSlwkel TNV emnitevén Looppormiag PETOED TwV SIKOULWUATWY TWV
QTOUWV KOL TWV BEULTWY OTOXWV TNG EMeEEPYATLAC TTOU OXETI{ETAL UE TNV AOPAAELQL.

H Obényia 2016/680/EE AapBavel emiong umoyn NG Kal mpoomabel va
QVTIUETWTITLOEL COPBAPEC AVASUOUEVEC TEXVOAOYLKEG TIPOKANOGELG TTOU EVOEXOUEVWG EXOUV
Olaitepa enmayxBeic eMMTWOELG OTO ATOMA, OMWG YL TOPASELYUA N XPON TEXVIKWVY
T(POCSLOPLOUOU TWV XAPAKTNPLOTIKWY amod TIG Apxeg emMBOARG tou vopou. Katapxny,
ocuudwva pe to ApBpo 11 (map. 1) ot anoddcelg mou Bacilovral AMOKAELOTIKA OTNV
autopatonolnuévn enefepyaaia, cupneplhapBavopévng tng popdomnoinong, mpemeL va
anayopevovtal. EmutAéov, dev npénel va Baoilovtal oe evaiocOnta dedopéva. OL apxEg
OUTEG UTIOKELVTOL O€ OPLOUEVEG e€alpETelg TTou TipoBAEmovTal otnv Odnyla. Mepattépw,
n enefepyacio MPoowTKWV SeS0UEVWY SeV TTPETIEL VOl €XEL WG AMOTEAEOHA TN SLAKpLoNn
o€ Bapog onoloudnmote npoowrnou, ApBpo 11 (map. 2 kai3).

H ev Aoyw O&nyia mepléxel emiong Kavoveg yla tnv e€acdalion tng Aoyodoaoiag
Twv uneuBUvVwv enefepyaciag, oL onmoilol opeilouv va opilouv unevBuvo mpootaciag
Sdebopévwy yla tnv mapakoAouBbnon TNG THPNONG TWV Kavovwy ipootaciog Sedopévwy,
Va EVNUEPWVOUV KOl VA cUMBOUAEUOUV Ta UTTOKEIEVA TwV §eSOUEVWVY AANA KOl TOUG
UMAAAAAOUC TIOU €KTEAOUV TNV enefepyooia TwWV UTIOXPEWOEWV TOUC KOL va

ouvepyalovTal PE TNV EMOMTIKNA apXN).

2.2.3 H Oényia (EE) 2016/1148 — NIS Directive

Tov Maptio tou 2014, to Eupwrnaiko KowoPoUALlo evéKplve TNV MPOTACN TNG
Eupwnaikng Emtporntic and to 2013 mou adopolos tnv Obnyia 2016/1148 yia tnv
aodpaAela Twv SIKTUWV Kal Twv TAnpodoplakwv cuotnudatwy (Directive on security of
network and information systems - O6nyia NIS oto €€ ¢). MpoKeLTAL LA TO TPWTO EViAio
TIOVEU PWTTAKO VOUOBETIKO TIAALiOLO OXETIKA TNV alodANELR oTOV KUBEPVOXWPO 2.

H Oényla NIS anotelel péEpog TnG otpatnykng tng Eupwmnaikng Evwong yla tnv
OUM\OYLKN Kol odalpLkr) TIPOCEYYLON TNG 0PAAELAG OTOV KUBEPVOXWPO LLE OTOXO TNV

OVTIUETWITLON TWV TEPLOTATIKWY KAl Twv KWwOUvwv aodaletag SIKTUWV Kot

https://ec.europa.eu/digital-single-market/en/network-and-information-security-nis-directive, [teAeutaia emiokedn

loUviog 2018]
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nAnpodoplwv oe oAokAnpn tnv EE kat eykpiBnke otig 6 louviou 2016 amnd 1o Evpwrnaiko
KowoBoUAlo og eutepn avayvwon??.
Ta kUpla otolxeia tng odnytag NIS mephapBavouv:

0) VEEC QTALTAOELG YL TOUG «POPELC EKUETAAAELONG BACIKWY UTINPECLWV» KOL TOUG
«mapoxous Pnolakwv umnpeocwwvy (ApBpa 5, 16, 17 kat 18 Kal OLTLOAOYLKEG
okéelg 60, 64 Kal 65)

B) tnv Béomion pog véag €OVIKAG OTPATNYLKAG Yl TNV AoPAAELD CUOTNUATWY
Siktuou Kat mAnpodoplwv (ApBpo 7)

Y) TOV OpLOMO HLag appodlag eBVIKAC apxng Kal eviaiov kévtpou emadng — Apxn NIS
(ApBpo 8)

8) tov KaBoplopd opAdwv amokplong ylo TNV QVILMETWILON OCUUBAVIWV Tou
adopouv TNV acdpalela umtoAoylotwv - CSIRT (ApBpo 9) kat

€) TNV ouykpotnon piag Ouadag uvepyaoiag (Apbpo 11)

AvaoAutikotepa, n O6nyia NIS elvalt To TPWTO VOUOOETIKO Kelpevo mou
emionuomnolel T Sopég kal TG Stadikaoieg avtaAlayng mMAnpodopLwv HETAEU Twv
Kpatwv MeAwv pe okomd, tnv Slacuvoplokr avamtuén tng aflomotiog kKol tng
EQMIOTOOUVNG MEOW TNG avtallaync TmANPodoplwv Kal BEATIOTWYV TIPOKTIKWY,
mpoTtUNwV Kat mpodlaypadwyv, tNG afloAdynong Twv €OVIKWV OTPATNYIKWY, TNG
QTOTEAECUATLKOTNTAC TWV OpAdwv amokplong — CSIRT, k.a. H opada cuvepyaciag kot
1o Siktuo twv opadwv CSIRT amotehouv dUo Souég mou Beonilovral and tnv Odnyia,
TIPOKELUEVOU va evBappuUvouv Kal va PBeAtiwoouv tnv avtaliayrny mAnpodoplwv. H
opada cuvepyaciag amopTileTol amo EKMPOCWITOUE TWV KPpATwV UEAWYV, TNG Emitpomnic
Kot Tou ENISA3%kat Stadpapatilel nyetikd poAo otnv UNOoTAPLEN KoL SLEUKOALVON TNG
OTPATNYLKAG ouvepyaoiag, sotialovtog otnv aviallayn MANPodOPLWY OXETIKA HE TIG
BEATLOTEC TIPAKTIKEG, TL.X. OXETIKA UE TNV avtaAAayr MAnpodoplwv PE TNV Kowvomoinon
oupBaviwv aodaleiag. Amd tnv AAMn mAeupd, to OSiktuo Twv opadwv CSIRT

amoteAsital anod eknpoowrnoug Twv CSIRT twv kpatwv peAwv Kat tng CERT-EU. Ztdx0G

EEL 194/1 19.7.2016, https://eur-lex.europa.eu/legal-content/EL/TXT/PDF/?uri=CELEX:32016L1148&from=EL,

[televtaia emiokedn lovviog 2018]
The European Network and Information Security Agency (ENISA) £8peleL otnv EAAGSQ Kol EMIKEVIPWVETOL OTNV
gvioxuon TNG OUVEPYQAOIAG Yl TNV QVTLUETWILON OMENWV KAl TIEPLOTATIKWY TIPOORBOARC TNG aodAAelag Twv

TAnpodopLwv Kat TNV avtoAlayr KOAWY TPAKTIKWY HETAEU TWV KPATWV LEAWV
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tou Siktuou eival n avtaAlayr TANPODOPLWVY OXETIKA LE TIG UTINPECLEC, TIG AELTOUPYLES
Kol Tig duvatotnteg ouvepyaoiog Twv CSIRT, tnv avtaAlayn Kal n culATnon OXETIKA UE
TIC KN €PMOpPLKA evuaioBnteg mAnpodopieg (KATOMV ALTAMOTOC OVIUTPOOWIIOU HLOG
CSIRT), tnv avtalayi kot O&wdBeon o€ €bBeloviiky PAcn HUN  EUMLOTEUTIKWV
TIANPOdOPLWY OXETIKA HE QTOMLKA TEPLOTATIKA. Onwc Siadaivetal amd auvtolg Toug
TLEPLOPLOUOUG, N avtalhayn eival kaBapd eBelovtikr Kal tpoPAEmEeTAL OTL Ol OUASEC
CSIRT Twv KpaTWV HEAWV UIopouV va apvnBolV va CUUUETAOXOUV 0TI culNTNOELG AV
yla mopadelypa umapxel kivduvog mpokAnong BAaBng otn Stepelivnon evog cupBavtog
Kol €av n avtaAlayn adopd POVO HN EUTILOTEUTIKEG TMANPOGPOPIEC KL UN -TIOALTIKA

evaiobnteg mAnpodopiec.

AtileL va onuewBel, oOtL n Itpatnywknp tng EE ywa v aodpdlela otov
KuBepvoxwpo3! mou ekddBnke tov MePpoudplo tou 2013, KABOPLE TIC OTPATNYLKEG
TIPOTEPALOTNTEG YLa T KPATN UEAN, CUUMEPAAUBOVOUEVNC TNG SLOTUTIWONG CUCTACEWY
yla otpatnylkég mpwtoPoulieg oe eBviko emimedo, kol evOAPPUVE TIC CUVEPYACLEC
HETAEL TwV €OVIKWV apXwv €eTBOAAG TOU VOUOU yla TNV acdalela SIKTUWV Kot
nmAnpodoplwv (NIS) Kot Tou OLWTIKOU Topéa: «Oa MPEMeL va evBappuviel n avtaidayn
niAnpooptwv UETaED TwV EGVIKWY POPEWV KAl TOU LOLWTIKOU TOUEQ, WOTE T KPATN
UEAN Kat 0 IOIWTIKOG TOUENC VO UTTOPECOUV VA SLATNPNOOUV ULX OUVOALKN ELKOVA TWV
SLa@opwV ameAwV Kal va KOTOVONOOUV KOXAUTEPO TIC VEEC TAOELC KOl TEXVIKEC TTOU
xpnotuormolovvratl tooo yla tn dianpaén entdeécewv otov KUBEPVOYwWPO 000 Kol YL TNV
avtibpaon o€ oautoug¢ o ypnyopa» (mapaypadog 3.1). H Itpatnywkn outh
KOTOPTIOTNKE PE TNV Tpoodokia OtL n emepyxouevn Obnyia NIS (mou tote Ntav akoun
npotaon) Ba dnuloupyouoe €va TAAiolo cuvepyaciag pHEOw evog SLKTUOU €BVIKWY
ApPUOS LWV apXwV yla TNV achdaiela SIKTuwv Kal TAnpodoplwyv Kal Ba acXoAelto pe Tnv
avtaAlayn TAnpodoplwyv HETAED TOU WOWTIKOU TOMEN KOL TWV apXwv €MBOARG Tou
vopou. Qotoco, n Obényia NIS, onwg avadépbnke mapamavw, O6ev KATEoTnoE
UTIOXPEWTLKN TNV avtoaAAayrn mAnpodoplwyv PETALU Twv opdadwv NIS kal Twv apxwv

€MLBOANG TOU VOpOU Twv Kpatwv MeAwv.

JOINT COMMUNICATION TO THE EUROPEAN PARLIAMENT, THE COUNCIL, THE EUROPEAN ECONOMIC AND SOCIAL
COMMITTEE AND THE COMMITTEE OF THE REGIONS: Cybersecurity Strategy of the European Union: An Open, Safe

and Secure Cyberspace (JOIN(2013) 1 final), https://eeas.europa.eu/archives/docs/policies/eu-cyber-

security/cybsec_comm_en.pdf, [teAeutaia eniokedn lovviog 2018]
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Itnv Tmpaypotikotnta, n 06nyia NIS Beomilet Vo tUmoug SladkaoLwv
avtaAlayn¢ mAnpodoplwyv pe Baon tnv appodlotnta:

e To ApBpo 8 tng Odnylag amaltel anod ta KpAtn WEAN va oploouv pia BVIKN
apuodia apyn N OAAAITAEG apXEG KOl €val eviaio onueilo emadnic.

e To ApBpo 14 amaltel MeTayevéEOTEpA QMO TOUG GOPELG eKUETANAELONG
BOOWKWVY UTINPECLWV VO EVNUEPWVOUV «Ywpic adikatoAoyntn kaBuotépnon»
™V appodia apxn n tnv opdada CSIRT ywa «ouvuBavra ue coBapod avtikturmo
OTN OUVEXELA TWV BAOIKWY UTTNPECLWY TTOU TTOPEYOUV». Tla Tov MposSLloplopo
8g, tN¢ ocoPapotntag evog cupBavroc aocdaleiag Aappfavovtal umoyn a) o
0pLOUOC TWV XPNOTWV TIOU EMNPEACTNKE (TOCOTIKO Kpltriplto) B) n Sidpkela
ToUu ouppavrtog acdadeiag (xpovikd kpLtrplo) aAlAd Kal y) To yYewypadiko

€UPOG TNG TIEPLOXNG TIOU ETNPEACTNKE ATO TO CUKPBAV.

ErumAéov, n Odnyia NIS mpowBel tn ouvepyaoio petall twv EBvikwv Apxwv
ErmBoAng tou NOpou (AKaoTIKEG Kol ACTUVOULKEG ApxEG) Twv Kpatwv MeAwv péow
kpttnpiwv kat Stadikaciwv mou Beomilovtal oto €0vikO Sikalo Kol pHe osfaAcUO TwV
vdlotdpevwy StavAwv avtalayrig mAnpodoptwv32. O EBvikEG ApxEG emBOAAC Tou
Nopou kot ot amokAeloTkég mepubepelakég mAatdopueg tng Europol kat tou
Eupwraikou Kévtpou ywa ta EykAnupata otov KuBepvoxwpo (EC3), péow Siadopwv
neplbEPElOKWY HECWY, EAaPav €eVTOAEC Kal OOMEC Yyl VO OUVEPYAOTOUV yla TN
SlaouUVopLOKY  EYKANUOTIKOTNTO OTov  KuPBepvoxwpo. Qotoco, To eminedo 1tNng
TEPLHEPELOKAG EMIONUOMOINONG TIAPAUEVEL TIOAD XOUNAOTEPO ylo TNV aviaAlayn
petafy twv NIS kat twv kowotAtwy LEA (Law Enforcement Agencies — Apxeg emBoAng

TOU VOUOU), VOULKA Kal SLapBpwTika.

2.2.4 H Oényia (EE) 2013/40
Tov Alyouoto tou 2013, 1o Eupwmnaiké KowoBoUAlo kat to ZupBoUAlo tng

Evpwnaikng Evwong e€£6woav tnv 08nyia 2013/40%3 yia T1g €mB£0EL KOTA TWV

BA. Attlodoyikn 2kédn 59 O6nyilog 2016/1148/EE
EEL 218/8 14.8.2013, OAHTIA 2013/40/EE TOY EYPQMAIKOY KOINOBOYAIOY KAI TOY SYMBOYAIOY tng 12ng

AuyouUotou 2013 yia Tig eMBECELG KATA CUOTNUATWY ANPOPOPLWYV KAL TNV AVILKATACTACH TG anodaong-mAatciov
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ouotnuAtwyv TAnpodoplwy KAl TNV OvTlkatdotacn tng amnodaong-mAalciou
2005/222/AEY tou ZupBouliou.

Agbopévou OTL n  opaAn Aswtoupyla Kal OoO0dAAED TWV CUCTHUATWV
nmAnpodoplwv otnv Evwon eivatl wTkAG onNUaciog yla TNV avantuén tng ECWTEPLKAG
ayopaAC KOL LA OVTAYWVLOTIKAC KoL KOLWVOTOMOU olkovopiag3?, o otdxog Béomiong tng
ev Aoyw odnylag ATav n MPOCEyyLon TOU TOLWVIKOU SLKAloU TwV KPATwV HEAWV OTOV
TOMEQ TWV €MIBECEWV KATA CUOTNUATWY TIAnpodoplwy, KaBlEpwvovTag €AAXLOTOUC
KOVOVEG OXETIKA UE TOV OPLOUO TWV TIOWIKWY OSIKNUATWY KOL TWV OXETIKWY KUPWOEWV,
Kot n BeAtiwon tng ocuvepyaciag HeETALU TwV APUOSIWV apXWV, CUUTEPIAAUBAVOUEVNC
NG aoTUVOULaG KOl AAAWY EEELOLKEVUEVWV UTINPECLWV ETILPOPTIOUEVWY E TNV EMLBOAN
TOU VOHOU OTa KPATN MEAN, KABWE KoL TwV apUOSLWY ELGIKEVUEVWY OPYOVIOUWY TNG
‘Evwonc kat dopéwv tn¢ Evwong, onwc neptypddetat oto npooiptd tne. [21]

Jupudwva pe to ApBpo 13, Wblaitepn onuaocio anodidetal anod tov evwaolakd vouoBEtn
otnv avtalayr mAnpodoplwv péow eBvikwv Siktvwv emadng (CSIRT) ta omoia
odellouv va elval Aettoupylkd o 24wpn Paon kal entd nuéEpss tnv efdopada, va
avtamokpivovtal o€ emeilyovta attipata yla Bonbela eviog 8 wpwv MPOKEWWEVOU va
dnAwoouv av kot Tote Ba UMopPECOUV VA AITAVTACOUV KAl VO CUAAEYOUV OTOTLOTIKA
5e60UEVO OXETIKA HE TO £YKANUA OTOV KUPBEPVOXWPO.

AVOAUTIKOTEPO ETILONHALVETAL:

[a Toug okormouc¢ tn¢ avrtaAdayrnc mAnNPoEopLWY CXETIKA UE T AOIKNUATO

ToU avaepovtal ota apdoa 3 Ewe 8, ta kpatn UEAn eéaopaldilovv OtL

Stadetouv Eva Aettoupyilko eBVIKO ONUELO ETTOPNC KAL KAVOUV XPrion ToU

UQLOTAUEVOU OSLKTUOU ETIXELPNOLOKWY CNUEIWY Ema@ng mou &Elvol

Sta¥éouo oe 24wpn Baon kat Ti¢ enta NUEPEC TG eBSouadag. Ta kpdTn

UéAn eéaopalifovv emionc ot Swadctouv Swadikaoiec wote, o€

TIEPUTTWOELC EMELYOUOWV QUTHOEWV ouvdpoung, n apuodia apyn va

umopel va SnNAwWaoEL, EVTog oKTw wpwv amod tnv nopadabr, touvAdylotov

2005/222/AEY ToU SupBouliou, https://eur-lex.europa.eu/legal-

content/EL/TXT/PDF/?uri=CELEX:32013L0040&from=EL[teAeutaia enioken AUyouaotog 2018]

BA. Awttoloyikr Zkén 2 O6nyiag 2013/40/EE
BA. Acttodoykn 2kén 1 O8nyiog 2013/40/EE
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eav Ja anavtioel atnv aitnon, kKadwe Kal T Lop@n KoL TOV EKTIUWUEVO
XPOVO TG amavtnong auTric.
H 6& onuacia tn¢ ocuAloyng dedopévwy avayvwpiletal, and to epapuootéo dikalo,
OTO apEowC emoOpevo apBpo 14 tng Obnyiag yla Tig eMBECELG KATA TWV CUOTNUATWY
mAnpodopLwyV, KATA TO OToLo:
«1. Ta kpatn ueAn eéao@aldifovv OTL €va oUOTNUO EUPIOKETAL OE
ETOWUOTNTA yla TNV KATAYypaPpH, TNV mopaywyn KoL tnv mapoxn
OTATIOTIKWY OTOLYEIWV yla Ta adIKAUATA TTOU avapEpovtal ota apdpa 3
Ewc 7.
2. Ta avapepoueva otV mopaypa®o 1 oTaTIOTIKA OTOLXE(0 KAAUTTTOUV
kat' eAdylotov ta v@lotaueva Sedouéva wC MPOC ToV APLIUl TwvV
adlknuatwyv ToU avagEpovtal ota apdpa 3 Ew¢ 7, T onoio
Kataypapovtal amd to Kpatn UEAn, kadw¢ kat tov aptdud Twv
npoownwv ta onola Stwydnkav kot KAtadlKAoTnkay yla T adIKNUAT
TTOU ava@epovtal ota apBpa 3 Ewc 7.
3. Ta kparn uéAn bwaBiBalovv otnv Emitponn Tto OTOLXElX TTOU
OUYKEVTPWVOUV CUUQWVA UE TO Tapov dapdpo. H Emitpomnn upepluva
wote va bnuooievetal kat va unoBaAdetar otou¢ apuUOSIloUC
ELSIKEUUEVOUC 0pyaviouoU¢ Kot @opeic ¢ Evwong oUuyKevTpwTtikn

ETLOKOTINON AUTWV TWV OTATIOTIKWVY EKTECEWV ».
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3 MNpotewvopevn MebBoboloyia ywa tov Eviomiopod Embécewv o€

CUUHOPpPWON HE TO VOULKO TTAaioLo

Jto mapov keddlalo mpoteivetar pio peBodoloyia  ulomoinong Tou
Slopolpacpol mAnpodoplwv yla ameltAég otov KuPepvoxwpo e€elSIKEVMEVA yla TNV
Aewtoupyia Tou eviomiopol emBEoewv Kol MARPWE CUUHOPPOUUEVN UE TO OXETIKO
VOULKO TAaiolo. H ev Adyw peBodoloyia eival avolktr mpog eméktacn o€ 0,TL adopd
TNV MPOooOrKN MEPUTTWOEWY XPHONG KoL VOULKOU TIAALGIOU, CUMTEPIAAUPBAVOUEVWY TWV

OXETIKWV amoddAoewv Kal yvwpodotrioewv nou Ba tpokVPouv.
H ueBodoloyia autn amotelel pia cuvBeon Twv KATWOL avadepopévwy:

1. Tng Tétaptng Baduidag (Tier 4) ko 8ikOTEPA TNG AELtTOUpYyiaG «EVIOTILOMOGY
tou MAawoiov KuBepvoaodaleiag kata NIST. O kabe opyaviopdg n enixeipnon
yla va epopuocEL TNV TMPOTEWVOUEVN peBobdoloyia mpémel va UAOMOLEL TNV
t€taptn Boabuida (Tier 4), OMwg auty TEePLYPAPETAL OTO OXETIKO KedAAALO,
KaOwg povo oe autr) mpodlaypadetal o SLapopacuoc TAnpodopLwyv. AUTOG O
SLopoLpaopOg umopet va xpnotpomnolnBel yla Toug okomoug OAwWV TwV TECCAPWY
Aettoupylwv tou NISTCSF. Qotdoo, to medio TG €peuvag Kal Kat' €MEKTAOCN N
pueBodoloyia agdopd tnv Asttoupyia «EVTOMIOUOGCY, KABWE AUTH OTIC UEPEG UG

Kplvetal va ivat fapuvouooag onuaciag.

2. Tng Nwooag avanapdaoctaong nAnpodopiag STIX. H yA\wooa autr emiAéxBnke

KaBwg glval EUPEWC XPNOLUOTIOLOUEVN KOl ETILTPETEL TOV Slopopacpo loCs.

3. Twv Aswktwv Napapiaong 10Cs, To MePLEXOUEVO TWV OMOILWV HETALU AAAWV

Sduvartal va epLEXEL avayvwploTikd (Identifies) wg:

e Autolola 6eSopéva MPOCWTTLKOU XapaKTHpo
e Avwvupo bebopéva Ta omola OTAV CUCYETIOTOUV N SlaotaupwbdBouv
HeTAL Toug duvatal va 06nyRoouV o€ TAUTOMOLNON TIPOCWTIWV.
4. Tou levikoU KavoviopoU Mpoocwrikwv Asdopévwv (GDPR) mou edapuoletal
oTIG XWPeG MEAN tng EE ko tautoxpova amoteAsl tn BACn TwWV LOXUOUCWV

analtrioswv npootaciag Sedopévwy Kal o€ XWPES EKTOC Eupwrng.
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5. Tng Obényiag «NIS Directive» kat tng O8nyiag 2016/680/EE, oL omoieg
puBuilouv TIC MpoUTOBETELG TOOO yla TNV enetepyacio S€SO0UEVWV TTPOCWTILKOU
xopaktipa amnd dnuoocloug dopeic (Apxég kat Opyaviopoug) 600 Kot yla Tnv

avtaAAayr Touc.

6. Tou MAawiov &lapolpacpol mAnpodopwwv 1TNG Microsoft, to omoio
XPNOLUOTOLETAL ylot TNV Tpodlaypadr Twv OMATACEWV TNG TAPOUoOS
peBodoloyiag, amaviwvtag ota EPWTAMOTO-TIUAWVEG TIOU OQUTO B€tel, OmMwg

avapEPoVTaL 0TO OXETLKO KedAAalo.

3.1 ZuvOeon Texvoloywwv

Zekwvwvtag ano to MAaiolo KuBepvoaodaletag tou NISTkat elSikoTEpA Ao TNV
BaBuida 4 (TIER 4), mapatnpoU e OTL tapEXETAL KABOSAYNON OXETIKA LE TOV TPOTO WE
Tov omoio n cuveldntomoinon TwV MPAYUOTIKWY Kol TwV TiBavwy omellwy Kol Twv
TPWTWV ONUELWV TOu KUPBEPVOXWPOU UTTOPEL va Xpnotpomnolnbel yla tTnv evioxuon tng
OTPATNYLKAG OTOV TOUEA TNG 0L0DAAELAG TOU (610U TOU OpyavIopoU 1 evOg AAAou.

JUpdpwva pe to MAaico KuPBepvoaodaleiag TouNIST, 0 MPAYHATIKOG OPLOKOG
™¢ Asttoupyiag tou evtoropol eival va «avoartuxBolv kat va edappocdolv ot
KOTAAANAEG SpOOTNPLOTNTEC TIPOKELUEVOU VO EVIOTILOTEL €yKAlpwC N eudavion €vog
oupPavtog acdaleiag tou kuPepvoxwpou». O KUPLOG OTOXOC QUTAG TNG AELToUpylag,
onwc Sladaivetal Kal and tov oplopd elval n éykalpn avixveuvon. H eotiacn otnv
«XPOVIK}  €uctoxla» TOU EeviomopoU €xeL  Slaitepn onuacia, apkel va
ouvurniohoyiooupe 0tL oUpdwva pe tn Microsoft3®, o péoog elofoléag mapapével o
£€va SIKTUO 1| 08 CUOTHHATA UTTOAOYLOTWV YL 146 NUEPEG TTPOTOU eVTOTILOTEL. ISLaTéEPWG
ya tv vewypadikn mepoxf tne Eupwning n FireEye3d” otnv edikh etrola ékBeon

KlvSUVWV Tou KuBepvoxwpou tou 2017, emonpaivel OTL oL opyaviopol Tng Eupwmaikng

Evwong xpelalovtal TPUTAACLO XPOVO OE OXECN HE TOV TOYKOOULO HECO 0OpO,

TUPOKELUEVOU VO avixveloouv €loBOAEG amo emiBéoelg tou KuPepvoxwpou. O pEoog

0poG Tou «xpovou mapapovnc» (dwell time) twv elofoAéwv, mou umtoAoyiletal amnod tnv

https://www.microsoft.com/en-us/cloud-platform/advanced-threat-analytics, [teAeutaia eniokedn lovviog 2018]

https://www.fireeye.com/content/dam/fireeye-www/global/en/current-threats/pdfs/rpt-world-eco-

forum.pdf[teAeutaia eniokedn lovviog 2018]
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OTLyMN TNG mapaBiaong HEXPL TNV OTLYUN TOU EVIOMLOMOU, NTaV 469 nNUEPES, EVAVTL TOU
TIAYKOOUIOU HECOU Opou 146 nuepwv. Elval mpodaveég, OtL n peyaAUTepn XPOVLIKNA
Sldpkela mapapovng twv loBoréwv oobuvapel pe meplocotepa mpoBAnuoata (ot
€LoBOAelg €xouv TNV gukalpia va avamtugouv TOANAIAEG TTOpTeG L0080V Kal €€060u)
Kall peyaAutepn anwAela Sedopévwy. MpodnAwce, Aoutodv, n Asltoupyia Tou evtomiopol
glval pla amd TG onuavtikotepes Aettoupyieg tou MAatoiou KuBepvoaodalsiag tou
NIST, kaBw¢ n aviyveuon plog mapafiaong i evog cupBavrog aopadeiag pmopel va
elval {wtikng onuaciag ywa tov 6o tov opyaviouo. Avaudifola 6g, otav €vag
opyaviopoc utoBetel kat epapuolel TG PEATIOTEC TPOKTIKEC TWV TEXVIKWV H/Kot
SLOXELPLOTIKWY SpaoTNPLOTATWY, OL OMoleg MeplypAdovTol OTI UTIOKATNYOPLEC TNG
Aettoupylag tou eviomiopou Ewkova 3-1, HETPLAlEL KATOAUTIKA TOUG KvdUVOoUug amo

oupBavta acdpalelag Tou KuBepvoxwpou.

IDENTIEY PROTECT DETECT RESPOND RECOVER

Anomalies & Events Security Continuous Monitoring Detection Processes

NIST CYBER SECURITY FRAMEWORK
Implementation TIER 4

Ewkova 3-1: Ynokatnyopieg tng Asttoupyiag Evroniopndg tov NAawoiov KuBepvoaodalsiag tou NIST

Otav évag dopéag i opyaviopog uloBetel kal edpapuolel tnv Babuida 4 tou
MAawoiov KuBepvoaoddaletag tou NIST, n omoia omwe Nén €xeL avadepOel, mapéxet tnv
Suvatdtnta Slapopacpol mAnpodopLwy yia anel\ég3®, cuvendyetat otL epapudlovral
TIPAKTLKEG KuPBepvoaodaleiag Baollopeveg otnv eumelpia kol oe Seikteg mapafioong,

TIPOEPYXOUEVOUG amo TiponyoUUEVEG 1 TpExouoeg Oladikaoieg aodaleiog[22].

BA. evotnta 2.1.2.mapouoag HEAETNG
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NIST CYBER SECURITY
FRAMEWQORK
Implementation TIER 4

ElSkOTEPA, TIPOKELWEVOU va emiteuxbel o evtomlopog plag emibeong péow TOU
Slopolpacpol mMapayOUEVNG YWWONG TIoU OXETIETOL ME ameNéG TOu KUBEpvOXwpPOU
OpKel va epappootolv oL avadopég (references) mou meplypadovtal ot oxTw amnod
TG OUVOALKA SEKAOXTW UTIOKATNYOPLEG TNG Attoupyiag Evtomiopog (Detect), Ewkova

3-2:

IDENTIFY PROTECT DETECT RESPOND RECOVER

Security Continuous Monitoring Detection Processes

Ewova 3-2: Yriokatnyopieg tng Asttouvyiag Evtoriopog tou NAatciov KuBepvoaoddAetag tou NIST rou

adopolv o€ Stapolpacud AnpodopLwv yao anehéG TOU KUBEPVOXWPOU

Emopévwg, mpokelévou  va  mapatnpnbolv  KOKOPBouAeg  PndLakég
6paoTnPLOTNTEG €VTOC €VOG opyaviopol, ol deikteg mapaBiaong (loCs) amotelouv
rtoAUTIHo TheovEKTNHOS? KoL auTo yoti ol Seikteg mapapioong cuvhBwe amokaAUTTTOUV
pio aocuvnBlotn cuunepldopd EVOG CUYKEKPLUEVOU TUAUATOC SESOUEVWY 1) AOYLOULKOU
EVTOG €VOG OlktUou. O €eVIOMIOMOG Miag KuPepvoemiBeong eival opketd SUOKOAN
Stadkaoia. To ouolaoTiko 0dehog Slapolpacpol twv Astktwv MNapaBiaong €ykettat
otnv Slamiotwon OtL éva TEPLOTATIKO TapaBiacng o€ €vav Opyaviopo UMOPEL va Unv
elval pepovwpévo, ala va amotedel éva amd Ta TOAAQ, TAPOUOLN TIEPLOTATIKA
napafioong oe G@A\oug opyaviopouc. Mpokelpévou Aoumov va BonBnosl Kot toug
UTIOAOLIIOUG  OPYAVIOMOUG va €VIOMiocouv TopOUoleG emiBécel, o mopaflacBeig
OpYaVIOMOG Mmopel va polpactel Toug Aceikteg Mapafioong mou meplExouv
TAnpodopieg Kal W6LOTNTEG TNG emiBeong mou €xel dexBel, OMwG yla moapadelypa T
AtevBuvon IP tou emutiBépevou Kal To ovopa Ttopéa (domain name) Tou €EWTEPLKOU

Slakoptoth. Aflomolwvtag TG MANPOoPOPLEC AUTEG, OL UTIOAOUTOL OPYAVIOUOL, HUITopouV

https://www.enisa.europa.eu/news/member-states/ncsc-published-factsheet-on-indicators-of-compromise-iocs,

[teleutaia emiokedn lovviog 2018]
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va e€etdoouv TNV Umapén mapopoLwv KakoBoulwv emBécewv oTl UTMOSOUEG TOUG.
ITNV TEPUTTWON Tou tautormolnbel n Umapén AUTWV TwWV WLOTATWY TNG APXLKNC
eniBeong oto SikTuo KAMOlou GAAoU opyaviopoU amoteAel €vOelfn OTL KoL O £€TEPOC
opyaviIopog €xet dexBel tnv (bla emiBeon. H omtikomoinon 6Awv twv poavadepOEviwv

TIPOLYLLOTOTIOLELTAL OXNUATIKA 0TNV TAPAKATW TIPooyylon Ewova 3-3:

S O

NIST CSF Avwpalisg Kal

ﬁ CORE o\

?

Feyovota

Iuveync
NapakoAoUBnon
Agpakelag

ALadikaoisg

aviyveuao
MpoypappaTLopog XV ns

AvVaKTnaong

Behtiwoeig
EMmKovuvieg

Neplopiopse /

ANTLHETLTILOT) Avéhuan

C ompromisE

I npicaToRS
\> | OF |

Ewova 3-3: Anpoupyia Asiktwy Mapafiacng ano tig Asttoupyieg tou MAaisiov KuBepvoaodaleiag

tou NIST

Jto TMOAU mpoodato mapeABOV TNG TEAEUTALAG TEVTAETIOC, O TOHENG TNG
mAnpoddpnong yla amellég otov KUBepvoxwpo MPoEKUPE WG KPLOLUO KAl CUOTATIKO
oTolelo TNG kavoTnTag Asttoupyiag evog opyaviopol ot Bépata aoddlewac.*® H
TTapoywyrn yvwong amo TG anclhég Tou KuPBepvoxwpou (cyber threat intelligence) wg

BepeAlwdng apxn nmnyaletl adevog amo tnv anokplon o cupPfavta acdaleiag (incident

ENISA, “Exploring the opportunities and limitations of current Threat Intelligence Platforms”, Dec 2017, AwaBouo:

https://www.enisa.europa.eu/publications/exploring-the-opportunities-and-limitations-of-current-threat-

intelligence-platforms [teAeutaia eniokedn lovviog 2018]
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a4

response) kat adetépou amd tov mapadoolakd oplopd tou dpou «vonuoouvn»*H
vonuoouvn eival to mpoiov Tng avaAuonc twv mAnpodoplwv. O amAoUoTEPOG 0PLOUOG
Yyl QUTO, TPOEPXETAL amo To Ymoupyeio Akatoouvng twv HMA: «H mpocBeon tng
m\npodopiag kat TN avdAuong eflooltal Pe TV vonpooLvn»*2. O TUMOG AUTOG
Sleukpuvilel ™ Swakplon peTafl TG OUAAOYNC TIANPOodOPLWY KAl TNG TOPAYWYNS
TIANPOodOPLWV KAl CNUELWVEL OTL XWPLG avaAuaon, Sev UTIAPXEL vonpoouvn. Emopévwg, n
vonuoouvn 6ev elval autd mou ouM\éyetal, OAAG QUTO Tou Tapayetal adou
T(PONYOUHEVWG aloAoynBouv kat avaluBouv ta culeyuéva dedopéva. Emmpocbeta,
auth n mapaywyy yvwong Umopei va eival otpatnyikr A taktiki®. H otpatnyikd,
nepthapBavel tnv ouvBeon twv MAnpodoplwy mou adopouv oTa KivnTpa Twv Spactwy,
EVW N TAKTIKA EUTEPLEXEL TTANPOPOPLEG OTIWE KTOKTLKEG, TEXVIKEG Kal Sladikaaoieg (TTP)»
kot «Oeiktec mapaPiaong (loCs)». KaBiotatar ocadéc Aoutdv, mw¢ oL Selkteg
napoafilaong, LEHOVWUEVA, SEV CUVIOTOUV VONUOCUVN, ArOTEAOUV OUWG ONUAVTILKA OET
debopévwv oto mAaiclo ¢ Swadikaociag mapaywyic yvwonc*.  Kat av kat o
Slopolpacpog TnG mapayopevng yvwonc (cyber threat intelligence sharing), dev elvat
TIAVAKELA, OMOTEAElL woTOoo éva afloonueiwto Prpa mpog tn PeAtiwon TG Apuvog
KaBe opyaviopoUu 1 ¢opéa oTIC ameléG Tou KuBepvoxwpou. H avtalayr auth,
ETUTPEMEL OTOUG OPYOVIOHOUG VOl BEATIWOOUV TNV OQUUVA TOUC QLOTOLWVTOC TIC
SuvaTtoTNTEG, TIG YVWOELG KAL TNV EUTELPLO HLag eupUTEPNG Kowvotntac. Emiong, unmopet
va TTOPEXEL KAAUTEPN KATAVONGOHN TNG KOTAOTOONG OXETLKA UE TO TOTIO TWV OIMEAWY,
ouumnepAapBavopévng tng Pabutepng Katavonong Twyv Slwv Twv amellwy Kal Twv
TOKTLKWVY TTOU akoAouBoUv, Twv TEXVIKWV Kol Twv Stadlkaowwv §tadoorg toug, Kabwg
Kol HEYOAUTEPN €UEALElO OTOV TOMEQ TNG UTIEPACTILONG QTEVAVTL OTL( £EEALOCOUEVEC

amnel\ég[13]. TEAog, To evdexOUevo piag ouVOALKAG avtidpaong oe VEEG ameIAEG UmopEt

https://www.cia.gov/library/center-for-the-study-of-intelligence/kent-csi/vol2no4/html/v02i4a08p 0001.htm,

[teleutaia emiokedn lovviog 2018]
U.S. Department of Justice Office of Justice Programs, Intelligence-Led Policing: The New Intelligence Architecture,

September 2005, AlaB£otpohttps://www.ncjrs.gov/pdffiles1/bja/210681.pdf, [teAeutaia eniokePn lovviog 2018]

https://www.sans.org/reading-room/whitepapers/warfare/tools-standards-cyber-threat-intelligence-projects-34375,

«Tools and Standards for Cyber Threat Intelligence Projects», SANS Institute InfoSec Reading Room, October 2013,
[televtaia eniokedn lovviog 2018]

https://www.optiv.com/blog/indicators-of-compromise-iocs-are-not-intelligence, «Indicators of Compromise (10Cs)

are Not Intelligence», Ken Dunham, July 2017, [teAeutaia eniokedn lovviog 2018]
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va ouvtoviotel adevog pe v avadpacn kol avatpododotnon tng MAPAYOUEVNG
yvwong otov (610 Tov opyaviopd Kot adeTEPOU UE TNV KON Xprion 1 Tov SLoUoLpaco

TNG MOPAYOUEVNE AUTHC YVWONE OE ETEPOUG GOPELS I} opyaviopoUG, Elkova 3-4:
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Ewova 3-4: Anuoupyia MNapayopevng 'vwong (CTI) and tig Asttoupyieg touv NAawciov

KuBepvoaoddAeiag tou NIST

Me tov 0po «SLOUOLPACHOG TTOPAYOUEVNG YVWONG» EVVOOUUE TNV mapabeon
6ebopévwv amd pia ) TMEPLOCOTEPEC OVIOTNTEG OE TPLTN ovtdtnTa N TNV avrtaAlayn
6ebopévwv PETAEL SLOPOPETIKWY TUNUATWY TNG (Slag oviotntag. H kown xprion
S6ebopévwy umnopel va AaBet tn popdn:

e ApolBaiag avtaAlayng dedopévwy
e [apoxng dedopévwv o tpitoug n oe Tpita cupBaAAOUEVA PPN -
e TOAEG OVTOTNTEG TIOU OUYKEVTPWVOUV TAnpodopleg kal TG kablotouv

S100£01uEeC pHeTALL TOUG
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* TIOMEC OVTIOTNTEG TIOU OUYKEVIPWVOUV TAnpodopie¢ kal T Kablotouv
Sl00€01ueg o€ TpiTOUG 1 UEéPN -

o celalpetikég, epamnal (adhoc) anokalvelg Sedopévwy 0 KATAOTACELG EKTAKTNG
QVAayKNnG N

o SladopeTIKA TURHATA TNC BLag ovtotntag mou dtabétouv ta dedopéva petall

TOUG

3.2 ZuykAon TexvoAoykoU Kot NOopkoU ZKEAOUG
O Slapolpacpog yvwong yla amelléG otov KUBEpVOXWPO HETAEU OVTIOTNTWV
odeilel eival dlapBpwpévn, ouxvn Kal TakTkr. Qotdoo, e€akoAouBouv va undpxouv
TIOAEG  EKKPEUEIC VOUIKEG Kol OlopBpwTIKEG TPOKANCELG yla tn PBeAtiwon tou
Slopolpacpol, 0w oL aVNOUXIEG yLa TNV TIPOCTACLO TWV TIPOCWTILKWY SES0UEVWV Kall
™G Wtk Lwng A o kivbuvog eubuvng 6owv evéxovtal Beopka otny enefepyaoia.
Apxika, afilel va avadepBel 0tL oto mpoavadpepBEV MAaioo Alapolpacpol Tng

Microsoftotnv [Evotnta 2.1.3.1], emionpaiveTot OTL 0 SLHXWPLOUOC - LovTEAoToinon Twv

OUUPETEXOVIWV OTNV AelToupyia Tou Slapolpacpol mpayuatonol)Onke e€attiag «tou
Sdladopetikol  PBabuol  TEXVIKAG  KAVOTNTOCG, VO QAVTIUETWI{OUV  ONUOVTIKA
SL0POPETIKEC AIMELNEG Kal TwV SLadOPETIKWY KIVATPWY VO EVEPYOUV e TTANnpodopleg yLa
v acdpdlela otov kuPBepvoxwpo»[l4]. Oftovtag OUWG WC KPLTNPLO TO UTIAPXOV
Evwolakd voulkd mAaiolo, mou adopd otov Slapolpacpud mAnpodoplwy, KATOLEG oo
TIC OVTOTNTEC OUTEC EVOTIOLOUVTOL OE OXECHN LE TNV VOULKH TOUG LKOVOTNTA adevog va
enegepyalovrtal Sedopéva MPoowrikol xapaktipa Kot adetépou va ta Stapotpalovral.
MNa moapadelypa, oL €OVIKEC OMUAOEC QVILUETWILONG EKTAKTWY OVOYKWVY OTNnV
niAnpodoptkr) (CERT), ot €Bvikég opadeg mapépupfaong yia cupBavta mou adopouv TV
aodpaiela twv umoAloylotwv (CSIRT) kat ot AlwKTikéG ApxéC akoAouBouv tnv Odnyia
2016/680/EE kal tnv O6nyia 2016/1148/EESLadopomnolovvtal onuavtikd ano tov FKMNA
Kal dlatnpouv Kamolo peyaAutepo Babuo sveliiag. Etol, onwg daivetal otnv Ewova
3-5810KPpIVOUE OUCLOOTIKA TIG £€NG TEooepLg Ovtotnteg Avtallayrnc MAnpodoplwv:

1. KuBepvntikég (Government: CSIRT, CERT, LEAs)

2. Emuyelpnuatikeg (B2B)

3. Kowodtnteg Aoylopkou Avouxtig Mnyng mpoc avtaAlayr mAnpodopwv (OSC)

4

Mepovwpuéva Atopa (Individuals)
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MICROSOFT
INFORMATION
SHARING FRAMEWORK

INDIVIDUALS

Ewova 3-5: ZUpnTuén ovrotitwy Stapolpacpol nAnpodopuwv tou MAatciov Alapolpacpol thg

Microsoft pe kpitrjpLo to undpyov Evwolako Nopko MAaiowo yia tov Stapolpacpud

And TIC TAPANMAVW OVTOTNTEG OTO Tapov kedpdlaio, dev efetdloupe tnv
ovtotnta Government, n omolo UNOKELTOL O KoBoplopéva VOUoBeTIKA TAaiola (Omwg
ol mpoavadepBeioeg Odnyieg NIS, 2016/680/EE kat 2013/40/EE). Ta puBuLlOTIKA auTd
mAaiolo  emLtpEmouy, evBappuvouv 1 Kol OLEUKOAUVOUV TOV  SLOHOLPACHO TNG
TAPAYOUEVNG YvwonGg omd ameldé¢ Tou KuPepvoxwpou  HETAEl  OUOTLUWV

«KUBEPVNTIKWVY» OVIOTATWV.

Onw¢ avadépbnke otnv [Evotnta 2.1.3.4.] ol Asikteg MNapaPiaong mepléxouv

HETAEL AAWV KOL ETUYPOUMLKA OVAYVWPELOTIKA OTOLXElD TAUTOTNTAG (N VOMLKN

unéotaon Twv onoiwv mapatibetal otnv Evotnta 2.2.1.1), yeyovog MOU CUVETAYETAL

Mw¢ amoteAovv Sedopéva Mpoowrikol xopakthpa. Mia evOelkTikr Alota TETOLWV

QVOYVWPLOTLKWV Elvat:

e JUvbeon oe lototono (Website Login)

e ‘Ovopa Xpriotn (Username)

o Kwdkdg NpocPaong (Password)

e AwevBuvon HAektpovikou Taxubpopeiou (Email Address)

e Tautotnta Zuvodou lototomou (Website Session ID)

e Jtoweia MNew-evromiopou (Geolocation)

e AvayvwploTika Zuokeuwv kal Epapuoywv (Device and App Ids)
e AleuBuvoelg NpwtokoA\wv Atadiktuou (IP Address)

e Cookies

e Tautotnta Padlocuyvottwy (RFID Tags)
69
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210 onueio autd afilel va umouvnobel mwg kABs cuokeun ou CUVOEETAL OTO
S106IKTUO, TIPOKELUEVOU VA OVAYVWPLOTEL KoL VO UTTOPECEL VAL ETILKOLWVWVIOEL HE AAAEC
OUOKEUEG, AapPavel pia tevBuvon MPwWToKOANOU SLadIKTUOU WG XAPAKTNPLOTIKO TNG
HOVaSIKOTNTAC TNG, yvwoTh Kal wg dtevBuvon IP. O xapaktrpag autrng tng Stevbuvong
ovopatodooiag twv Stacuvdedepévwy oto Sladiktuo cuokevwy, gival tttog: Etot, pia
SlevBbuvon IP pmopel elte va eilval otatikh, TOU onuaivel OTL €lval OTACLUN,
adlepwHEVN YLaL TTAVTA 0TNV CUOKEUN TIou ouvodelel, ev aAAdleL otnv mAapodo Tou
XPOVOU KOl EMOUEVWG ETULTPEMEL TNV UOVIUN e€akpifwon tng Staocuvdedepévng oto
Sladiktuo ouokeung, eite Suvaplkn, n omola avtlotolyiletal mpoowpwvad ot KABe
ouokeun kat Suvartal va aAlAdlel Suvopkd ava kamola Xpovika diaotipata. Av Kat n
EKXWPNON SUVapKWY SleuBuvoewv IP TeAikd cuvéBale otnv amoduyn entipnong Twyv
XPNOTWV, N Baaotkn WEa ATV N Xprion UIKPOTEPOU cuvolou SleuBuvoswv IP yla XprioTeg
pe Slakomrtopevn npooBaon oto Stadiktuo (6nwg ot dial-up ocuvdEoelg), kal onuepa, oL
Tmapoxol umnpecwwv Sladiktiou ouvnBwg emAéyouv va avoBEtouv SUVOULKEG
SleuBbuvoelg IP.ISlaltepa 6 enmi TOUu INTAMUATOC TOU VOWULKOU XOPOKTNPLOMOU TwV
Suvaptkwy Slevbivoewv IP w¢ Se60UEva TPOCWTTILKOU XAPAKTPO, TO AKOOTAPLO TNG
Eupwraikng Evwong otnv Wlaitepa onuavtikn unoBeon C-582/14 (Patrick Breyer kotd
¢ Opoormovdilaknc Anuokpatiog tng leppaviag)*® kAABnke pe tnv  £kboon
TUPOSIKOOTIKAG anodaong  Tou Avwtatou leppavikoL Ouoomovsiakou
Awkoaotnpiou(Bundesgerichtshof), va amavtioel oe 600 epwTtAUATA OXETIKA HE TNV
epunvela oplopévwy Swotaéswv g Odnylag 95/46/EE ywa tnv mpootacia Twv
Sebopévwy. AUTEG oL EpWTNAOELS adopoUcaV OUCLACTLKA:

i. €av ol Suvauikég dleuBuvoelg IP xapaktnpilovtal wg dedopéva MPOCWITLKOU
XOPOKTNPA, Kal

ii. gav ta debopéva autd pmopouv va umoBarlovtal os eneepyacia and évav

SlOXELPLOTH LOTOTOMOU, TPOKELEVOU va SlaodaAlotel N aoddAela Kal n

A€LTOUpYLO TOU LOTOTOTIOU.

https://curia.europa.eu/jcms/upload/docs/application/pdf/2016-10/cp160112el.pdf, [teAeutaia emiokedn lovviog
2018]
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To AEE €kplve OXETIKA LE TO MPWTO EPWTNMA OTL oL SuvapLkeg dteuBuvoels IP umopouv
VO OUVIOTOUV «TIPOCWITLKA SeSopévay akOun Kol otav povo éva tpito pépog (otnv
TIPOKELUEVN TEPIMTWON €vag TApoxog umnpeciwv Sladlktuou — Internet Service
Provider) SlaBétel Ta mpooBeta otolxela mou amattouvtal ylo Tov mpoodloplopd Tou

atopou, oAAG Uovo umo tnv mpolndbeon OtL autd ta tpocbeta dedopéva amoteAovv

«mBavwg Evav eUAOYO TPOTIO TIOU UTTOPEL val XpNOLUOTIONBEL yla TOV EVIOTILOUO» TOU
atopou. To Sdikaotnplo epdatikd emonpaivel, cupdpwva Pe T yvwun tou levikou
Eloayyeléa, OTL autd Oev ocupPaivel «Av n avayvwplon TOU TPOCWTIOU OTO OTMoio
avadépovtal Ta Sdedopéva amayopeVETOL OO TO VOUO N £lval pakTika aduvatn Aoyw
TOU yeyovotog OTL amnattel Suoavaloyn nmpoonabela 6cov adopd To XPOVo, TO KOOTOG
Kal to avBpwrivwg duvatdv, wote o Kivduvog tautomoinong va daivetal otnv
TIPAYHOTIKOTNTO QO LAVTOGY.
YI0DETWVTOC LA «UTIOKELUEVLKY / OXETIKA» TIPOCEYYLON TNG EPUNVELRG TwV dedopévwv
TMPOOWTILKOU  Yapaktipa, To AEE aflohdoynoe tnv mBavotnta (evoexopEvwg)
TIPOOSLOPLOUOU €VOC QTOMOU QO TOV TIAPOXO UTINPECLWV ETILYPAUUIKWY UTINPECLWV
HECWV ETKOVWVIOG KOL €AV AUTOC SLABETEL TA VOULKA KOL TIPAKTLKA «EUAOya» HEOQ
TIOU TOU ETUTPETOUV VA TO TPALEL. AUTO CUVEMAYETAL OTL TO {ATNHUA TOU KATA TOCO
umapyouv Sedopéva TPOoWTILKOU XAPAKTNPA TIPEMEL va afloAoysiTal KaTa meplmtwon.
Ev mpokelpévw, To SIKAOTPLO KATEANEE OTO CUUMEPACHA OTL:

«2e mepintwon entdéocwv otov KUBepvoywpo umapyxouv vouluot odol

WOTE 0O TAPOYOC UMNPECIWY  ENMIYPAUULKWY  UTNPECLWY  UECWV

ETUKOLVWVIOC VO UTTOPEL VO ETTIKOIVWVHOEL UE TNV apUodLa apxr), WOTE N

TeEAeuTaia va UTOPEL va TAPEL T avVayKaia UETPA TIPOKELUEVOU va AdBeL

TIC TTANPOQPOPIEC QUTEG AT TOV MAPOYO UTNPECLWY SLaSIKTUOU Kol va

Kivnoet tnv mowikn dtadikaoio.
Avadopikd e pe 1o deUtEpPO TEBEV EpwTNUA, UE TO OTolo To SikaoTAplo KARONKe va
KplveL TNV vouun Baon tng enefepyaciog Twv SeS0UEVWY TIPOCWTILKOU XOPOKTAPA, TO
AEE emiBeBaiwoe ek véou tnv mponyovpevn anddaor tou*® cvpdbwva pe TV onoia n

Obnyla mep\apPavel Evav e€aVTANTIKO KOL TIEPLOPLOTIKO KOTAAOYO TWV MEPUTTWOEWV

Anodaon TG 24ng NoeuPpiou 2011 , YmoBéoeic C-468/10 kar C-469/10: «ASNEF koL FECEMD»,

http://curia.europa.eu/juris/document/document.jsf?text=&docid=115205&pagelndex=0&doclang=EL& mode=Ist&di

r=&occ=first&part=1&cid=373105, [teAeutaiaeniokepnlovviog 2018]
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OTIC omoieg n emetepyocia SeSopévwv TIPOCWTILKOU XapaKkTnpa Umopel va BewpnBel
vOuLun, Hetafl AAwv Baocsl vOpLpou ocupdEpoviog Omou n emefepyacia sivat
«avaykaio yla Tou¢ OKOTToUC TwV VOULUWY CUUPEPOVTWVY TTIOU ETTLOLWKOVTAL OO TOV
unevduvo enefepyaciac N amd ToOVv TPITO 1 TOUC TPITOUC OTOUC Omoioug
yvwotornotouvtal to OeSOUEVR, EKTOC €AV T OCUUPEPOVTA UMEPLOXUOUV TWwV
OUUPEPOVTWY Y To Ueua twv UVeueAwdwyv Sikalwudtwyv kot eAevfeplwv TOU
UTTOKEIUEVOU TwV Sebouevwyy». ZUUPWVA PE QUTAV TNV TIAPATIOUT TO SLKAOTAPLO,
avtitiBetal oe eldkeg pubuioelg Twv Kpatwv MeAwv va «amokAELOUV KOTNYOpPNLOTIKA
KoL egv yével tn Ouvatotnta enefepyaciaG OPLOUEVWV KATNYOPLWV TIPOCWITLKWY
Se60oUEVWV XWPLG va ETIITPETOUV TNV AVILOTADULON TWV AVTITIOEUEVWVY SIKOLWUATWY KOt
OUUPEPOVTWY OE LA CUYKEKPLUEVN Tiepimtwon. ETol, ta Kpdtn péAn Sev pmopouv va
uTtayopelouV cadwe, Yla OPLOUEVEC KaTnyopiec SedopEVwV TTPOCWITLKOU XOPOKTAPA,
TO QTMOTEAECHA TNG OVTLOTOOUICEWG TWV AVTITIOEUEVWVY SIKALWUATWY KAl OUUPEPOVTWY,
XWPLG va emitpénouv SladopeTIKO AMOTEAECHUA AOYW TWV LOLAITEPWY TTEPLOTACEWV HLAG
OUYKEKPLUEVNC Tmepimtwong». Q¢ €k Ttoutou, dev pmopel va TiBevtal umepPoAka
OQUOTNPEG KOL OTEVEG EPUNVELEC TWV «VOULUWY CUUPEPOVTWVY» Kal PoAovott to AEE dev
10 Sleukpvilel cadwg, oL Gopeig EKUETAAAEUONG LOTOTOMWY EVEEXETOL TEALKA VA €XOUV
£€VVolo cupdEpov, TPoKeLpéEVou va e€aodalioouv Tn ouvexn acdhalela f Tn Asltoupyia
TWV LOTOTOMWYV TOUG, YLO TNV TPOANYIN yLa mapadelypo amo KuBepvoemIBETELG.

Ynd tig ouvOnkeg autég tng vopoloyiag, emiBaAAetal n Swamiotwon oOtL ol
ovTOTNTEC Slapolpacpol TG MapayopUeVNG yvwong odeilouvv va cUpHopdwVovTaL UE
TO €KAOTOTE VOULKO TTAQLOLO TIOU ETUTPETEL 1} OXL TOV SLapolpacpo Tne. H cuppdpdwon
auTn €YKELTAL TOOO OTNV VOULKNA Bdon ouAAoyng, oto akplpr) KaBoplopd Twv CKOTWV
¢ enefepyaociag, oAAA Kal oTo av Ta dedopéva autd udloTavtal BeULT Kol VOULUN
enegepyacia evOPEL TWV OKOTIWV TIOU TIPONYOUUEVWES £xouv KaBoplotel. Mepaltépw, n
voukn Baon tng enefepyaciag odeilel va avalnteital kal va akoAouBeital KaL otnv
Aettoupyla TNG avatpododotnaong TnNg mMapaAyoUEVNG yVWoNG VIO tTn¢ dlag ovtotntag
1 Tou Slapolpacpol Toug o€ GAAN OVTOTNTA. JUVETIWG, N TEALKH OXNHUOTLKA QTTELKOVLON
™¢ avatpododdTnong i TNG Kowng Xpnong tng mMapayoueEVNG yvwong evtog Tng dlag

ovTOTNTACG N TOU SLOUOLPACHOU TG UE ETEPECG OVTOTNTEG Mapouataletal otnv Ewkova 3-6
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Ewova 3-6: ZuvoAlkn amnelkovion Atapolpacpot Napayoevng yvuwong mou IIPOoKUTITEL Ao Tig
Newtoupyieg tou MAawoiov KuBepvoaodaleiag tou NIST, cuppopdoUpevog to Evwotakd Nopiko

MAaiclo

3.2.1 Epyaleia MKMA yia tTnv voupn Baon tng enefepyaociog

H kowvn xprion, n avtoAAayrn N KOWwG 0 SLOHOPACHOGC SESOUEVWV TIPOCWTTILKOU
XOPAKTPA UTIOKELVTOL OE VOULKOUC TIEPLOPLOUOUG, OTIOTE TIPEMEL vaL avalnTeltal Kot va
efetaletal amd tov umevBuvo emefepyaociag, o€ kABe mepimTwon, av n ovtotnTa
Slapolpacpol €xel tnv voulkn efoucia n tnv Kavotnta va Tto mpafel. Mpog tnv
kateuBuvon autr To Evwoloko Aikalo mpoomabetl va KoAUPEL pUBULOTIKA KOl VORLKA
Intuata pe tnv B€omion Kavoviopwv kat Odnywwv mpog ta Kpdtn MéEAn, onmwg Adn
£xeL avodepbel oto AsUtepo KepAaAalo Tou TOPOVTOC IOV LATOG.

E¢etalovtag tnv voukn Baon tng enefepyaciog Twv SeSoUEVWVY TTOU TIPOKELTAL
va dlapolpactouv mpémnel va Aappdavovtat urtodn ol mpoilnoBéoelg mou Ba enttpéPouy

TeEAlkA TNV avtoAAayr auth kat mou Sle€odika avadépovial ota Apbpa 6 (amAd
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debopéva mpoowrikol xapaktnea) kat 9 (edv mpokeltal yla svaicdBnta MPOCWILKA

bebopéva) tou TKNA.

Ailvovtag €udoon otnv e8Ik MepMTwon mou e€eTAleTOl OTO MAPOV TTOVNUA,
autn Tou SlapoLpaACHOoU YVWoNG YLa TOV EVIONIOMO AMEAWY TOU KUPBepvoXxwpou, 6oov
adopa tnv avalntnon vOuune PBaong yw tnv enefepyocia twv SeSopévwv
TIPOCWTILKOU XOPOKTAPA, OE OUVAPTNON Avta Ue 6oa tpoavadEpbnkav otnv [Evotnta
2.2.1.5.], Ba mpémel va Bewpeital oxedov BEPain n amoucia TNG cuykatdbeong Tou
UTIOKELUEVOU TwV SeSOoUEVWY, ULAG Kal Ta TPoG Slapolpacuo dedopéva mibavotata
OVAKOUV OTOV KOKOBOUAO Tpito mapd Of KAMOLOV HE TOV Omoio n oviotnta
Slopolpacpol cuvdladéyetal. Omote mpémel va avalntnBel 1o mAaiolo piag AAANg
VOULUNG Baong. O KaBopLopog TG VOULUNG BAong mpayuatomnoleltal mpotol EEKIVAOEL
n enefepyooia KoL TOUTOXPOVO N OVIOTNTO ODEINEL VA TEKUNPLWVEL TNV EMAOYN TNC.
Itnv mepintwon mou dev Loxvel vouun Baon ywa tnv enefepyacia twv dedopévwy
TIPOCWTILKOU Xapakthpa, n enefepyacia kpivetal mapdavoun adou mapaflalel tnv
npwtn apxn enefepyaciag, avtr tng Noptpotntac. Ta & umokeipeva Twv deSopévwy
€XOUV TO amoAuTo Skaiwpa TG daypadng Twv MPOCWTIKWY Toug dedopévwy otav
TUYXAVOUV TIOPAVOUNG eMetepyaaia.

ENel el emopévwe TNC pNTrC ouyKATABEGNG TOU UTIOKELUEVOU TwV dedopévwy,
600 UTIOTIEPUMTWOELS TOU apBpou 6 daivetal va UMopouv va CUUMAEUCOUV HUE TNV
Sladikaoia tou Sapolpacpol yvwong amod TG ovtotnTeg ou €EETAIOVUE, AUTEC TWV
otoelwv (&) kat (oT) TNC MpwTNG mMapaypadou.

A. Itnv mpwtn mepimtwon mou adopd otnV VOULUN Baon ekmAnpwong dnuoaoiag
efouoiag ) dnuoéolou kabrikovtog, PEMeL va kataotel ocadég otL o TKMA dev
SLOOETEL CUYKEKPLUEVO OPLOUO WG TIPOG TNV €VVOLA TOU SNUOCLOU CUUDEPOVTOG.
EruBarAetal n Stamiotwon otL to «dnuocto cupdEpov» lval pia eupeia Evvola
n omolo. ouvOEeTal Kal enmnpedletal Apeco amd T TEPLOTACEL] TNG
enefepyaoiag, yeyovog mou emiBefalwvetal anod tig dteukplvioelg tng Opadag
Epyaoiag tou ApBpou 29%, drou emonpaivetatl petafy AAwv OtL 0 UTteUBUVOC

enefepyaoiag punopel va eMKAAEOTEL KOL TO LOLWTLKO ETUXELPNUATIKO CUUPEPOV:

M'vwun 06/2014 Opadag Epyaciag ApBpou 29, BA. unoonueiwon 25
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B.

«OOOKL{ TO LOWWTIKO ETIXELPNUATIKO OUUPEPOV HLAG ETIXELPNONG

ouuminteL og Kamowov Babud pe to dSnuoclo cupdépov. Autd pmopetl

va oupPel, yia mopadelypa, 6cov adopd TNV KATATIOAEUNON TNG

OLKOVOMULKAG amatng i GAAnGg 80Alag xpnong twv umnpecwwv. O

TIAPOXOG HLOC UTINPECLOC EVOEXETAL VA EXEL EVVOLO ETILXELPNHOTLKO

ouudpépov va OSlaodpoaiiost OtL oL meAdate¢ tou dev Ba KAvouv

katdxpnon tng unnpeoiag (f dev Ba eival oe B€on va kavouv xprAon

NG UMNPeoiag Xwpig MANPwWHN), €Vw TAUTOXPOVA OL TEAATEC TNG

enxeipnong, ot ¢dopoloyoUeVOL Kal TO €upl KOO €Xouv emiong

€vvouo ocupdépov va amoBappuvovtal Kol vo SLamoTwvovtal HETA

NV té€Aeor] Toug oL SOALEG SpacTNPLOTNTEG TTOU CUVIOTOUV QAT ».
Yo T OUVONKEG QUTEC, O SLAUOLPACUOC TAPAYOUEVNG YVWONG YO OTEIAEC
Tou KuPepvoxwpou, w¢ Oladikacia emnefepyaciag mou meplhapPdavel Tnv
autopatonolnuévn enefepyaoia ala kat tnv diatripnon Sedopévwv yla
TIEPALTEPW XPNON, N omolo eumepikAeiel petafd aAwv Sedopévwv Kot
ETIYPOAUHULKA QVAYyVWPLOTIKA TouToTNTaC (OMwC yia mapadelypa ot Steubuvoelg
IP), kaBlotatal cadwg SikaloAoynuévn Kal VOULUN yla To kKowo eddoov Ta
uétpa emefepyocioc mou AapPfdavovtal eival amoAUTwG ovaykaio Kot
avaAOylKA TPOC TOV OKOMO auto. EmumpdoBeta, n voulun oauti Baon
enegepyaciag aipel To Sikaiwpa dlaypadrig Tou UTIOKELUEVOU TWV SES0UEVWV
EVW Toutoxpova &ev udlotatal Kal n UMOXPEWON TNG TPONYOUUEVNC
EVNUEPWONG TIPOC TO UTTOKELHEVO TwV Sedopévwy (Sikailwpa evnuépwong).
Ooov adopd tnv deltepn MepimTwon Mou oxeTIleTal e TO oTOLKELO (0T) OXETIKA
HE TO «E€vvopa oupdépovta» Tou umeuBuvou emefepyacioag, to medio
epappoyng tne atttohoyikng okePng 49 tou MKMA eival apkeTd eupl WOTE va
KOAUTITEL TNV LOLWTLKA KOl ETXEPNHMOTIKA TPpwTofoulia Slapolpacpol tNng
TIAPAYOLEVNG YVWONG OXETIKA HE QTENEG TOU KuPBepvoxwpou. Emiong oxetika
LE TNV UTIOXPEWON OTABULONG TWV EVWOHWV OUUPEPOVTWY, KOl OE oUVOUAOUO

HE TNV yvwpodotnon tng Ouddac Epyaociag tou ApBpou 29%, o umelBuvog

M'vwun 06/2014 Opadag Epyaciag ApBpou 29, BA. unoonueiwon 25
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enegepyaciag Wdlaitepa yla Toug oKoOmoug Tou eVIomIopoU KUBEpvoeTIBECEWY

umopei va emikaAeoBel To cupdEpov TG eVPUTEPNG KOLVOTNTOG:
«ZE YEVIKEC YPOUUEG, TO YEYOVOC OTL €vacg umevduvoc eneéepyaoioc
EVepyel Oxt uovo mpo¢ to (6l0 Evvouo ouu@Epov (Y. TO
ETYEIPNUATIKO TOU CUUPEPOV), aAAd EMIONG MTPOC TO CUUPEPOV TG
EUPUTEPNG KOLVOTNTAC, UITOPE( va Tpoodwaoel ueyadutepn «Baputnta»
oto &v Adyw ouupépov. Oco mio emitaktiko eivat to Onuooto
OUUQEPOV 1) TO CUUPEPOV TNG EUPUTEPNG KOLVOTNTAC Kol 000 TILO
oaenc n avayvwpLlon Tou Kal n mpoodokia TNC KOWOTNToC Kol TwV
npoownwv ota omola avapépovral ta dedbouéva otL o umeuduvoc
eneéepyaoiac umopel va avadaBet Spdaon kot va enefepyaletal
oeboucva kata tnv emibiwén tou, 1000 UEYAAUTEPN BoaputnTa EXEL
KaTa TN oTAGULON TWV EVVOUWV CUUPEPOVTWV ».

MNepawtépw, oto (6l0 Kelpevo KateuBuvinplwv obnNyuwv yla TO «EVVOUO

ouudEpovy n Opada Epyaocioc tou ApBpou 29 Bftel plo mapatipnon mou

ouvadeL HE TNV «TplTtN» ovtoTnTa ToU AQUBAVEL TNV TTOPAYOUEVN YVWON yLd

amellég Tou KuPBepvoxwpou. Emonuaivel Aoutov nwg:
«TO EVVOUO OUUPEPOV TWV TPITWV UITOPEL ETTIONC VO EIVOL CUVQEC LUE
SLaPOPETIKO TPOTTO. AUTO oUUBaIVEL OTNV MEPINTWON KATA TNV Omoia
o unevBuvoc tn¢ eneéepyaociac —eviote pe TNV evldppuvon
onuooiwv apywv— EMISIWKEL TNV EKMANPWGCN  OUUPEPOVTOC
ouUBaTOU UE TO YEVIKO SNUOCLO CUUPEPOV N LUE TO CUUPEPOV EVOC
Tpitou. ESw UMOpELl va eVTAOOOVTOL TIEPUTTWOEL KATA TIC OTMOIEC O
untevBuvog eneéepyacioc umepBaivel TIC OUYKEKPLUEVEC VOWUIKEG
UTTOXPEWOELC TOU TTOU 0pIidovTol 0TOUC VOUOUCG KAl TOUC KOVOVIOUOUG
TIPOKELUEVOU va OUVOPAUEL TIC apxEC emiBoAnc tou vouou n T
TIPOOTIAVELEC IOLWTIKWVY POPEWV YL TNV KATATTOAEUNTN TTOPAVOUWY
SpaoTnploTNTWY, ONMwW¢ N Vouluoroinon €00dwv amo MaPHVOUEG
6paotnplotNTeG, N MPOCEyylon maldlwV yla aJEULTOUC OKOToUc, 1
mapavoun avraldayn apxeiwv puéow tou Atadiktuou. EédAdou, otic
TIEQUTTWOEIC QUTEC €lval OLaiTEPA ONUOAVTIKO va Olao@alAloTtel n
TTANPNC THPNON TWV MEPLOPLOUWYV TOU dpFpou 7 OToLXE(O OT.»
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ToUtwv AexBévtwy, kot otabuiloviag ta SIKALWUATA TOU UTIOKELUEVOU
TwV 6£60UEVWY, WOTE VAL NV UTTOKELVTOL 08 SUCAVAAOYEG MOPEUBATELC, N
KOl XPNon EMYPAUUIKWY QVAYVWPLOTIKWY TOUTOTNTAG (OmMwg yla
napadelypa ot SteuBuvoelg IP) wg dedopéva twv delktwv mapaiaong
yloL TOV EVTOTILIOMO QTEAWV TOU KUPBEPVOXWPOU, KPLVETOL TOOO avaykaia
000 Kol avaloyiwkn. Emiong, n enefepyacia tou Slapolpacuol Twv
mAnpodoplwv petafy ovtotitwv (B2B, OSC, Individuals) mBavotata
ebpaletal otnV VOuLUN BAon TwV VOULLWY oUUdEPOVIWY Tou unteUBUVOU
enefepyaciag Sedopévwv n/kat tpitou, ocludwva He TO Apbpo 6
napaypadog 1 otowxeio ot’ tou MKMA. Qotdoo, oL AMALTACEL EVAUEPWONG
Tou apbpou 14 kablotouv avedAPUOOTN TNV €MIKANON TNG €V AOyw
vOuLUNG Baong, ektog BePata av emiBeBaiwdel n e€aipeon (ApBpo 14
napaypadog 5 otowxeio B) OtL n evnuépwon TOAVOV va KATOOTAOEL

aduvatn 1 va BAaP el coBapd TNV EMITEVEN TWV OTOXWV EMEEEPYATLAG.

3.3 Weudwvupomnoinon Kat avwvuponoinon

Mta amo tic Staocdpaiioslc mpootaciag TNG IOLWTLKOTNTAC TIoU avapEpPovTal 0To
FKNA eival n pevdwvuponoinon, n onola opiletal oto ApBpo 4 mapaypadog 5 wg «n
eneéepyaoia SE60UEVWY MPOOWITLKOU XAPAKTHPO KATA TPOTTO WOTE T Sedouéva va unv
UITopouV mAgov va armododoUV O CUYKEKPLUEVO UMOKEIUEVO TwV SeSOUEVWVY YWPIC TN
XPNon CUUANPWUATIKWY TTANPOPOPLWY, EPOCOV Ol €V AOYyW OCUUTTANPWUNTIKEG
TIANPOOopPIiec SlatnpouvTal YwWPLOTA KoL UTTOKELVTAL OE TEXVIKA KOl OPYOVWTIKA UETPO
TPoKeLUEVOU va Stao@adlotel ott dev umopouv va amododoUv O TAUTOTTOLNUEVO N
TQUTOMOLNOLUO PUOLKO TTPOoWTTo». MPOKELTAL OUCLOOTIKA YLOL TNV TEXVIKI EKELVN KATA
TNV omoia ta mo avayvwpiowpa nedia plag eyypadng avtikabiotavral pe Pevdwvupa
(ue TNV popdn KWOKWY, Ttuxaiwv evdelktikwy / Selypdtwv (tokens), aAnBodavwv
Sdebopévwy, tuxaiwv oAdaplOUNTIKWY TIHWV, K.0.K.) WoTe va HewwBel o kivouvog
OUOXETIOMOU Twv Sedopévwy twv Tedlwv autwv kal mpokUPEL Ttautomoinon tou

UTIOKELUEVOU TWV SeSOUEVWVY.
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Jtnv maAotepn Mvwopn 05/2014%° oXeTIKA PE TIG TEXVIKEC AVWVUHOTOinong n
Ouada Epyaocioag tou apBpou 29 emionuaivel «n ypnon Yevdwvuuou Sev cuvioTd
uevobdo avwvuuomoinonc. Mewwvel anAwe tnv mdavotnta cUVEEoNC €vO¢ ouVOAou
6eS0UEVWY UE TNV TIPAYUATIK TAUTOTNTA TOU MTPOCWITOU OTO OMOI0 QVAQEPOVTAL TA
OedoUEVH Kol ATTOTEAEL, OUVETTWG, XPHOLUO UETPO aopaAsioc». Mepaltépw Sleukpvilet
ot «ta Obebouéva umo Yevdbwvuuo bev  umopouv va  eéouolwvovtal  UE
avwvuuonolinueva otoxeia, 6ot eéakodovdouv va EMITPEMOUV TOV EVTOMIOUO TOU
TIPOCWITOU OTO 0moio avapepovtal ta SeSoUEVA KAl T OUVOETIUOTNTA TOU UE Sldpopa
ouvoda debousvwy. H Pevdbwvuuia eivat mdavo va emitpenel tn SuvnTIKN TAUTOTTOINON
kol w¢ ek toutou, eakoAouVei va eumintel oto meblo e@APUOYNC TOU VOULKOU
ka¥eotwtog nepl mpootaoiag Twv SE60UEVWV».

Onwg texvika €xel amodexBei[23], TOOO OL TEXVIKEC TNG QAVWVUHOMOINONG
(tuxatomoinon n yevikeuon) 6co kat n Yevdwvupomnoinon «dev gival amaAAayuéveg
ard pelovekTHuata Kot evOExetal va eéakodovVei va elval pLkty n otoyuvoAdynon
OTOIYEIWV OXETIKA UE TO OUYKEKPIUEVO QUOLKO TIPOoowrto Ue tn Bondsia aAAwv mnywv
nAnpooptwv rou eivat Stadéotusc (Snudota fj un)»>°. Me dGAa Aoyla Sev apéxetat n
mANPNG mapeunddion ¢ e€okpiBwong TNG TOUTOTNTOC TOU UTIOKELUEVOU TWV
6ebopévwy. Qotooco, o Sedbnlwpévog AOyo¢ TG  PNTAC  El0AywWYNC NG
«pevdwvupomnoinong» tTwv dedopévwy Poowmikol xapaktipa otov MKMNA, cuudwva
pe TNV Atodoyikn ZkEPn 28 eival n mbavotnta: «va UELWOEL TOUG KWWSUVOUC yla Ta
urtokeiueva twv Sedougvwy Kot va SIEUKOAUVEL Toug uneuBuvoug enséepyaciac Kal
TOUC EKTEAOUVTEC TNV emefepyacio va TNPNOOUV TIC OIKEIEC UMOXPEWOELC TeEPL
npootacioc Twv SeSoUEVWYY.

Y& KBt mepintwon ouwg oL péBodol téoo ¢ Peudwvuponoinong 660 Kal TG
avwvupomoinong otov  SLapolpOopO  TIOPAYOUEVNC YVWONG Yl  AMEWEC  TOU
KuBepvoxwpou, dev umopouv va ¢avolv amodotikéC. MpoKeEVOU va yivEL auTo
KaTavoNnto, oG €EETACOUHE TO QMAO TAPASEYUA €VOG HUNVUUOTOG NAEKTPOVIKOU

tayudpopeiou HAektpovikol Wapépatog AsSopévwy (PhishingEmail). Ta 6edopéva mou

fTvoun 05/2014 t™g OE ApBpou 29 oOXellkd HE TG TEXVIKEC ovwvupomoinong, Ampikiog 2014,

http://ec.europa.eu/justice/article-29/documentation/opinion-recommendation/files/2014/wp216 _el.pdf,

[teleutaia emiokedn lovviog 2018]

I'vwun 05/2014 Opadoag Epyaciag ApBpou 29, BA. unoonueiwon 46
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adopolv og aAUTAV TNV TEXVLIKN emiBeong kat ou afilel va dtapolpactolv UETAEL Twv
ovtotAtwyv Slapolpacpol yvwong (B2B, OSCH Individuals), mepiéxouv petafld aA\wv
TOOO Mpoowrkd Sedopéva 600 Kal EMIYPAMULKA OVOYVWPLOTIKA TOU OTTOCTOAEQ TOU
pHnvUpotog (umokeipevo Twv dedopévwy). Weudwvupomolwvtag 1 avwvU LOTIOLWVTOG
o debopéva auta (my ovopa amootoAéa, dievBuvon IP mpooplopol) n syypadn g
OUYKEKPLUEVNG amelAnG KaBioTtatal evieAwg akataAAnAn kat avaélomointn.
AloToLWwVTOG TIG TEXVIKEG TNG KpuTttoypadnong (yla mapddelypua cuvaptnoeLg
KaTaKkepuatiopou-hashes), ol onoieg evBappuvovtal and tov NKMNA kat Stapolpalovrag
Ta Kpumttoypadnuéva ta Sedopéva mou adopolv o amellég Tou KuPBepvoxwpou,
UTIAPXEL oUPUOpdwWON e TIG apxEC Tou TKMNA. Ito otddlo WoTOoOo TNEG TAUTOMOINoNG
Twv Kpunrtoypadnuévwy Sedopévwy (UE CUYKPLOELS TWV TIUWV TWV CUVOPTHOEWV
KOTOKEPUOTIOHOU) OTL OVIWC TEPLEXOUV OMELAN TOu KuBepvoxwpou, Ba amattnBel
QmoKpUTITOYpAdNo TOUCG, TIOU TOTE Kal POvo, €UBéwg Ba odnynoel oe amwAela
dedopévwv mpoowrikol xopoktnpa. To 6e60pévo QUTO TOUu KWWOUVOU QmWAELAG
debopévwy elval TMOAU ONUOVTIKN YVWOoN yla Toug UTteuBuvoug emefepyaociog twv
OVTOTATWY, OLAITEPO OTO KOUUATL TNG TEKUNPLWONG TwV aMoPACEWY TOUG OXETIKA UE
Vv opBbn emloyn VOULUNG BAoNG, €T0L WOTE VO UIMOPOUV val amoSelkvUouvV TN

OUUMOPdWAON TOUG cUNPWVA HE TNV apxn TNS Aoyodoaoiag tou MKMA.

3.4 TeAwn MNpotaon

Juvoyilovtag OAa Ta mapamavw, Otav pia ovtotnta Slapolpacpuol yvwaong yLa
anel\ég Tou KuBepvoxwpou edpapuoocel to MAaiolo KuPepvoaoddAelag tou NIST, kat
OLOLTEPWC TIPOKELMEVOU VO ETITUXEL TNV A£ltoupyiot tou Evtomiopol HEOW TOU
Slopolpacpol mapayopUeEVNG YVWONG OXETIKA LE ATEINEG TOU KUBepvoxwpou, odpellel va
Slaodalioel 6tL n enefepyacia Twv deSoUEVWY, TTOU TTPOKELTAL va SlapolpacTtouy, ival
0t OUMHOpdWON HME TO VOMUKO TAaiclo tn¢ Eupwmaikng Evwong. H oxnuatikn

QTTELKOVLON TNG TTOPATIAVW TIPOCEYYLONG Iapoucialetal otnv Ewkova 3-7, mou akoAouBel
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AIAMOIPAZMO2Z NAHPODOPIQN NOY ZXETIZONTAI ME ANEIAEZ TOY KYBEPNOXQPOY

Ewova 3-7: Anelkovion MeBodoloyiag Alapolpacpot NAnpodopLwv mou oxetifovral pe ANENEG TOU

KuBepvoxwpou (TexvoAoyikn kot Nopikry cUykAilon)

Avadoplka &g pe 6oa eAéxBnoayv yla To VouLko Aaiolo tng Eupwraikng Evwong
TIoU OXeTIeTAL Ye TNV enetepyacio TwV SESOUEVWY TIPOCWTILKOU XAPAKTN P, LOLALTEPWG
yla Tnv Aettoupyia tou Sltapolpacpol, ol ovtotnTteg Ba mpemnel va e€eTAlouv, apxIKA TO
aKpLBEC VOULKO TAaiolo Tou TIg adopd, avaloya LE TO av CuvloToUV Kamola Apxn
(Government)r) ovtotnta WOWTIKAG — ETUXEPNUATIKAG Tpwtofouliag (B2B, OSC,
Individuals). H 6An Asettoupyia Tou SLaPOLPACUOU TNG TAPAYOUEVNG YVWONG OXETIKA LE
amMEeEG TOU KUPBEPVOXWPOU QmAOTOLEITAL KOl OAOKANPWVETAL OTAV UTAPXEL N
OUYKOTAOECN TOU UTIOKELUEVOU TwV OSOUEVWV TIOU TIPOKELTOL VO SLOHOLPACTOUV.
Emeld) Opwg OpwG avaAuTika emegnyndnke mopamavw KAtL TEToo elval oxedov
aniBavory MOAU omMAvio va OUMPBEl, TOTE oL OVIOTNTEG OLAUOLPACHOU TIPEMEL VA
avatpééouv otnv avalntnon kat emloyn OAANG vopung PBaong emefepyaciag Twv
Sedopévwy TTou MpOKeLTal va SlapolpdoouV i va armoBnkeloouv yla LEAAOVTLKA Xprion.
OL VU0 npoodopdTEPEC VOULUES BAOELS TNG eEMefepyaoiag auTng elval elte n ekmAnpwon
dnuooclou ocupdépovtog 1 dnuootag efouoiag, €ite auth TNG EKMANPWONG EVVOUWY
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ouudepovTwy TOU UmeuBUvVou emnegepyaciag, OnMw¢ oxnuoatikd Siadaivetal oto

Slaypappa pong otnvEkova 3-8:

OvrotnTa
Aapoipacpou

oxi OXl1

B2B, OSC,
Individual

l'evikog Kavoviopog
Mpoowrikwy AsSopévwy NAI N O8nyla NIS
2016/679 06nyia 2016/680

ExkmtAnpwaon Anpoaciou
Zupdépovtog i Anpoaoiog
Efouoiac

‘OX1 | Avadiitnon AAng
NOpung Baong

Y

TuykatdBeon

L 4
ExmAnpwon Evvopou
Tupdépovtoc YreuBuvou
Emefepyaoiog

OMAokAfpwon
Enetepyaoiag

Ewova 3-8: MeBoboloyia emihoyri¢ Nopkg Baong Ensfepyaciog S€8o0pévmwv Mpoocwrkol XapaKTipa

yla Ttov Stapotpacpd AnpodopLwv OXETIKWY HE AMELAEG TOU KUBEPVOXWPOU

Juykpivovtag T SU0 AUTEG VOULKEG BACELG TNG EMe€EpyaOLOG, TTAPATNPOULE OTL N
amodoTIKOTEPN O oxéon Ue tnv Sladlkaoia Tou Slapolpacpol MapayOUEVNG YVWONG

yla amnellég Tou KuPBepvoxwpou elval auth tng ekmAnpwong dnuooiou ouudépovtog

dnuodaolag efouoiag, tou ApBpou 6 mapaypadoc 1 otowxeio € tou TKMA, epooov ol

apXEC TNG OVAYKALOTNTAC KOL TNG aVOAOYLKOTNTAG TOU OKOomou tnpouvtal. Omwg
QVOAUTIKA TIOPOUGCLACTNKE OTLG OVTIOTOL(EG €VOTNTEG TOU TMOPOVIOG TIOVAUATOC, O
LOXUPLOUOC OTL 0 SLAHOLpAcHOG TTANPOodOPLWY OMEIAWY TOU KUBEPVOXWPOU OTOTEAEL
ekmAnpwon €évvopou oupdépovto¢ Tou umeuBuvou enefepyaciag (ApBpo 6
napaypadog 1 otoelo ot’), eival Bacwog, aAd n amaitnon eKMARpwong Ttou
SIKOLWPATOC EVNUEPWONG TOU UTIOKELUEVOU TwV dedopévwy (o omolog Suvartal va eivat
0 KakOBoulAog tpitog), Suvauel twv ApBpwv 13 kat 14 tou IKMA, duoxepaivel To £pyo

ToU SlapolpacoU. TUVETTWE To TEALKO Slaypappa porg BAcel Tou omoiou pia ovtétnta
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Slapolpacpoy  TApPAyOPEVNG  yvwong, ylo  Tov  okomod Ttou  Evromiopou
KUBepVOeTMIOEoEWY OXETWIOUEVOU OE QMENEC TOU KUBEPVOXWPOU, UTOPEL va eMIAELEL,

KOL TIOU TOUTOXPOVOL OMOTEAEL Kal TNV TPOTOON TOU TAPOVIOG TOVHUOTOC

Stapopdwvetal wg ENG:

OvrotnTa
Awapolpacpov

0oxl1 oxl

B2B, OSC,
Individual

levikde Kavoviouog
Mpogwmnikwy AsSouéviv
2016/679

NAI Qbnyia NIS
06nyia 2016/680

ExmtArpwaon Anpdoiou Avaykaia kot Avahoyd OXI Madikaoia
TuykartdBeon —OXLt supdépoviog i Anpbotag HéTpa ekTthiipwong Tou — Zuppopdwaong
Efouoiac oKoToU & Afn petpwv

NAI

OAokApwon )
Enefepyaciag )

Ewova 3-9: TeAk mpotaocn MeBodoloyiag emhoyng Noptkng Baong Enegepyaciag SeSopévwv

TPOOCWTLKOU XOPAKTHPA YL TOV SLAHOLPACHO MANPOPOPLWY OXETIKWV KE ANENEG TOU KUBEPVOXWPOU
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4 Eniloyog

H aodpalela evog opyaviopol 1 popéa amd amelléG TOU KUBEPVOXWPOU Kal N
npootacia TG WOWTIKAG {wNG Kol TwV SeS0UEVWY TIPOCWTILKOU XapoKTApa SeV TIPEMEL
OUVELSNOLOKA KO TIPAKTIKA va Aoyilovtol wg aAANAO-ATTOKAELOPEVEG EVVOLEG, AAAQ WG
oAAnAo-cupmAnpolpeveg. EmumtAéov, n avtaAlayr TAnpodoplwv amoTteAEl LOXUPO
HUNXOVLOUO YLO TOV ETUTUX EVTOTIOUO KOL TOV XELPLOUO TEPLOTATIKWY aodaAeiog mou
oxetilovtal pe amellég Tou KuPBepvoxwpou, Kal ta TIOAAATMAG 0dEAN TOU TOMEQ TNG
acdpalelag and TN PeAtiwon autig NG aviallayng TAnpodoplwv UTopouv va
EMITELXOOUV KOTA TPOMO TETOLO TOU VO TPOOTATEVETAL KoL N SlwTikotnTa. Omwg
avalutika SlepeuvnBnke kal mapouaotdotnke, o NKMA mapéxel éva EMLKALPOTIOLNUEVO
mAaiolo mpootaciag O6eSopévwyY TPOOWTILKOU XAPAKTAPA TIOU  ETLTPEMEL TOV
Slopolpacpd mAnpodoplwy, pe PBAon OUwWE TNV TAPNON OaPWV KAVOVWVY KOl
npoUmoBéoewy. JUVEMWC TO E€UPNUA TNG VOMIKNG PBaong mou efumnpetel ToOV
Sdtapolpacpd  mAnpodoplwy, CUUMEPIAAUBAVOUEVWYV KOl  TWV  ETLYPOAUULKWV
OVOYVWPLOTIKWY TAUTOTNTAC, OO OVIOTNTEG OLWTIKAG MPpWToBouAiag, Kplvetal oAU
ONUAVTLKO, UTO TO Mpiopa adpevog tng cuppopdwong pe tov NKMA kot adetépou TG
npootaciag and tnv enPoAn BapuTaTwy SLOKNTIKWY TPOCTIMWY TIou BecpoBetolvtal

otov 6to tov MKMA.

4.1 Zuvoyn Ko CUUTEPACHOTOL

TNV mapouoa PEAETN APXLKA TTOPOUCLACTNKE TO TIPOBANUA Ttou dnutoupyndnke
OTOV KUPBEPVOXWPO Ao TIG EMIOECELG Kal ELOIKOTEPA OTL O EVTOTILOUOC OUTWV TIPETIEL VAL
akoAoUBel koL vo avampooopUoleTal OTO OXETLKO VOULKO TAaiclo mou adopd tnv
npootacia Twv SeS0UEVWY TIPOOWTILKOU XAPAKTPO, MLAa¢ Kal n mpo¢ SLapoLpacuo
YVWOon TEPLEXEL METAEL GAAWV KOL ETILYPAUUIKA OVAYVWPLOTIKA TIOU OUVLOTOUV O€
Sdebopéva MPoowWITLKOU XOPaKTHPA.

ITNV OUVEXELD, LEAETAONKE TO TEXVOAOYLKO UTIORBBPO TNG MapoUcaG EPEUVACS WG
T{POG TOV EVTOTILOUO EMIOECEWY HECW TOU SLOOLPOCHOU TTANPOPOPLWV. ZUYKEKPLUEVOD,
HEAETAONKE KO TIAPOUCLACTNKE N €vvola TnG aodaielag otov KuPBepvoxwpo, TO
MAaiolo KuBepvoaodaielag kata NIST, to MAaiclo Stapolpacpou NAnpodoplwv TG

Microsoftkat n Sopnuévn yAwooo avamapaoctacnc nAnpodopiag STIX.
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Meténetta, HeAETAONKE TO VOULKO uTtOBabpo mept mpootaciag twv dedopévwy
TIPOCWTILKOU XAPOKTAPA TIPOCOVATOALGHEVO KAl QAUECO OXETLW(OUEVO LIE TO TEXVOAOYLKO
OKENOG TNG €pEUVaC.

TéAog, mpaypatonolifnke cUYKALON TOU TEXVOAOYLKOU KOl TOU VORLKOU OKEAOUG
ouvBETOoVTaG £TOL pio VEQ OAOKANPpWHEVN peBodoloyia ou pmopet va epappooTel amo
KaBe ovtotnTta LOLWTIKOU TOPEN TIOU OTOXEUEL OTOV EVIOTIOUO EMIOECEWV HEOW
Sltapolpacpol mAnpodoplwv yla omeNEG oTOV KUBEPVOXWPO evw TOpAAAnAa va
Bploketal og MANPN CUPUOPPWON HE TO VOULKO TIAALoLO Tiepl SE60UEVWV TTPOCWTILKOU
xopaktipa. la tnv duvatdotnta tng MARPouG e£POpPUOYNC TNG TIPOTELVOUEVNC
peBodoloyiag, EKTEVWS autr avaAuBbnke Kal oXNUATIKA TIAPOUCLACTNKE, EVW EMioNG
OnNUelwONnKe OTL €lvol aVOLKTH TPOG E€MEKTAON O OTL adopd TNV TPOocOnRKn
TIEPUTTWOEWY  XPNONG KoL VOMPLKOU TAALoiou, OUUMEPAAUPBAVOUEVOU  OXETIKWV

anodAcEWV Kal yvwHoSoTHoEwWV.

4.2 Opla KaL TEPLOPLOMOL TNG EPELVOLG

Meploplopdg otnv mopovoa PEAETN amoteAel n EANewn BEATIOTWY TIPOAKTIKWY,
KateuBuvtAplwy ypappwv Kat tpotunwv (ISO, NIST SP k.a.) yta tnv dnuwoupyia loCs,
eNMNPeAlovTag wotooo HOVO TNV TEXVIKA €méktoon tn¢ peBodoloyiag wg mpog Tnv
dnuoupyia twv loCs. EmutpocBeta, kabBwe 1o vouko mAaiolo €xel teBel oe edappoyn

TO MPOoPaATO XPOVIKO Slaotnua, Sev uploTavtal OXETIKEG AVAAUOELS WC TTPOG AUTO.

4.3 MeAAOVTIKEG EEKTAOELG

Q¢ kUpLa LEANOVTLKN €MEKTAON €lval N cuvexng Steupuvon tng pebodoloyiag oe
0pouG VopLKoU TtAaloiou (obnyleg, Kavoviopoug, YWwUoS0TAOELG, Vopoloyia KTA) €tol
WOTE  EMLKALPOTIOINHUEVN VO UITOPEL va XpnOLUOTIOLE(TAL Mo KABe ovtotnTa ToU
oTOoXeVUEL OTNV aO0PAAEl OTOV KUPBEPVOXWPO HECW TOU EVIOMIOUOU ETOECEWV
Sdlapolpalovtag mAnpodopie¢ amellwv kot TapdAnAa va Ppiloketal o TARPN
ouppOpdwWaON UE To LloxUov Kabe popd vouLko mAaioto.

Mepattépw, Ba pnmopovoe va undpet Kot pia dlepelivnon Tou VOULKOU TTALGiou

mou OLEMEL T OvIOTNTEC LOWWTIKAG TIPWTOBOUALAG TPOANTTIKOU  €VTIOTLOUOU
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KuBepvoemiBéoewy yla TNV  QMOMAKPUOHEVN  OUAAoyry  TAnpodoplwv  Kal
TEXVOUPYNUATWY (Tmou TepLEXOUV  TIOMEG  POPEG  EMLYPOUULKA  QVAYVWPLOTIKA
TOUTOTNTAC) Ao TOUC NAEKTPOVIKOUCG UTIOAOYLOTEG TWV TEAKWV XPNOTWV. XTNV TTOAU
OUYKEKPLUEVN Ttepimtwon aéilel va SlepeuvnBel evbelexwe KATA TTOCO KAl AV UMOpPEL va
napokapupBel n apvnon ocuykatabBeong Tou TEALKOU XPHOTN O0TNV CUAAOYN QUTH TwvV
5e60UEVWV TOU, YLa TOUC OKOTTIOUC TOU TIPOANTITIKOU EVIOTILOUOU KUBEPVOETIOECEWV.
Télog, Baoel ¢ mopoucag Epeuvag duvatal va TPotabouv avVIIOTOLKEG
pneBodoloyieg yla kabe emumAéov Asttoupyia tou MAawoiouv KuBepvoaodaleiag katd

NIST.
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