o
-

11531 EIRS R RN ?i'[lii‘ il

: "
1 . . |

A_IO/\OFHZH EPFAAEIQN
PENETRATION TESTING
[TA WEB EOAPMOIE2

L D ——
f—
—
—

— — - -

5= IATPOMOYAOS IQANNHS

Metamtuxiakog dottntng
ArrAwparTikn) Epyacia

MavemoThpio Makedoviag ol
TpAua E@appoopévng MAnpogopikng



Keva AogpdAsiac: Kplowoc napdyovtac Kot opeiAovtal

KUPIWC O0TO YEYOVOC OTL OL IEPLOCOTEPOL EMEVOOOLV
OTN AELTOVPYLKOTNTA NMAPA OTN MPOoTAo(A.
Avénon ypnon¢ dtadiktoou

» 2T16)0C EMOBETEWVY

Penetration Testing

> Yndpyovv eumdOelec?

» AnottoOvtal EmmnAéov Métpa Mpootaoiac?
EpyaAsia Ateiobvonc

» Mold am’ 6Aa?

» KOAOTITEL TIC AVAYKEC EAEYYXOL AOPAAELOG?

» Elval anmoTeAEOUOTIKO?
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| d Mépog 1o :
. » Epevva, kataypaen Kot Tagvounon epyaisiwv
dleiodbvonc oto nAaiolo ulac peBodoAoyiac eniBeonc.

» H dnuuovpyia evOC OAOKANPWHUEVOL GLVOAOU
epyaAelwv dieiobuonc.

| »H a&loAdynon touc o€ kKGBe otadlo eniBeonc.
| » Tunortolnon tn¢ dtadikaoioac dokilpwyv dielodbuvonc.

' 1
| J Mépocg 20 : :
» Nokiun dielodvonc oe mpokaboplapévo atdyo.
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e AocopdAsia: H npootaocio evOC TANPOPOPLOKOD
OLOTAUATOC KOl TNC LTIOOOUNC TOL ATIO ATELAEC
rov napaBLadouv:

— EyrmuotevTikoTNTA

— Mwotormnoinon

— Mn dpvnon avTtaAAayNC UNVOUATOC

— AkepaldTnTa

— EAeyyxoc MpooBaonc ;
— AlaBeopoTnTa |
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» FunmaBsia: Kevo aopaAeiac nmov pnopel KATMOLOC va
EKMETAAAEVLTEL TIPOKELUEVOL VA ATIELANCEL EVQ
oLOTNUO.

* AnstAr: Apdon ) yeyovoc mov pmnopel va B€oeL o€
K{(vbuvo TNV aoPAAELO TOL CLOTAUATOC.

. * Eni@eon: Mo nBeAnueEvn poomnadela nopaBiaong
TWVY oTolXElWwY aoPAAELOC O Eva cLOTNUA.

L
i Vd s/ v/ / 7/ 7/ 1

| * [lapaBiaon aopaAsiac: Otav €vac LOBOAEAC ATIOKTA
npéoBacon o€ €va cOOTNUO, EKUETAAAELOUEVOC HLOC
eLNaBdeLlaC o€ aLTO, ME XPNON KATIOLOL £LBOLC
EMLOEONG.
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'QC MPOC TIC EMUMITWOELC TOUC:
— EvepynTikA emniBeon
— MaBnTikA emnibeon
* QC MPOC TNV MPOEAELON TOULC:
— EowTeplkn eniBeon
— EEwTepLKA emiBeon
* Qc nmpocC ta otolyela nov epapuolovTal:
— EmBEoelc oto Aettoupylkd cvoTNUQ
— EmBeoelc otnv epapuoyn (Interface) :
| — EmBeoelc otov nnyaio KWdka
— EmBEoelc otic puOuioeLg
— EmBeoelc otov (6o Tov xprioTn
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* AvlyvevTéC (Scanners)
* Denial of Service (DoS/ DDoS)
* Malware (Virus, Worms, Trojans K.q.)

* Password Cracking (Brute Force, Dictionary,
Rainbow Tables)

* SQL Injection
* YnokAormr} Web Sessions kot Cookies
Bl Notmnéc EmbEoeLc
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“KaAown lyveov: NMepAauBEVEL GAEC TIC AMOPA{TNTEC
EVEPYELEC WOTE va KABLOTA BUOKOAN €wC Kal adbvatn
TNV Tavtonolinon Kol EvTomoud Tov dpdoTn ULoC
eniBeonc.

* JUVNOELC TEXYVIKEC:
— Wevdnc otowxeia (Spoofing).
— Xprion dwktoov Tor, émnov napéxel avwvopia ocdvdeonc.
— Mopakapyn EAEYYXOL aKEPALOTNTAC APXE(WVY.

— MoapdKauyn LNXavIoUWy ipooTaciac, ontwc firewalls,
anti-virus, IDS/IPS K.a. ,'

— KaBaploudc apyelwv Kataypagnic.
— Antokpoyn apxelwv Kot epyareiwv.

—— =

i '.I | e | i 0 n ‘..I : .:
. 2 i a“ ‘ RaN: 3 E h i 1 d: § kil ; ]
i ! t[.] 1 | l ¥ (1] i 1 | : Lg i !_‘ 1 ! o -



Fe
-

Avalitnon kal Zukhoyn
Minpogopiiwv

)
2
Xaproypapnon

J

Evromopog
Eudhwrwy Znusiwy

)
4
Andktnon Npdopaonc

v
5

Alhoryry AicouwpdTwy |

&

R —

- -

— R
—
i i

Apvnon E€unnpémong
(DoS)
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» Baolkol otdyol
Application
Transport
Av ol Kwdikoi TpdoRaonel
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Host to network

> MovTtEAo ALabLKkTOOUL (

TCP/IP)
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Nmap | Webshag
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( Ga/n/ng Ac‘cess)

. U Aménelpa napopiaonc Tov oTtdXOoL UE KATOLOL
eldouc eniBeonc.
- I Ba kaBoptoetL oo Ba eivat To EMOUEVO OTADLO
‘ T™NC pueBodoAoyiac.

l: To o1adI0 AUTO Kal OAA Ta ETTOPEVA £XOUV :

: » NOMIKES KYPQZSEIS «

i av eKTEAEOTOUV XWPIC GBI OTTO TOUC ,
| IOIOKTATEC CUOTANATOC OTOXOU.
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SpeedPhish

Crunch

Cupp

HexorBase

Hydra

P/d

Cookie
Cadger

Cookie
Injector

SQL
Inject ME

Eidoc Emifesong

Phishing

Brute Force

Dictionary
Artack

SQL
Injection

Packet
Sniffing

EmB:sozic E@appoymc Iotov

Web Session
Attack

Cookies
Attack
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TCP
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HTTP
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Riomes Hashcat Hashkiller Metasploit  W3af LogKeys SpvAgent
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Speedtest-
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Google
Analytics
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0 MpoomnaBoLue va KAADYOLLE 00 TIEPLOCOTEPQ
(Yvn MMOPOUUE €TOL WOTE va KABLOTA SUOKOAN Kat
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1 APKETEC TEXVIKEC KAALYNC LYVWVY (OWC Ba TPEMEL
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Places =

Applications =

File

Edit

=% daitry -1

HostIP:91 . 163.217.39
HostName :sage.dataflame

. Gathered Inet-whols information for 91.163.217.39

inetnum:
rig t rams

OFL -NET

ioaniatr.gr

File Edit View Search

C:“Userssiocaniatr>tracert pentest.ioal

Tracing route to pentest.iocaniatr.gr

91.163.217.0

“Terminal =

91.103.217.39

Deepmagic Information Gathering Tool
“There ba some desp magic going on™

-Com

Terminal Help

over a maximum of 3@ hops:

ms

ms
ms
ms

77 ms 78 ms
[185.96.94_411
77 ms
78 ms
87 ms

Trace complete.

PC:~Usersioaniatr>_

<1
22
22
23
23
66

Sun 04:37

- 91.1683.217.255

rootdkali: ~

"Ovopa Xopou

(Domain name): ioaniatr.gr

‘Ehzyyog oopaleiog 475544

paAsias magaka A\éneTe arv

{ mAnwTo T T ! aTaSETTR i T As

; anoTeAsTar

pa oU 1] CpOYpOpo prHEVOU

Expiration 2-05-2017

Updated Date:05-05%-2015%

Registrar: PAPAKI ENE

Registrar Referral URL: hitp:

Registrar Email:in

Registrar Telephone: +30,2510223000

‘Whaois Server:

oheg o eqoppoyEg Tou MnTpoou Asitoupyouv o cpa UTC (Universal Coordinated

e



=

Applications + Places ¥ = Terminator v

&) New Graph (1) = |G,J Mew Graph (2) =

Main View Bubble View Entity List

Maltego Kali Linux Edition 3.6.1

Collaboration

v| Show Custom Link Labels Show | Show Notes g Close Al

v/| Additional

| Documents [ Overview ¢ Palette Run View

| Show Transform Link Labels Labels Hide Notes || . Close Other Documents £ Detail View [JZ) Output

v| Properties Affect Appearance _', Reset Wi

]

@) New Graph (1) |€) Hew Graph (2) x

Main View Bubble View Entity List

Run View

.

WWW. ioaniatr. g

_".@'

servers@dataflante. com cpealendars. ivaniatr.gr

_.".!.3 f'.@

webdisk pentest.io&niatr.ar www.pentest. joaniatr.gr

L Output

ns2.dataflamedng. com ns

indows = Properties €% Machines

1
L]

W

1. datdflamedns.com {oaniatr.gr

e -

localhodt ioaniatr. gr  cpcontacts\nemesis ioaniatr.gr

\m =

whm.idaniatr.gr cpeontacts. ioaniatr. gr

Sat Apr 8, 13
ioaniatr@Kali: ~
ioaniatr@Kali: ~ 150x38

[ L-1ok & Machines

b

ftp.ioaniatr.gr

<No Machine

[TETEVET Y]

&

=1

h ma1A 1e3ea S2

maip Apedolg




Skipfish -

Skipfish - scan results br.. * | +
@ | filez///home/ioaniatr/Desktop/Res
[Ee-dimosio.gr~ @ TEZYA | Turipa T

@Disablev & Cookiesv

& Greenb

l
IAIEB AFF ZCAMMER

[5] e-dimosio.

Crawl results - clj @bt~
Gree
Secu

@ o nwirentJE

@ Limits exc .

1. Fetchirest | 1
Wema: Chi %
© Incorrect —— Re
© New 404 « phpinfo() ou

1. Code: 404 T
Many PHP in

0 Vulnerabili
el

— The followi
@ New 'Sen

I I=mn ap
I Impact

Some of the

@ l_‘l t‘.f.s version{unix
Solution
Solution ty
Delete themr
Vulnerabili
Details: php

Version use:

phpinfo()

phpinfo() - Mozilla Firefox
x|+

€ | @ | pentest.icaniatr.gr/phpinfo.php| |

wa ¥

Avalrtnon

[Ele-dimosio.grv @ TEZYA | Tpripa Tnh..

@ Disable v

& Cookiesv  # CSS5wv

[i Facebook | Apjikr oc... @ Gmail

[JFormsv [EImagesv @ Informationv

(2] Miscellaneous v

PHP Version 5.4.45

php

System

Linux sage.dataflame.com 2.6.32-673.26.1.lvel.4.19.el6.x86_64 #1 SMP Sat
Qct 22 08:06:13 EDT 2016 ®86_64

Build Date

Sep 10 2015 21:53:18

Configure
Command

"Jconfigure' '--disable-fileinfa’ '--enable-bcmath’ '--enable-calendar’
'--enable-ftp' '--enable-gd-native-ttf' '--enable-intl' '--enable-libkml' --enable-
mbstring' --enable-pdo=shared' '--enable-sockets' '--prefix=/usrflocal' '--with-
apxs2=/usrflocal/apache/binfapxs' '--with-curl=/fopt/curlsslf* '--with-freetype-
dir=fusr' '--with-gd' '--with-gettext' '--with-icu-dir=/usr' '--with-imap=/opt
fphp_with_imap_client/" --with-imap-ssl=fusr' '--with{peg-dir=/usr' '--with-
kerberos' '--with-libdir=lib&4" '--with-libxml-dir=/optixml|2/' '--with-mcrypt=/opt
fibmerypt!' '--with-mysql=fusr' ‘-with-mysqgl-seck=MNar/lib/mysgl/mysqgl.sock’
"-with-openssl=fusr' '--with-openssl-dir=fusr' '-with-pcre-regex=/opt/pcre’
--with-pdo-mysgl=shared' '--with-pdo-sglite=shared' '--with-pic' '--with-
png-dir=fusr' '--with-xpm-dir=fusr' '--with-xsl=/optfxslt/" '--with=zlib' '--with-
zlib-dir=fusr'

Server API

CGl/FastCal

Virtual
Directory
Support

disabled

Configuration
File (php.ini)
Path

fusrflocalflib

Loaded
Configuration
File

fusrflocal/lib/php.ini

Scan this dir
for additional
.ini files

{none)

¥ & O

1 admin | Logout
.9:58:07 2017 UTC

:7-9596-468857d845dd
2017
2017

[ Taciors |

S5

2 system
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| || Alice's Homepage Re
s - € ioaniatr.g
5Q
Database Type

® Mysal

Home Alice

Database Connection

MySCL Server: 91.103.217.39

MySQL Port:

Dictionary Attack Options

User List

unix-users.txt

Database Bruteforce

Myc

PostgreSOL

( Default MyS0L port is 3306 TCP )

Word List
Attempt blank password

unibe_passwords. tet.oupp. bt

alice 2017

Starting Bruteforce attack on MySQL server running on 91.103.217.39 at port 3306

Mo passwords found

Finished

Launch Attack




H epapuoyn Lotob dev dlabETeL KATOLO TIEPLBAAAOV
dlaxelplonc duvauLlkoL mepLtexopévou (CMS) .

AvoKAAvyn KwOlkWy mpdéoBaonC OTOo apyelo

http://pentest.i..atr.gr/htpasswd i

pentest.ioaniatr.gr/htpasswd
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HESAR'RE
HteS‘tétég

uovpyla \)éou spya)\siou Cryptcracl'(*erqé's*

EMQVEUMAOVTIOMOC AEELKOL KWOLKWV,
nMPooBETovTaC KoL Tov vEo Ypnotn Bob (Cupp).

Offline eniBeon Ae&LkoL yla avakTnon KwﬁtKw\)

ioaniatr@Kali: ~/Desktop/Cryptcracker

ioaniatr@Kali: ~/Desktop/Cryptcracker 108x20
ioaniatr@Kali:~/Desktop/Cryptcracker$ cat htpasswd
"glice:2UzcNZ8Mgtd/w
bob : tmggnTVBEWSEw
mallet:gyjdROLzLEAGE
ioaniatr@Kali:~/Desktop/Cryptcracker$ ./cryptcracker.pl -h

Usage: cryptcracker.pl [-L htpasswd.txt | -1 user:crypthash ] [-P dictionary.txt | -p password ]

ioaniatr@Kali:~/Desktop/Cryptcracker$ ./cryptcracker.pl -L htpasswd -P /usr/share/wordlists/metasploit/unix_
passwords.txt.cupp.txt
iStarted: Wednesday Aprl2 21:57:11 2017

Cracked: alice:alicel23
Cracked: bob:bobl23
Cracked: mallet:malletl2

Finished: Wednesday Aprl2 21:57:13 2017, duration: @ hours Q0@ mins 02 sec 131 msec
Total: Processed 268275 keywords. Found 3 passwords.

}ioaniatr@Kali:~/Desktop/Cryptcracker$ [

s ! 3 ™ T e ) 1 | HE K LR
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[TEQLOPLOEVEC BLVATOTNTEC xpr’]or]q spya)\siw\)
dleloduvonc.

— Anotuyxnuévn npdoBaon o€ LTINPECLIEC TOL OTOYOL

— Agv dLaBEtel CMS
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! 'A\)w\)uutcx LUE xpnon tou 6itktuouv TOR (Tor Browser
Kot Torify).
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Backdoor
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Applications » Places v @ Tor Browser v Thu Apr 13, 17:25

Alice's Homepage - Tor Browser

H E st ioaniatr.gr firebug

ioaniatr@Kali: ~
|oan|atr@Kal| ~ 94x29

=} !'_'II‘.\i -'.-'I:i-l_;.nll-."ll'l-_'r_l%|

loaniatr.e
ioaniatr/.weevely/sessions/pentest.ioaniatr.gr/status 0.session
stem o1 the connection

ome/bwharlmi/public_ht
Imi/public_html/p st
home/bwharlmi/public html/pentest § 1s -1

Lm1
Lmi

“Tmi

-

wi
Dwt
wi
Imi bwharlmi
Lmi
Lmi
rlmi
TLmi
mi
Lmi
mi

Lml bullist numlist outdent ind

12:16 on.php
public I‘rnu pentest § _|
.IFE Filemanager'
il d ou'?

Lmi

i@sage.d ataflame.com:
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" Yné(p;xst évac MoAY usydAoc aptBudc omé
epyaAela dieiodbuvonc yia ypnon oto dtadlkTuo,
LE MEYAAN TIOLKIALX SuvaToTATWVY.

» H dwavoun Kali Linux dlaBETEL Lo apKETAE KOAN
oLAAoyYN atmd epyaAeia dieiodbuvonc.

> Y€ QPKETEC OOKLUEC Bleloduaonc v pyxeL

, MEPIMTWON va aMoLTE(TAL avdnTvén VEWVY
| coyaAeiwy, MpooapudlovTac TNV MO0 OTLC 1'
OToLEC evnABeLleC €vOC oTOYOUL. |



o

GE R TRVRE R BE g il
Zuunepaau Td

| (iR .
2/2 y

ot
. 6L@(6‘(Kruo g{val MPOTIHOTEPO VO eandfou_ue KOAG
UL OXETIKA Utk emiBeon, KAOWC LTIAPYOLY APKETOL
nePLopLopol (EVTOTLOUOC, UTTAOKAPLOUO K.Q.) OE OXECN UE TLC
offline emBEoeLC.

» KOptot otoyot dladiktoov: SSH-FTP-DBMS-WEB Server/Web
Application.

» YovriOnc otd)o amnoTteAel N eQapuoyr LOTOD, KHBWC elval
nwo mbavn n napaBiacn TNG o€ ox€on ME YLa vnpEeoia
LoTOoU.

| > M emtuyric emi@son og oTdY0 TOL BLABLKTOOL amaLTE( ‘
guVEXNC napaKoAovBnan Tov oTOXOL Kal dLapPKrC CLAAOYNA |
TANPOPOPLWV.
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