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Abstract 

 

Multiple studies and surveys focus on specific cybercrime characteristics or develop 

classification models that do not adequately address the complexity of this contemporary type 

of crime. This study proposes a comprehensive approach towards cybercrime interpretation, 

frequency analysis and action recommendation through the CAMCO Framework. The 

framework provides four separate but complementary views to achieve a holistic perspective. 

The CAMCO view I identifies the features of a cybercrime incident and their corresponding 

elements generating a textual schema-based description that can accommodate existing and 

new instances of cybercrime. The second view introduces an up-to-date cybercrime-related 

offence classification system through consolidation and elaboration of existing approaches. 

For each type, the author provides a visual extension of schema-based incident description 

that depicts the interrelations of the various cybercrime elements in regard to a particular 

type of offence. The third perspective (view III) describes the steps for a qualitative analysis 

of cybersecurity threats, deriving from annual reports on cybercrime incident frequency and 

evaluates their threat severity based on time progression. Lastly, the final CAMCO view 

identifies and interconnects the relevant stakeholders with preventive and response actions 

and measures. The proposed framework demonstrates that the necessity of a comprehensive 

approach towards cybercrime can be actualized through different steps (CAMCO views), each 

one designated to a different perspective. The main contribution of the proposed framework 

lies in the apprehension, categorization and resolution of a cybercrime incident depending on 

its severity and frequency. 
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CHAPTER 1 

Introduction 

 

The evolution of computer systems and networks besides enhancing our lives, has created a new 

environment for criminal acts, widely known as cybercrime. Cybercrime combined with the use of 

internet to form a mixture of diverse typical crimes with some new illegal acts. Individual 

cybercrime incidents are occurrences of particular criminal offences and,  as multiple national 

crime statistics and surveys demonstrate, are steadily increasing (Shinder and Cross, 2008). This 

thesis attempts to combine crime frequency, with extensive incident description and 

categorization, to propose up-to-date measures towards prevention and tackling. This is pursued 

by means of CAMCO, a framework for classification, analysis and monitoring of cybercrime-

related offences. The philosophy behind the proposed framework involves accurate interpretation 

of cybercrime through describing its features, and consequent assignment of incidents to 

categories, following extensive literature research. Next steps implicate a monitoring system that 

evaluates severity of offences depending on frequency of appearances/incidents, along with sets 

of preventive and responsive measures assigned to the corresponding stakeholders, through a 

systematic way. 

1.1 Cybercrime: A contemporary & important challenge 

According to the Federal Bureau of Investigation (FBI), the Internet Complaint Center received 

269,422 complaints of internet crime in 2014 (FBI and NW3C, 2015), which indicates a rise of 

1600% in comparison to the 16,838 complains of 2000’s initial report (FBI and NW3C, 2003). In 

a worldwide study released by PwC and conducted with CIO and CSO magazines, the number of 

reported information security incidents around the world rose 48% to 42.8 million in year 2014, 

the equivalent of 117,339 attacks per day (PricewaterhouseCoopers, 2014).  Likewise, the German 

Crime Statistics indicated a 23,6% increase in the number of cybercrime incidents in only  one 

year, from 2007 to 2008 (Federal Criminal Police Office, 2009). 

The various offences of cybercrime without doubt, pose a serious threat to global economy, safety 

and well-being of societies. In the U.S State of Cybercrime Survey (PricewaterhouseCoopers, 

2015) it is highlighted that cybersecurity incidents are not only increasing in number, they are 

also becoming progressively destructive and target a broadening array of information and attack 
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vectors. This advancement poses a serious threat to the operations of businesses, organizations 

and economies in general (KPMG International, 2011), as an estimated global cost of $225 billion 

was relatively recently deduced (Anderson et al., 2013). Moreover, the impact of cybercrime 

offences to individuals is also immense. From identity theft to sexual exploitation of children and 

cyber-harassment (Roberts, 2008), the various cybercrime  offences provoke from a slight 

discomfort to severe mental harm, public fear and  financial loss.  

1.2 Aim & objectives of the thesis 

This thesis aims to provide a comprehensive approach towards cybercrime incidents through a 

series of steps assembled in a framework, that detail, analyze and respond appropriately to the 

continuous challenges of the occurring cybercrime offences. 

Such an incorporated scheme requires deep apprehension of all related aspects, succeeding a 

correct problem formulation. A consequent evaluation of key findings could potentially serve as a 

guide for involved defenders.  

The overall aim of the thesis is grounded on objectives that are conveniently associated. The 

composed research intends to respond to the following challenges: 

1. The conception of an accurate definition/description of cybercrime incidents, 

2. The development of appropriate classification of the various identified cybercrime offences, 

3. The formation of a monitoring method that evaluates offences based on incident frequency, 

and, 

4. The recommendation of effective counter-measures and tackling actions.  

The thesis intends to work out these challenges separately, and combine the detached areas of 

interest in an effective framework. 

1.3 Research methodology 

According to Robson (2002), research strategies include either fixed design strategies in which 

information and data are collected only after specification of the procedure, and flexible design 

strategies, in which the whole process changes direction during the collection of data.  

A fixed strategy is also known as quantitative, due to the numerical format of the data collected. 

Primarily, the investigator uses post-positivist claims for developing knowledge (Creswell, 2003) 

which highlights that such a strategy is theory driven. Consequently, experimental design and 

analysis is often adopted, and can involve response experiments that investigate the effect of 

several variables at different levels, through employing statistical and generally quantifiable 
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measurements. The practices of research also involve the use of standards of validity and 

reliability.  

On the other hand, flexible design strategies are also known as qualitative. Such an approach is 

one in which the inquirer often makes knowledge claims based primarily on constructivist 

perspectives or advocacy/participatory ones. The researchers study things in their natural 

settings aiming to comprehension (Denzin et al., 1994).The methods adopted in a qualitative 

research depends on the nature of the enquiry, and are mostly interpretive1, as a qualitative 

research involves organization, preparation and thorough investigation for the researcher to 

generate a comprehensive description of the subject in question, as well as categories or themes 

for analysis. 

An approach that combines characteristics from both qualitative and quantitative strategies is a 

mixed methods approach, in which the researcher makes pragmatic knowledge claims and 

simultaneously or sequentially collects data to interpret the actual problem. The accumulated data 

is both numerical and textual which entails the twofold character of the strategy. 

The classification and analysis of cybercrime-related offences fall naturally under the category of 

qualitative research (flexible design strategy). The knowledge claims were based on constructivist 

prospects, as multiple meanings of cybercrime and its classification constructed along time were 

analyzed with the intend to produce holistic theory. The strategy of inquiry involved grounded 

theory studies to develop a framework that offers explanation about main concerns of law 

enforcement agencies. The research methodology involved the identification of potential analytic 

categories, arising from literature consideration. The relations among categories were used to 

build theoretical models for cybercrime description, classification and countermeasure 

recommendation. 

Furthermore, although monitoring offences involves quantitative measures and consequent 

evaluation, this thesis will process annual threat trends to perform severity labeling, which entails 

that this study will also involve qualitative research.  

1.4 Thesis Layout 

A brief description of the chapters of this thesis is provided below. The thesis layout is also 

presented visually in figure 1.1. 

                                                   

1 Interviews, focus groups, participant observation, text and image analysis (documents, media 
data). 
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Chapter 1 discusses the background of this research, briefly explaining the criticality of cybercrime 

extent, along with the aim and objectives of the proposed framework. It also presents the adopted 

methodology of research. 

Chapter 2 presents a survey of literature in the areas of cybercrime definition, categorization, 

monitoring and impact. This provides an overview of the current state of the main issues 

cybercrime defenders encounter, and helps in defining the necessity of an integrated approach. 

 

Figure 1.1 Thesis layout 

Chapter 3 gives an extensive description of the identified cybercrime features and their particular 

elements. It also briefly presents the interrelation of features, needed for a detailed incident 

description. 
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Chapter 4 introduces a classification system of cybercrime offences, along with its stimulus and 

the methodology adopted. The classification is divided in layers, and each is described in detail. In 

the end, the identified features of chapter 3, are matched to the categories introduced in a visual 

manner, to pinpoint relevancy and level of repetition. 

Chapter 5 provides a method for directing attention to specific cybercrimes and their causes 

through monitoring frequency. The research focused in offences against the confidentiality, 

integrity and availability of computer data and systems (Type A of the proposed classification). 

The chapter provides a severity labeling of threats to cyber-security and results in useful 

deductions. 

Chapter 6 presents actions, measures and policies regarding cybercrime prevention and immediate 

response, along with the stakeholders involved. The analysis contains both general measures, in 

form of good practices, and customized to the proposed cybercrime types. The chapter ends with 

indicative interrelations between measures and stakeholders. 

Chapter 7 presents the proposed framework for Classification, Analysis & Monitoring of 

Cybercrime-related Offences. The framework generates both textual and visual schema-based 

description of incidents, severity monitoring and assignment of actions and measures to the ones 

involved, for each incident type. It also presents the application of CAMCO in three investigation 

cases. 

Chapter 8 concludes this thesis with a discussion on the practicality of CAMCO Framework, the 

contribution to knowledge and the limitations of the research methodology. It also discusses the 

future research directions that stem from this research.  
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CHAPTER 2 

Literature review 

 

This chapter presents different perspectives and conceived suppositions in respect to cybercrime’s 

semantic meaning, categorization and monitoring of occurrences. It starts by examining how IT 

evolution, apart from serving humanity has introduced a new background for illegal activity. The 

next section intends to exhibit the diversity of cybercrime definitions which is due to differences 

in perception and interest, and comes with a comparison regarding corresponding focus area and 

definition range. Consequently, the chapter presents different classification systems provided by 

both academia and law enforcement agencies, proving that the perspective of each author, 

determines the characteristics of each proposed category of the systems. Furthermore, the chapter 

brings to light adversities regarding offence monitoring, which imply that crime statistics can 

only be partially considered as representative of the true extent of cybercrime. The chapter 

concludes with a decisive introduction of challenges deriving from the mentioned issues, and 

which CAMCO Framework aims to confront. 

2.1 Evolution of contemporary crime 

During the last decades, the technological evolution has provided humanity with multiple new 

ways of communicating, and lots of devices have been developed to improve our everyday life. One 

of these is the personal computer, which is nowadays combined with network access to unfold its 

full potential. This combination, apart from positive aspects to humanity, has generated a lot of 

negative ones, such as the creation of a new environment for criminal activity, widely known as 

cybercrime. It is rational thought to assume that someone with illegal intentions does not need a 

computer to commit crimes such as credit card fraud, distribution of child pornography, violation 

of legislation regarding intellectual property, bullying, etc. Such criminal activity existed before 

the “cyber” prefix becomes unambiguous. Especially, cybercrime related to the use of internet, 

forms a mixture of diverse typical crimes with some new illegal acts. 

Most cybercrime activity is an attack on information regarding individuals, companies, or 

governments. Even though the attacks do not take place on a physical body, they are carried out 

through a virtual body, which is the combination of attributes and information, encapsulated in 

people and institutions profiles on the internet. Put differently, nowadays virtual identities are 
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crucial elements of everyday life, as civilians are a mosaic of numbers and identifiers in numerous 

databases owned and maintained by companies and governments. Cybercrime highlights the 

importance of networked computers in our everyday life, along with the fragility of such seemingly 

solid facts as individual identity. 

An important characteristic of cybercrime is the fact that it cannot be confined locally: actions can 

occur in jurisdictions separated by vast distances. This poses severe problems for law enforcement 

since previously local or even national crimes now require international cooperation. For instance, 

if an individual watches pornographic material depicting children in a country that does not ban 

child pornography, it is rather controversial whether he commits a crime in a nation where this 

activity is illegal. In this example where is cybercrime actually taking place? Cyberspace is 

probably a broader area in which a telephone conversation takes place, somewhere amongst the 

two individuals talking. As a planet-spanning network, the internet offers criminals multiple 

hiding places in the real world as well as in the network itself. Nevertheless, as somebody leaving 

marks while walking that a tracker can detect, cybercrime offenders also leave crucial information 

behind endangering their position, despite their obvious intention to keep them secret. To follow 

such clues across national boundaries, though, international cybercrime treaties had to be ratified 

(Encyclopædia Britannica Online, 2016). 

2.2 Defining ‘cybercrime’ 

The sense of cooperation provided common ground for policy makers towards interpreting this 

new type of offence. As a result, in November 1996 the European Council, together with 

government members from the United States, Japan and Canada, composed a preliminary 

international treaty for cybercrime. Throughout the world, human rights groups started to 

protest, demanding the internet service providers (ISPs) to store information regarding their 

customers’ transactions and provide them by request. 

Work on the treaty proceeded nevertheless, and on November 23, 2001, the “first international 

treaty on cybercrime” was implemented during the convention on cybercrime, being a reference 

point since then. Its main objective, set out in the preamble, was to pursue a common criminal 

policy aimed at the protection of society against cybercrime, especially by adopting appropriate 

legislation and fostering international co-operation.  In the summary of the treaty (Council of 

Europe, 2001a), cybercrimes are defined as “crimes committed via the internet and other computer 

networks, dealing particularly with infringements of copyright, computer-related fraud, child 

pornography and violations of network security. It also contains a series of powers and procedures 

such as the search of computer networks and interception”. In the explanatory report (Council of 

Europe, 2001b) cybercrimes are also referred to as “cyber-space offences” that are “either 

http://www.britannica.com/topic/Internet-service-provider
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committed against the integrity, availability, and confidentiality of computer systems and 

telecommunication networks or they consist of the use of such networks of their services to 

commit traditional offences.” The treaty was initially signed in the convention by 31 Members 

and non-Members of the Council of Europe and by now 49 countries have signed and ratified the 

treaty along with 6 more lacking ratifications (November 2016). 

Even though a unified effort was imperative for the suppression of this constantly evolving new 

type of crime, the convention and its outcome had various opponents. When the convention 

entered into force, it was opposed by many civil rights groups, fearing that the new investigative 

authorities  created in the ratifying countries, along with the increased law enforcement 

cooperation, would erode privacy and other rights (F. Pryce, 2006). The view of private industry 

was mixed, with copyright owners strongly supporting the convention, but internet service 

providers and other network operators concerned about the increased burdens the convention 

might place on them in the form of additional requests for interception and stored traffic data and 

subscriber information. In more recent years, however, the opposition has been more muted. It is 

not clear whether this has been because the fears of opponents have not been borne out, or because 

the convention is now seen as a fait accompli, at least in many countries (A. Vatis, 2010). 

Following the treaty, additional protocols, regarding the criminalization of acts of racism and 

xenophobic nature committed through computer systems, were proposed in treaty No.189 

(Council of Europe, 2003). 

An example that illuminates how important is the perspective of the author, is the definition U.S 

Authorities gave to cybercrime, following the 9/11 attack. According to the U.S. government 

there isn’t an official definition of cybercrime that distinguishes it from crimes committed in what 

is considered the real world. Similarly, there is not a definition of cybercrime that distinguishes it 

from other forms of cyber threats, and the term is often used interchangeably with other internet- 

or technology-linked malicious acts such as cyber warfare, and cyber terrorism (Finklea and 

Theohary, 2012).  

Accordingly, the term is defined in U.S. Code 18 U.S.C. § 2332(b) (acts of terrorism transcending 

national boundaries).  The second part of the definition relies upon criminal violations that are 

specifically listed in the statute. Prior to the USA PATRIOT Act of 2001, cybercrimes were not 

among the offenses upon which a charge of terrorism could be based. Now terrorism can be 

premised upon some of the conduct provisions within the computer fraud and abuse statute. The 

fact that all types of cybercrime mentioned in the Computer Fraud and Abuse Act are not included 

in the PATRIOT Act, makes prominent that an effort to constrain the definition of computer 

terrorism to offences involving espionage and cyberterrorism had been made. Acts that recklessly 
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cause damage, or just cause damage, do not compose a considerable basis for claiming that it 

constitutes terrorism. To match the definition of terrorism, a cybercrime will require that the 

actions are consciously carried out. The fact that legislators decided to include certain computer 

related crimes as acts of terrorism is a suggestion that cyberterrorism is a concern of the highest 

magnitude (Podgor, 2002). 

Other organizations have taken similar approaches, within their own frameworks. For example, 

the ASEAN Regional Forum (ARF) (July 2006) issued a statement that its members should 

implement cybercrime and cyber security laws “in accordance with their national conditions and 

should collaborate in addressing criminal and terrorist misuse of the internet”(Austin, 2011). 

These commitments were later codified in the 2009 agreement within the Shanghai Cooperation 

Organization (ASEAN China Framework Agreement) on information security. Moreover, it is the 

only international treaty that addresses concerns of a wider concept of ‘information war’, which 

the treaty defined as “confrontation between two or more states in the information space aimed at 

damaging information systems, processes and resources, and undermining political, economic and 

social systems, mass brainwashing to destabilize society and state, as well as forcing the state to 

take decisions in the interest of an opposing party”(Shanghai Cooperation Organization, 2009). 

 Illicit and illegal activity definitions differ from region to region. Internet fraud, identity theft 

and other forms of cybercrime which misappropriate the property of others are showing 

constantly increasing rates. It is inexpensive to develop and use malware, as was observed in 2011 

with the 400 million unique variants and as many as eight new zero-day vulnerabilities were 

exploited per day (Wood and others, 2012). As citizens adopt and embed more mobile devices into 

their business and personal lives, it is likely that malware authors will create mobile specific 

malware geared toward the unique opportunities that the mobile environment presents for abuse 

of electronic transactions and payments. Nations around the world have identified cybercrime 

(however it is defined) as a national priority. They also recognize that jurisdiction for prosecuting 

cybercrime stops at national borders, which underscores the need for cooperation and coordination 

through regional organizations like ASEAN and the Council of Europe (Alexander Klimburg, 

2012). 

Finally, various approaches have been adopted in recent decades to develop more exhaustive 

interpretation of the cybercrime term. According to Halder and Jaishankar (2012),  cybercrimes 

are: "Offences that are committed against individuals or groups of individuals with a criminal 

motive to intentionally harm the reputation of the victim or cause physical or mental harm, or 

loss, to the victim directly or indirectly, using modern telecommunication networks such as 

internet (Chat rooms, emails, notice boards and groups) and mobile phones (SMS/MMS)".  
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Also in accordance with Hale (2002), cybercrime is defined as “computer-mediated activities which 

are either illegal or considered illicit by certain parties and which can be conducted through global 

electronic networks”, in which a computer is the target of criminal activity, the tool used or is 

integral to the commission of the crime, or it is only an incidental aspect of the crime. 

Based on the range of above-mentioned approaches, it becomes obvious that there are considerable 

difficulties in finding a common and widely accepted ‘cybercrime’ definition. Depending on the 

author’s attributes and area of focus, the term cybercrime has been defined differently as presented 

in table 2.1. The definitions selected for comparison are the ones introduced in this section, 

forming an assortment of various author types2. The table columns are the directed interest of 

each author and the selection is important to dismantle each definition and understand the area of 

focus. 

Author of 
Definition 

Area of Focus 

Objective-
Motive 

Role 
Determination 

Consequences 
to victim 

Typology 
Information 

War 
Terrorist use 
of Internet 

Hale √ √     

Halder and 
Jaishankar 

√ √ √    

ASEAN 
China Framework 

Agreement 
√   √ √ √ 

U.S. government & 
United States Code 

    √ √ 

Council of Europe 
(Convention on 

Cybercrime) 
√  √ √ √ √ 

Table 2.1 Cybercrime Definitions Focus 

Consequently, a more prudent approach to espouse, could be a hybrid definition that adapts every 

time to the different area of interest. Depending on the author, the aspects and the purposes of the 

one interested, a custom definition should be adapted, always in accordance with internationally 

admissible standards. 

                                                   

2 The authors selected are academic personnel and both national and international policy makers.  
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2.3 Offence classification 

The term ‘cybercrime’ encompasses a broad range of criminal activities that are constantly 

expanding in new forms based on technological advances, thus it is relatively difficult to develop 

a classification system to categorize the various cybercrime-related offences and occurrences.  

Throughout the last decades a lot of research has been conducted aiming to a typology that would 

last in time. Gordon and Ford (2006) proposed a dense typology consisted of two categories. As 

Type I they characterize singular, or discrete events often facilitated by the introduction of 

malware programs such as keystroke loggers, viruses and rootkits. Type II are mostly facilitated 

by programs that are not classified as crime ware and there are generally repeated contacts or 

events from the perspective of the user. A much broader classification, was recommended by Wall 

(2007) proposing three distinct categories. The first is Computer Integrity Crimes and specifically 

the illegal activities of cracking, hacking and denial of service. In the second category of Computer-

Assisted Crimes are the offences of virtual robberies, scams and thefts; whereas the third category 

of Computer Content Crimes includes pornography, violence and offensive communications. 

Apart from academic approaches, a lot of research has been conducted by law enforcement agencies 

with international jurisdiction and significant role against cybercrime. An extensive and up-to-

date classification systems is ENISA threat taxonomy (Marinos, 2016) conducted by the European 

Union Agency for Network and Information Security (ENISA), the EU’s response to the 

cybersecurity issues of the European Union. A considerable gap though is apparent as ENISA 

categorizes threats to cybersecurity instead of cybercrimes in general, excluding offences related 

to illegal content. Lastly, a comprehensive classification system was proposed by EUROPOL’s 

European Cybercrime Centre (EC3), as a guideline to the National Network of Computer Security 

Incident Response Teams (CSIRTs). Especially, EC3 published the ‘Common Taxonomy for the 

National Network of CSIRTs’ (EUROPOL-European Cybercrime Centre (EC3), 2016), 

classifying incidents along two vectors, type of incident and type of event, in order for the 

categorization to be grouped on the basis of the lowest common denominator.  

2.4 Monitoring/Impact of cybercrime 

Cybercrime statistics can be evaluated by academics and policy-makers as breeding ground for 

consultation and decision-making process. This body of knowledge can provide law enforcement 

agencies with the exact information needed for optimizing counter-cybercrime policies, mitigation 

vectors and the suggestion of proper legislation regarding unanimity and effectiveness.  However, 

it is rather difficult to quantify the impact of computer-related offences on societies on the basis of 

the number of offences carried out in a given time-frame (Walden, 2007). 
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The United States Computer Security Institute conducted 15 annual Computer Crime and 

Security Surveys from 1996 to 2011, in collaboration with the San Francisco Federal Bureau of 

Investigation's Computer Intrusion Squad and academic researchers. In each survey CSI analyzed 

the number of computer-related offences committed, among other trends, based on the responses 

of numerous computer security practitioners from corporations, government agencies and 

financial institutions in the US.  In the  2007 Survey (Richardson and Director, 2008), it is stated 

that the proportion of respondents who experienced and acknowledged virus attacks or 

unauthorized access to information (or system penetration) decreased, a deduction that is not 

adequately explained. Likewise, in the most recent survey (Richardson, 2011), one of the key 

findings is that respondents are not willing to share specific information about dollar losses they 

incurred, which highlights the fact that businesses  fear the anticipated damage in their reputation 

due to negative publicity (Collier and Spaul, 1992). 

Annual reports are also conducted by the European Union Agency for Network and Information 

Security (ENISA. Responding to the evolving threat environment, ENISA composed four annual 

reports since 2012, regarding cyber-threats and incident information, bringing about threat 

trends, top-fifteen threat ranking, top attack vectors and threat agents on a yearly basis. 

Indicatively, ENISA’s 2015 report concludes that cyber-threats have evolved towards two 

extremes: “Effective simplicity, achieved with a series of “low-tech” highly efficient infection 

methods. And effective complexity, achieved with next generation malware and attack 

vectors.”(Marinos et al., 2016). 

2.5 Issues/Challenges 

As a conclusion, three of the main challenges that prohibit effective handling, classification and 

monitoring of cyber-crime related offences are:  

1. The lack of a unanimous definition of what a cybercrime entails; 

2. Deficiency in the conception of a widely accepted classification system for the various 

cybercrime-related offences; and 

3. The absence of longstanding qualitative/quantitative analysis of monitored cybercrime 

offences and their instances that will assist in the adoption of appropriate measures and 

effective actions.  

Apparently, there are considerable difficulties in finding a common and widely accepted 

‘cybercrime’ definition, due to the variety of approaches, as well as the related problems. Also, 

depending on the author’s attributes and area of focus, the term cybercrime can be defined 

differently. 
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Likewise, it is difficult to develop an accredited typology or classification system, as it covers a 

wide variety of criminal conduct, and thus renders it highly debatable. An author can focus in 

every possible aspect to categorize and group similar cybercrime offences. 

Regarding the monitoring and quantitative analysis of cybercrime offences, there are several 

concerns related to the use of statistic reports in determining the extent and impact of these 

offences. The uncertainty about the extent to which offences are reported by victims, as well as 

the fact that most reports develop trends and statistics in comparison with each previous year, 

construes how open these statistics are to interpretation. 

2.6 Summary 

This chapter presented how the evolving environment facilitated the birth of cybercrime and 

provided multiple definitions deriving from academia and policy makers. These definitions were 

compared to identify the focus of each author and suggested that specific approaches are more 

elaborate. In the next section, different offence classifications are presented along with cybercrime 

statistics that highlight the constantly increasing trends. The chapter concludes with the three 

main issues that involved parties should address, which are the lack of a generally approved 

cybercrime definition and a unanimous offence classification, along with the absence of a 

longstanding system that adequately monitors incident frequency. The next chapter intends to 

begin administering the above challenges by introducing the features of every cybercrime incident 

recorded until now. 

 



CAMCO: A Framework for Classification, Analysis & Monitoring Cybercrime-related Offences 

page 15 

 

CHAPTER 3 

Feature identification of cybercrime 

incidents 

 

This chapter presents a thorough analysis of the identified features of cybercrime, along with their 

respective elements with the perspective to correlate them for efficient incident description. The 

chapter starts by stating the purpose of the proposed identification and the distinct steps followed 

through research. Consequently, each introduced feature is progressively analyzed to elements, 

described in detail. Lastly, a brief introduction of how these features and elements interrelate, is 

presented through a textual schema-based mechanism for incident description. Thorough 

demonstration of how this mechanism produces definition for every identified cybercrime offence, 

follows in chapter 7, as part of the proposed framework. 

3.1 Purpose & main steps of the feature identification 

The issues with providing a comprehensive description about cybercrime incidents are two: (a) 

there is already an adversity in existing cybercrime definitions that focus on different aspects, and 

(b) the incidents that can be classified as cybercrime demonstrate a significant variety in their 

features and characteristics (e.g. offender, target, and means of attack). To tackle the issues above, 

the author identifies the involved features and aggregates their elements, through extensive 

literature research to prospect for a description mechanism that would adapts accordingly to 

encompass and describe accurately the various cybercrime incidents. Having such a mechanism 

would enable: (a) a better understanding of a specific incident, (b) accurate classification and 

monitoring of the corresponding criminal offence and (c) effective actions in terms of counter-

measures and policy generation. 

The first step towards incident description is to determine the basic features of a cybercrime 

incident. Table 3.1 presents eight identified features that describe an incident in a comprehensive 

way. Each of the identified features answers a basic question about an aspect of the incident (e.g. 

what happened?) and it is provided along with a brief description and the feature name. The first 

feature (‘incident’) is the initial description of the incident itself (e.g. illegal downloading of movie 

files). The second feature (‘identified offence’) answers to the question on whether this particular 
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incident is considered criminal activity and under which criminal offence it can be classified. The 

third feature (‘offender’) specifies the individual or entity responsible for the offence that took 

place, whereas the fourth feature (‘access violation’) is unique to cybercrime offences as it 

highlights the way that a computer or a network was misused and violated for the cybercrime 

incident to be carried out. The next three features (‘target’, victim’, ‘harm’) describe the aim of the 

cybercrime incident along with those that suffered and the consequences (individual, systemic and 

inchoate harm) sustained. 

no. incident feature feature description answers the question 

1 INCIDENT description of the incident What happened? 

2 
IDENTIFIED 

OFFENCE 
criminal offence that occurred 

Is it considered criminal 
activity? Which one? 

3 OFFENDER 
individual or entity that is 
responsible for the incident 

Who is responsible? 

4 
ACCESS 

VIOLATION 
computer/network  
violation approach 

How it occurred? 

5 TARGET 
values that are the desired 

target 
What was targeted? 

6 VICTIM 
individual or entity that has 

suffered 
Who has suffered? 

7 HARM the inflicted harm 
What was the harm 

induced? 

8 
ACTIONS,  

MEASURES & 
POLICIES 

recommendations for the 
incident 

What can be done to tackle 
and prevent it? 

Table 3.1 Identified features of cybercrime incidents 

The final feature that the author suggests is not directly linked with the description of the incident 

itself but ties it to: (a) immediate actions to handle it, (b) specific measures to prevent similar 

offences and (c) elaborate policies that suggest formal action towards a specific category of 

cybercrime. The author believes that it is important to properly assign cybercrime incidents to 

criminal offences utilizing a systematic approach and to allocate specific actions, measures and 

policies so that an incident is properly addressed in all levels –from immediate actions to national 

policies. Especially for cybercrime offences with high frequency of occurrences this can prove quite 

helpful as a guide.  

Having recorded the various features that accurately describe a cybercrime incident the next step 

is to identify the various elements of each of the features to accurately describe a cybercrime-

related incident. By identifying the elements of each feature, further examination of interrelations 

can be utilized, to highlight specific aspects of cybercrime offences. 
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3.2 Incident 

The first feature is a brief generic description of an incident that has occurred. Assigning it specific 

elements –from a set of already occurring incidents- would limit our capacity to describe new, 

future or more sophisticated incidents. Therefore, this feature will remain generic and it will be 

further specified and clarified by the remaining of the proposed features. 

3.3 Identified offence 

For an incident to be considered illegal, it has to be classified under an existing criminal offence. 

By grouping the various cybercrime incidents to corresponding offences the authorities can devise 

systematic and effective ways of tackling cybercrime in a timely manner. The challenge with 

cybercrime incidents is that they might include aspects of various known offences, they are 

complex in nature and they are still evolving in novel unprecedented occurrences. Table 3.2 

presents an indicative list of cybercrime offences that an incident can belong to. It is evident 

however that the list is neither conclusive nor comprehensive.  

IDENTIFIED OFFENCES 

Child Pornography 
Computer-related forgery 
Computer-related fraud 
Copyright-related offences 
Cyber laundering 
Cyberwarfare 
Data Interference 
Identity theft 
Illegal Access (hacking, cracking) 
Illegal data acquisition (data espionage) 
Illegal gambling and online games 

Illegal Interception 
Misuse of devices 
Phishing 
Pornographic Material 
Racism and hate speech on the Internet 
Religious Offences 
Spam and related threats 
System Interference 
Terrorist use of the Internet 
Trademark-related offences 

Table 3.2 Indicative list of cybercrime-related offences 

The challenge with offences is two-fold: (a) a thorough classification system of cybercrime-related 

offences and (b) a set of specific criteria for assigning a specific criminal incident under one or 

more offences. The next section of this paper presents the author’s proposal based on the above-

mentioned challenge. 

3.4 Offender 

The offender is the individual or entity that is responsible for carrying out or participating in a 

criminal incident.  
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Individual Entity 

Abusive user 
Cyber-bully 
Cyber-criminal 
Cyber-fighter 
Cyber-terrorist 
Hacktivist 
Insider (employee) 
Online social hacker 
Script kiddie 
Sexually deviant user 

 
Company / Organization 
 
Country / State 
 

Table 3.3 Types of offenders in a cybercrime incident 

This approach derives from the separation of the actual attacker and the one being the instigator 

of the attack. This means that in an information war between two countries, the actual offender is 

the country instigating this act, even though a group of trained individuals carries out the attack. 

Table 3.3 presents the elements of the feature ‘offender’ that are briefly discussed below.  The 

author ascribed the title of offender to the specific categories of individuals and entities, following 

ENISA’s 2015 Threat Landscape (Marinos et al., 2016). These threat agent types are the top 

initiators of cyber-incidents. For incidents that do not derive from threats to cyber-security, i.e. 

content-related offences, the author have introduced additional types of offenders. 

Abusive user: This category of offenders includes racists, anti-Semites, homophobics, xenophobics, 

religious offenders and any other internet users with the intention to insult the values and provoke 

others beyond the legal boundaries. These users propagate hate speech on the internet and 

glorification of violence, with the false alibi of the right to freedom of expression. Unfortunately, 

one of the negative sides of the internet is that it composes a global forum for the advocates of 

intolerance and inequality (Tsesis, 2001).  

Cyber-bully: A lot of media attention is focusing on cyberbullying incidents due to the serious 

consequences that can lead to the victim committing suicide. Cyber-bullies intend to insult, hurt 

or embarrass other individuals through sending or posting text or images through the internet, 

cell phones or other devices (National Crime Prevention Council and Office for Victims of Crime, 

2009). Their practices differ as they may be limited to posting rumors or gossips on the internet. 

The cyber-bully may reach the extent of publishing sensitive material causing severe defamation 

and humiliation. 

Cyber-criminal: Cyber-criminals are responsible for most of the incidents as their main purpose is 

to obtain intelligence and profit from illegal and criminal activity in the World Wide Web. They 

are typically involved in fraud regarding every possible cyber activity such as: e-commerce, 
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scareware, ransomware, development of malicious code and tools, e-finance, cybercrime-as-a-

service (Warwick Ashford, 2014). To achieve their goals, cyber-criminals are highly skilled, well 

equipped and usually form organized groups when the target is highly profitable (Hargreaves and 

Prince, 2013).  

Cyber-fighter: Cyber-fighters are politically motivated groups of citizens, similar to hacktivists, 

acting on behalf of their governments and therefore contributing to the cyber activity of their 

country (Stone, 2013). They possess remarkable striking power due to national funding and launch 

their attacks whenever their national, moral or religious values are offended by other groups.  

Cyber-terrorist: Cyber-terrorists are a constantly rising threat agent with multiple areas of activity 

(Wu, 2015). The internet provides the opportunity to terrorists to recruit personnel, establish 

communication channels throughout the world, and raise money in forms of donations and 

account deposits (Brill and Keene, 2014). Cyber-terrorists seek to launch cyber-attacks against 

critical infrastructure, however such an attack has not been officially recorded yet. 

Hacktivist: This is a threat agent group with great media attention due to their political motivation. 

Their main objective is hacking and unveiling critical information from organizations, authorities, 

politicians and people with power in general (Taylor, 2005). They set out to raise public concern 

by disseminating information to the media, promoting in this way the freedom of expression.  

Insider (employee): Insiders are motivated by revenge, profit, extortion or sabotage and play a key 

role in many cyber threats, particularly those leading to data breaches (Verizon, 2014). Insiders 

may by current or former employees, current or former service providers/consultants/contractors 

or suppliers/partners, according to a PricewaterhouseCoopers report (PricewaterhouseCoopers, 

2016). What is important to minimize the risk of an insider threat, is the proper evaluation and 

distribution of access rights within a company, organization or public service.  

Online Social Hacker: This threat agent group uses the skills and knowledge of its members 

regarding social engineering. The online social hackers have a deep understanding of social 

behavior and user emotional states and they are capable of creating fake trust relationships with 

their victims. Although not using sophisticated software tools, the actions of these offenders may 

result in significant impact especially in areas of identity theft, collection of confidential personal 

data, user credentials and cyber bullying (Marinos, 2013). 

Script Kiddie: Due to the increased cybercrime visibility, the means for utilizing attacks are widely 

accessible. As a result, children and teenagers are attracted to such activity either for 
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demonstration of skills (McDermott and Fox, 1999), or just for enjoyment. Many cyber incidents 

have been ascribed to minors such as the TalkTalk data breach (Riley, 2015). 

Sexually deviant user: This category encompasses offenders using the internet to facilitate non-

contact offences, such as downloading and distributing child pornography (Schell et al., 2007) and 

illegal pornographic material. These offenders use a variety of common technologies to exploit or 

abuse children, including social networking sites, peer-to-peer platforms, email, instant 

messaging, web cams, bulletin boards and mobile phones (Balfe et al., 2015). As sexually deviant 

users, can also be considered users accessing irregular pornographic material, such as bestiality, 

rape and torture.  

Entities as offenders: The entities indicated as offenders, form a threat agent group with interrelated 

motivations and similar courses of actions, and hence will be introduced together. According to 

Higgins (2015), cyber espionage at a national level is becoming a global trend for political, 

nationalistic, and competitive gain. During the last years, web-based attacks became a popular and 

effective measure in geopolitical conflicts and in gathering intelligence for economic competitive 

reasons.  

3.5 Access violation 

Access violation answers the question of how the incident took place. The author’s approach 

combines physical tampering with the logic of direct(overt)-indirect(covert) integrity threat of 

computer systems (Biba, 1977): 

 Physical Tampering: This type of attack includes the deliberate physical damaging or 

corrupting of hardware devices with the intention of destruction or malfunction. 

 

 Local Computer Access: Through local computer access, an individual can log in a computer 

system, navigate through the operating system and carry out a series of possible attacks such 

as malware installation, information leakage, identity theft, data breaches, etc.   

 

 Remote Computer Access:  Most of cybercrime incidents are committed remotely due to the 

perceived safety, impunity and anonymity that the World Wide Web provides. An individual 

with unlawful intentions, e.g. launching a web-based attack or accessing child pornography, 

usually commits the incident through a remote connection. The internet, telecommunication 

networks and the dark web are most frequently used, while private networks (intranets) 

accessible only to an organization's staff can also be exploited. 



CAMCO: A Framework for Classification, Analysis & Monitoring Cybercrime-related Offences 

page 21 

3.6 Target 

A cybercrime offender targets specific values depending on the victim, the nature of the attack and 

their objectives. These values are separated in two main categories, one regarding individual 

targets that refer to people or entities (e.g. companies and organizations), and the other one 

describing social targets like infra-structure and community.  These categories are presented in 

Table 3.4: 

INDIVIDUAL SOCIAL 

Physical 
Abuse 

Emotional 
Abuse 

Sexual 
Abuse or 

exploitation 

Financial 
abuse or 

exploitation 

ICT abuse or 
exploitation 

Infrastructure 
ICT abuse or 
exploitation 

Social abuse 

Provocation 
of physical 

assault, 
battery or 

murder 
 

-Mental 
anguish 

 
-Offending of 

dignity, 
privacy, 

reputation, 
safety, sanity, 
serenity, trust 

 
-Coercion to 
impair one’s 
freedom of 
religion or 

faith 
 

Obscene or 
pornographic 

photographing, 
filming, or 
depiction of 

sexual assault, 
sexual battery, 
molestation or 

rape. 
 
 

Unauthorized 
use/managem
ent of funds, 

assets, 
property, 

intellectual 
property or 
resources 

 

Improper use/ 
management of 
ICT regarding 

availability, 
confidentiality, 

integrity or 
security 

Cease or 
interruption of 

perpetual 
functionality 
through ICT 

abuse. 

-Afflicting 
prosperity, 

stability and 
welfare 

 
-Inaccessible 
services to 
civilians 

Table 3.4 Clustering of offender’s targets 

Physical abuse: In cybercrime offences, offenders threaten victims and provoke physical assaults, 

battery or murder through telecommunications and social media. This prerequisite is the key 

element that differentiates this type of abuse from the crimes of assault, battery, and aggravated 

assault. 

Emotional abuse: When offenders target a person’s emotional state, their aim is dignity, privacy, 

reputation, safety, sanity, serenity and trust, while for entities the abuse is related to privacy, safety 

and reputation. Moreover, offenders also push victims into changing moral beliefs and religion. 

The most common offences motivated by emotional abuse are religious, racism and hate speech 

on the internet. 

Sexual abuse or exploitation: This kind of abuse is restricted to the content-related  cybercrimes of 

pornographic material and child pornography, in which offenders conduct obscene pornographic 

photographing, filming, or depiction of sexual assault, sexual battery, molestation and rape (Leary, 
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2007). The victims include both minors and adults, this illegal industry is extremely profitable 

and the cross-border character is more than evident. 

Financial abuse or exploitation: In this subcategory, the offender’s objective is the unauthorized use 

or management of funds, assets, property, intellectual property and resources in general. The 

targets are usually monetary and the victims also undergo emotional abuse because of financial 

loss. 

ICT abuse or exploitation: Offenders may conduct attacks against the availability, security, 

confidentiality and integrity of data, computer systems and telecommunication infrastructures.  

Infrastructure ICT abuse or exploitation: This target refers to ceasing or interrupting the perpetual 

functionality of critical infrastructure, by abusing their ICT systems. Offenders aim to society in 

general by potentially hitting infrastructure of great importance.  

Social abuse: Cybercrime offenders also target fundamental social principles by afflicting 

prosperity, stability and welfare or limiting accessibility to social services. They usually have the 

same aspiration with infrastructure ICT abuse and aim to large-scale consequences with 

international impact. 

3.7 Victim 

A cybercrime victim is either individual when referring to a person, a company/organization, or 

a Country/State that has been hurt, damaged or suffered as a consequence of the offender’s actions. 

The identified victims of computer-related offences are: 

 Individual  

 Company / organization 

 Country /State 

3.8 Harm 

According to Brenner (2004), both cyber and traditional crimes share essential commonalities and 

therefore crime metrics can be extrapolated to cybercrimes as they both inflict harm either 

individual, systemic or inchoate. The possible harm that can result from cybercrime incidents is 

presented in Table 3.5. 

Individual harm lies at the core of traditional crimes such as murder, theft, assault and can also be 

inferred in computer-related offences due to similarities in nature. This harm is actual and discrete 

and can be inflicted to either human beings or entities. The nature of individual harm varies from 

moral harm, emotional distress and fear, when referring to people and to substantial damage and 
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loss of property regarding entities. Lastly when cybercrime offences provoke violence, the harm 

can extend to physical injuries or even loss of life. 

Individual Harm Systemic Harm Inchoate Harm 

 
Emotional distress/fear 

 
Loss of life 

 
Loss of property 

 
Moral harm 

 
Physical injury 

 
Substantial damage/loss 

 

Aggregated Individual Harm 

Accumulated loss of property, 
moral harm, emotional distress or 

fear from multiple individual 
victims of the same offence. 

Generalized individual harm 

Deterioration of life quality 
Civil disturbance 
Social disorder 
Moral decay 

Dispossession of wealth 
Violation of social relationships 

Economic depression 

Direct Systemic Harm 

Chaos and anarchy 
Erosion of essential  

government functions 
Critical infrastructure shut down 

Country engagement  
in armed conflict 

 

 
Inferential inchoate harm 

 
Potential inchoate harm 

Table 3.5 Incurred harm of a cybercrime incident 

Systemic harm affects society and infrastructure. As proposes by Brenner (2004), there are three 

types of systemic harm: (a) aggregated individual harm, (b) generalized individual harm and (c) 

direct systemic harm. In an example where a large scale online fraud takes place involving 2000 

victims and €2.000.000 losses, both aggregated individual harm in terms of accumulated losses in 

property for the individuals successfully victimized, and generalized individual harm regarding 

civil disturbance, and quality of life in society are caused. The generalized individual harm 

crucially affects the balance of society and can have many forms such as social disorder, 

deterioration of life quality, moral decay, economic depression and violation of social relationships. 

As direct systemic harm, the author considers harm with immediate impact to society such as the 

one inflicted by a cyberterrorist that attacks a social system or infrastructure. Specifically, in this 

category is chaos and anarchy, erosion of essential government functions, critical infrastructure 

shut down and engagement of a country in armed conflict. 

Inchoate harm is the harm inflicted by inchoate cybercrimes. It is obvious that there is no actual 

harm resulting from these crimes as they have not been completed, but they embody a potential 
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for harm that is illegal according to criminal law. The two types of inchoate harm are, inferential 

and potential. When a fraudster sends out phishing e-mails, apart from individual harm to the 

ones successfully victimized, the offender sought to inflict harm to those also that did not respond, 

which is characterized as inferential inchoate harm. For example, online posting of police officers 

personal information can lead to their injury (Brenner, 2003) which appertains to the residual 

category of potential inchoate harm.  

3.9 Textual schema-based incident description 

The elements of the incident features presented in this chapter, can be combined under specific 

ordering to extensively describe the cybercrime incidents, identified until now. The textual 

schema-based incident description is: 

A cybercrime [INCIDENT] is an [IDENTIFIED OFFENCE] committed by the [OFFENDER(S)], 

conducted through [ACCESS VIOLATION], against the [TARGET] of [VICTIM(S)] resulting in 

[HARM]. 

The presented textual description can transmute accordingly for each cybercrime incident. The 

words in brackets are the identified features as previously presented, and for implementing the 

schematic description proper elements should be assigned. The combination of elements requires 

cognizance for appropriate selection, to avoid ineligible interrelations. The outcome though is an 

extensive and accurate description, comprehensible to any reader as explained in the following 

example. 

The cybercrime incident of pc hacking is identified as the offence of illegal access 3  and is 

committed by cyber-criminals that seek illegal profit, script kiddies whose motive is usually to 

prove skills and online social hackers with multiple objectives, that take advantage of their social 

skills. The crime is committed either locally e.g. by illegally logging in a computer system, or 

remotely through distribution of malware using internet, telecommunication network, etc. What 

offenders usually target in such cybercrime incidents is the availability, integrity and 

confidentiality of the computer system and its data, while the victim is an individual, a company 

or organization. Lastly the imposed harm is loss of property, substantial damage and emotional 

distress. The produced schematic description of this specific incident is: 

The hacking of a computer system [incident] is the offence of illegal access [identified offence], 

committed by a cyber-criminal, script kiddie or online social hacker [offender], conducted either 

                                                   

3 Thorough analysis of all identified offences follows in chapter 4. 



CAMCO: A Framework for Classification, Analysis & Monitoring Cybercrime-related Offences 

page 25 

through local access, or remotely through telecommunication network and internet [access 

violation] against the property and computer system availability, integrity and confidentiality 

[target] of an individual, company or organization [victim], resulting in loss of property, 

substantial damage and emotional distress [harm]. 

3.10 Summary 

This chapter presented the features of cybercrime incidents and their respective elements, as 

reviewed and identified by the author. This procedure came through answering basic questions 

related to incident aspects as a result of extensive literature research.  The establishment of a 

detailed description of cybercrime incidents and their unique features, along with a conception of 

systematic combination of the various elements-characteristics, provides common ground for 

understanding and would probably assuage communication adversities between agencies, nations 

and organizations. A mechanism that interrelates these characteristics is convenient for 

generating consistent and detailed descriptions of cybercrime incidents, a meticulous introduction 

of which is due, at chapter 7. 
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CHAPTER 4 

Offence classification system for 

cybercrime incidents 

 

This chapter presents a sustainable classification system of cybercrime offences, encompassing all 

identified incidents until the time being. This chapter begins by presenting both the purpose for a 

comprehensive classification, and the followed methodology for the conception. Next sections are 

dedicated to detailed analysis of the different offence types and elaborate description of the 

criminal offences defined under each type. Finally, a visual interconnection between feature 

elements of a specific offence type is indicatively presented, to highlight that distinctive 

characteristics depend largely upon the nature of the specific offence type. A detailed presentation 

for every cybercrime type introduced in this chapter, follows in chapter 7 as part of the proposed 

framework. 

4.1 Purpose and methodology of the proposed classification 

An important issue in relation to understanding cybercrime is the lack of a concise classification 

of the offences it entails, independent of the author’s perspective and focused interest. The term 

‘cybercrime’ encompasses a broad range of criminal activities that are complex in nature, 

constantly evolving and utilizing new means of invasion, as exhibited in the previous chapter. 

These facts stress the need for a detailed classification system of cybercrime offences to categorize 

and match the various cybercrime incidents to corresponding offences and, thus, take the 

necessary actions and apply appropriate policies. Such a classification is considered essential for 

effective incident interpretation and overall management.  

As proposed, the offences are ordered in a two-layer classification system based on specific criteria 

to assist in better classification and correlation of their respective incidents. The first one consists 

of the four different types of cybercrime offences introduced in the convention on cybercrime 

(Council of Europe, 2001c) with the author’s addition of a new type: the combinational offences. 

For each layer-1 offence type, there are layer-2 sub-categories based on further analysis by the 

United Nations specialized agency for information and communication technologies - ICT 

(Gercke, 2012). The author proposes this two-layer consolidation of cybercrime offences along 
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with appropriate modifications and updates to provide a comprehensive classification. The system 

is based on an international treaty adopted by many state legislatures and a publication deriving 

from an international cooperation between governments (Member States) and the private sector 

(Sector Members, Associates and Academia). This certified selection provides the possibility to 

the proposed system, to serve as a common reference overtaking obstacles deriving from 

misconceptions, regarding cybercrimes with cross-border activities. 

4.2 Proposed classification system  

The layer-1 classification of cybercrime offences provides a set of five generic categories or types 

as follows: 

 Type A: Offences against the confidentiality, integrity and availability of computer data 

and systems; 

 Type B: Computer-related offences; 

 Type C: Content-related offences; 

 Type D: Offences related to infringements of copyright and related rights, and 

 Type E: Combinational Offences 

Type A includes the core of computer-related offences, offences against the confidentiality, 

integrity and availability of computer data and systems, representing the major threats, as 

identified in the discussions on computer and data security to which electronic data processing 

and communicating systems are exposed (Council of Europe, 2001b). The types of crime covered 

are mostly unauthorized access and illicit tampering with systems, programs or data. 

Type B includes cybercrime offences in which computer and telecommunication systems are used 

as the method to attack specific legal interests that are mostly protected already by criminal law 

against attacks using traditional means. Computer-related fraud and forgery have been added by 

following suggestions in the guidelines of the Council of Europe Recommendation No. R (89) 9 

(European Committee on Crime Problems and Council of Europe Directorate of Legal Affairs, 

1989). 

Type C encompasses the offences that require the use of computer systems as a medium and entail 

abusive content. It includes sexual exploitation of children, illegal pornography, religious offences 

and cyberbullying, offences with content considered abusive for most western countries.  

Type D offences were included in the convention treaty (Council of Europe, 2001c)  because 

copyright infringements are one of the most widespread forms of computer-related crime and its 

escalation is causing international concern.  
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layer-1 layer-2 

Type A  

Offences against the confidentiality, 

integrity and availability of computer 

data and systems 

A1. Illegal Access (hacking, cracking) 

A2. Illegal data acquisition (data espionage) 

A3. Illegal Interception 

A4. Data Interference 

A5. System Interference 

A6. Misuse of devices 

Type B  

Computer-related offences 

B1. Computer-related forgery  

B2. Computer-related fraud  

B3. Identity theft  

Type C 

Content-related offences 

C1. Pornographic Material  

C2. Child Pornography  

C3. Religious Offences 

C4. Cyberbullying  

C5. Illegal gambling and online games  

C6. Spam and related threats  

C7. Racism and hate speech on the Internet  

Type D 

Offences related to infringements  

of copyright and related rights 

D1. Copyright-related offences  

D2. Trademark-related offences  

Type E 

Combinational Offences 

E1. Phishing  

E2. Cyber laundering  

E3. Cyberwarfare  

E4. Terrorist use of the Internet 

Table 4.1 Proposed Classification System of Cybercrime Offences 

Due to increasing law enforcement collaboration and public concern-alert, offenders improvise 

and progress their methods to maintain their effectiveness. Criminal activities such as cyber 

laundering, phishing and terrorist use of the internet cover acts that combine several different 

offences in sole acts, which necessitates the introduction of Type E category.  

It is important to highlight that the proposed classification system is not based on a unique 

criterion that is used to distinguish the different types. Three types (A, C, D) focus on the object 

of legal protection whereas type B focuses on the method used to commit the crime. This can, in 
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some cases, lead to overlapping between categories which is expected when considering the 

diversity of offences. However, the extent of overlapping is limited compared to other 

classification systems. Also, the author updated the level-2 classification of offences in relation to 

Gercke’s analysis, to incorporate their point of view, and simultaneously provide a contemporary 

and consistent list. Examples include the transferring of the offence ‘Misuse of devices’ from Type 

B to Type A, because it may require a computer system to occur, but the exclusive motive of the 

misuse is unauthorized access and illegitimate tampering.  

According to Gercke (2012), as content-related offences were also categorized ‘Libel and false 

information’, which the author regards as ones of lower esteem and relatively  difficult 

incrimination, not needing to come under a discrete sub-category. In this category, however, it 

was essential to add the offence of ‘cyberbullying’ because this social problem has erupted at the 

same time as social media showed up. Table 4.1 presents the two levels of proposed offence 

classification system. For each identified offence, the author provides a detailed description based 

on literature review findings. 

4.3 Offences against the confidentiality, integrity and availability 

of computer data and systems (Type A) 

The criminal offences defined under Type A, are intended to protect the confidentiality, integrity 

and availability of computer systems or data and not to criminalize legitimate and common 

activities inherent in the design of networks, or legitimate and common operating or commercial 

practices (Council of Europe, 2001c). 

4.3.1 Illegal Access (hacking, cracking) 

In accordance with the federal Computer Fraud and Abuse Act (U.S House of Representatives, 

1986) hacking is the offence in which someone knowingly accesses a computer without 

authorization or exceeds authorized access, and by means of such conduct aims for personal 

benefit. For instance, offences that are described as hacking, are the mass sending of ‘spoofing’ 

emails that contain malicious software such as key loggers (which recover every keystroke), port-

scanners and rootkits, the setting of websites that intend to acquire users’ passwords, breaking 

the security code, or gaining access to databases of password-protected websites. Especially, the 

information accessed may be manipulated or distributed, while the websites and accounts may 

undergo denial-of-service attacks (DoS) to crash. Furthermore, there has been an outburst of 

politically motivated attacks through distributed malware targeting either organizations (Hardy 

et al., 2014), or individuals.  
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4.3.2 Illegal data acquisition (data espionage) 

It is widely known that critical information of immense financial, political and personal 

significance is being stored in numerous computer systems. The ubiquitous use of the internet and 

the ability to access this information through wired and wireless devices, has aroused the interest 

of offenders for data espionage.  

The means of illegal data acquisition are the same ones used for illegal access, plus some non-

technical ones such as ‘phishing’ and ‘man-in-the-middle attack’ (MITH), which use methods of 

‘social engineering’. A man-in-the-middle attack aims at misleading the authentication processes 

and succeeds only when the offender can impersonate each endpoint to their satisfaction as 

expected from the legitimate other end. Depending on the recipient’s profile and attributes, 

suitable methods are applied for deceiving and manipulating the user. According to Hardy et al. 

(2014), social engineering appears to be of greater importance, for the offenders, than the technical 

sophistication of the malware attached. 

Lastly, relatively new but very effective are the Advanced Persistent Threats (APT) which refer 

to a combination of stealth processes, aiming to a particular entity. This attack is launched by 

skillful agents and its main purpose is to illegally acquire data leaving no traces, even if a 

prolonged duration of operation is needed. The adversaries’ mission is well organized, following 

strict directives and guidance (Binde et al., 2011), while the resources and budget of these attacks 

are of lesser importance. The alarming feature of APT though, is that they are used against 

sensitive State, military and industrial organizations, and that the exploitation and evasion 

techniques used, are mostly unknown (zero-day) to the security community (Virvilis et al., 2013).  

4.3.3 Illegal Interception 

This category comprehends illegal interceptions of computer data and every type of digital 

communication (such as emails) between users. According to the Office of the UN High 

Commissioner for Human Rights (OHCHR) et al. (2007), illegal interception of computer data is 

the offence in which the offender intercepts nonpublic transmissions of computer data to, from or 

within a computer system including electromagnetic emissions from a computer system carrying 

such computer data. This interception also has to be without right and be carried out using 

technical means. 

This offence can take place either on the physical or network layer. The offender targets any 

communication infrastructure such as rooting devices, fixed lines, and wireless transmitters 

whereas on network layer, services like chat, e-mail, VOIP, teleconference, SIP etc. An intelligent 

and rapidly expanding type of interception, involves the deceiving naming of a wireless access 

point by offenders, so that users connect to it, and they gain access to sensitive information. The 

https://en.wikipedia.org/wiki/Mutual_authentication
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fraudulent access point is named after nearby wireless access points that seem normal such as City 

WAPs, bars, restaurants, cafes, hotels etc. 

4.3.4 Data Interference 

The data stored in computer systems are extremely important for individuals, companies and 

administrations, which leads to the conclusion that every unauthorized modification or access 

constraint would be crucial. Nowadays accessing data can be accomplished also remotely, through 

cloud-based platforms, which means that physical contact with the system is not necessary for the 

offender. According to the convention on cybercrime summary (Council of Europe, 2001a)  this 

offence involves the intentional damaging, deletion, deterioration, alteration or suppression of 

computer data without right. These acts can be easily conducted through distributed computer 

viruses combined with lack of suitable protection of the system targeted.  

4.3.5 System Interference 

Alternatively, offenders target the computer systems and their seamless operation instead of the 

data stored in them, as this has the same result with the offence of data interference. System 

Interference can be achieved either through physical attack or remotely with the use of computer 

worms, denial-of service (DoS), distributed denial-of-service (DDoS), HTTP POST DoS, 

Application-layer floods, Slow Read attack, etc.  

Remote attacks can be conducted with the use of computer worms. A computer worm is a 

malicious software that duplicates itself, using system resources, to spread and overpower the 

computer system. Often, it uses a computer network to augment, aiming to security holes and 

breaches that are flaws or susceptibilities in a system that can be exploited. Subsequently, worms 

hinder the smooth running of the computer system or network, depending on the ‘payload’ they 

encapsulate (Weaver et al., 2003). Other well-known forms of web-based attacks are denial-of-

service (DoS) attacks. These either try to crash services or flood them, to prevent legitimate users 

from accessing them. The targeted computer system is flooded with numerous requests, resulting 

in system crash and hereupon unavailability of services, data stored, etc. 

4.3.6 Misuse of devices 

According to the Office of the UN High Commissioner for Human Rights (OHCHR) et al. (2007), 

a person commits the criminal offence of misuse of devices, when he or she, without right and 

intentionally produces or by any means makes available a device, computer, password or similar 

data for the purpose of committing the criminal offences mentioned above. Additionally, the same 

offence is carried out, when a person possesses any of the devices, passwords, access codes or 

similar data, with intent that it be used for the purpose of committing any of the above offences, 

regardless of who produced them, As accented in the details of convention on cybercrime treaty 

https://en.wikipedia.org/wiki/Computer_network
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(Council of Europe, 2001d) the possession shall not be interpreted as imposing criminal liability 

where the production, sale, procurement for use, import, distribution or otherwise making 

available or possession is not for the purpose of committing those offences. 

The proper tools used to commit misuse of devices have evolved especially, for relatively simple 

offences. The only tools needed are a computer system with internet access, but when the attack 

is complex, sophisticated software personalized to the victim are necessary. Using these software 

tools, the offenders can decrypt encrypted communication, inject computer viruses and hack a 

computer system only with the press of a button. 

4.4 Computer-related offences (Type B) 

The offences in this category need a computer system to be conducted. They are separated in three 

classes: computer-related forgery, computer-related fraud and identity theft. 

4.4.1 Computer-related forgery 

This offence is about fraud and related activity in connection with identification documents, 

authentication features, and information (SSA, 2011). The composing of a document that 

fraudulently appears to originate from a legitimate author, the modification of an image or video 

for defamation or as a proof in front of juries, and the alteration of a document or text to deceive, 

are examples of computer-related forgery. Forgery plays a key role in the success of other 

cybercrimes such as phishing, in which the victim is encouraged to disclose sensitive personal or 

financial information. This can be achieved by gaining the victim’s trust regarding the sender’s 

authenticity with the use of proper forgery techniques. 

4.4.2 Computer-related fraud 

The types of internet fraud that law enforcement agencies mostly observe are  Internet Auction 

Fraud,  Non-Delivery of Merchandise, Credit Card Fraud,  Investment Fraud, Internet pyramid 

schemes and  Advance Fee Schemes. The most common are internet auction fraud and non-

delivery of merchandise, due to the outbreak of e-commerce websites. Inevitably, users stumble 

upon unreliable websites and scam retailers when trying to obtain a product, regardless of the 

constant efforts done by law enforcement officials and internet auction houses.  

According to Dolan (2004) it has not been perceived as a serious problem for a number of reasons 

including the relatively small monetary losses that the victims suffer, the supposition of victims 

that law enforcement will not assist them, a feeling of embarrassment, and not knowing how to 

report this type of fraud. Another typical computer-related fraud is advanced fee scheme that 

occurs when the victim pays money to somebody in anticipation of receiving something of greater 

value, and then receives little or nothing in return. The advance fee schemes may involve the sale 

https://www.fbi.gov/scams-safety/fraud/internet_fraud/internet_fraud#iaf
https://www.fbi.gov/scams-safety/fraud/internet_fraud/internet_fraud#iaf
https://www.fbi.gov/scams-safety/fraud/internet_fraud/internet_fraud#ndm
https://www.fbi.gov/scams-safety/fraud/internet_fraud/internet_fraud#ccf
https://www.fbi.gov/scams-safety/fraud/internet_fraud/internet_fraud#inv
https://www.fbi.gov/scams-safety/fraud/internet_fraud/internet_fraud#419_int
https://www.fbi.gov/scams-safety/fraud/fraud#advfee
https://www.fbi.gov/scams-safety/fraud/internet_fraud/internet_fraud#ndm
https://www.fbi.gov/scams-safety/fraud/internet_fraud/internet_fraud#ndm
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of products or services, the offering of investments, lottery winnings, ‘found money,’ or many 

other ‘opportunities.’ The offenders will offer to find financing arrangements for their victims who 

pay a ‘finder’s fee’ in advance.  

4.4.3 Identity theft 

The increasing growth of the requirement of identifiability contributed towards the increase in 

identity theft, as some sought to use it in frauds and others considered the theft as the only way 

to hide their own identity (Finch, 2003). Due to this outburst, the Federal Trade Commission in 

2000 labeled identity theft as the fastest growing crime of our time (Council of Europe, 2001e). As 

stated by Paget (2007) identity theft is used to describe the theft or assumption of a pre-existing 

identity (or significant part of it), with or without consent, and regardless of whether the person 

is dead or alive. 

There are three separate phases in committing the offence of identity theft. Firstly, the offender 

illegally obtains information regarding the victim’s identity with the use of either physical method 

such as stealing data from storage devices and mail theft, or with the use of search engines, 

malicious software, insider’s attacks, and phishing through social engineering. At the second 

phase, the offender can take advantage of the identity information, by selling for example credit-

card records to others. Lastly, the third phase, involves the use of the identity information which 

most of the times leads to new offences such as forgery, financial fraud and falsifications (Gercke, 

2007). 

4.5 Content-related Offences (Type C) 

This category encompasses all offences considering matters of illegal content such as 

pornographic material distribution and access, child pornography and insults of religious symbols. 

At this point has to be underlined the fact that in each country, judiciary and legislators have to 

consider the regional moral and cultural principles, during their duty. This entails that a national 

approach can, in fact, interfere with the legal system of another country, obfuscating the labeling 

of these offences and consequently the law enforcement procedure. 

According to article 10 of the European convention on human rights (Harris et al., 2014) the 

freedom of expression is the right to hold opinions and receive and impact information and ideas 

without interference by public authority and regardless of frontiers. On the other hand, this 

fundamental right is subject to certain restrictions that are ‘in accordance with law’ and ‘necessary 

in a democratic society’, among others for the prevention of disorder or crime, and for the 

protection of the reputation or rights of others (Renucci, 2005). 
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Towards this direction is also the approach of the Johannesburg Principles on National Security 

(United Nations High Commissioner for Refugees, 1995), in which it is stated that the right to 

freedom of expression ‘may be subject to restrictions on specific grounds as established in 

International law, including for the protection of national security’. This vague state of affairs has 

led to numerous offences, as the preponderance of west societies believe that the freedom of 

expression is above restrictions.  

4.5.1 Pornographic Material 

Due to internet’s nature, pornographic material can be easily distributed throughout the world 

with extreme advantages for retailers of pornographic material. According to Ropelato (2006) the 

12% of the websites on the internet are pornographic, which is translated in 4.200.000 sites, 

involving live streaming, downloading, adult chat rooms, instant messaging, etc. 

Throughout the world, depending on the society’s tolerance, framers have criminalized 

pornography to different extent. For example, accessing a porn website and exchanging 

pornographic material is legal for adults in most west countries, but the access is prohibited for 

minors because of the potential negative influence in the child’s mentality and development. This 

exposure to pornography is most times unintentional, as children either stumble upon it when 

searching for information, or as a pop-up advent, pornographic images appear to interrupt an 

ordinary activity. However, 10% of internet users between 9 and 19 have sought out pornography 

on the internet on purpose (Livingstone and Bober, 2004).  

4.5.2 Child Pornography 

Child pornography use is constantly attracting attention, due to the increased availability and 

distribution of this content through the internet. More individuals get arrested for child 

pornography offenses and either receive mental treatment or get imprisoned. It is very likely, 

however, that detected offenders represent only the a small percentage and that most child 

pornography offender remain undetected (Michael C Seto et al., 2014). 

The number of detected online sex offenders has drastically increased since the early 2000, as have 

the resources available for detecting these online sexual offences. Most detected online sex 

offenders are convicted of downloading or possessing child pornography (Babchishin et al., 2015).  

According, however, to Seto et al. (2006) a history of child pornography offences is a valid 

diagnostic indicator of pedophilia, which arouses a huge concern when combined with the limited 

detection rates. 

The market of child pornography is highly lucrative with huge funds paid from collectors to 

retailers. Illegal content with sexual intercourse involving children, cannot apparently be available 
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to anyone as the retailers would easily get arrested. In order for the transaction to be carried out 

safely for both sides, most material is exchanged in forums requiring former registration and 

sanction. Therefore, law enforcement personnel seeking offences has little chances to gain access, 

unless it carries out undercover operations. 

4.5.3 Religious Offences 

A constantly rising number of websites presents material related to religion that in some countries 

is considered abusive. An example of this material is a pejorative written statement for religious 

matters or a satirical cartoon publication of a religious symbol. 

The internet provides to individuals the opportunity to express opinions without having to reveal 

their identity. This is attributed, among others, to the convenient registration to most websites 

even using false personal information, and to anonymity in commenting. Freedom of expression 

though has a key role in the internet’s success, and such material is distributed daily from well-

known sites, authors and bloggers. However even though a content publication is considered 

legitimate in one country, this material can be accessed from countries with stricter regulations, 

with a potential expostulation. 

4.5.4 Cyber bullying 

The internet is a useful implement for kids and teenagers regarding social interaction and 

collaborative learning experiences. Nevertheless, apart from  excitement and adventure, it can be 

extremely dangerous, as users are a few keystrokes away from harming other (Franek, 2005). 

Most researchers agree that the use of internet or telecommunication networks are compulsory 

in cases of cyberbullying and in contrary to common bullying. However, there are considerable 

difficulties in the actual conceptualization due to the fact that cyberbullying can take numerous 

forms and take place in every possible venue (Kowalski et al., 2014). According to von Marées and 

Petermann (2012), it is the intentional, continuous and aggressive action or behavior carried out 

by an individual or a group, through information or communication technologies. The methods 

used by bullies are constantly evolving, the most prevalent of which, are bullying through text 

messages, phone calls, emails, instant messaging and social media sharing. With respect to the 

consequences for victims, experiences of cyberbullying have multiple negative outcomes. Many of 

them develop reduced educational performance, difficulties in proper socialization  and affective 

disorders (Sticca and Perren, 2013), similar to the consequences of common bullying. 

4.5.5 Illegal gambling and online games 

The regulation of online gambling varies between countries, providing an opportunity for illegal 

businesses to act. The most online casinos are hosted in countries with deficient legislation 

regarding online gambling to achieve seamless operation. Users simply create accounts online, 
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gamble and transfer money, circumventing restrictions that would otherwise be insuperable. Law 

enforcement agents face great difficulties in tracing and incriminating those users, especially when 

they leave no trace of illegal activity, change the logging location and use false identities. In 2012, 

the European Commission adopted the Communication ‘Towards a Comprehensive European 

Framework on online gambling’, accompanied by a staff working paper (Schneider, 2013). This 

Communication sets out a methodology to enhance clarity on online gambling issues across the 

E.U for national authorities, related industries, operators and consumers (European Commission, 

2012).  

4.5.6 Spam and related threats 

Spamming is the massive emission of unsolicited messages that mainly purport to advertisement. 

Many forms of spam exist throughout the internet, such as  web search engine spam, spam in 

blogs,  instant messaging spam, internet forum spam and many more, but the most widely 

recognized form is email spam. According to the Messaging Anti-Abuse Working Group and 

others (2011), for a 18-month period, from July 2009 to December 2010, abusive email ranged 

from about 88% to 91% in a total of 200 billion unaltered emails delivered from 500 million 

mailboxes. These metrics do not clearly represent spam, because of the variety of spam definitions 

from country to country, but most emails can be considered spam pointing out the severity of the 

problem. 

The content of spam messages is mainly advertisements for products, services, illegal 

pornography and pyramid schemes, but frequently also malware. As a result apart from annoying 

and distracting the users, spam messages result in direct financial loss for companies, reduced 

productivity and breach of individual privacy (Blanzieri and Bryl, 2008). 

The offenders choose spamming to go after their objective, on the grounds that email distribution 

is inexpensive as the marginal cost for each electronic message is essentially zero. Moreover, the 

origin of spam messages is often difficult to determine, due to the use of unknown domains and 

the proper concealment of the message source (Marc Rotenberg and Samantha Liskow, 2004). 

Lately, extremely popular among spammers is the use of botnets based on numerous computer 

systems, with each computer sending limited number of emails. This circumvents the detection 

mechanisms applied by email providers, and makes it almost impossible for law enforcement 

personnel to track offenders. 

4.5.7 Racism and hate speech on the Internet 

The internet is breeding ground for radical groups to spread their propaganda, as it is a relatively 

regulation-free environment and their audience is global. Thus, numerous racism and hooligan 

groups, neo-Nazi and other far-right organizations coordinate their acts through internet 

https://en.wikipedia.org/wiki/Spamdexing
https://en.wikipedia.org/wiki/Spam_in_blogs
https://en.wikipedia.org/wiki/Spam_in_blogs
https://en.wikipedia.org/wiki/Messaging_spam
https://en.wikipedia.org/wiki/Forum_spam
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websites. The Simon Wiesenthal Center (2007) affirmed the existence of at least 7000 such 

websites in 2007, and bearing in mind internet growth of the last decade, this number is nowadays  

fiction. 

The extent to which this activity is considered illegal, differs among the countries throughout the 

world, depending on how freedom of speech is interpreted. Therefore, during the convention on 

cybercrime (Council of Europe, 2001c) an agreement could not be reached regarding a common 

position on the criminalization of xenophobic and racist internet activity. Consequently, an 

additional protocol was developed, addressing solely racist and xenophobic propaganda and 

aiming also at improving the ability of the Parties to make use of the means and avenues of 

international cooperation set out in the convention treaty in this area. 

4.6 Offences related to infringements of copyright and related 

rights (Type D) 

In this category, offences regarding copyright and trademark infringements are discussed. 

Through internet, individuals and companies distribute any type of files including products and 

media files, as part of a legitimate transaction. Unfortunately, all this intellectual property can be 

downloaded, copied and distributed, and therefore is subject to counterfeiting and copyright 

violations in general. 

4.6.1 Copyright-related offences 

The introduction of digitalization in the media sector, apart from highlighting the prominent role 

of the companies and institutions as providers of entertainment content, has also opened the door 

to new copyright violations (Van Eijk et al., 2010). File sharing, uploading and downloading of 

files, music, movies and games has flourished in the last 20 years, but experience has shown that 

the right holders do not consent to much of this activity, as it is most of times illegal and no 

payment is received. The detractors of file sharing assert that it may diminish the range of culture 

on offer and pare the opportunities for talents, which combined with the depletion of investment 

resources, could make cultural production practices inadequate for society’s needs for a wide 

variety of content (Huygen et al., 2009).  

File sharing relies on networks formed by computers, with the ability to transfer data. The 

network services are mostly peer-to-peer based and following the installation of proper software, 

users can share, search for and download files of any type (Oberholzer-Gee and Strumpf, 2007). 

Since the conception of file sharing back in 1999 and the famous Napster service, P2P file sharing 

internet service has evolved from sharing audio files encoded in mp3 format, to downloading a 

high definition feature film in less than two hours.  
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Second‐generation file‐sharing services eliminated centralized indexes. In these networks, users 

firstly connect to a single peer using a specific IP. The peer then informs the software about other 

peers along the network, practically decentralizing the search and the consequent download, 

making it improbable for P2P companies to evaluate whether the traded material is copyrighted. 

At first, this strategy was effective but following a Supreme Court’s decision after numerous 

judicial disputes, that a company distributing a device ‘with the object of promoting its use to 

infringe copyright’ could be liable for the resulting illegal acts, led to the settling of P2P companies 

with the entertainment industry (Oberholzer-Gee and Strumpf, 2010). The companies affected, 

apart from recurring to Courts, also implemented technology allowing copyright holders to 

restrict the use of digital media, in cases that customers buy limited rights only. This technology 

is called digital rights management (DRM) and its circumvention is also a very common copyright 

violation. 

The difficulties law enforcement agents confront during investigations vary and constantly 

evolve. One of them, is the fact that many countries have exceptions in usage that allow limited 

use of copyrighted material without the explicit agreement of the right holders, which exhibits 

the territorial efficacy of Copyright laws. Another one is the anonymous communication provided 

by recent versions of file-sharing systems (Androutsellis-Theotokis and Spinellis, 2004), making 

user tracing extremely difficult, if not impossible. 

4.6.2 Trademark-related offences 

The offences related to trademark rights include the use of trademarks in illegal activities, taking 

advantage of the good reputation a brand name or a well-known firm has. For example, during a 

spam, the offender can seek to deceive the victim with the use of a fraudulent trademark and 

consequently obtain valuable information through phishing. Such combinational offences though, 

will be the subject of the next forthcoming section. 

Another implementation of trademark-related offences is cybersquatting, in which the offender 

illegally registers a domain name similar to a brand name. Consequently, the cybersquatter 

precludes the company or owner from using their brand name, which they likely spent a great 

amount of time building. The trademark owner is therefore unable to take advantage of his own 

brand name, which may lead to considerable profit loss (Curtin, 2010). Offenders seek to sell the 

domain to the rightful owner for a high price, or to use it by selling counterfeits to misled 

customers through their supposed connection to the legitimate company. 
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4.7 Combinational offences (Type E) 

The last category of cybercrimes includes combination of offences that have already been 

mentioned in the four previous types. Complex scams may encompass many different consequent 

offences, which highlights the necessity for this type of offences. The most representative and 

common combinational offences are phishing, cyber laundering, cyberwarfare and terrorist use of 

the internet. 

4.7.1 Phishing 

The offence of phishing is a form of social engineering through which the attacker obtains 

sensitive information by fraudulently pretending to be a trustworthy third party (Jagatic et al., 

2007). The attack is mainly conducted with the use of spoofed emails, or through the installation 

of malware on the victims’ computers, however other methods may exist deriving from the 

attacker’s imagination and technical expertise. Consequently, the victims perceive these emails as 

legitimate providing sensitive information such as credit card and e-banking account numbers and 

passwords, thus, circumventing every possible security measure. It is of no interest whether a 

computer system is equipped with highly sophisticated firewall, anti-virus and encryption 

software and authentication mechanisms, if the individual using it falls for the phish. 

Phishing as a digital offence may seem to be a variant of spam, and therefore categorized in the 

content-related offences. Nonetheless, this kind of attack leads to extensive losses regarding 

sensitive intellectual property, customer information by companies, identity theft, national 

security secrets and trademark violations, illustrating its’ combinational character (Hong, 2012). 

4.7.2 Cyber laundering 

The internet provides multiple methods for money-laundering, due to its characteristics that 

attract criminals. For example, an offender can hide his identity, pretending to be someone else by 

means of IP spoofing, Wireless Fidelity technology, unprotected rooter connections and the use 

of pre-paid phones as modems. Moreover, financial transactions are depersonalized as no face-to-

face contact is necessary, and funds can be rapidly transferred throughout the world with little or 

no expense. Another great advantage for offenders is the fact that several jurisdictions and legal 

systems are usually involved in the case of cyber-laundering offences, as they are often cross-

border activities (Filipkowski, 2008). 

Because of the growing demand for micro-payments and the problematic use of credit cards, 

virtual currencies were developed in the last 20 years, providing the opportunity for internet users 

to engage in criminal activity.  One of the most widespread actualizations of cyber laundering is 

through virtual currencies, such as Bitcoin that uses P2P technology. The cyber launderer takes 
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advantage of  its decentralized character, as no central intermediates are used to ensure the validity 

of transaction (Cohen, 2011). Furthermore, the offenders use inaccurate information while 

registering to hide their true identity which restricts the ability of law enforcement to identify 

suspects by following money transfers, for example in cases related to child pornography 

(Coalition for International Justice, 2004). 

4.7.3 Cyberwarfare 

There is not a widely accepted terminology of cyberwarfare as it is also referred to as electronic 

warfare, cyberwar or information war. All the above are used to describe the usage of information 

technologies in conducting warfare through the web, having tremendous advantages such as the 

ability to take down an enemy without getting involved in a fight. In addition, attacks using ICT 

are generally cheaper and faster than ordinary military attacks, and can even be conducted by 

small states (Molander et al., 1996).  

In April 2007 Estonia came under cyber-attack in the wake of relocation of the ‘Bronze Soldier of 

Tallinn’, a Second World War memorial (Matt Murphy, 2010). This act apart from street riots, 

led to coordinated computer-related attacks originating from multiple countries. Initially Russia 

was accused as the instigator of the attack (Bright, 2007), further analysis though, unveiled the 

participation of computers situated in 178 countries (Eneken Tikk et al., 2014). These attacks 

targeted mainly government and private sector official websites and online services, causing major 

economic instability. Nonetheless, because neither of the attacks constituted an act of force, nor 

occurred within a war conflict between two countries, these attacks cannot be safely characterized 

as cyber warfare. 

Another important incident regarding cyber warfare, took place in July 2009 and the countries 

targeted were North Korea and the United States. The attack included three rounds of coordinated 

DDOS attacks against major government, media and financial websites (Reich et al., 2010). 

Initially the origin of the attacks was suspected to be solely South Korea but consecutive reports 

suggested that computers from many countries including South Korea, U.K, China and the U.S, 

participated in the attack. The problem of attributing the exact source of such attacks, leads to 

lack of demystification, letting the offenders -both individuals and States- unpunished. 

4.7.4 Terrorist use of the Internet 

Shortly after the 9/11 attacks, public concern aroused regarding the use of internet for terrorist 

actions. Computers seized in Afghanistan were proven to being used for the preparation of the 

attacks, either for collecting intelligence on targets, or for sending encrypted messages via the 

web (Thomas, 2003). This use of the internet cannot be characterized as cyber warfare, since there 

were no internet-based attacks. On the other hand, the web played, and still plays, a vital role in 
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the preparation of real world attacks, because it provides anonymity, numerous command and 

control mechanisms, and a relatively safe environment for terrorists to plan and coordinate 

attacks. Critical information regarding potential targets, can also be found throughout the web, 

easily and free of charge, such as high-resolution satellite pictures, architectural plans and manuals 

on how to build explosives. 

Terrorists also use the internet to raise funds for their activities. The immediacy of internet 

combined with its constant evolvement opens up a great opportunity for considerable financing 

through donations (Conway, 2006). This activity, though, carries the risk that law enforcement 

agencies may uncover and neutralize them, by tracking down financial transactions. 

Consequently, terrorist organizations have resorted to methods such as fake web shops to hide 

their identity, and therefore avoid discovery (Krzysztof, 2006). 

Finally, by hacking the computer and communication networks of critical infrastructure, terrorists 

can achieve their goals and induce civil disturbance, huge financial damage, and possibly chaos. A 

state’s sustainability and stability is highly depended upon the perpetual and abiding functionality 

of infrastructure, such as telecommunication systems, electric plants, water supply systems, 

transportation and financial institutions (Clinton, 1996). The investigation and the prevention of 

such network-based attacks presents considerable challenges and requires technical expertise and 

proper investigation technology. 

4.8 Visual Schema-based incident description 

The cybercrime categories introduced in this chapter, have many characteristics in common, 

which instigated research for the composition of this specific classification. The features describing 

the offences4 under each of the five proposed categories, are many times valued with specific 

elements depending on the nature of each category. Through a visual depiction of the related 

features of each category, the reader can observe similarities and evaluate their characteristics 

properly. 

As an example, figure 4.1 presents the interrelation of features for type A offences. These offences 

pertain to criminal activity that involves the requisite targeting of information and communication 

technologies. What can be highlighted is that the actual target is almost always non ICT-related, 

as the offender’s objective is to eventually gain profit, damage morality or social values. It is 

obligatory though that the initial target is ICT either of individuals or entities, or as part of an 

                                                   

4 layer-2 subcategories. 
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infrastructure network for the attack to be considered cybercrime. Further analysis with be 

composed in chapter 7 for all cybercrime offence types. 

 

Figure 4.1 Incident description schema for type A offences 

4.9 Summary 

This chapter introduced an optimal classification system, through consolidating an international 

treaty on cybercrime and a publication on cybercrime legislation deriving from multi-national 

cooperation. The layer-1 of the proposed system introduced five generic categories for offences 

with similar characteristics and was further scrutinized to specific incident types, providing an 

accompanying description of heretofore offences (layer-2).  The classification was then merged 

with the analysis of features presented in chapter 3, to produce a visual schema-based incident 

description, that emphasizes similarities. Extensive analysis of incident description schemas for 

all layer-1 types is presented in chapter 7, as part of the framework introduced. 
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CHAPTER 5 

Monitoring of cybercrime offences 

 

This chapter initially compares the proposed classification system of chapter 4 with existing 

sustainable taxonomies to examine its consolidation and prevalence. Consequently, the chapter 

analyzes recorded cybercrimes focusing in type A offences to evaluate their severity. It is 

important to mention that type A cybercrime offences, derive from threats applying to assets 

related to information and communication technology. In the chapter, cyber threat trends are 

merged together, and combined with a severity labeling system, to direct attention to the most 

severe threats to cybersecurity.  

5.1 Comparison with existing taxonomies 

Many surveys [((Hansman and Hunt, 2005)), ((Simmons et al., 2009)), ((Zhu et al., 2011))] are 

aiming to the conception of a classification model of either threat types and threats at different 

levels of detail, or cybercrime offences in general with various results concerning rightness, 

accuracy and adaptability. Through comparison of the proposed classification with existing 

prestigious taxonomies, one can comprehend relevancy, multiple correlations and possibly 

weaknesses in cybercrime classification, which gives rise to opportunity for revision. 

During this process, similarities and disparities are spotted and analyzed, between the proposed 

classification and the taxonomies introduced by: (a) the European Union Agency for Network and 

Information Security (ENISA), and (b) EUROPOL’s European Cybercrime Centre (EC3). 

5.1.1 The ENISA Taxonomy 

The purpose of ENISA taxonomy is to establish a point of reference for all threats applying to 

assets related to information and communication technology. These are materialized mostly in 

the web, while some of them despite being materialized in the physical world, affect data and 

cyber-assets. The developed taxonomy provides a possibility to arrange, modify and process threat 

definitions, by initially discriminating families of threats.  

 

 

ENISA threat taxonomy considers as high-level threats the following groups:   
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 Physical attack (deliberate/ intentional) 

 Unintentional damage / loss of information or IT assets 

 Disaster (natural, environmental) 

 Failures/ Malfunction 

 Outages 

 Eavesdropping/ Interception/ Hijacking 

 Nefarious Activity/ Abuse 

 Legal 

Table 5.1 matches the author’s proposed offence classification system with the ENISA high level 

threats. The purpose of this matching is to highlight the versatility and adaptability of the 

proposed classification system with existing taxonomies/classifications. Although the ENISA 

taxonomy refers to cybercrime threats and not offences in general, the associations are 

considerable, excluding only Content-related Offences and cyber laundering from the list. 

 
Proposed classification system of cybercrime 

offences 

Included in 
ENISA 

Taxonomy 

 
High Level Threats (ENISA) 

Layer 1 Layer 2 

 
TYPE A 

Illegal Access  
Eavesdropping/Interception/Hijacking, 
Nefarious Activity/Abuse 

Illegal Data Acquisition  
Eavesdropping/Interception/Hijacking,  
Nefarious Activity/Abuse, Legal 

Illegal Interception  
Eavesdropping/Interception/Hijacking, 
Nefarious Activity/Abuse, Failures/Malfunction 

Data Interference  
Eavesdropping/ Interception/Hijacking,  
Nefarious Activity/Abuse, Legal, Failures/Malfunction 

System Interference  
Eavesdropping/Interception/Hijacking,  
Nefarious Activity/Abuse, Failures/Malfunction 

Misuse of devices  
Eavesdropping/Interception/Hijacking,  
Nefarious Activity/Abuse 

TYPE B 

Computer-related Forgery  Nefarious Activity/Abuse 

Computer-related Fraud  Nefarious Activity/Abuse 

Identity Theft  Nefarious Activity/Abuse 

 
 
TYPE C 
 

Pornographic Material  − 

Child Pornography  − 

Religious Offences  − 

Cyberbullying  − 

Illegal gambling and online games  − 

Spam and related Offences  Nefarious Activity Abuse 

Racism and hate speech on the Internet  − 

TYPE D 
Copyright-related Offences  Legal 
Trademark-related Offences  Legal 

 
TYPE E 
 

Phishing  Nefarious Activity/Abuse 

Cyber-laundering  − 
Cyberwarfare  Eavesdropping/Interception/Hijacking 

Terrorist use of the Internet  Eavesdropping/Interception/Hijacking 

Table 5.1 Identified cybercrime offences correlation with ENISA threat taxonomy 
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Type A offences derive utterly from threats categorized as Nefarious Activity/Abuse and 

Eavesdropping/Interception/Hijacking. In cases of Illegal Interception, Data Interference and 

System Interference, the type of threats they pertain to are Failures/Malfunction and specifically 

‘Failure of devices or systems’ and ‘Failure or disruption of communication links (communication 

networks)’. Lastly the offences of Illegal Data Acquisition and Data Interference are also 

categorized as the Legal threat ‘Abuse of personal data’. 

Computer-related offences (Type B) are classified as Nefarious Activity/Abuse Threat. Especially, 

under the threats of ‘Manipulation of information’, ‘Unauthorized activities’ and ‘Abuse of 

authorizations’. The offence of Computer-related Fraud derives also from the Physical attack 

(deliberate/intentional) Threat. 

Content-related offences (Type C) are almost entirely excluded from the list, as for instance a 

religious offence or one involving child pornography do not imperil cyber safety. Only Spam 

cybercrime is categorized in ENISA taxonomy as Nefarious Activity/Abuse, and specifically as 

the ‘Threat of receiving unsolicited, undesired, or illegal email messages’. The Type D offences 

are solely categorized as Legal Threats, and especially as ‘Unauthorized use of IPR protected 

resources’ (IPR- Intellectual Property Rights). Lastly, the Combinational Offences (Type E) can 

either be characterized as Nefarious Activity/Abuse for the case of phishing attacks, or 

Eavesdropping/Interception/Hijacking for the crimes that involve terrorists or cyberwarfare. 

5.1.2 The EUROPOL EC3 Taxonomy 

EUROPOL founded the European Cybercrime Centre (EC3) in 2013, to strengthen the law 

enforcement response to cybercrime in the European Union (EU) and to help protect European 

citizens, businesses and governments. Among others, EC3 provides highly specialized technical 

and digital forensic support capabilities to investigations and operations, and represents the EU 

law enforcement community in areas of common interest, such as policy development. Following 

this direction, EC3 published the ‘Common Taxonomy for the National Network of CSIRTs’ 

(EUROPOL-European Cybercrime Centre (EC3), 2016), which describes the common taxonomy 

for the classification of incidents within the National Network of Computer Security Incident 

Response Teams (CSIRTs). To avoid misinterpretation and multiplicity of approaches, EC3 did 

not apply any national or local act of Member States but strictly  international legal sources 

(convention on cybercrime treaty No.185 (Council of Europe, 2001c) and Directive 2013/40/EU 

(European Parliament and Council of the European Union, 2013)). As indicated before, the 

classification of incidents is performed along two vectors, type of incident and type of event, for 

the categorization to be grouped based on the lowest common denominator. To group sets of 
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incidents with comparable effects or goals, the various types of incidents are divided by generic 

classes as shown in table 5.2: 

Class of Incident Type of Incident 

Malware 

Infection 

Distribution 

C&C 

 Undetermined 

Availability 
DoS/DDoS 

Sabotage 

Gathering of information 

Scanning 

Sniffing 

Phishing 

Intrusion attempt 
Exploitation of vulnerability 

Login attempt 

Intrusion 
Exploitation of vulnerability 

Compromising an account 

Information security 
Unauthorized access 
Unauthorized modification/deletion 

Fraud 
Misuse or unauthorized use of resources 

Illegitimate use of the name of a third party 

Abusive content 

SPAM 

Copyright 

Child pornography, racism and apology of 
violence 

Other Other 

Table 5.2 Type of incidents division to classes 

The classification of incident types can be scrutinized and subsequently be compared to our 

proposed classification system to determine level of comprehensiveness. It is important to mention 

that specific cybercrimes associate to different classes or incident types, due to that a committed 

cybercrime has multiple distinct steps and aspects, related to different incidents as described by 

EC3. For example, the cybercrime offence of illegal access, can be committed through exploitation 

of vulnerability, login attempt (Intrusion attempt and intrusion classes) or infection (Malware 

class), resulting in unauthorized access (Information security class). In table 5.3, cybercrime 

offences under each type proposed by the author, are correlated to the incident taxonomy as 

introduced by EC3. 

Type A offences are categorized under the classes of Intrusion attempt, Intrusion, Availability, 

Malware, Information security, gathering of information and Fraud and depending on the offence 

characteristics an incident can have various types, e.g. Exploitation of vulnerability, Login 

attempt, Unauthorized access, Scanning and Sabotage. 
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Proposed classification system 

Included in 

EUROPOL’s 

EC3 

Taxonomy 

EUROPOL EC3 Classification of incident 

 

class 

 

Type 
layer-1 layer-2 

TYPE A 

 

Illegal Access √ 

Malware Infection/ Undetermined 

Intrusion attempt Exploitation of vulnerability/ Login attempt 

Intrusion Exploitation of vulnerability 

Information security Unauthorized access 

Illegal Data Acquisition √ 

Malware Infection 

Gathering of information Scanning/ Sniffing 

Intrusion Exploitation of vulnerability 

Illegal Interception √ 

Availability DoS-DDoS/ Sabotage 

Intrusion attempt Exploitation of vulnerability 

Intrusion Exploitation of vulnerability 

Data Interference √ 
Availability Sabotage 

Information security Unauthorized modification-deletion 

 System Interference √ 
Availability Sabotage 

Information security Unauthorized modification-deletion 

 Misuse of devices √ 
Malware C&C/ Distribution 

Fraud Misuse or unauthorized use of resources 

TYPE B 

 

Computer-related Forgery √ 
Fraud 

Misuse or unauthorized use of resources/  

Illegitimate use of the name of a third party 

Information security Unauthorized modification-deletion 

Computer-related Fraud √ Fraud 
Misuse or unauthorized use of resources/  

Illegitimate use of the name of a third party 

Identity Theft √ 

Fraud 
Misuse or unauthorized use of resources/  

Illegitimate use of the name of a third party 

Intrusion Compromising an account 

Information security Unauthorized access 

TYPE C 

 

Pornographic Material √ Abusive content Child pornography, racism and apology of violence 

Child Pornography √ Abusive content Child pornography, racism and apology of violence 

Religious Offences √ Abusive content Child pornography, racism and apology of violence 

Cyberbullying √ Abusive content Child pornography, racism and apology of violence 

Illegal gambling and online 

games 
x - - 

Spam and related Offences √ Abusive content SPAM 

Racism and hate speech on 

the Internet 
√ Abusive content Child pornography, racism and apology of violence 

TYPE D 

 

Copyright-related Offences √ Abusive content Copyright 

Trademark-related 

Offences 
√ 

Abusive content Copyright 

Fraud Illegitimate use of the name of a third party 

TYPE E 

 

Phishing √ Gathering of information Phishing 

Cyber-laundering x - - 

Cyberwarfare * 

Malware Infection/ Distribution/ C&C/ Undetermined 

Availability DoS-DDoS/ Sabotage 

Gathering of information Scanning/ Sniffing 

Intrusion attempt Exploitation of vulnerability/ Login attempt 

Intrusion 
Exploitation of vulnerability/  

Compromising an account 

Information security 
Unauthorized access/  

Unauthorized modification/deletion 

Terrorist use of the 

Internet 
* 

Malware Infection/ Distribution/ C&C Undetermined 

Availability DoS-DDoS/ Sabotage 

Gathering of information Scanning/ Sniffing 

Intrusion attempt Exploitation of vulnerability/ Login attempt 

Intrusion 
Exploitation of vulnerability/  

Compromising an account 

Information security 
Unauthorized access/ 

 Unauthorized modification/deletion 

Table 5.3 Identified cybercrime offences correlation to EUROPOL's EC3 taxonomy 
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Type B offences are incidents categorized by EC3 as Fraud, Information security and Intrusion 

and especially incident types of Misuse or unauthorized use of resources, Illegitimate use of the 

name of a third party, Unauthorized modification-deletion, Unauthorized access and 

Compromising an account. 

Due to that Type C offences are content-related, they are strictly correlated to EC3’s class of 

Abusive content. The types of incident are SPAM, Child pornography, racism and apology of 

violence. It is noticeable though that there is no reference to the cybercrime of illegal gambling 

and online games. 

Type D offences of our classification system describe copyright and trademark infringements. 

EC3’s incident classes are Abusive content and Fraud, and especially types of Copyright and 

Illegitimate use of the name of a third party. 

Lastly, regarding the combinational offences of Type E, only the cybercrime offence of phishing 

is clearly categorized under the class of Gathering of information. Regarding cyber-laundering 

there is no type or class of incident under EC3 taxonomy. The offences of cyberwarfare and 

terrorist use of the internet are typically not included in any class of EC3 taxonomy, nevertheless 

through analyzing the different incidents occurring during these offences, the author presume that 

they can be categorized under any class of Malware, Availability, Gathering of information, 

Intrusion attempt, Intrusion and Information security. 

5.2 Cyber threat frequency  

The critical question for both users and law enforcement agents, throughout the world, is threat 

frequency. The significance of the offended value and the methodology used by the attacker are 

inevitably combined with incident reports for a useful conclusion to be produced. So, how often do 

threats occur? The answer lies in numerous reports and statistics many of which are not open 

source, whilst others lack accreditation, indicating the need for certified sources. ENISA can surely 

be considered such, due to its involvement in developing advice and recommendations on good 

practice in information security. So, responding to the evolving threat environment, ENISA 

composed four annual reports from 2012 to 2015, in which the author will presume upon to 

analyze the trends. 

The threat prioritization in each report has been performed mostly by means of a combination of 

frequency of: (i) appearance/reference and (ii) number of incidents. As a result, the author created 

a comparison table of the top 15 cyber-threats and their trends, hereupon the collation of 

information. Each trend derives from the comparison of threat frequencies between two 
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consecutive years, except for the Threat Landscape 2012 (Marinos and Sfakianakis, 2013), in 

which the frequency was assessed against information of the last years.  

Before conducting each Landscape, ENISA’s specialists had to analyze and consider, primarily, 

open source data, a slew of which was necessary for each report to be intimate. In Threat 

Landscape 2012, over 120 reports from security industry, networks of excellence, standardization 

bodies and other independent institutes had to be considered. The corresponded analyzed reports 

and sources for 2013’s report, exceeded the number of 250 (Marinos, 2013), while in 2014’s 

Landscape the references to relevant sources on threats, were over 400 (Marinos, 2015). In 2015 

report, besides 380 open source resources processed, ENISA specialists also used information 

provided by MISP platform, CERT-EU and the cyber-security portal CyjAX that provided 

ENISA with pro bono access. Confidential and classified information found while accessing those 

platforms were only taken into account for the composition of the report, without any disclosure 

of this material (Marinos et al., 2016). 

5.3 Threat severity analysis 

The accumulated information regarding threat trends is summarized in table 5.4. As mentioned 

before, the rates deduced in ETL 2012, are in regards to incident numbers and appearance 

frequencies of previous years, which accentuates that the analysis extends beyond the four years 

of the conducted reports. Moreover, the last column provides the matching of top cyber threats 

to the cybercrime offences they lead to, based on the proposed classification system. A plus (+) 

symbol indicates a rise while a minus (-) symbol indicates a drop in a frequency of a threat the 

corresponding year. Zero (0) indicates frequency steadiness. 

From the top fifteen threats to cybersecurity, eight lead solely to Type A cybercrimes, while 

“Insider Threat” can lead to both Type A and E offences. This is due to the increased rates of 

cyberespionage and social engineering activities, which open up a large variety of exploitation 

channels for all kinds of misuse based on insider knowledge (IBM  Corporation, 2015). Moreover 

“Exploit kits” should be considered the agent of A1 offences, rather than the ones inducing them, 

as they are an automated means for the deployment of malware. Likewise, “Botnets” are one of the 

most important infrastructure components for the deployment of Type A and E cyber-attacks. 

They consist of C&C, or C2 servers and a large number of infected computers that participate in 

an attack and can be remotely managed. 

The trends of eleven threats in total are labeled and classified through considering the tendency 

between two consecutive trends. In table 5.5, every combination of consecutive trends is presented 

with a threat severity label.  This label is produced based on specific combinations of trends that 
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characterize a cyber-threat regarding its severity. By verbalizing how crucial a threat is 

considered based on its recorded trends, the focus area can be directed accordingly prioritizing 

the active, critical and especially the hypercritical trends. 

Top Threats 2012 2013 2014 2015  Layer 2 

Web-based Attacks 
(“Drive-by exploits or downloads” in reports 
2012,2013) 

+ + + + A1 

Malware 
(“Worms/Trojans” in reports 2012, 2013, 
2014.  
Rogue Certificates Threat added in 2013) 

+ + + + A1 

Web Application attacks 
(“Code Injection” in reports 2012,2013,  
and “web application attacks/injections” in 
2014) 

+ + + + A1 

Exploit Kits + + - + Means of A1 

Botnets + 0 - - Means of A1/A2/A3/E1 

DoS 0 + + + A3 

Phishing 0 + + 0 E1 

Data Breaches 
(“Compromising confidential Information” in 
report 2012) 

+ + + 0 A1/A2 

Ransomware/Rogueware/Scareware 
(Ransomware added in reports 
2013,2014,2015) 

0 + - + A1/A2 

Spam - 0 - - C5 

Cyber espionage 
(“Targeted attacks” in reports 2012, 2013.  
Watering Hole threat added in reports 
2013,2014) 

+ + + + E3/E4 

Physical Theft/Loss/Damage + + + 0 A2/A4/A5 

Identity Theft 
(Fraud threat added in reports 2013,2014,2015) 

+ + + 0 B3 

Information Leakage 
(“Abuse of Information Leakage” in report 
2012) 

+ + + + A1/A2 

Insider Threat (Malicious, accidental)   0 + A1/A2/A3/A4/A5/A6/E1/E3/E4 

Table 5.4 Annual Trends 

Trends Possible 
Combinations 

Threat Severity 
Year X-1 Year X 

0 

0 0 0 Neutral Threat (NT) 

- 0 - Neutral Threat (NT) 

+ 0 + Critical Threat (CT) 

- 

0 - 0 Neutral Threat (NT) 

- - - Diminishing Threat (DT) 

+ - + Critical Threat (CT) 

+ 

0 + 0 Active Threat (AT) 

- + - Active Threat (AT) 

+ + + Hyper Critical Threat (HCT) 

Table 5.5 The proposed threat severity classification 
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5.4 Severity deductions 

Following the severity classification on the top threats introduced in table 5.5, table 5.6 presents 

a monitoring system of threat severity based on time progression. The outcome is that by 

considering the incident occurrence frequency and categorizing each incident by its type, the 

corresponding threat is monitored. What is deduced from table 5.6 is that web-based attacks, 

malware, web application attacks and information leakage are constantly increasing in number of 

both incidents and appearances/references. They are continuously labeled as hyper critical threats 

to cybersecurity and it is important for stakeholders to take further actions and measures towards 

mitigation. On the other hand, botnets are gradually degrading from active, to neutral and finally 

diminishing threat, which is direct evidence that agencies are a step ahead from offenders. 

Likewise, physical theft/loss/damage and data breaches have degraded from hyper critical to 

active threats, which can be possibly attributed among others to cloud technology development 

and corporation enhanced measures accordingly. Lastly exploit kits and ransomware/rogue 

ware/scareware are critical threats with alternating periods of more or less activity. The severity, 

urgency and typical characteristics of the identified cybercrimes, require different preventive 

measures towards mitigation, while the same applies for the actions needed during crime 

conduction, and policies implemented in national or international level. The threat severity 

monitoring can assist in selecting the appropriate actions and measures that are included in the 

final view of the proposed framework. 

 2012 - 2013 2013 - 2014 2014 - 2015 

Hyper Critical 

Threat (HCT) 

 Web-based Attacks 

 Malware 

 Web Application attacks 

 Exploit Kits 

 Data Breaches 

 Physical Theft/Loss/Damage 

 Information Leakage 

 Web-based Attacks 

 Malware 

 Web Application attacks 

 DoS 

 Data Breaches 

 Physical Theft/Loss/Damage 

 Information Leakage 

 Web-based Attacks 

 Malware 

 Web Application attacks 

 DoS 

 Information Leakage 

Critical Threat  

(CT) 

 DoS 

 Ransomware / Rogueware / 

Scareware 

 

 Exploit Kits 

 Ransomware / Rogueware / 

Scareware 

 Insider Threat 

Active Threat  

(AT) 
 Botnets 

 Exploit Kits 

 Ransomware / Rogueware / 

Scareware 

 Data Breaches 

 Physical Theft/Loss/Damage 

Neutral Threat  

(AT) 
  Botnets  

Diminishing 

Threat  

(DT) 

   Botnets 

Table 5.6 Threat severity through time 
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5.5 Summary 

This chapter introduced a comparison of the proposed classification with existing and generally 

approved taxonomies, to fortify its sustainability and permanence. It was proved that the proposed 

classification is more extensive than the taxonomies of ENISA and EUROPOL, as it encompasses 

more particular offences and subcategories. Thereafter, the chapter presented a labeling system 

for cyber threats, that evaluates their severity regarding frequency of appearances/references and 

number of incidents. The analysis resulted in specific threats that need further attention and 

countermeasures, as they give rise to multiple type A offences. On the other hand, some threats 

seem to diminish as a combined result of law enforcement efficiency and evolution of practices 

adopted by offenders. 
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CHAPTER 6 

Cybercrime prevention & tackling 

 

This chapter presents an approach towards prevention, mitigation and tackling of cybercrime 

offences, through detailed introduction of: (a) involved stakeholders, (a) immediate actions to 

handle cybercrime incidents, (b) precautionary measures to prevent similar offences and (c) 

elaborate policies that suggest formal action towards each specific category of cybercrime. The 

introduced features are correlated with the proposed classification system of chapter 4, while an 

indicative interrelation of stakeholders and measures is briefly presented. The recommendation 

mechanism is detailed in chapter 7, as part of the proposed framework. 

6.1 Key elements of prevention and tackling 

It is important to properly assign cybercrime incidents to criminal offences utilizing a systematic 

approach and to allocate specific actions, measures and policies so that an incident is properly 

addressed in all levels –from immediate actions to national policies. Especially for cybercrime 

offences with high frequency of occurrences this can prove a quite useful guide. The constantly 

rising number of cybercrime incidents along with their severity in regards to consequences, has 

aroused public concern throughout the last decades, and exhorted agencies, legislators and 

international collaborations to recommend appropriate actions, measures and policies towards 

defending. A separation of these acts is essential, mostly regarding time of implementation as 

there are preventive measures and policies that precede response and tackling actions, also 

depending upon the different characteristics of each offense type in the proposed classification 

system. As a result, three type of features have to be introduced: 

 The stakeholders of policies, measures and actions, 

 The preventive measures and policies, and 

 The response measures and tackling actions. 

6.2 Stakeholders 

This element encompasses all parties involved with tackling cybercrime incidents or preventing 

them. The various elements of the feature are accordingly involved in cybercrime prevention or 
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tackling depending on cybercrime type, while common acts are more than necessary to enhance 

effectiveness and immediacy. 

Governments 

The need for a national cybercrime strategy, initialize governments to frame responses regarding 

prevention laws and policies. Their role also requires assignment of duties and responsibilities for 

involved institutions and agencies, along with proper organization and coordination of legal 

frameworks. Fight against cybercrime lastly requires global response due to its transnational and 

sophisticated characteristics, and this is accomplished through international agreements and 

cooperation. 

Private – Public sector organizations and institutions 

Private and public sector organizations also play a vital role against cybercrime, through proper 

organization and partnerships regarding the areas of regulation and prevention. Good practices 

and cybercrime incident management adopted by organizations, along with the establishment of 

successful public-private cybersecurity partnerships are necessary to prevent and address the 

evolving landscape.  

Internet service and hosting Providers 

Internet service and hosting providers control the systems upon which internet services run and 

amongst others, monitor and filter internet traffic, track illegal use of devices and store user data 

potentially valuable for enforcement agencies. Consequently, they play a key role in cybercrime 

prevention and have been assigned with critical responsibilities, obligations and jurisdictions 

always in collaboration with enforcement agencies. 

National and cross national law enforcement agencies 

Law enforcement agencies are responsible for recording, investigating and finally tackling IT 

crimes committed within their territories. Due to the transnational nature of cybercrime, agencies 

develop cooperation mechanisms and procedures, while multinational agencies such as Interpol 

and FBI develop cybercrime units for regulating this type of illegal activity (Broadhurst, 2006). 

Moreover, the accumulated expertise and dedication of agencies has evolved their role from 

strictly combating to also preventive regarding computer related offences. 

Academia 

Academic institutions also contribute towards cybercrime prevention, in particular, through 

development of appropriate legislation and policies, development in technical standards and 

technology, knowledge sharing and public awareness raising (Malby et al., 2013). Furthermore, 
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cooperation of academic respondents with policing agencies is more than important, due to 

university-based expertise.  

Users 

The actual victim of cybercrime incidents is most of the times individual users, which highlights 

the importance of preventive and response measures, that need to be taken from users themselves. 

By evaluating how critical the condition is regarding cybersecurity, and given the necessary tools 

to do so, users should adopt good practices throughout ICT usage. 

6.3 Preventive measures and policies 

The measures necessary for cybercrime prevention are divided in two main categories. There are 

typical preventive measures forming the core of cybercrime prevention that aim to cybercrime 

mitigation in general, and should be adopted by all involved stakeholders, as introduced in the 

previous section. Prevention is, however, possible only by considering the special characteristics 

of each crime, which means that sets of measures with customized methodology for specific 

cybercrime types, as introduced in the proposed classification system, are requisite. 

6.3.1 General preventive measures 

The typical measures towards cybercrime prevention are matched to the stakeholders that should 

apply them. 

Governments 

1. Promulgation of appropriate legislation (Ullah et al., 2015), and regular revision in 

accordance with international standards, regarding cybercrime. 

2. Establishment of national cybercrime-cybersecurity strategy. 

3. Effective and centralized leadership coordinated by both law enforcement agencies and 

CERTs. 

4. Development of efficient criminal justice, lesser bureaucracy in judicial procedures. 

5. Provision of required capacity in both expertized personnel and investigation-prevention 

tools to law enforcement agencies. 

6. Ensuring proper participation of civil society in the cyber-security policy development 

process. 

7. Merging of social theories with investigative methodologies and IT techniques to increase 

cyber-security (Me and Spagnoletti, 2005). 

8. Constant promotion of education and awareness campaigns including talks, briefings, public 

service announcements, social media alerts, reporting-advisory portals, etc.  

9. Continuous cooperation across government, society and the private sector. 
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10. Participation in international cooperation for the development of cybercrime legal 

frameworks (Orji, 2015). 

Private – Public sector organizations and institutions 

1. Employment of risk awareness and evaluation systems with immediate response plans. 

2. Development of modern procedures and up-to-date policies to manage those systems. 

3. Continuous training of employees on cybersecurity awareness, cloud computing and safe use 

of ICT devices. 

4. Informatics security enhancement, through using novel methodology, e.g. quality control 

circles (Felipe et al., 2015). 

5. Provision of organizational capacity in trained personnel followed by proper distribution of 

both personnel and duties. 

6. Reconsideration and limitation of privileges and access rights for accounts and computer 

devices. 

7. Management of individual  authentication and authorization, along with the provided 

privileges within or across system and enterprise boundaries (Verma and Singh, 2012). 

8. Reduce in personal data stored and held by corporation or institution as potential breaches 

entail associated risks. 

9. Identification of assets, threats, and vulnerabilities of the ICT systems to make proper 

investments  regarding cyber protection (Jerman-Blazic and others, 2008). 

10. Arrangement of frequent briefings/talks, to confute the false perception that one’s company 

or an employee’s public organization is not in danger. 

11. Usage of strong password authentication, user identification and authentication via hardware. 

12. Compulsory use of firewalls, and application of restrictions on specific IP connections. 

13. Backing up of technical controls (e.g. firewall) by operational controls such as continuous 

firewall rule reviews and on-going verification of these rules (Almadhoob and Valverde, 

2014). 

14. Evaluation and categorization of cybercrime incidents, with the introduction of proper 

classification systems and prioritization to cope with critical incidents faster and efficiently. 

15. Seizure of IT devices and machines potentially containing useful evidence of criminal activity. 

Internet service and hosting Providers 

1. Data retention by ISPs regarding specific types of data about customer online activities for 

specific time periods, during which, law enforcement agents can investigate with the required 

judicial or administrative authorization. 
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2. Compulsory data protection by ISPs in all countries, through implementing respective 

legislation. The data stored by providers is every public and private computerized file, which 

is subject to legitimacy. Law enforcement agents can access this data likewise. 

3. ISPs can be tasked with compulsory data breach notification. When personal data is disclosed 

or illegally acquired, ISPs should notify both victims and agencies to take appropriate 

measures to reduce the security impact. 

4. ISP protection from intermediary liability can provide the initiative for suitable actions 

following cybercrime incidents.  

National and cross-national law enforcement agencies 

1. Establishment of automated monitoring systems for national and cross-border illegal 

activities. 

2. Proper evaluation of computer security risks and remedies. 

3. Efficient role assignment and analytical procedures and investigation techniques (Broadhurst, 

2008). 

4. Assessment of potential cyber threats and precautionary lookup for mitigation acts. 

5. Utilization of civil resources to enhance  striking power, efficacy and accuracy of their work 

(Chung et al., 2006). 

6. Establishment of international cooperation between law enforcement agencies, backed by 

legislation in form of laws, directives and recommendations towards prevention and combat 

of cybercrime (Cerezo et al., 2007). 

Academia 

1. Academic institutions should foster enhanced knowledge development and sharing through 

their specialized educational programs, curricula and training/research centers. They should 

also promote applied learning and render assistance to societies regarding cybercrime, with 

the organization of workshops and conferences. 

2. Academics should provide productive legal advice and assist national and international 

legislative bodies on topics such as criminalization, constitutional and legal protection, etc. 

3. Universities through performing applied scientific research on ICT, should further produce 

technical standards and technological solutions available for public-private organizations, 

state infrastructure, law enforcement agencies and common users. 

4. Provision of technical assistance in the area of cybercrime to national, international law 

enforcement, criminal justice, corporations, small and medium business enterprises, other 

academic institutions and finally individual users (Malby et al., 2013). 

5. Establishment of useful cooperation with law enforcement in knowledge development, 

technical standards and technical assistance. 
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Users 

1. Appliance of all published system patches, security fixes and updates (Alkandary and Alhallaq, 

2016). 

2. Installation and frequent update of antivirus programs, spyware checkers and firewalls with 

regular scan performances. 

3. Strong password choosing and regular renewals. 

4. Backups and encryption of personal information through proper encryption software. 

5. Avoidance of unknown websites, in particular those asking for personal information, bank 

account or social account numbers. 

6. Cautiousness towards extremely tempting online offers, along with thorough evaluation 

before getting involved. 

7. Regular review of bank and credit card statements. 

6.3.2 Customized preventive measures  

At this point preventive measures customized to the proposed types of classification are being 

introduced, considering different characteristics of each category. These measures correlate to 

several stakeholders depending on jurisdiction and authority.  

Type A 

1. Software and firmware patching to the latest version supported by vendor. 

2. Application whitelisting concerning legitimacy in order for rogue software to be blocked 

(Directorate, 2014). 

3. Scanning implementation in all involved platforms and devices. 

4. Development of security policies that determine the exact procedures and steps after a 

malware infection. 

5. Development of security policies for the proper use of applications and programs. 

6. Frequent revision of malware response measures. 

7. Updated listing of potentially unwanted programs (PUPs), with regular guidelines to 

employees, to avoid installation. 

8. Software scanning for malicious activity, such as in web browser plugins. 

9. Traffic filtering of web browsers to record and take measures against web-based attacks. 

10. Uninstalling functions and software not necessary for organizations/institutions, such as 

Adobe flash plugin. 

11. Installation of specialized firewall for web applications (WAF) and network activity. 

12. Filtering traffic of web, network and mail channels. 

13. Bandwidth centralized management. 

14. Web application scanning for security holes and ongoing intrusion detection. 
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15. IP address blacklisting and consequent access blocking. 

16. Risk assessment and vulnerability scanning of ICT systems. 

17. Use of botnet sinkhole to gather information and mitigate. 

18. Development of security policies, that determine exact procedures followed for the detection 

of DOS/DDOS attack. 

19. Technical protection from DOS/DDOS attacks, such as firewall, ACL and load-balancer. 

20. Evaluation of DOS/DDOS protection, proper assignment of roles to all involved parties and 

regular efficiency tests. 

21. Categorization of data regarding importance and protection necessity, with implementation 

of the corresponding protection level to the data value. 

22. Proper measures for data loss prevention, in accordance with the introduced categorization. 

23. Encryption of personal information and data. 

24. Avoidance of storing data with clear text information. 

25. Scanning of application code with dynamic analysis for malicious activity, and static analysis 

for weaknesses in programming. These procedures should be implemented both manually 

and automatically. For more detailed analysis regarding weaknesses and code details, 

appropriate tools should be used. 

26. Proper classification of information processed or stored, considering different levels of 

privacy. 

27. Automated mechanisms for user data recovery.  

28. Regular performance of vulnerability scanning and subsequent management of flaws, 

especially for peripheral such as web and office applications or web infrastructure. 

29. Tool-based content filtering to block undesirable or superfluous attachments as well as mails 

with malicious content. 

30. Installation of up-to-date anti-virus and anti-malware programs to block malicious files, 

programs, etc. 

31. With proper evaluation of business information, cyber espionage risks should be estimated 

accordingly. 

32. Measures in form of policy against potential computer misuse. 

33. Deactivation of servers controlling botnets. 

34. Shutdown of domains from which malicious activity derives. 

35. Preliminary actions taken against suspected developers of malicious code. 

36. Customer notification and advice by ISPs in cases of confirmed botnet detection. 

37. Cooperation of ISPs with companies specialized in monitoring botnets, with techniques 

involving ‘‘honeypot’ machines to attract malicious software.  
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38. Direct control of all portable devices accessing a business network by administrators, to avoid 

pod slurping (Verma and Singh, 2012). 

Type B 

1. Protection of all physical identity documents and copies, against unauthorized access. 

2. Personal, sensitive and identity information should not be disclosed to recipients, with 

questionable purposes. 

3. Protection of identity data (e.g. web-banking account information, PINs and security codes) 

from accidental disclosure when using public devices, like ATM or POS. 

4. Bank statements or electronic receipts following financial transactions, should be carefully 

examined for flaws, counterfeit information and irregularities in general. 

5. Suspicious activity related to identity theft can be detected through monitoring your financial 

accounts and billing statements on a regular routine basis. 

6. Install pop-up blocking software to avoid identity theft and internet frauds during e-

commerce transactions, as legitimate companies never ask for personal information via pop-

up screens. 

7. Verification of electronic signature through automated procedures, like the online signature 

forgery prevention system (Bhatia et al., 2013). 

8. Regular data backups and account information update (e.g. web-banking or email user 

name/password). 

9. Minimization of personal information collection, prerequisite acquisition of consent and 

secure identification of user in transactions by public sector (Shim et al., 2009). 

10. Appropriate measures to prevent any alteration or forgery of access logs. 

11. Access log storage in separate storage devices and regular confirmation-supervision by ISPs. 

12. Use of public key or government certificates when public institutions transmit electronic 

documents containing personal information. 

13. Implementation of policies to overcome limitations in the e-government literature (Yildiz, 

2007). 

14. Use of government certificates combined with authentication methods with enhanced 

security like security tokens, OTPs and smart cards, concerning access privilege management 

(Shim et al., 2009). 

15. Adoption of technology-based security measures by most vendors to provide security for each 

transaction. 

16. Further layers of security through registration and monitoring procedures for both 

consumers and merchants in online payments (Centeno, 2002). 
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Type C 

1. Talks, and regular briefings carried out by law enforcement agencies, academia and 

organizations, to inform internet users for the restrictions of freedom of expression, regarding 

hate speech on the internet (United Nations High Commissioner for Refugees, 1995). 

2. Identification of certain types of content. 

3. Regular maintenance of anti-spam filters by email gateways. 

4. Automated blocking of executables sent through email, in cases of potential spam. 

5. Use of anti-spam software to reduce opportunities for crime, by intercepting  unsolicited bulk 

emails from reaching the account’s mailbox (Wall, 2004). 

6. Automated blocking of code, macros and link preload sent via email. 

7. User education to introduce self-questioning on matters like how comfortable they feel with 

an email content, who is the actual sender and how they evaluate the subject matter of an 

email (Marinos et al., 2016). 

8. Combat email-based cyberstalking by filtering and detecting cyberstalking emails and 

documenting evidence for identifying cyber stalkers as a prevention and deterrence measure 

(Ghasem et al., 2015). 

9. Implementation of actions aiming to sanction imposition for those providing tools to 

spammers. 

10. Implementation of actions aiming to sanction imposition for advertisers misusing services to 

distribute spam. 

11. Content filtering by ISPs of communication and data distributed through internet, for the 

detection of illegal content (e.g. child pornography) and hate speech on the internet. 

12. Regular analysis of the origin of emails and textual analysis for spam detection and blocking. 

13. Application of appropriate legislation that obliges ISPs to block access to illegal content (e.g. 

child pornography, illegal sexual material) or slow down traffic to make services 

inconvenient. 

14. Coordinated development and maintenance of worldwide lists of domains reported to contain 

material of a ‘severe nature’. 

15. Filtering content of web, network and e-mail channels, to block unwanted spam. 

16. Installation of commercial content filters  by users, to block internet sites that advocate 

hatred, violence or bigotry against homosexuals, Jews, immigrants, etc. (Tsesis, 2001). 

17. Application of suitable legislation that criminalizes child pornography, illegal pornography 

and hate propaganda, thus, discriminating freedom of expression from abuse (Henry, 2009). 

18. Implementation of cohesive policies in response to the changes in internet gambling 

provision, accessibility and participation. 
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19. Measures by provincial governments, such as the operation of internet gambling sites,  to 

block or reduce services from illegitimate offshore gambling websites (Gainsbury and Wood, 

2011). 

20. Implementation of regulations for proper use by internet gambling sites, such as time and 

frequency limits, or  self-imposed credit limit (Wood and Williams, 2007). 

21. Installation of key logger for reviewing the type of communication patterns children are 

having on a computer. 

22. Regular monitoring of browser history to observe children’s communication behavior online, 

to prevent harassment (Dombrowski et al., 2004). 

Type D 

1. Enhanced use of anti-copy devices. 

2. Controlled access to protected digital objects through encryption, password-protected access 

and set-top-boxes (Dusollier, 1999).  

3. Application of fingerprinting technology for digital copyright enforcement of audio, visual 

and audiovisual works (Gallo, 2010). 

4. Application of technical standards on digital fingerprinting technology. 

5. Application of appropriate legislation that requires ISPs to block access to websites 

reportedly engaged in copyright/trademark infringement. 

6. Installation of DPI and other network surveillance techniques by ISPs to monitor traffic and 

detect copyright infringements (Mueller et al., 2012). 

Type E 

1. Coordination of regular talks, briefings and education courses for raising public awareness 

regarding phishing. 

2. Email filtering of secure gateway. 

3. Analysis and verification of sender identity, sender origin and DNS. 

4. Email filtering for detection of phishing attempts through distributed attached files. 

5. URL scan for malicious characteristics. 

6. Implementation of various authentication phases in critical financial transactions to avoid 

illegal access or internet fraud through phishing. 

7. Construction of more and better tools for detection and takedown of phishing offenders 

(Vargas et al., 2016). 

8. Multi-step authentication procedure for proving origination of website to avoid phishing 

(Iliyev and Sun, 2010). 

9. Development, revision and extensive application of international standards for economic 

transactions (e.g.  ANSI X-12 and UN/EDIFACT) and international standards for 
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encryption (e.g. AES)  to protect information and networks from terrorist use of internet 

(Gable, 2010). 

10. Organization of regular workshops by states and international bodies, to train and teach 

diplomats about cyberwarfare, making necessary preparations in emergency situation (Dang, 

2011). 

11. Evaluation of research projects (e.g. use of  support vector machines) and optimal selection  

for terrorism information extraction (Sun et al., 2003). 

12. Use of novel techniques for the prevention of cyberterrorism, e.g. through dynamic and 

evolving intrusion detection with the use of genetic programming (Hansen et al., 2007). 

13. Identification by national cybersecurity strategies, of the Cyber Security Incident Response 

Teams (CSIRTs)  role, and creation of national CSIRT, or strengthen it where it already 

exists, to fight cyberterrorism (OECD, 2012). 

14. Situational awareness capacity provided by governments, to the rationalization of public 

network infrastructures and law enforcement capacities in fight against cyberterrorists 

(OECD, 2012). 

15. Generalization of governmental audits regarding critical information and account protection 

in the public sector, to prevent disclosure of potentially usable information by terrorists. 

16. Evaluation of open source information by state and federal agencies, and urging public and 

private web page operators to erase them, to prevent distribution of information that might 

be useful to terrorists planning further attacks. Action plans to ‘sanitize’ governmental sites 

are already operative, further planning and international cooperation are though more than 

necessary (Conway, 2006). 

17. Use of proper detection techniques, such as ‘honey pot’ sites, by law enforcement agencies to 

attract and gather information on cyberterrorism donors (Hinnen, 2004). 

18. Worldwide criminalization of terrorism financing, terrorist acts and organizations through 

drafting strict national legislation. 

19. Provision of enhanced anti-laundering regulations and cybercrime legislation to provide law 

enforcement agencies with powers to catch even the smallest cyber-launderer (Van Duyne et 

al., 2005). 

20. Implementation of legal or regulatory requirements for written policies by private sector 

companies, regarding cyber laundering, in accordance to national and industry regimes 

(Lilley, 2003). 

21. Regular courses and staff training, organized by companies and organizations, to identify and 

respond to cyber laundering incident. 

22. Account monitoring by companies and organizations for suspicious activity (e.g. transactions 

involving ‘non-cooperative’ jurisdictions) (Lilley, 2003). 
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23. Employment of high fidelity intrusion detection systems (IDS), by public sector 

organizations, critical infrastructure and private sector companies, to defend against 

cyberterrorists. 

24. High alert readiness for system administrators and governmental officials throughout the 

world, regarding warning signs of impending cyberterrorism  attacks (Vatis, 2001). 

6.4 Response measures & tackling actions  

This section introduces a series of investigated immediate actions to be applied after a cybercrime 

incident has occurred. Proper measures and actions provide the necessary processes that need to 

be followed as a response to mediate consequences and trigger law enforcement arousal. Every 

cybercrime incident, should be urgently reported to national law enforcement agencies holding 

the relevant jurisdiction, for tackling and demystification. Despite this requisite action, further 

measures depending on the nature and type of each cybercrime are hereupon introduced. 

Type A 

1. Manual shut down of the infected system, locking of compromised accounts, blocking  all 

incoming network traffic and password renewal on compromised systems (Ab Rahman and 

Choo, 2015). 

2. Deployment of automated intrusion response system (AIRS),  as a decision-making process 

where appropriate response options are automatically selected (Wu et al., 2008). 

3. Distribution of extracted information after incidents involving malware.  

4. Association of malware functions with cybercrime incident management for efficient 

mitigation. 

5. Malware analysis with proper cyber-security tools. 

6. Measures to take down the C&C mechanisms that coordinate machines in a botnet. 

7. Blocking of traffic from specific addresses by ISPs, in cases of confirmed botnet detection. 

8. Customer intrusion notification and advice by ISPs, in cases of confirmed botnet detection. 

9. Protection of personal, sensitive and identity information through immediate backup, when 

an intrusion is verified. 

10. Skipping of root cause analysis of a confirmed incident, to prevent costs, interruption of 

businesses, etc. (Freiling and Schwittay, 2007). 

11. Development of automated mechanisms and establishment of cyber incident response teams 

by companies, with responsibilities such as  securing computer networks and developing 

checklists for handling initial investigation of cybercrime incidents (Vince Farhat et al., 2011). 
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Type B 

1. Immediate alert of bank or financial institution for a confirmed account information 

disclosure, or identity theft incident. 

2. Immediate alert of employer, supervisor or cybersecurity specialized personnel of a company 

or organization for a confirmed computer related forgery. 

3. Immediate data backup and account information update (e.g. web-banking or email user 

name/password). 

4. Immediate report of a computer related fraud to customer service of e-commerce websites. 

Type C 

1. Implementation of content filtering to filter out confirmed spam, or illegal content in general. 

2. Detection of cyberstalking emails through filtering and consequent documentation of 

evidence for identifying cyber stalkers. 

3. Immediate reporting of cybercrime incidents related to hate speech, racist comment or 

pornography to customer service of social media websites, to take further actions (e.g. 

block/ban an account or cooperate with enforcement agencies). 

4. Backing up of potential evidence of cyberbullying incident such as emails, blog posts, social 

media posts, tweets, text messages, etc. 

5. Immediate reporting of harassment, cyberbullying and hate speech on the internet to content 

providers (e.g. Facebook, twitter) and ISPs by forwarding incident copies. 

Type D 

1. Immediate notification by intellectual property rights owners and their agents, to e-

commerce websites (e.g. Amazon, eBay) regarding alleged intellectual property 

infringements such as copyright and trademark concerns. 

2. Immediate reporting by intellectual property rights owners and their agents, to trade 

organizations and unions, such as RIAA and MPAA in the U.S., regarding confirmed 

intellectual property infringement. 

3. Careful consideration by intellectual property rights owners of the avenues available to 

enforce their rights in cases of confirmed intellectual property infringements. Initially they 

can contact the alleged infringer for situation remedy, and consequently draft and forward a 

‘cease and desist letter’ through legal advice. 

Type E 

1. Proper discrimination by users of the consequent cybercrime offences following phishing 

incidents (e.g. illegal access, identity theft, illegal data acquisition) and implementation of 

corresponding response measures, as introduced above. 
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2. Seizure and confiscating by governments of assets originating from confirmed terrorist or 

cyberlaundering activity, through effective intelligence and cooperation (Jayasuriya, 2003). 

3. Limitation of the rate at which packets (SYN and ICMP) typically associated with 

cyberterrorist attacks are rooted, through programmed ISP rooters (Lilley, 2003). 

4. Application of national and international policies, in terms of resilience, regarding 

cyberterrorist attacks (e.g. to critical infrastructure). Especially, the policies should also focus 

on capabilities beyond law enforcement and the criminal justice system, such as emergency 

management, specialized response, health care, and public communications.  

6.5 Interrelation of the proposed measures & stakeholders 

The stakeholders of cybercrime prevention and tackling, from governments to plain users should 

take specific precautions and response actions depending on the level of involvement, their 

association to cybercrime, level of expertise, technical capability, etc. Apart from the general 

preventive measures for every separate stakeholder, an assortment of preventive measures and 

tackling actions customized to each cybercrime category, was also introduced earlier in this 

chapter. This interrelation is briefly pinpointed in figure 6.1, along with the visible involvement 

of the proposed classification system to the recommendation procedure. Further analysis is 

presented in chapter 7 with showcases of this mechanism. 

 

Figure 6.1 Interrelation of measures and stakeholders 
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6.6 Summary 

This chapter presented separately the stakeholders involved in prevention, mitigation and 

tackling of cybercrime offences, along with specific measures and actions. The preventive 

measures included general measures for all stakeholders and the customized ones regarding each 

category of the proposed classification, analyzed in chapter 4. Response actions were also 

presented in this chapter as the immediate measures needed for extenuating the offences and the 

corresponding consequences. In the end the features introduced were interrelated to provide a 

recommendation mechanism for agencies, institutions, corporations and plain users, which will be 

further analyzed in chapter 7. 
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CHAPTER 7 

The CAMCO Framework 

 

This chapter introduces CAMCO, a framework for Classification, Analysis & Monitoring 

Cybercrime-related Offences. The chapter begins with an overview of the proposed framework 

and how the individual framework views can be combined to address cybercrime. Each view is 

consequently analyzed, along with the produced outcome. The interrelations of the separate views 

are also presented as a sequential process. Three investigation cases that are taken from respected 

news outlets demonstrate the potential advantages of CAMCO in understating, analyzing and 

tackling a cybercrime-related incident. 

7.1 Overview of the framework 

The multiple interpretations of what cybercrime entails along with non-systematic classification 

of the corresponding offences and lack of recommended actions are not contributing towards 

managing and orchestrating effective directives, policies and legislative initiatives at local, 

national or international level, which results in ineffective handling of cybercrime incidents. To 

address the above, this thesis proposes CAMCO, a framework for Classification, Analysis & 

Monitoring Cybercrime-related Offences. CAMCO aims to confront these issues in a systematic 

way by providing a set of separate views towards generating guidelines for both organizations 

and law enforcement agencies. CAMCO incorporates four distinct and consecutive views as shown 

in table 7.1.  

A cybercrime has multiple features that describe each unique characteristic, and they have to be 

identified for optimal interpretation (CAMCO view I). This procedure can produce a detailed 

definition for every identified cybercrime incident, the variety of which necessitates their 

assemblage in a comprehensive offence classification system (CAMO view II) based on 

international standards and policy makers. By appointing the offences to types with specific 

attributes, the framework enables view III in which every type is individually analyzed through 

frequency monitoring. This is provided by accredited sources and finite time-frames of 

quantitative studies. CAMCO view IV provides preventive measures, tackling actions and policies 

combining law, directives and mitigation recommendations that match with specific incidents and 

offence types.  
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CAMCO 
views 

Motivation 
Proposed  
Approach 

Expected 
Outcome / Contributions 

(view I) 

Feature 
Identification of 

Cybercrime 
Incidents 

 To establish a detailed 
description of cybercrime 
incidents and their unique 
features to provide a 
common ground for 
understanding and tacking 
them. 

 Cybercrime schema-based 
description. 

 Cybercrime incident 
features identified and 
connected accordingly. 

 Clarifies whether a 
criminal activity is 
considered cybercrime by 
providing a set of specific 
feature-based criteria. 

 Provides a mechanism for 
generating consistent and 
detailed descriptions of 
cybercrime incidents 

(view II) 

Offence 
Classification 

System 

 To cultivate a classification 
system for existing and 
new cybercrime offences 
by consolidating and 
improving existing 
classifications. 

 The proposed typology is 
largely based on CoC 
(2001) and ITU’s (2012) 
classification. 

 Two combined layers of 
categorization. First layer: 
five general categories. 
Second layer: specific 
offences encompassed in 
each general category. 

 A comprehensive system 
for classifying the various 
offences. 

 Enables further analysis, 
monitoring and 
preventive measures 
towards similar offences. 

 Allows for 
correlation/addition of 
future and new types of 
cybercrime. 

(view III) 

Analysis & 
Monitoring of 
Occurrences 

 Finite time-frames of 
quantitative studies. 

 Necessity for 
accredited/certified 
sources. 

 Issues in producing 
reliable conclusions 
regarding trends. 

 Combinational analysis of 
four annual ENISA 
reports (2011-2015). 

 Evaluation of threat 
severity considering 
consecutive trends 
/repetition. 

 Long-term evaluation of 
cyber-security threats and 
their severity. 

 Forecasting capabilities 
for specific cyber-threats. 

(view IV) 

Recommendation 
of Actions, 
Measures & 

Policies 

 Lack of a centralized 
approach for measures, 
guidelines and actions 
with international 
validity. 

 Communication 
adversities between 
agencies, nations and 
organizations hinder 
mutual progress. 

 Aggregation of 
appropriate actions and 
measures, combining 
Law, Directives and 
mitigation 
recommendation. 

 In this study, author 
focuses on type A 
offences, as introduced in 
the proposed classification 
system (view II). 

 Correlation of offence 
types to selected actions 
and measures for 
prevention and 
countering. 

 Stakeholders can 
manually select actions 
and measures, depending 
on circumstances.  

Table 7.1 The four distinct views of the CAMCO framework 

As a result, the proposed framework aims towards a holistic response approach regarding the 

various cybercrime incidents, by combining the different views (Figure 7.1) and thus resolving 

issues and communication adversities between the participating stakeholders (agencies, courts, 

organizations, countries). 
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Figure 7.1 Combination of CAMCO views 

7.2 The four views of the CAMCO Framework 

This section details each of the four distinct views of the proposed CAMCO framework 

emphasizing on each outcome and how it could be interrelated with the other elements of the 

framework. 

7.2.1 Textual schema-based description of cybercrime incidents (view I) 

Having described in chapter 3 the proposed features and their elements required for an integrated 

description of a specific cybercrime incident, the author proposes a comprehensive textual schema-

based incident description that combines the identified features.  
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features elements 

INCIDENT description of the incident 

IDENTIFIED 
OFFENCE 

type A type B type C type D type E 
A1. Illegal Access 

 

A2. Illegal data 
acquisition 

 

A3. Illegal 
Interception 

 

A4. Data Interference 
 

A5. System 
Interference 

 

A6. Misuse of devices 

B1. Computer-related 
forgery 

 
B2. Computer-related 

fraud 
 

B3. Identity theft 

C1. Pornographic 
Material 

 

C2. Child 
Pornography 

 

C3. Religious 
Offences 

 

C4. Cyberbullying 
 

C5. Illegal gambling 
and online games 

 

C6. Spam and related 
threats 

 

C7. Racism and hate 
speech on the 

Internet 

D1. Copyright-
related offences 

 
D2. Trademark-
related offences 

E1. Phishing 
 

E2. Cyber laundering 
 

E3. Cyberwarfare 
 

E4. Terrorist use of 
the Internet 

OFFENDER 

Individual Entity 

Abusive user 
Cyber-bully 

Cyber-criminal 
Cyber-fighter 

Cyber-terrorist  

Hacktivist 
Insider (employee) 

Online social hacker 
Script kiddie 

Sexually deviant user 

Company / Organization 
Country / State 

 

ACCESS 
VIOLATION 

Physical Tampering Local Computer Access Remote Computer Access 

TARGET 

Individual Social 

Physical 
abuse 

Emotional 
abuse 

Sexual abuse 
or exploitation 

Financial 
abuse or 

exploitation 

ICT abuse or 
exploitation 

Infrastructure 
ICT abuse or 
exploitation 

Social abuse 

Provocation 
of physical 
assault, 
battery or 
murder 
 

Mental anguish 
Offending of 
dignity, privacy, 
reputation, 
safety, sanity, 
serenity, trust 
 
Coercion to 
impair one’s 
freedom of 
religion or belief 
 

Obscene or 
pornographic 
photographin
g, filming, or 
depiction of 
sexual assault, 
sexual 
battery, 
molestation or 
rape. 
 
 

Unauthorized 
use/managem
ent of funds, 
assets, 
property, 
Intellectual 
Property or 
resources 
 

Improper 
use/ 
management 
of ICT 
regarding 
availability, 
confidentialit
y, integrity or 
security 

Cease or 
interruption 
of perpetual 
functionality 
through ICT 
abuse. 

Afflicting 
prosperity, 
stability and 
welfare 
Inaccessible 
services to 
civilians 

VICTIM Individual (Person or company/organization) Country /State 

HARM 

Individual harm Systemic harm Inchoate harm 

Emotional distress/fear 
Loss of life 

Loss of property 
Moral harm 

Physical injury 
Substantial damage/loss 

Aggregated individual harm 
 

Generalized individual harm 
 

Direct systemic harm 
 

Inferential inchoate harm 
 

Potential Inchoate harm 

Table 7.2 Overview of the identified cybercrime incident features and elements 
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Table 7.2 presents the overview of the identified features and their respective elements, which can 

assist in the process of combining various elements and accurately describing a specific cybercrime 

incident, through offering a series of scenarios at hand. The author asserts that this can be a 

significant step towards selecting appropriate actions and counter-measures to tackle an incident. 

To more effectively combine the elements presented in table 7.2, the author proposes a specific 

ordering and combination of the incident features in the schematic description: 

A cybercrime [INCIDENT] is an [IDENTIFIED OFFENCE] committed by the [OFFENDER(S)], 

conducted through [ACCESS VIOLATION], against the [TARGET] of [VICTIM(S)] resulting in 

[HARM]. 

 

The illegal downloading of a movie [incident] is a copyright-related offence [identified offence], committed 

by a cyber-criminal [offender], conducted through the internet [access violation] against the intellectual 

property [target] of a company [victim], resulting in loss of property and potential inchoate loss of property 

[harm]. 

The hacking of a power plant’s communication networks [incident] is terrorist use of the internet [identified 

offence], committed by cyber-terrorists [offender], conducted through the internet [access violation] against 

(a) the perpetual functionality and (b) welfare [target] of (a) critical Infrastructure and (b) a country [victim], 

resulting in infrastructure shut down, erosion of essential government functions and State disorder [harm]. 

Internet Drug Trafficking [incident] is computer-related fraud [offence identity], committed by cyber-

criminals [offenders], conducted e.g. through the dark web [access violation] against the health, sanity and 

property [target] of individuals [victim], resulting in loss of property, social disorder, deterioration of life 

quality, inferential inchoate loss of property and potential inchoate loss of life [harm]. 

The hacking of a smartphone [incident] is the offence of illegal access [identified offence], committed by a 

cyber-criminal, script kiddie or online social hacker [offender], conducted through the telecommunication 

network or internet [access violation] against the property and smartphone availability, integrity and 

confidentiality [target] of an individual [victim], resulting in loss of property, substantial damage and 

emotional distress [harm]. 

Distributing any depiction of a child engaged in sexually explicit conduct [incident] is a child pornography 

offence [offence identity], committed by a sexually deviant user [offender], conducted through the internet 

[layer of attack] against the health, sanity, dignity and serenity [target] of an individual [victim], resulting 

in physical injury, emotional distress, moral harm, deterioration of life quality and potential inchoate moral 

harm [harm]. 

Table 7.3 Sample descriptions of cybercrime incidents based on CAMCO view I outcome 
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Table 7.3 demonstrates a series of five incident examples that are described based on the proposed 

textual incident description schema. It is evident that a specific incident and its impact are more 

accurately and holistically depicted when the specific elements of its features are detailed. 

Moreover, this approach allows the examination of possible dependencies and interrelations 

between the various elements. Discovering such dependencies between specific elements can 

provide a clearer perspective on the various cybercrime offences.  

7.2.2 Visual schema-based description of cybercrime incidents (view II) 

The outcome of CAMCO view II is the visual extension of the schema-based cybercrime incident 

description. The schema is organized around the types of offences as different elements of the 

identified features are more prominent. The investigation on dependencies is presented in groups 

below based on the types of offences (A, B, C, D and E), because it is more probable to discover 

interrelations based on similar criminal offences. This can further elaborate on a better 

understanding of specific incidents.  

 

Figure 7.2 Incident description schema for type A offences 

Type A offences 

In figure 7.2 the author presents the interrelation of features for CAMCO type A offences. These 

offences pertain to criminal activity that involves the requisite targeting of information and 

communication technologies. What can be highlighted is that the actual target is almost always 

non ICT-related, as the offender’s objective is to eventually gain profit, damage morality or social 

values. It is obligatory though that the initial target is ICT either of individuals or entities, or as 
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part of an infrastructure network for the attack to be considered cybercrime. Moreover, as 

indicated in schema, the harm imposed has two levels of effect. The first immediate level is 

composed of individual harm, such as instant loss of property and substantial damage, and direct 

systemic harm which is any harm with instant large scale consequences like shutting down of 

critical infrastructure and failure of a government function. Subsequently, as time passes, 

aggregated and generalized individual harm arise e.g. in the form of civil disturbance and social 

disorder. It is also possible that potential inchoate harm is caused, as for example data illegally 

acquired can be used at a later stage, leading to individual harm.  

Type B offences 

Cybercrimes labeled under type B (figure 7.3) are narrower regarding the type of offenders as they 

can only be cybercriminals, insiders (employees), companies or organizations, while victims can 

be individuals or companies. This is due to the financial purposes of most type B offences. As 

indicated in the previous section, identity theft can either aim to instant profit gain or actual 

identity camouflage for activities also involving illegal profit. Regarding computer-related forgery 

the targeted values are amongst others monetary, through meddling with data integrity, while 

computer-related frauds have a clear profit perspective. The harm of type B offences is likewise 

restricted to loss of property and the emotional distress implied by this loss. In terms of society, 

there is aggregated individual harm when e.g. completed frauds have multiple victims with similar 

monetary losses. The generalized harm is often due to dispossession of wealth and is often in the 

form of deterioration of life quality. The potential inchoate harm is primarily related to identity 

theft offence, where the illegally acquired sensitive information can be used in the future. 

 

Figure 7.3 Incident description schema for type B offences 
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Type C offences 

Type C offences are characterized as content-related and describe illegal incidents with 

emotional/psychological background (figure 7.4). The offenders are more often cyberbullies, 

abusive, sexually deviant users and online social hackers while victims are mainly individuals. The 

cybercrimes of illegal online gambling and spam distribution are the only ones with financial 

objective which entails the victimization of countries, concerning national funds and assets. 

Emotional abuse or exploitation is the main target of this type, and involves the offending of 

principles like dignity, reputation, safety and sanity while religious offences assist the impairment 

of freedom of religion and faith. Moreover, cyberbullying, illegal pornographic material and child 

pornography also comprehend physical abuse or exploitation, as offenders provoke physical 

assault, battery or even murder. Sexually deviant users are responsible for sexual abuse or 

exploitation, as they seek to view or distribute photographs, films or depictions of sexual assaults, 

battery, molestation or rape of both adults and minors.  

 

Figure 7.4 Incident description schema for type C offences 

This prompts criminals to commit these illegal acts and provide them as a service through online 

‘real time’ pornography. Regarding to harm, it is mostly imposed to individual’s morality with the 

consequences being emotional distress, fear and moral harm, while physical abuse can cause 

physical injury and in extreme conditions loss of life. In offence types of illegal online gambling 
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and spam distribution, loss of property is the main harm inflicted to victims. Type C offences also 

lead to generalized harm such as moral decay, violation of social relationships and civil 

disturbance, gradually deteriorating the quality of civilian life. Lastly, systemic harm is also in 

form of aggregated individual harm, while the inchoate one is in this case potential harm which 

will be evident as time passes, e.g. in the morality of a child having undergone sexual molestation. 

Type D offences 

These offences are committed by cybercriminals, insiders (employees), script kiddies or 

corporations, while victims are either the creators or right holders of the intellectual property 

(Figure 7.5). The purposes of those conducting the crimes are exclusively financial, because illegal 

distribution of data characterized as intellectual property is highly profitable. What should be 

mentioned is that despite being illegal, the author does not include personal viewing as a target 

of cybercriminals due to that the inflicted harm to the ones holding intellectual property is barely 

noticeable in isolated incidents. When the infringements though become great in number and a 

specific user is the one responsible, it is highly possible that his purpose is financial exploitation 

for gaining profit. As for the inflicted harm, this is likewise orientated to losses of property for the 

individual, person or entity, targeted and correspondingly emotional distress. In regards to 

society, generalized harm is about dispossession of wealth from victims to offenders and civil 

disturbance in large-scale incidents. The potential inchoate harm is in this offence type extremely 

possible, as data distributed through the web cannot be tracked and therefore in foreseeable future, 

losses in property will continue. 

 

Figure 7.5 Incident description schema for type D offences 
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Type E offences 

In this offence type are encompassed cybercrimes with combinational characteristics and therefore 

do not share many commonalities in nature (figure 7.6). The possible offenders are virtually every 

one described in the corresponding chapter as especially terrorist use of internet and cyberwarfare 

are large scale incidents that last in time and involve many participants with different orders but 

same target and methodology. In these offences infrastructure ICT are initially targeted to 

cease/interrupt perpetual functionality and society by afflicting prosperity, stability, and generally 

welfare. The purposes of terrorists are also emotional abuse of the targeted country’s civilians by 

afflicting freedom, safety and serenity. The harm caused is initially direct systemic and can vary 

from infrastructure shut down, erosion of government functions, chaos and anarchy, to 

engagement of the country to armed conflict.  

 

Figure 7.6 Incident description schema for type E offences 

The generalized individual harm includes the deterioration of life quality, social disorder and 

economic depression while the potential inchoate harm is in respect to how soon a society can 

overwhelm a traumatic experience e.g. a terrorist attack. Regarding the other offences of this 

category, the offender’s target is either ICT abuse of confidentiality for phishing attacks or 

financial abuse of assets, funds and property for both cyber-laundering and phishing. The harm is 

individual due to the corresponding loss of property, aggregated individual harm when phishing 
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attacks are in form of spam and inchoate potential harm from the illegally acquired personal 

information. Lastly, cyber-laundering can inflict individual harm in the form of property loss to 

the country these transactions took place, and generalized harm as economic depression of society 

in extreme situations. 

7.2.3 Threat severity monitoring (view III) 

During this research, the main observation featured by the cyber-threat landscape was the smooth 

advancement of maturity. While the friendly agents have demonstrated increased cooperation and 

orchestrated reaction to cyber-threats, hostile agents have advanced their malicious tools with 

obfuscation, stealthiness and striking power. Towards the direction of countering, CAMCO 

intends to monitor threats and assign severity labels, based on a classification5 of the top threats 

that considers frequency and time progression. The resulted table 7.4 demonstrates that by 

evaluating the incident occurrence frequency and categorizing each incident by its type, 

corresponding threats can be addressed more effectively. 

 2012 - 2013 2013 - 2014 2014 - 2015 

Hyper 
Critical 
Threat 
(HCT) 

 Web-based Attacks 

 Malware 

 Web Application attacks 

 Exploit Kits 

 Data Breaches 

 Physical Theft/Loss/Damage 

 Information Leakage 

 Web-based Attacks 

 Malware 

 Web Application attacks 

 DoS 

 Data Breaches 

 Physical Theft/Loss/Damage 

 Information Leakage 

 Web-based Attacks 

 Malware 

 Web Application attacks 

 DoS 

 Information Leakage 

Critical 
Threat  
(CT) 

 DoS 

 Ransomware / Rogueware / 
Scareware 

 

 Exploit Kits 

 Ransomware / Rogueware / 
Scareware 

 Insider Threat 

Active 
Threat  
(AT) 

 Botnets 

 Exploit Kits 

 Ransomware / Rogueware 
/Scareware 

 Data Breaches 

 Physical Theft/Loss/Damage 

Neutral 
Threat  
(AT) 

  Botnets  

Diminishing 
Threat  
(DT) 

   Botnets 

Table 7.4 Threat severity through time 

                                                   

5 The severity classification of top threats was introduced in chapter 5. 
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What is deduced from table 7.4 is that frequency of type A offences rises due to specific threats to 

cyber-security that increase in number of both incidents and appearances/references. These 

threats are: 

 Web-based attacks;  

 Malware; 

 Web application attacks;  

 Information leakage. 

They are continuously labeled as hyper-critical threats to cybersecurity and it is important for 

stakeholders to take further actions and measures towards mitigation. Moreover, according to 

Marinos et al. (2016) the first three threats, also comprise the top threats for year 2015, which 

highlights their viciousness, apart from increased frequency.    

On the other hand, specific threats are degrading with years, which pinpoints that either 

cybersecurity defenders are effective, or offenders change their attack methods to produce the 

desired effect. Indicatively, botnets are gradually degrading from active, to neutral and finally 

diminishing threat, and this reduction is attributed to law enforcement takedowns. Likewise, 

physical theft/loss/damage and data breaches have degraded from hyper critical to active threats, 

which can be possibly attributed among others to cloud technology development and corporation 

enhanced measures accordingly. Lastly exploit kits and ransomware/rogue ware/scareware are 

critical threats with alternating periods of varying degrees of activity. For example, the degrading 

of exploit kits in 2013 is imputed to Blackwhole developer’s arrest, which was the most prevalent 

web threat until that time, while the consequent upgrade to critical threat is attributed to new 

exploit kits developed. 

The severity, urgency and typical characteristics of the identified cybercrimes, require different 

preventive measures towards mitigation, while the same applies for the actions needed during 

crime conduction, and policies implemented in national or international level. The threat severity 

monitoring can assist in selecting the appropriate actions and measures that are included in the 

final view of the proposed framework. 

7.2.4 Assignment of measures, actions & policies to incidents (view IV) 

Through figure 7.7 is demonstrated how the preventive and response measures are connected in 

relation to a cybercrime incident occurrence. Due to time progression, the figure is divided in 

three stages: (i) one before occurrence, (ii) the second referring to the incident and (iii) the third 

for the time right after the occurrence. Regarding time before incident, the author proposes 

general preventive measures in form of good practices by all involved stakeholders and measures 

customized to the cybercrime types as introduced in chapter 6. During the incident, an 
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identification of each element of the features, along with a categorization, is necessary for both 

interpretation and further coordination. The textual and visual schema-based incident description 

ensue from the implementation of CAMCO framework and specifically view I and II. Regarding 

the last stage, specific tackling actions for the incident type are appointed to the stakeholders as a 

response, always combined with immediate reporting to national law enforcement agency. 

 

Figure 7.7 Preventive and response measures in relation to incident occurrence 

What should be highlighted is that the preventive and response measures and actions can only be 

manually assigned to the introduced stakeholders, initiating the countering procedure. This 

process would be furtherly simplified through an automated expert system, aiming to potential 

confrontation of offences, which exceeds the purposes of the thesis. 

7.3 Investigating an incident with the CAMCO framework 

This section presents the methodology adopted in terms of distinctive steps for the investigation 

of a cybercrime incident based on the views and outcomes of the proposed CAMCO framework. 

The procedure involves progressive steps from initial recognition of cybercrime incident to the 

final countermeasure recommendations as indicated in figure 7.8. The suggested steps are: 

(a) The first step of CAMCO implementation confirms the cybercrime incident and classifies 

it under an existing criminal offence. 
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(b) The second step locates the type of the identified offence based on the proposed 

classification system. 

(c) Since the schema-based visual description highlights which features apply to the offence, 

this step involves the selection of the unique elements that fit the specific case. 

(d) In the next step, a detailed description of the offence incident is produced by merging the 

textual schema-based incident description specified in view I with the elements of the 

incident under examination. 

(e) The next step involves the detection of the exact threat that caused the offence, which is 

listed in the most frequent ones as introduced in view III, regarding type A offences. 

(f) The severity labeling of type A offences aims to formal assessment of threats for 

prevention, evaluation of threat involved in the incident, and gathering of cybercrime 

statistics after crime commitment.  

(g) This step involves extensive review of the lists of stakeholders, preventive measures and 

response actions, as suggested for the offence type of the investigated incident. 

(h) The fitting actions and measures are detected and singled out, along with the involved 

stakeholders. 

(i) Lastly, the recommendations are assigned to the proper stakeholders. 

 

Figure 7.8 The CAMCO implementation steps 

  What is concluded from the procedure is that CAMCO views are interrelated and the different 

steps involve backtracking for information extraction. To produce the textual schema-based 

description, one should initially consult the visual description to pinpoint the type and extract the 

feature elements. Moreover, CAMCO view III has a trinary functionality, firstly to evaluate 

(a) Cybercrime 
incident

(b) Type 
identification

(c) Element 
selection

(d) Textual 
description

(e) Detection of 
threat

(f) Severity 
labeling

(g) Consultation 
of measure lists

(h) Detection of 
proper measures

(i) Measure 
assignment to 
stakeholders
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severity of the threat involved in a specific incident, secondly to raise awareness on individual 

threats and lastly to accumulate statistics. Regarding view IV, the recommendation and 

assignment of actions, measures and policies to stakeholders is only manually eligible and involves 

former consideration by specialized personnel for optimal efficiency.  

The next sections present three case studies to demonstrate how CAMCO steps are implemented 

towards apprehension and countermeasure recommendation. The cases are: 

i. An incident of computer workstations hacking (investigation case A),  

ii. An incident of child pornography (investigation case B), and  

iii. An incident of power plant hacking (investigation case C). 

7.4 Investigation case A: PC hacking incident 

On the 15th of August 2012, Saudi Aramco the world’s biggest oil producer was the victim of the 

biggest hack in history. Approximately 35,000 workstations of its main internal computer 

networks were partially wiped or destroyed after a virus infection. Thus, the company’s ability to 

supply 10% of the world’s oil was endangered since it temporarily stopped selling oil to domestic 

gas tank trucks. The attack (figure 7.9) was in the limelight for many months due to the attack’s 

extent, level of interception and financial consequences.  

 

Figure 7.9 Reuters news article for Aramco hacking 
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Figure 7.10 CAMCO recommendations for the investigation case A 
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In such an attack CAMCO implementation could provide a holistic approach to both law 

enforcement and the company’s cybersecurity experts, conducing to specific response actions and 

preventive measures for all involved defenders. In figure 7.10 an overall depiction of CAMCO 

implementation is presented and the implementation steps of the framework -as described in the 

previous section- would be the following:  

 (a) Cybercrime incident 

 The first step of CAMCO implementation confirms the cybercrime incident and classifies it under 

the criminal offence of ‘illegal access’. 

(b) Type identification 

 The second step locates the cybercrime category of the specific identified offence which is ‘type A’. 

(c) Element selection 

In this step the feature elements are opted out by the visual schema-based description of type A 

offences.  

(d) Textual description 

 A detailed description of the offence incident is introduced as follows: 

The hacking of Aramco computer systems [incident] is the offence of illegal access [identified 

offence], committed by a cyber-criminal group [offender], conducted remotely through internet 

[access violation] against the property and computer system availability, integrity and 

confidentiality [target] of Aramco company [victim], resulting in loss of property, substantial 

damage, emotional distress, civil disturbance, dispossession of wealth and potential inchoate loss 

of property [harm]. 

 

(e) Detection of threat 

The next step involves the detection of the exact threat 6  that caused the offence, which is 

‘Malware’. 

(f) Severity labeling 

The severity of malware threat is ‘hyper critical’ and labeling aims to both to evaluate the threat 

and gather cybercrime statistics.  

                                                   

6 In this case for type A offences. 



Georgios Tsakalidis – MSc Thesis 

page 88 

Stakeholder Customized Preventive Measures 

Aramco 
Company 

 Scanning of application code with dynamic analysis for malicious activity, and static analysis for weaknesses 
in programming. 

 Direct control of all portable devices accessing a business network by administrators, to avoid pod slurping. 

 Installation of up-to-date anti-virus and anti-malware programs to block malicious files, programs, etc. 

 Risk assessment and vulnerability scanning of ICT systems. 

 IP address blacklisting and consequent access blocking. 

 Bandwidth centralized management. 

 Installation of specialized firewall for web applications (WAF) and network activity. 

 Traffic filtering of web browsers to record and take measures against web-based attacks. 

 Software scanning for malicious activity, such as in web browser plugins 

 Updated listing of potentially unwanted programs (PUPs), with regular guidelines to employees, to avoid 
installation. 

 Development of security policies for the proper use of applications and programs. 

 Frequent revision of malware response measures. 

 Development of security policies that determine the exact procedures and steps after a malware infection. 

 Software and firmware patching to the latest version supported by vendor. 

 Application whitelisting concerning legitimacy to block rogue software. 

The company’s 
ISP 

 Use of botnet sinkhole to gather information and mitigate. 

 Customer notification and advice by ISPs in cases of confirmed botnet detection. 

 Cooperation of ISPs with companies specialized in monitoring botnets, with techniques involving 
‘‘honeypot’ machines to attract malicious software. 

Law 
Enforcement 

agencies 

 Deactivation of servers controlling botnets. 

 Shutdown of domains from which malicious activity derives. 

 Preliminary actions taken against suspected developers of malicious code. 

 Measures in form of policy against potential computer misuse. 

Company 
employees 

 Tool-based content filtering to block undesirable or superfluous attachments as well as mails with malicious 
content. 

 Regular performance of vulnerability scanning and subsequent management of flaws, especially for 
peripheral such as web and office applications or web infrastructure. 

 Proper classification of information processed or stored, considering different levels of privacy. 

 Avoidance of storing data with clear text information. 

 Encryption of personal information and data. 

 Categorization of data regarding importance and protection necessity, with implementation of the 
corresponding protection level to the data value. 

 Uninstalling functions and software not necessary for organizations/institutions, such as Adobe flash 
plugin. 

Table 7.5 Preventive measures for incidents like Aramco hacking 

 (g) Consultation of measure lists 

This step involves extensive review of the lists of preventive measures and response actions, as 

suggested for the offence type A. The lists are elaborated in chapter 6. 

 

 



CAMCO: A Framework for Classification, Analysis & Monitoring Cybercrime-related Offences 

page 89 

(h) Detection of stakeholders and proper measures 

The fitting actions and measures are detected and singled out, along with the involved 

stakeholders. This assessment should be performed by cybersecurity experts for optimal results. 

The stakeholders of countering the hacking incident are: 

 Aramco company, 

 Saudi Arabia government, 

 The company’s ISP, 

 National and cross national law enforcement agencies, 

 Academia, and 

 The company employees. 

The selected actions and measures are presented in the next step. 

(i) Measure assignment to stakeholders 

Subsequently, recommendations are assigned to the proper stakeholders. The general preventive 

measures should be adopted by all involved parties towards mitigation of any cybercrime incident. 

The customized preventive measures7, that stakeholders need to take to avoid similar incidents, 

are presented in table 7.5, assigned to each stakeholder. 

Stakeholder Customized Response Actions 

Aramco 
Company 

 Deployment of automated intrusion response system (AIRS), as a decision-making process where 
appropriate response options are automatically selected 

 Distribution of extracted information after incidents involving malware. 

 Association of malware functions with cybercrime incident management for efficient mitigation. 

 Malware analysis with proper cyber-security tools. 

 Protection of personal, sensitive and identity information through immediate backup, when an intrusion is 
verified. 

 Skipping of root cause analysis of a confirmed incident, to prevent costs, interruption of businesses, etc. 

 Development of automated mechanisms and establishment of cyber incident response teams by companies, 
with responsibilities such as securing computer networks and developing checklists for handling initial 
investigation of cybercrime incidents 

Company’s ISP  Blocking of traffic from specific addresses by ISPs, in cases of confirmed botnet detection. 

 Customer intrusion notification and advice by ISPs, in cases of confirmed botnet detection. 

Company 
employees 

 Manual shut down of the infected system, 

 locking of compromised accounts,  

 blocking all incoming network traffic  

 password renewal on compromised systems 

Table 7.6 Response Actions for incidents like Aramco hacking 

                                                   

7 The list is indicative. 
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Accordingly, the involved stakeholders are assigned with response actions that could mitigate the 

attack and reduce damage, always combined with immediate reporting to national law 

enforcement agency. The proposed actions could also be incorporated to a risk awareness system 

with immediate response plans, which demonstrates that by evaluating the actions for future 

appliance, similar incidents could be efficiently countered. Table 7.6 provides an indicative list of 

actions and their stakeholders. 

7.5 Investigation case B: Child pornography incident 

On the 24th of December 2015, Reynaldo Ramirez a Santa-Claus-for-hire in south Texas, was 

arrested by local authorities and charged in a federal criminal complaint with possession of child 

pornography. Later, the offender pleaded guilty in federal court receiving 20 years in prison for 

downloading 1,000 images of child pornography and sexually assaulting a 4-years-old child 

(Figure 7.11). 

 

Figure 7.11 Reuters news article on Ramirez incident 

In figure 7.12 an overall depiction of CAMCO implementation is presented and the 

implementation steps of the framework would be the following:  
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Figure 7.12 CAMCO recommendations for the investigation case B 
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 (a) Cybercrime incident 

 The first step of CAMCO implementation confirms the cybercrime incident and classifies it under 

the criminal offence of ‘child pornography’. 

(b) Type identification 

 The second step locates the cybercrime category of the specific identified offence which is ‘type C’. 

(c) Element selection 

In this step the feature elements are opted out by the visual schema-based description of type C 

offences.  

(d) Textual description 

 A detailed description of the offence incident is introduced as follows: 

Ramirez downloading of depictions of children engaged in sexually explicit conduct [incident] is 

a child pornography offence [offence identity], committed by a sexually deviant user [offender], 

conducted through the internet [layer of attack] against the health, sanity, dignity and serenity 

[target] of an individual [victim], resulting in physical injury, emotional distress, moral harm, 

deterioration of life quality and potential inchoate moral harm [harm]. 

(e) Detection of threat 

This step involves the detection of the offence causes, which is under ongoing research. 

(f) Severity labeling 

Likewise, labeling of the specific offence causes is under research. 

(g) Consultation of measure lists 

This step involves extensive review of the lists of preventive measures and response actions, as 

suggested for offence type C. The lists are elaborated in chapter 6. 

(h) Detection of stakeholders and proper measures 

The stakeholders of countering the particular hacking incident are: 

 United States government, 

 ISP, 

 National law enforcement agencies, 

 Academia, and 

 Users. 

The selected actions and measures are presented in the next step. 

 (i) Measure assignment to stakeholders 
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The general preventive measures should be adopted by all involved parties towards mitigation of 

any cybercrime incident. The customized preventive measures, that stakeholders need to take to 

avoid similar incidents, are presented in table 7.7 assigned to each stakeholder. 

Stakeholder Customized Preventive Measures 

U.S government 
 Application of appropriate legislation that obliges ISPs to block access to illegal content 

(e.g. child pornography) or slow down traffic to make services inconvenient. 

 Application of suitable legislation that criminalizes child pornography. 

ISP 
 Content filtering of communication and data distributed through internet, for the 

detection of illegal content (e.g. child pornography) and hate speech on the internet. 

National law enforcement 
agency 

 Development and maintenance of worldwide lists of domains reported to contain 
material of a ‘severe nature’. 

 User education to introduce self-questioning on matters like how comfortable they feel 
with an email content, who is the actual sender and how they evaluate the subject matter 
of an email 

Users 
 Installation of commercial content filters by users, to block internet sites that advocate 

hatred, violence or bigotry against homosexuals, Jews, immigrants, etc. 

Table 7.7 Preventive measures for incidents like Ramirez offence 

The response actions in a child pornography incident are limited in number, as the immediate 

action is the urgent reporting to national law enforcement agency. Auxiliary actions are the 

immediate reporting of child pornography to ISPs, to take further actions regarding data retention 

and prevention.  

7.6 Investigation case C: Power plant hacking incident 

On the 23rd of December 2015, a power cut in western Ukraine caused a blackout for 80,000 

customers of western Ukraine's Prykarpattyaoblenergo utility. The attack was later attributed to 

a type of hacking known as "spear-phishing", while experts have described the incident as the first 

known power outage caused by a cyber-attack. 

 

Figure 7.13 Reuters news article for Ukraine energy grid hacking 
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Figure 7.14 CAMCO recommendations for the investigation case C 
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In figure 7.14 an overall depiction of CAMCO implementation is presented and the 

implementation steps of the framework would be the following:  

(a) Cybercrime incident 

 The first step of CAMCO implementation confirms the cybercrime incident and classifies it under 

the criminal offence of ‘Terrorist use of internet’.  

What should be highlighted is that hacking an infrastructure like a power plant can be classified 

as either ‘cyberwarfare’ if another nation launched the attack, or ‘terrorist use of the internet’ if 

the offender was a terrorist organization. In this case, even though Ukraine's state security service 

attributed the attack to state-sponsored hackers from Russia, the attack cannot be recognized as 

‘cyberwarfare’ if lacking verification. 

(b) Type identification 

 The second step locates the cybercrime category of the specific identified offence which is ‘type E’. 

(c) Element selection 

In this step the feature elements are opted out by the visual schema-based description of type E 

offences.  

(d) Textual description 

 A detailed description of the offence incident is introduced as follows: 

The hacking of Ukraine’s power plant communication networks [incident] is terrorist use of 

internet [identified offence], committed by cyber-terrorists [offender], conducted through the 

Internet [access violation] against (a) the perpetual functionality and (b) welfare [target] of (a) 

critical infrastructure and (b) a country [victim], resulting in infrastructure shut down, erosion of 

essential government functions, State disorder, chaos and anarchy, civil disturbance and potential 

inchoate engagement in armed conflict. [harm]. 

(e) Detection of threat 

The next step involves the detection of the exact threat that caused the offence. As presented in 

chapter 4, type E refers to combinational offences. The offence of ‘terrorist use of internet’ 

embodies several activities, one of which is hacking ICT of critical infrastructure. Since threats 

causing type A offences are the same with hacking ICT of infrastructure, the labeling system will 

be applied as an exception. The threat that caused the hacking of Ukraine’s power plant 

communication networks was ‘Malware’. 
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(f) Severity labeling 

The severity of malware threat is ‘hyper critical’ and labeling aims to both to evaluate the threat 

and gather cybercrime statistics.  

(g) Consultation of measure lists 

This step involves extensive review of the lists of preventive measures and response actions, as 

suggested for the offence type E. The lists are elaborated in chapter 6. 

(h) Detection of stakeholders and proper measures 

The fitting actions and measures are detected and singled out, along with the involved 

stakeholders. This assessment should be performed by cybersecurity experts for optimal results. 

The stakeholders of countering this hacking incident are: 

 Power plant facility, 

 Ukraine government, 

 The facility’s ISP, 

 National and cross national law enforcement agencies, 

 Academia, and 

 The facility employees. 

 

The selected actions and measures are presented in the next step. 

(i) Measure assignment to stakeholders 

Subsequently, recommendations are assigned to the proper stakeholders. The general preventive 

measures should be adopted by all involved parties towards mitigation of any cybercrime incident. 

The customized preventive measures, that stakeholders need to take to avoid similar incidents, 

are presented in table 7.8 assigned to each stakeholder. 

The response actions in a critical infrastructure incident are limited in number, as the immediate 

action is the urgent reporting to the expertized Cyber Security Incident Response Team of the 

facility and to national law enforcement agency. Auxiliary actions are the limitation of the rate at 

which packets (SYN and ICMP) typically associated with cyberterrorist attacks are rooted, 

through programmed ISP rooters, and application of national and international policies, in terms 

of resilience, regarding cyberterrorist attacks (e.g. to critical infrastructure). Especially, the 

policies should also focus on capabilities beyond law enforcement and the criminal justice system, 

such as emergency management, specialized response, health care, and public communications.  
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Stakeholder Customized Preventive Measures 

Power plant 
facility 

 Employment of high fidelity intrusion detection systems (IDS), by public sector organizations, critical 
infrastructure and private sector companies, to defend against cyberterrorists. 

 Development, revision and extensive application of international standards for economic transactions and 
international standards for encryption to protect information and networks from terrorist use of internet. 

 High alert readiness for system administrators and governmental officials throughout the world, regarding 
warning signs of impending cyberterrorism attacks. 

 Email filtering of secure gateway. 

Law 
Enforcement 

agencies 

 Evaluation of research projects and optimal selection for terrorism information extraction. 

 Use of novel techniques for the prevention of cyberterrorism, e.g. through dynamic and evolving intrusion 
detection with the use of genetic programming. 

 Evaluation of open source information by state and federal agencies, and urging public and private web page 
operators to erase them, to prevent distribution of information that might be useful to terrorists planning 
further attacks. Action plans to ‘sanitize’ governmental sites are already operative, further planning and 
international cooperation are though more than necessary. 

 Use of proper detection techniques, such as ‘honey pot’ sites, by law enforcement agencies to attract and 

gather information on cyberterrorism donors. 

Facility 
employees 

 Analysis and verification of sender identity, sender origin and DNS. 

 URL scan for malicious characteristics. 

Ukraine 
government 

 Identification by national cybersecurity strategies, of the Cyber Security Incident Response Teams 
(CSIRTs) role, and creation of national CSIRT, or strengthen it where it already exists, to fight 
cyberterrorism. 

 Situational awareness capacity provided by governments, to the rationalization of public network 
infrastructures and law enforcement capacities in fight against cyberterrorists. 

 Generalization of governmental audits regarding critical information and account protection in the public 
sector, to prevent disclosure of potentially usable information by terrorists. 

 Worldwide criminalization of terrorism financing, terrorist acts and organizations through drafting strict 
national legislation. 

Table 7.8 Preventive measures for incidents like power plant hacking 

7.7 Main remarks 

The combination of separate views of CAMCO framework utilizes a constructive approach 

towards the investigation cases examined. Each framework view deals with a distinctive aspect of 

the incidents in a systematic and elaborate way. Initially, view I generated a comprehensive textual 

schema-based description that leads to better perception and management of the exact occurrence 

of each case. The description is conveniently produced through the visual schema-based depiction 

of cybercrime categories identified during each investigation. View II, apart from providing the 

necessary feature elements for textual descriptions, also introduces the automated categorization 

of the identified incidents under a corresponding criminal offence. The insight of cybercrime 

features and their respective elements provide the opportunity of examining possible dependencies 

and interrelations based on the generic type (layer-1) of the offence pinpointed in each case. 

Subsequently, view III implementation provided severity evaluation of the threats that caused the 

cybercrimes of the investigation cases.  
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This thesis focused on type A offences that are exclusively caused by threats to cyber security, 

which justifies the restrictive monitoring of investigation case A. This procedure is convenient for 

distinguishing specific threats that cause type A computer offences, which agencies properly 

evaluate and, therefore, attention is directed accordingly to the ones imperiling cybersecurity. 

Finally, the implementation of view IV in each case, provided both typical and customized 

measures for preventing such cybercrime incidents in the future, the tackling actions that should 

be applied as an immediate response, and their respective stakeholders. In each investigation case, 

the recommendations were extracted from up-to-date lists of aggregated actions and measures, 

and interrelated to stakeholders in a conductive way. 

CAMCO Framework included progressive steps which extend from time preceding the incidents, 

to the time right after occurrences, with the sole intention to reinforce agencies in cybercrime 

countering. The fact that actions are assigned during all time frames, combined with the 

exhaustive analysis of each incident, signifies that the framework could be feasible in real-time 

scenarios. This practicality entails that law enforcement agencies, CIRT’s and cyber forensics 

could potentially equip such a mechanism in their mode of operation, for optimal interpretation 

and action delegation.  

What is extracted from the examination of the investigation cases is that recommendation of 

immediate response actions is narrowed regarding specific cybercrime categories. In cases B and 

C few tackling actions are recommended, and their aim is to direct stakeholders to law 

enforcement agencies for initiating demystification. This emanates from limited worldwide 

research and the incorporation of such initial actions to investigation procedures. Therefore, 

optimization of CAMCO could be achieved through the introduction of a separate list with 

investigation processes, to elucidate jurisdictions and reinforce response proposition. 

7.8 Summary 

This chapter presented CAMCO, a framework for classification, analysis & monitoring of 

cybercrime-related offences. Initially, the different framework views were introduced through an 

overview and subsequently analyzed to expound the separate outcome of each view. Views I and 

II produced the textual and visual schema-based description, view III proposed threat severity 

and view IV developed a mechanism that interrelates stakeholders to specific measures. In the end, 

case studies of specific cybercrime incidents were analyzed to demonstrate how CAMCO 

incorporates all cybercrime features and characteristics to propose both general and customized 

actions and measures. 
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CHAPTER 8 

Discussion & Conclusions 

 

This chapter concludes the thesis, summarizes the main remarks and the research contributions 

of the implementation of the CAMCO framework. Consequently, the limitations of research are 

provided along with future work that could develop CAMCO into a fully-fledge expert system.  

8.1 Main remarks 

This section summarizes and underlines the main remarks and what was investigated in detail in 

the previous chapters. 

Chapter 2 presented how the contemporary technological means facilitated the birth of cybercrime 

and provided multiple definitions deriving from academia and policy makers. These definitions 

were compared to identify the focus of each source and highlighted a series more elaborate 

approaches. The chapter also presented different offence classifications along with cybercrime 

statistics that highlighted the constantly increasing trends. The chapter concluded with three 

main issues that this thesis aimed to address: (i) the lack of a generally approved cybercrime 

incident description approach, (ii) a comprehensive offence classification and (iii) the absence of a 

longstanding system that adequately monitors incident frequency.  

Chapter 3 identified the features of cybercrime incidents and their respective elements. This 

procedure came through answering basic questions related to incident aspects based on the 

relevant literature research.  The establishment of a detailed description of cybercrime incidents 

and their unique features, along with a conception of systematic combination of the various 

elements-characteristics, could potentially provide a common ground for understanding and 

eliminate the communication adversities between agencies, nations and organizations.  

Chapter 4 compiled a classification system through consolidating an international treaty on 

cybercrime and a publication on cybercrime legislation deriving from multi-national cooperation. 

The layer-1 of the proposed system introduced five generic categories for offences with similar 

characteristics and was further elaborated to specific incident types, providing an accompanying 

description of offences (layer-2).  The classification was merged with the analysis of features 
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presented in chapter 3, to produce a visual schema-based incident description that provided a 

better understanding of the identified elements’ interrelations based on the offence types. 

Chapter 5 attempted a consolidation of the proposed classification system with existing and 

acknowledged taxonomies to fortify its sustainability and permanence. The chapter also presented 

a labeling system for cyber threats that evaluates their severity regarding frequency of 

appearances/references and number of incidents. The analysis resulted in specific threats that need 

further attention and countermeasures, as they give rise to multiple type A offences, while other 

threats seem to diminish as a combined result of law enforcement efficiency and evolution of 

practices adopted by offenders. 

Chapter 6 identified the stakeholders involved in prevention, mitigation and tackling of 

cybercrime offences, along with specific measures and actions. The preventive measures included 

general measures for all the stakeholders and the customized measures were classified based on 

the proposed classification system. Response actions were also presented in this chapter as the 

immediate measures needed for extenuating the offences and their immediate consequences. 

Finally, an overall recommendation mechanism for agencies, institutions, corporations and plain 

users was put forward. 

The findings of chapters 3, 4, 5 and 6 were put together in chapter 7 where CAMCO, a framework 

for classification, analysis & monitoring cybercrime-related offences is introduced. Initially, the 

different framework views were introduced through an overview and subsequently analyzed to 

detail the separate outcome of each view. Views I and II produced the textual and visual schema-

based description of a cybercrime-related incident, view III proposed threat severity measurement 

and view IV developed a mechanism that interrelated stakeholders to specific measures. Three 

investigation cases of specific cybercrime incidents were put forward to demonstrate how CAMCO 

incorporates all cybercrime features and characteristics to propose both general and specialized 

actions and measures. 

8.2 Research contributions 

The CAMCO framework -as presented in this thesis- aims towards a comprehensive approach 

towards cybercrime incidents. Each framework view deals with a distinctive aspect of a cybercrime 

incident in a systematic and elaborate way. For attaining view I, the author initially identified and 

presented the features and corresponding elements of cybercrime incidents, examining for possible 

interrelations. The process involved revision of reports and surveys conducted by authorities, 

academics, law enforcement agencies and private sector corporations related to information 

security. The identification of cybercrime features generated a comprehensive textual schema-
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based incident description that leads to improved understanding and management of incident 

occurrences. This modular feature-based approach towards description of incidents allows for 

future entries of additional features while the expansion or consolidation of their respective 

elements can also be enacted depending on specific perspectives. 

In view II, cybercrime offences are categorized in an extensive two-level offence classification 

system assenting to the present status and recent forms of cybercrime. The system encompasses 

the most common forms of computer-related offences while its sustainability and usefulness is 

proved through comparison to existing taxonomies in view III. Furthermore, the proposed system 

is included as part of the feature-based description to classify a cybercrime incident under a 

corresponding criminal offence. The insight of the identified cybercrime features and their 

respective elements provide the opportunity of examining possible dependencies and 

interrelations based on the generic type (layer-1) of the corresponding offence. This was assisted 

through a visual extension of the schema-based incident description (figures 7.2-7.6). 

Subsequently, the author performed a qualitative analysis of threats to cybersecurity based on the 

ENISA annual reports, which in turn conduce to severity evaluation of threats that cause offences 

of the same type. The view III focuses on Type A offences as introduced in the proposed 

classification model, which are exclusively caused by cyber threats. The provided monitoring 

system considers a frequency combination of both appearance/reference and number of incidents, 

to establish severity labeling and, thus, differentiate hyper critical threats from plain active or even 

diminishing threats. This procedure is convenient for distinguishing specific threats that cause 

type A computer offences, which agencies properly evaluate and, therefore, attention is directed 

accordingly to the ones imperiling cybersecurity. 

Finally, for view IV the author identified both typical and customized measures for preventing 

and tackling cybercrime, along with their respective stakeholders, through studying several 

recommendation surveys and guidelines. The outcome of this view is a mechanism that can 

manually interconnect measures with the accountable stakeholders (figure 7.7) for all cybercrime 

incidents based on their offence classification type. For each type, apart from the general measures 

in form of good practices, the author also proposes specific preventive measures and response 

actions taking into account the different characteristics of each category as indicated by view I.. 

The combination of the separate views results in the proposed CAMCO framework which utilizes 

a constructive approach towards cybercrime incidents. The framework, separated in views, leads 

to: (a) better perception of a specific incidents, (b) sustainable categorization of similar occurrences, 

(c) severity labeling of threats-dangers leading to cybercrime offences, through monitoring, and 
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(d) efficient prevention and response regarding each type of offence, through assigning measures 

to stakeholders. 

CAMCO Framework includes progressive steps which extend from time preceding an incident, to 

the time right after the occurrence, with the sole intention to reinforce agencies in cybercrime 

countering. The fact that actions are assigned during all time frames, combined with the 

exhaustive analysis of each incident, signifies that the framework could be feasible in real-time 

scenarios. This practicality entails that law enforcement agencies, CIRT’s and cyber forensics 

could potentially equip such a mechanism in their mode of operation, for optimal interpretation 

and action delegation. Furthermore, due to research methodology the identified features and 

offence categories of CAMCO could be reinforced by policy makers, to be included in cybercrime 

legislation and be adopted by cybersecurity specialists forming regulation for companies and 

organizations. 

An equally important contribution of CAMCO is that it comprises a longitudinal approach 

towards cybercrime, due to its intertemporal character. It should be highlighted that CAMCO is 

an open framework and any evolved form of cybercrime can be easily embodied in the proposed 

structures. Indicatively, whenever a new cybercrime feature, element or type emerges in the 

cybercrime landscape, or a new interrelation, stakeholders can modify CAMCO following trends 

and progression. Moreover, through perpetual monitoring of offences, CAMCO severity labeling 

changes and attention is directed accordingly to actions and measures, which are also modified 

following new recommendations. 

8.3 Limitations of research 

A limitation of the composed research derives from different perceptions and tolerances across 

societies. As analyzed in the corresponding section of chapter 4, pornographic material for 

instance is perceived and penalized differently around the world, which complicates procedures in 

multi-national cases and impedes unanimity in general. Through research analysis of what is 

considered legitimate in most western countries, an international policy could be composed to 

determine illegal activities and define their boundaries. This would be critical for optimal 

identification of cybercrime incidents prior to CAMCO implementation.  

The presented research could also be enhanced in regards to feature ‘victim’ of chapter 3. The 

introduced elements are narrowed to individual, company or organization and country or state. 

Through extensive literature review, the feature could be elaborated to encompass the most 

frequent victim profiles of cybercrime incidents. 
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Another limitation pinpointed from the examination of the investigation case studies was that 

recommendation of immediate response actions was narrowed regarding specific cybercrime 

categories. In cases B and C only few tackling actions were recommended, and their aim was to 

direct stakeholders to law enforcement agencies for initiating demystification. This emanated 

from limited worldwide research and the incorporation of such initial actions to investigation 

procedures.  

8.4 Future work 

A future extension related to CAMCO framework could be an integrated research to monitor the 

remaining offence types, apart from type A, and use CAMCO framework to propose suitable 

measures towards prevention, tackling and mitigation for each of these types. Through 

monitoring the causes of the offences of each cybercrime type, a labeling system based on the one 

introduced, could characterize them and direct attention properly to the ones increasing incident 

frequency.   

Moreover, the work carried out in this thesis could be further elaborated with the introduction of 

either a new feature or a separate list of actions related to investigation methods and practices. 

Through proposing automated investigation procedures to agencies, CAMCO could differentiate 

its scope from recommendatory to law enforcement, and could easily be implanted in a national 

cybercrime strategy. 

A potential future extension could incorporate the proposed framework in an expert system 

aiming to automate incident management through standard operating procedures and protocols. 

The recorded information of incident management in form of analytics, could be relatively useful 

for agencies to gain insight and coordinate respective actions, as part of a national cybercrime 

strategy. By emulating the decision-making ability of a human expert, involved parties can 

overcome divergences in perception and concentrate undistracted on fighting cybercrime. 

8.5 Conclusion 

This thesis presented the CAMCO framework; a framework for Classification, Analysis and 

Monitoring Cybercrime-related Offences. The combination of the separate CAMCO views results 

in a constructive approach towards cybercrime incidents. The framework leads to: (a) better 

perception of a specific incidents, (b) sustainable categorization of similar occurrences, (c) severity 

labeling of threats-dangers leading to cybercrime offences, through monitoring, and (d) efficient 

prevention and response regarding each type of offence, through assigning measures to 

stakeholders. The framework was demonstrated with three investigation cases and its potential 

advantages are proven to be a first step towards a comprehensive expert system. 
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