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Abstract 

Big data nowadays are bound up indivisibly with the cloud 

computing technology. Many large organizations have already 

ventured to adopt cloud technology in order to manage large assets 

of structured and unstructured data. However, many small-scale 

organizations and companies would still refrain from such solutions. 

This research proposes a cloud computing security model by 

establishing security policies, implementing virtualization technology 

in their existing network, upgrading to cloud datacenters and 

processors and achieve a desirable information security level without 

a significant system slowdown. 

 

Keywords: Big Data, Cloud Computing, Data center, 

Security, Security Policy, Virtualization, Linux, OpenStack 

  



Haris Symeonidis, Cloud computing security for efficient big data delivery, Page 4 

Contents 
 

Acknowledgements ........................................................... 2 

Abstract .......................................................................... 3 

Index of Figures ............................................................... 6 

Index of Tables ................................................................ 7 

1. Introduction ............................................................. 8 

1.1. Background............................................................ 9 

1.2. Research objective ................................................. 11 

1.3. Research outline .................................................... 12 

2. Related Work ........................................................... 14 

2.1. Big vendor solutions ............................................... 14 

2.2. Improvement Methods ........................................... 19 

3. Methodology ............................................................ 24 

3.1. System Architecture ............................................... 27 

3.2. Security Policy ....................................................... 30 

4. Implementation ....................................................... 32 

4.1. System Preparation................................................ 32 

4.2. Model Deployment ................................................. 35 

5. Performance Evaluation ............................................ 39 

5.1. Factors affecting efficiency ...................................... 39 

5.2. Comparison between methods ................................. 40 

5.3. System stress tests ................................................ 41 

5.4. Observation remarks .............................................. 41 

6. Conclusions – Future work ......................................... 43 

References ..................................................................... 44 

Appendix A – Stress test graphs and screenshots ................ 51 



Haris Symeonidis, Cloud computing security for efficient big data delivery, Page 5 

 

  



Haris Symeonidis, Cloud computing security for efficient big data delivery, Page 6 

Index of Figures 

Figure 1: NIST Model of Cloud Computing ........................... 9 

Figure 2: Traditional Enterprise LAN .................................. 12 

Figure 3: Q2 2016 Cloud Market Share Growth ................... 15 

Figure 4: AWS Console .................................................... 16 

Figure 5: Google Cloud Platform Development Tool ............. 17 

Figure 6: Cloud Computing compared to regular hosting ...... 19 

Figure 7: RO Operations Abstract Model ............................. 20 

Figure 8: Accessing a server with Kerberos authentication .... 22 

Figure 9: HDFS Namenode approach scheme ...................... 23 

Figure 10: Encrypted web traffic growth by Dell World ......... 26 

Figure 11: Proposed VM Architecture ................................. 28 

Figure 12: Openstack topology ......................................... 34 

Figure 13: Model Security Layers ...................................... 36 

Figure 14: System Dashboard ........................................... 51 

Figure 15: Suricata IDS installation ................................... 51 

Figure 16: Flooding DNS port ............................................ 52 

Figure 17: Ping times during Flood attack ........................... 52 

Figure 18: Unprotected Cloud Controller Response times ...... 53 

Figure 19: IDS Protected Cloud Controller Response times ... 53 

 
  



Haris Symeonidis, Cloud computing security for efficient big data delivery, Page 7 

Index of Tables 

Table 1: SECaaS offered services and benefits .................... 11 

Table 2: Big vendors in cloud services ............................... 18 

Table 3: Data classification ............................................... 25 

Table 4: Symantec Support Center suggestions .................. 30 

Table 5: Controller network configuration file ...................... 33 

Table 6: Controller NIC Status .......................................... 34 

Table 7: Devstack Script execution .................................... 35 

Table 8: Horizon dashboard running .................................. 35 

Table 9: Big Data Management and Protection improvement 

methods ................................................................................. 41 

 

  



Haris Symeonidis, Cloud computing security for efficient big data delivery, Page 8 

1. Introduction 

Cloud computing is neither a new concept nor a new 

paradigm. Its first definition was provided by the National Institute 

of Standards and Technology (NIST) as a model for enabling 

network access to a variety of configurable resources (e.g., 

networks, servers, storage, applications, and services) that can be 

managed with minimal effort or interaction. This cloud computing 

model is composed of 3 service models, 4 deployment models, and 5 

essential characteristics. [1] 

Today in .IT world, the term “cloud computing” stands for a 

defined set of services provided over a network, described “as a 

Service”; the three main service models are IaaS, PaaS and SaaS, 

standing for Infrastructure as a service, Platform as a service and 

Software as a service, respectively. Since NIST definition time, new 

services have emerged to be used in addition to the main ones. 

Sharma et al. [2] add the “- as a Service” suffix to 68 classes more. 

SaaS is the most frequently found cloud service model. 

Customers can use an application but have no control over its 

implementation. Cisco Systems in their Global Cloud Index (GCI) 

Study [3] state that SaaS is the most deployed cloud service and 

forecasts an upward trend until 2019. 

PaaS can be considered a platform in a network environment 

providing a customer the capability to run his own applications. This 

environment must cover requirements in OS, runtime libraries and 

all necessary resources for the efficient execution of the available 

applications. Here must be stressed that platform is a computer 

architecture composed of specific hardware and software and must 

not be confused with an operating system. 

IaaS allows running entire operating system as well as 

applications that require high computing power and storage space, 

in cloud provider premises. 
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Figure 1: NIST Model of Cloud Computing 

 

1.1. Background 

Cloud computing has been the most associated technology to 

Big Data. Together they have the potential to help companies 

improve operational procedures and lead them to better decisions 

[4]. According to NIST again, Big Data are defined as a combination 

of structured and unstructured data so big that must be handled 

avoiding traditional methods. It is not meant to be only vast 

amounts of data, but data ready to give query results very fast, 

using distributed processing methods [5]. 

Characteristics of Big Data that force new architectures are: 

 Volume (i.e., dataset size); 

 Variety (i.e., various data types from many sources); 

 Velocity (i.e., transmission speed); and 

 Variability (i.e., the change in other attributes). 
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The last “V” (Variability) has altered the 3 Vs approach to 4 

Vs. Although many other Vs have been attributed to big data [6], 

NIST insists on accepting only the four written above as aiding the 

shift to new parallel architectures for data-intensive applications, in 

order to achieve cost-effective performance. 

Following the “Volume, Velocity and Variety” direction in an 

organization or enterprise [7], the struggle is to maintain a high 

security level in an environment where data are generated 

continuously without affecting the overall system performance. 

The cloud computing umbrella is utilized to cover demands of 

the 4 Vs above, in a reliable environment. Gartner Research [8] 

focusing on research results, consider Big Data high-3V information 

quantities that need processing to provide knowledge and decision 

support. 

If we were about to choose the biggest “V-difference” between 

traditional and cloud data approaches we would have to choose 

“Volume”. In terms of data volumes, a cloud system can reach an 

almost unlimited data size, because it can remain expanding all the 

time accepting new computing nodes, storage spaces and IoT 

devices [9][10], producing increasingly large data volumes. These 

massive data volumes have to remain secure [11]. For this purpose, 

SECaaS remote vulnerability and security assessment services have 

the task of inventory assurance, configuration security and logging 

protection. By using SECaaS for vulnerability and security 

assessments, organizations can confirm that their information 

remains compliant (adhering to regulations, guidelines and 

standards).  

 

 

SECaaS offered services Benefits of SECaaS adoption 

Email security Decreased on-premise potential threats 

Web gateway security Improved mobile security 

Identity and access Improved network security, monitoring, 
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management user provisioning 

Security information and 

event management 

Reduced cost 

Remote vulnerability and 

security assessment 

More efficient and improved support for 

remote users 

Intrusion management No updates, upgrades or data 

conversion needed. 

Encryption Increased accessibility and flexibility 

Disaster recovery Rapid user provisioning 

Monitoring allowing for improved 

management of risk 

Table 1: SECaaS offered services and benefits 

 

1.2. Research objective 

International .IT market shows that big enterprises have 

started to adapt or have already adapted cloud computing 

technology. Nevertheless, what happens to smaller businesses or 

organizations? Is cloud technology a luxury or a necessity to them? 

Does it worth all the redesign cost? 

These questions will be answered below. Let us examine an 

enterprise following a traditional LAN deployment; an enterprise 

using an on-premises SQL Server. Security expectations all over 

these years have prevented an architecture study of upgrading to a 

more efficient model. 

This server manages sensitive data, so we will consider 

security a top priority. Moreover, the overall system performance is 

a pursuit of equal value, describing our case study, with a twofold 

task – simple and clear: 
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Figure 2: Traditional Enterprise LAN 

 

 Redesign this network to deliver reliable data in the least 

possible time, increasing the overall performance. 

 Maintain or even increase the existent security level by 

protecting against new threats. 

 

1.3. Research outline 

Big Data management and protection both require knowledge 

and technological expertise. In addition, the harnessing of big data 

increases operational efficiency [12][13] and gives companies a 

competitive advantage. Results of big data analysis (market trends, 

customer experience, etc.) lead to beneficial conclusions, giving the 

edge over the competitors. All the above make Big Data a candidate 

target [14] of attacks and other malicious actions, creating security 

challenges to which enterprises and organizations must respond 

continuously. 

Regarding our focus on big data, it is essential to analyze 

some cloud computing security solutions in order to obtain a view of 

cloud computing implementation in big data. Initially, is a summary 

of modern ideas, derived mainly from the academic research area, 

that have been presented at conferences, magazines and electronic 
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media. At the end of this overview, some significant parameters are 

brought together and will be used as a guideline on this research. 

Proceeding to the bigger cloud vendors, their top solutions are 

presented in a separate section. A parallel comparison could not be 

possible due to the huge differences that exist in hardware and data 

volumes; our cost-efficient proposal will be suited to any enterprise 

willing to improve their data management operations. Additionally, 

many legal and ethical issues would arise, if a complete security 

examination was to be conducted. No one can guarantee the 

consequences for e.g. a hospital or investment company if sensitive 

data packets are lost or delayed. 

Next is our proposed method, analyzed to architecture design, 

hardware and software selection, along with the whole system 

preparation. All selections were made by following our objective 

demands and adapted accordingly. 

The following step is the performance evaluation of the 

proposed model. Special interest shows the logging of all system 

reactions during malicious attacks. 

Finally, all the above steps give us the ability to shape a 

strong perception on some benefits of our model, and provide 

conclusions followed by suggestions for immediate implementation 

in enterprise or company environments. 
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2. Related Work 

A cloud computing model based on the SaaS model but aiming 

to information security services via the cloud can be defined as 

Security as a Service (SECaaS). Divakar et al. emphasized that 

SECaaS options are “many and varied” [15], including content 

security services, network security services, data leak prevention 

(DLP), single sign-on (SSO) and log management - analysis. The 

goal of SECaaS is to provide protection for the cloud systems 

preserving the desired performance and information security both in 

the highest level possible. 

The relevant field of this thesis will be discussed in two 

separate categories. First, there will be presented the options of 

large companies that have the potential to invest huge amounts not 

only in research but also in expensive infrastructures to develop 

such systems. Secondly, there will be a sequential presentation of 

ideas mainly found by academic researchers, targeting innovative 

implementations, not only commercial profit and based on open-

source software, aiming to be affordable solutions for smaller cloud 

stakeholders. 

 

2.1. Big vendor solutions 

These days a cloud-based trend has influenced many 

enterprise security solutions, including Identity and Access 

Management (IAM) such as Amazon IAM or Google Cloud Platform, 

web/e-mail security such as Cisco or Symantec products, Security 

Information and Event Management (SIEM) (e.g. Alienvault, McAfee, 

Trustwave) and new ideas come out continuously. Many individual 

vendors participate in the cloud services market, with the largest 

share held by Amazon, IBM, Google and Microsoft (over 50% in 

total). Another remarkable point is that, according to Statista [16], 

public cloud IaaS cost is expected to reach $38 billion in 2016, 
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growing to $173 billion in 2026. Synergy Research Group [17] 

updates a share growth graphic every 3 months in their website, 

with the most recent one confirming the dominance of the “Big 4” 

vendors above: 

 

 

Figure 3: Q2 2016 Cloud Market Share Growth 

 

Neither state of the art hardware nor expensive software need 

to be purchased and installed, since a cloud provider will cover all 

requirements completely. Maintenance cost is reduced radically, 

since all CPU-stressing complex computations are performed off-

premise [18], not wearing down the hardware, A/C devices are used 

for the employees’ comfort only, and the useless old “server room” 

could be used as recreation area. 

The set of services may vary from one provider to another; 

one can provide more or less services with varying levels of 

expertise when compared to another. For example, some services 

offer digital signatures and email encryption, others control user 

access and so on. The cloud needs regulatory compliance by defining 

security policies at first. Then, inbound and outbound email will be 

secured against malicious links or attachments, which can 

compromise security. 
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A public cloud is not just a technology, but also an important 

solution to save money and achieve higher performance services 

[19]. Amazon Web Services (AWS) is the most famous public cloud 

computing platform available. There are plenty of services including 

computing, storage, database, networking, security, identity, 

application, analytics and other features. All known Relational DBMS 

as well as NoSQL database platforms are provided. 

 

 

 

Figure 4: AWS Console 

 

Google Cloud Platform is a pool of cloud services similar to 

AWS, providing equal scale benefits.IBM stresses that one of the 

reasons companies move to a public cloud is to replace their capital 

expenses (CAPEX) with operating expenses (OPEX). Google and IBM 

both have adopted an on-demand or else «pay as you go» pricing 

model without capacity limitations or any hardware concerns. Other 

providers prefer a prepaid billing method for their offered services. 
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Figure 5: Google Cloud Platform Development Tool 

 

In Apache Hadoop, there is an approach to distributed parallel 

processing as huge amounts of data sent to high-end servers that 

can either store or process them. Here the benefits vary since there 

are different ways to follow a Hadoop solution [20][21]. Some 

businesses will pay for a Hadoop cluster on Amazon platform [22]. 

Others will prefer to launch Hadoop on a private network. According 

to the growth of the network some companies will use Layer 4-7 

network devices to ensure application performance – especially Data 

Center Load Balancing, others will often trust VM or other software 

[23] solutions. 

 

 

 SaaS PaaS IaaS 

Private Cloud  HP HelionStackato, 

IBM Bluemix 

IBM SmartCloud, 

Apache CloudStack, 

OpenStack, Xen, 

VirtualBox, Oracle 

VM, VMware 

ESX/ESXi, Microsoft 

Hyper-V 

Community Cloud   Softlayer Inc. 
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Public Cloud Salesforce.com, Office 365, 

Google Apps 

Google Cloud, 

Microsoft Azure, 

VMware vCloud Air  

IBM SmartCloud 

Hybrid Cloud  Cloud Foundry, 

VMware vRealize 

Suite, Apprenda 

IBM SmartCloud 

Table 2: Big vendors in cloud services 

 

Concerns for SECaaS adoption include also vendor lock-in, 

compliance and multi-tenancy issues, although these are not specific 

cloud computing issues, but are met in traditional server and 

network services as well. SECaaS proves to be an efficient, value-

saving but mainly a secure solution. 

Considering Hadoop‘s case, we should mention that as a 

relatively new technology framework it emerges performance 

concerns. It came from the Google File System (dated 2003), with 

release 0.1.0 coming out in 2006, reaching the initial release 1.0 on 

December 2011. Although these days we see Hadoop applications in 

the industry [24], the latest 2.7.2 release announced 155 bug-fixes; 

no new idea is bug-free. This leads to a conclusion that – even today 

– programmers still have not managed to reach Hadoop’s full 

potential. 

Despite such concerns, in today’s Big Data era a database 

query takes much less time and cost to be executed comparing to a 

traditional data center.  
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Figure 6: Cloud Computing compared to regular hosting 

Image source:https://sustainablevirtualdesign.wordpress.com/ 

 

In traditional computing, a server computer upgrade is based 

on CPU replacement with a new compatible silicon chip, some RAM 

expansion, or maybe a brand new bigger and quicker storage 

device. When an enterprise wants to boost their Hadoop system 

performance, the above analogy “more hardware = more speed” is 

not valid. A Hadoop cluster expansion from x nodes to 2x is not 

necessarily a double speed gain. The desired performance level must 

be targeted and the whole Hadoop system carefully studied and 

maybe redesigned before proceeding to material upgrades. 

As the platform code develops, third-party developers gain 

experience and improve their applications. In Hadoop applications 

Java APIs are used for the platform communication with the 

applications, so there is a big margin for further improvement. 

Performance will be even more satisfactory over time. 

 

2.2. Improvement Methods 

Sipos et al. worked on Random Linear Network Coding (RLNC) 

technology [25][26] and its adaption to a cloud data distribution 

https://sustainablevirtualdesign.wordpress.com/2012/12/07/html-5-api-and-other-features-relevant-to-web-sustainability/
https://sustainablevirtualdesign.wordpress.com/2012/12/07/html-5-api-and-other-features-relevant-to-web-sustainability/
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mechanism targeting better performance. The idea is based on the 

intermediate nodes buffering in a data packet movement; not all 

nodes have the same infrastructure resulting to different speeds 

across the network. When a file is to be sent, the client splits it to 

raw packets. Apart from the data packets, more packets are needed 

to reconstruct the original file after transfer. These are processed via 

RLNC and the result is ready to send packets. The algorithm exploits 

the buffer data existing in intermediate nodes enabling them to 

reproduce data packets, so that source transfer speed increases as 

much as the RLNC performs efficiently. It is stressed that to achieve 

a performance benefit a big number of packets is needed by the 

algorithm, making this approach suitable for large-scale networks. 

A new mechanism introduced by Ranjan et al. [27] is Resource 

Orchestration (RO) programming in an effort to achieve cloud 

computing benefits. The target is the functioning of cloud services in 

a desired Quality of Service (QoS) level. The RO mechanism on 

enterprise applications works via selecting, deploying, monitoring 

and controlling resources. Security will not be affected in comparison 

with a traditional model, since Identity and Access Management are 

based on already known APIs or third-party infrastructures. 

 

 

Figure 7: RO Operations Abstract Model 

 

 A similar technique is the use of Load Balancing (LB) 

algorithms – and there are a lot applicable in cloud technology. It is 

really complex – beyond strict technical details – behind knowing 
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when and what to offload to the cloud. For example, if two unique 

workloads have the same computational demands, the cheaper one 

is a better candidate to be moved. R. Kanakala et al. [28] tried a 

classification of the most popular static and dynamic LB algorithms, 

such as Round Robin, LB Min – Max, WLC (Weighted Least 

Connection) / ESWLC (Exponent Smooth forecast based on WLC) 

and Map Reduce, the programming model widely known by its 

application in Hadoop. 

Recently there have been researches on big data 

management, in the race for performance boost [29], based on the 

use of mathematical functions. Martinez-Rubi et al. [30] compared 

point cloud data management solutions for MonetDB, where the data 

spatial coherence is exploited using space filling curves. These 

efforts presented to improve the “out-of-the-box” spatial module are 

Morton-added (Morton code added to X, Y, Z coordinates) and 

Morton-replacedXY (Morton code and Z coordinate stored) 

implementations. In the benchmarks performed, there are used 

cloud point data sets of various scalability. Point data management 

has been used earlier in other DB systems [31], such as PostgreSQL 

and Oracle, lacking in performance when testing with small data 

sets. 

Many researchers have developed methods based on Hadoop. 

Security was not a factor when Hadoop ‘s initial builds were out. A 

security model was not designed at all, there was no privacy, no 

users or services were authenticated. Moreover, there were no user 

right levels; anyone could raise the priority of his Hadoop jobs, 

becoming a bottleneck to other tasks. As Hadoop started being a 

popular data processing platform, its development enforced access 

controls restrictions. Saraladevi et al. [32] stresses 3 different 

approaches to authenticate users and allow access in a Hadoop 

Distributed File System (HDFS): 
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 Kerberos Mechanism; this method is based on the use of 

Kerberos Authenticated Connection. Ticket Granting Ticket and 

Service Ticket are used to authenticate a name node. 

 

 

Figure 8: Accessing a server with Kerberos authentication 

 

 Bull Eye Algorithm Approach; this algorithm is used to 

speed up complex computations. It may be compared to 

a shrinking bull eye that incrementally narrows in on its 

target over several runs. 

 Namenode Approach; this method is based on the HDFS 

master/slave architecture. According to this architecture 

a cluster contains a single NameNode (e.g. 10.10.10.1), 

a master server that manages the file system 

namespace and regulates access to files by clients. In 

case of an operation it crashes on the master server, 

permission is asked from Name Node Security Enhance 

(NNSE) to provide the data from NameNode of another 

cluster (e.g. 10.10.10.2), implementing the “slave 

node”. Since there is no rejection of the initial request, 

this method maintains a high efficiency on file actions 

without sacrificing the desired data protection. 

 

Kerberos Key Distribution Center 

 

 

 

 

Client Server 

Authentication 
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Ticket Granting 
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Figure 9: HDFS Namenode approach scheme 

Image source: http://cdn.edureka.co/ 

 

Jordi Vilaplana et al. [33] proposed a multi-server generic 

model based on queuing theory, by dividing their backend servers to 

processing and data. The result (using 2 HP Proliant servers) was 

satisfactory in terms of service performance while the implemented 

data center was proved to be “energy efficient”. 

Bakshi et al. [34] bring the example of Massively Multi-Player 

Online Games (MMPOG) as a large-scale virtual space with many 

nodes connected simultaneously. The idea is a virtual server 

installed with a virtual switch re-routing all inbound packets. A 

similar approach was presented by Hong Liang et al. [35] in which 

the extra layer is operating in such way that detected packets are 

recognized and rejected with the use of a learning database instead 

of being re-routed. A table, comparing the above approaches along 

with our proposed method, can be found in Chapter 5: Performance 

Evaluation. 

  

http://cdn.edureka.co/
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3. Methodology 

Before proceeding to the description of the proposed model, it 

is necessary to clarify certain key concepts. These concepts are 

often found in computer science, so should not be considered 

unilaterally dependent on the big data management or cloud 

computing. 

An important hardware resource to implement cloud 

infrastructure is virtualization, as long as most clouds are built on 

virtualized infrastructure technology. This technology demands 

modern hardware based hypervisors to perform efficiently, while the 

user can enable services such as servers, databases, storages or 

manage connections, stream data and use application services or 

development tools, all at the same time. It is also a required 

procedure in enterprises directed to provide simulation services 

accessible in the cloud or provide the required terminal view of the 

real application, and subsequently, changing the enterprise 

framework into a cooperation over various virtual platforms and over 

a few physical environments [36][37]. It includes creation of virtual 

instances of infrastructure resources instead of installing similar or 

identical physical infrastructures [38][39]. Intel marks that 

virtualization has been applied for quite a long while as an effective 

IT method for combining servers [40]. Conclusively, virtualization 

can provide the base for the development of a cloud system in order 

to boost its responsiveness and adaptability. 

Security is developing in cloud computing, aiming to protect 

classification, privacy and integrity of digital information received or 

transmitted in any on-premises or over the Internet system 

[41][42][43]. Every day malicious threats advance and become 

more dangerous [44]. In this continuous race, security happens to 

be a major enterprise issue [45] through firewalls, IDS and other 

protection measures [46]. 
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Data can be secured at rest, in transit or in use with 

encryption; data at rest is outside our investigation area, as 

explained at the table below:  

 

Data Classification by state Data location 

Data at rest All data on storage media 

Data in transit Some data on storage media 

Data in use All data being transferred between 

two network nodes. 

Table 3: Data classification 

The dynamic state of data is to be considered in the design of 

an efficient big data model. Nevertheless, regardless of the data 

situation, their protection should never be neglected. 

Encryption has been the most common data protection method 

for decades and still remains the main security tool regarding 

information. When delivered as part of SECaaS, it extends 

encryption-in-use capabilities to major cloud applications for 

enterprises to take advantage of [47]. The complexities of 

encryption as part of a security service (application encryption, key 

management, VPN services) have led many enterprises to use their 

own large-scale encryption deployments [48] or have opted for an 

encryption product from a third-party provider to obtain relief from 

deployment and management issues [49].  

It is predicted that encryption as a service (EaaS) will grow 

over the next few years as encryption becomes vital to cloud 

computing. An estimation presented in Dell World 2015 global event 

[50], is shown below: 
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Figure 10: Encrypted web traffic growth by Dell World 

 

Effective security measures need to be implemented in order 

to minimize the risk of assaults and reduce the size of undesirable 

results, resulting to a safe and secure digital protection layer. In 

particular, security attacks can be classified as below [51]:  

 Denial of Service attacks, creating functional problems or 

delays in vital processes. Apart from the negative impact on 

applications requiring real-time operation, any delays in the 

functional processes would be a trauma for the victim 

system productivity [52][53][54]. 

 Replay attacks, executed without any special knowledge or 

effort against an unsecured system through excessive 

retransmission of packets [55]. 

 De-synchronization attacks, which are coordinated towards 

the procedures that require thorough synchronization. Like 

timing assaults, these kinds of assaults are a sub-genre of 

DoS attacks with similar effects.  

 Timing attacks, another DoS sub-genre based on studying 

network responses to spot and exploit system 

vulnerabilities. 

 Data Integrity Attacks, include controlling data requests or 

responses, resulting in wrong data retrieval [56][57]. 
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3.1. System Architecture 

The system will be designed in such a way as to show the 

benefits of a cloud-based system over non-cloud options. A typical 

cloud infrastructure consists of the following components [58]: 

 Servers built in virtualization environments. A very 

powerful physical server is partitioned to the desired 

number of virtual servers. In software terms, a 

hypervisor level is used, on which many guest operating 

systems will function. 

 Network attached storage (NAS). A network host 

providing data services to individual clients. 

 IaaS services such as: Domain Name Service (DNS), 

Dynamic Host Configuration Protocol (DHCP) and 

Lightweight Directory Access Protocol (LDAP). 

It would be very risky for an enterprise to confront a radical 

architecture redesign with a possible degradation of services even 

for a brief period. Such a commotion can prove to be destructive. 

Managing all areas of the environment is difficult, since a high 

performance level is always desired. With a progressive build of the 

cloud model, there is a great opportunity for on-premise systems to 

deploy a virtual environment and integrate it to the existing network 

only when it will be ripe enough. 
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Figure 11: Proposed VM Architecture 

 

This model environment is designed from scratch in a flexible 

way. All storage devices must be brand new or at least secure 

erased in order to protect previously written information. When used 

media is chosen, it must be specified at first what hard drive 

technology is used; spinning magnetic or solid state. 

The ancient magnetic drive should be erased in a way covering 

the related security standards, because of the magnetic polarization 

phenomenon. The US Department of Defense has been using the 

DoD 5220.22-M sanitization standard [59], others earlier have used 

the Peter Gutmann method of 35-passes [60]. Nowadays, the 

prevailing perception is that the most secure erasing methods are 

degaussing [61] or physical destruction (fire, shredding, etc.). 

Things seem to be even worse with SSDs, because data scrubbing 

can cause future data integrity problems [62]. 

The physical implementation of virtual nodes can be performed 

successfully, if all virtual Network Interface Controller (NIC) MAC 

File System 

Encryption  

OS 

Installation 

Assign 
Role 

MaaS, Juju, 

Openstack 

Modules 

installation 
Deployment 

LAN 

Integration 

Spatial 

Placement 



Haris Symeonidis, Cloud computing security for efficient big data delivery, Page 29 

addresses have the same values as their respective physical ones. 

The correct preparation gives testers the capability of performing 

any tests in safety, using backups and snapshots, so the whole 

approach is considered a safe cloud simulation before coming into 

real life. 

The strategy for prevention and detection of intrusion must be 

implemented on all cloud servers and the environment will be 

monitored at key vantage points to locate potential threats through 

event-based detection or traffic/network based detection. The 

emphasis of a cloud service is placed on the improved availability 

offered, but when security parameters are not considered equally, 

security becomes the main reason preventing enterprises from a 

complete adoption of cloud services. Another issue is the existence 

of malicious users in the same cloud network. An employee can 

compromise the cloud by gaining access to the system for malicious 

actions. The danger is much higher in comparison to users in 

corporate LANs, since they can operate on other platforms using 

their own IDS anti-measures. 

Most organizations and enterprises have a serious concern on 

their data reduced control. Their data is not stored on premise, the 

responsible security administrator is not an employee of the 

interested organization and in result does not comply with the 

organization rules. The main solution to their stress is to follow a 

strong cloud encryption strategy including adoption of EaaS, as 

described above. The quality of IAM service would also be a positive 

factor in this issue. 

Some typical network safety rules – valid in cloud services too 

– can be found in Symantec ‘s website[63]: 

 

No computer in your organization has recently connected to an 

unprotected network.  

No peer-to-peer (P2P) or FTP software has been installed on 

computers in your organization. 
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No portable storage devices or media from unprotected sources 

have been connected to computers in your organization. Storage 

devices include floppy discs, CDs, DVDs, USB storage keys, iPod, 

etc. 

No sources internal to your network have contributed to the 

infection. Such sources can include computers that have not 

applied software updates correctly or computers with no antivirus 

protection. 

No direct HTTP requests were carried out. 

Users have not removed the proxy settings from their Web 

browser. If users have removed the proxy settings, you can block 

HTTP access on port 80 on your firewall. 

Table 4: Symantec Support Center suggestions 

 

3.2. Security Policy 

When studying information security, the first step is the 

classification of information as sensitive and non-sensitive. From the 

first cloud applications, the main security problem was the lack of 

security guidelines, in practice enterprises did not really know what 

they want to keep safe and at what cost. Even today, there is lack of 

expertise or standardized procedures to process raw data and 

evaluate accordingly. The result is that enterprises cannot estimate 

the security implementation complexities and what the final benefit 

will be [64]. Employees are not (and should not necessarily be) 

security experts and their training would come as a utopia since it is 

expensive, while technology is changing; the same goes to security 

knowledge in order to adapt accordingly. 

A well-designed policy management is needed when it comes 

to protect a big data center. Access to the data centers should be 

granted following the principle of the least privilege, necessarily 

including users with special access rights such as administrators. 

This principle does not apply only to data access control, but also to 
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their physical. This is a global issue met in companies, academic 

institutions, governmental foundations, even small business offices. 

Despite the widely known significant value of security levels, 

neither multiple access levels nor their respective restrictions will be 

defined. As soon as their establishment needs a detailed security 

policy to be defined and moreover the evaluation outcome is not 

affected by the existence of several security levels, as a condition, in 

this method only administrator and user levels have been used. 
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4. Implementation 

4.1. System Preparation 

Open software will be used as a base and, in addition, a client 

will join this LAN to run some experimental tests and perform the 

role of the “bad guy”. The used hypervisor will be VirtualBox, since it 

supports KVM-enabled guests to allow nested virtualization. 

VirtualBox has been out for every popular operating system, such as 

Linux, Mac OS and Microsoft Windows. All events will be logged, 

using Virtualbox’s capabilities. Openstack will be installed in an 

Oracle Server instance, even if it does not really matter which Linux 

distribution, “flavor” or edition will be used; this method has been 

proposed in terms of economy and efficiency. Economy, because of 

the open-source software use as mentioned above. The minimal 

setup does not demand state-of-the-art hardware with tons of RAM 

and huge storage capabilities. Efficiency, because our perspective is 

to build a minimal system, test its reactions and provide a flexible 

base model for further upgrades and adjustments. 

Our setup follows a minimal [65] Metal-as-a-Service (MaaS) 

architecture [66], using “containers” [3] and giving special attention 

to data retrieval and storage: 

 2 Networks exist: VLAN-10 192.168.1.0/24 Gateway is 

connected to the internet. VLAN-11 10.10.0.0/22 Region 

controller can be connected up to 509 Rack controllers 

(in theory). VLAN-12 10.10.2.0/23 provides 509 VM 

nodes capability to a Rack controller. 

 1 MaaS Region Controller Node containing 2 NICs. At 

first, the only required packet is openSSH for easier 

access. 

 Assign the default VLAN to intranet NIC. 

 Provide DHCP to the VLAN in order to send OS images 

via PXE boot. 
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 Assign a Static IP to Controller Node. Now bash can be 

accessed with an SSH client and dashboard with a 

browser in DMZ – it can be set for testing purposes via 

the Hypervisor. 

 At total our system is consisted of: 

o 2 Controller nodes – 1 Region controller and 1 

Rack controller, controlling IAM, Image and SQL 

Database services. 

o 1 Network node, controlling all network traffic. 

o 2 Compute nodes, containing also storage 

modules. 

 The penetration testing system is a separate system 

running Parrot OS Pen-testing distribution and connected 

physically to the same router as VLAN-10 

(192.168.1.0/24). The IP will not be the same in each 

test, to avoid blacklisting by the IDS. 

 

 

Table 5: Controller network configuration file 

 

enp0s3    Link encap:EthernetHWaddr 08:00:27:fd:b3:0f           

inet addr:192.168.1.2  Bcast:192.168.1.255  Mask:255.255.255.0 

inet6 addr: fe80::a00:27ff:fefd:b30f/64 Scope:Link 

UP BROADCAST RUNNING MULTICAST  MTU:1500  Metric:1 

source /etc/network/interfaces.d/* 

# The loopback network interface 

auto lo 

iface lo inet loopback 

# The primary network interface 

auto enp0s3 

iface enp0s3 inet static 

address 192.168.1.11 

netmask 255.255.255.0 

network 192.168.1.0 

gateway 192.168.1.1 

dns-nameservers 192.168.1.1 8.8.8.8 

# The secondary network interface 

auto enp0s8 

iface enp0s8 inet static 

address 10.10.2.1 

netmask 255.255.255.0 

network 10.10.2.0 
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RX packets:49187 errors:0 dropped:0 overruns:0 frame:0 

TX packets:24859 errors:0 dropped:0 overruns:0 carrier:0 

collisions:0 txqueuelen:1000 

RX bytes:73344935 (73.3 MB)  TX bytes:1690544 (1.6 MB) 

 

enp0s8    Link encap:EthernetHWaddr 08:00:27:ce:3d:26 

inet addr:10.10.1.154  Bcast:10.10.3.255  Mask:255.255.252.0 

inet6 addr: fe80::a00:27ff:fece:3d26/64 Scope:Link 

UP BROADCAST RUNNING MULTICAST  MTU:1500  Metric:1 

RX packets:368 errors:0 dropped:0 overruns:0 frame:0 

TX packets:8 errors:0 dropped:0 overruns:0 carrier:0 

collisions:0 txqueuelen:1000 

RX bytes:63154 (63.1 KB)  TX bytes:648 (648.0 B) 

 

lo        Link encap:Local Loopback 

inet addr:127.0.0.1  Mask:255.0.0.0 

inet6 addr: ::1/128 Scope:Host 

UP LOOPBACK RUNNING  MTU:65536  Metric:1 

RX packets:160 errors:0 dropped:0 overruns:0 frame:0 

TX packets:160 errors:0 dropped:0 overruns:0 carrier:0 

collisions:0 txqueuelen:1 

RX bytes:11840 (11.8 KB)  TX bytes:11840 (11.8 KB) 

Table 6: Controller NIC Status 

 

 

Figure 12: Openstack topology 

 

Next step is the devstack script execution. 
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This is your host IP address: 192.168.1.2 

This is your host IPv6 address: ::1 

Horizon is now available at http://192.168.1.2/dashboard 

Keystone is serving at http://192.168.1.2/identity/ 

The default users are: admin and demo 

The password: 733868bb2b412fbb738f 

2016-08-31 17:54:13.836 | WARNING: 

2016-08-31 17:54:13.836 | Using lib/neutron-legacy is 

deprecated, and it will be removed in the future 

2016-08-31 17:54:13.836 | stack.sh completed in 2241 

seconds. 

Table 7: Devstack Script execution 

 

Our dashboard is ready now. 

 

 
Table 8: Horizon dashboard running 

 

4.2. Model Deployment 

 

As mentioned above, the proposed big data management 

security model consists of 7 protection levels. The full model is 

shown in the figure below. 
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Figure 13: Model Security Layers 

 

Layer 1: Physical Security 

 

Physical security is a prerequisite (or other security measures 

could come to be useless) so cloud services require a big attention if 

not investment in security. Physical security in private clouds is 

established on-site throughout a data center [67], using safety 

doors, security guards, cameras, motion detectors, fences, lightning 

protection system, UPS units, etc. to protect all .IT equipment from 

physical intrusion or other violations. In recent years, more security 

systems adopt biometrics to identify authorized staff at the entrance 

gates of the facilities. Such methods are facial recognition in 

combination with fingerprints, eye iris recognition even weight 

chambers checking personnel’s weight during entering or exiting 

data center location. Extensive use of these services is rather 

expensive and strongly connected with each company’s financial 

budget, but as mentioned above, security is a necessity not a 

luxury. 

 

Layer 2: Security Policy 

 

A level-based hierarchy should be used to restrict access to 

specific areas according to each person’s job and subsequently its 

security clearance. Apart from user classification, here are defined 

exactly what rights and obligations are applied to each level. Having 

secured our system of violent abuses, through physical security, now 
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each user freedom margins are set. This layer completely cuts off 

access and rejects unauthorized users, while allows definite access 

to those who are certified via the authorization check. In addition, as 

part of security policy and depending on the nature of the 

organization or business, specific rules are applied as follows: 

- Limitation of rights in “Bring-your-own” devices (BYOD) such 

as notebooks, smartphones, tablets, etc. when processing network 

data. 

- Internet access only through containers and prohibition of 

unauthorized file extraction off the corporate network. 

- Prohibition of any interference with the installed hardware. 

- Scheduled security checks on all system layers. 

 

Layer 3: Storage Encryption 

 

Any device used for storing data in the cloud network is 

encrypted using 256-bit key encryption. This encryption includes any 

storage medium, within the area of physical infrastructure and is 

considered the first efficiency bottleneck in this model. The amount 

of speed reduction is inversely proportional with the total vCPU 

power. A well-established cloud system, with a reasonable number 

of vCPUs regarding its data, has only a slight performance drop. 

 

Layer 4: Cloud Networking 

 

Implementation of the above described Openstack topology. 

The system expansion in any direction, would not be limited by the 

existence of the topology. Any restrictions not allowing speed or 

storage gain, exist only because of the economic capabilities, 

physical infrastructure or even because of the personnel available. 

So, any expansion restrictions are lifted by manager decisions, 

without affecting or being affected by the topology. 
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Layer 5: Firewall 

 

The firewall layer applies to each device participating in the 

cloud, not just datacenters or network nodes. This is the reason that 

the firewall layer is mentioned separately. The flow is controlled 

everywhere, but this is the second bottleneck, which relies on the 

cloud network size. In case of a future large expansion, the delay 

will grow. Then the layer is flexible enough to allow firewall 

existence per VLAN, without jeopardizing the protection level 

significantly. 

 

Layer 6: Transmission Encryption 

 

It would not make sense to store static data in encryption if 

their potential transfer was risky through insecure transport 

channels. With a packet sniffer for example, data sensitive packages 

or even user credentials could be isolated and that would cause the 

security model in total collapse. Therefore, encryption during 

transport is necessary using encryption protocols SSL/TLS, SSH,  

HTTPS or WPA2 for wireless connections. 

 

Layer 7: Trustworthy Clients 

 

All nodes are selected and configured by administrators, not 

only in terms of operating system and but also in terms of 

applications which are installed via the controller node. The volume 

and evolution of installed programs will determine when the 

hardware should be upgraded so that cloud performance remains 

high. 
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5. Performance Evaluation 

Before proceeding to the evaluations, we have to mention that 

there is a rather optimistic perception regarding cloud security 

services; many people think that such services can benefit 

organizations by dealing a potential threat before it reaches their 

local area network. On the contrary, the refutation is the operation 

of an infected cloud connection in case of an unknown vulnerability 

or malicious action therein. Since this connection is considered a 

“trusted” one, it will act as a Trojan horse and try to harm any cloud 

client. 

Then the parameters will be analyzed to assess the models 

under consideration. This is a necessary process in order to achieve 

the objective of this investigation and excluding the possibility of an 

unconscious convergence towards a particular model, just because 

we are used to in everyday use. 

 

5.1. Factors affecting efficiency 

 Complexity: The complexity of a cloud system has a dual 

effect; complexity in installation and complexity in 

maintenance. It should be stressed again that we refer 

to small-scale businesses, maybe not willing to recruit 

an experienced administrator and the installation along 

with the maintenance may need to be performed by a 

partner on a different position in that enterprise. 

 Cost: There is no owner who does not care about the 

implementation cost. Also earlier, it was made clear that 

under no circumstances a short-term network disruption 

would be tolerated even if it was about running the 

upgrade to the cloud. Afterwards, the implementation of 

a big data system into existing equipment (private 

cloud) saves the company from paying subscriptions to 
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big public cloud providers and further enables directors 

to invest the saved amount in technical equipment 

upgrades such as bigger and faster storage devices, 

faster layer 3 devices with built-in load balancing 

capabilities, etc. 

 Speed Benefit: Speed is the first of the two tasks of this 

model. In terms of data recovery, storage and 

processing, there is interest about the relative speed 

regarding the person concerned. Speed is differently 

perceived by a web designer who uses network 

connections rarely and differently by a data miner which 

exhausts the processing, transmission and storage 

capabilities of the cloud system aiming to provide a 

comparative advantage to the company or organization. 

 Security Benefit: Security is the second task of equal 

value of the proposed model. In our assessment, 

security will be evaluated as the overall affection of 

physical, network and data security measures used. The 

negative impact of security on system performance will 

not be considered here, as the speed parameter was 

determined above. 

 

5.2. Comparison between methods 

The following table contains a comparison of all methods 

described in Chapter 2.2: Improvement Methods. Not only the 

methods themselves have been taken into consideration, but the 

adoption capabilities have been examined as well. For example, a 

method could be ideal for a large-scale company but not for a 

medium business, as a small performance increase will not be 

compensated by the high adaptation cost. 
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Method Complexity Cost 
Speed 

Benefit 

Security 

Benefit 

RLNC High Medium Medium Low 

RO Programming Medium Low Medium Low 

LB Algorithms Varies Low High Low 

Data Spatial 

Coherence 
Low Low Medium Medium 

Kerberos 

Mechanism 
Low Low Low Medium 

Bull-Eye 

Algorithm 
Medium Low Medium Low 

Namenode 

Approach 
Medium Varies High Medium 

Queuing 

Approach 
Medium Low Medium Low 

Virtual Server Medium Low Low Medium 

Detection 

learning 
High Low Low High 

Multi-layer IDS Low High Low High 

7-layer VM Model Low Low Medium High 

Table 9: Big Data Management and Protection improvement methods 

 

5.3. System stress tests 

 

Screenshots of live instances, as well as comparison graphs, 

can be found in Appendix A – Stress test graphs and 

screenshots.The system was tested once without an IDS installed 

and once again with Suricata up and running.  DDoS attacks were 

performed emulating 500 nodes assuming a successful physical 

intrusion to establish a local connection (vboxnet0) with the Cloud 

Controller Node. Ports 53 (DNS) and 80 (Web) were targeted both. 

5.4. Observation remarks 
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The proposed method could be termed successful, regarding 

the targeting for effective implementation in small organizations and 

small businesses, as follows: 

 A minimalist design was achieved for easy installation 

without the need for specialized IT staff with advanced 

knowledge in network engineering. 

 The redesign complied cost to a minimum, without the 

need to either buy expensive equipment or to put the 

system out of service for a long time. 

 The speed fluctuated at satisfactory levels. In our tests, 

an unprotected system performed 11,27% slower at the 

time of a DDoS attack. Under the same conditions, the 

addition of IDS gave a 5,92% performance gain back to 

the system. 

 The big data security level proved to be high without 

being a bottleneck to the overall efficiency. AES 

encryption does seem to endure in time. Nowadays, the 

huge increase in computing power was balanced with the 

big data volume increase. Considering that the 

immediacy of information is a raising requirement, such 

encryption will not be deciphered within adequate time 

limits. Even classified military information in the modern 

battlefield would never be available for early recovery 

while using brute force cracking methods. 
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6. Conclusions – Future work 

The mobile enterprise environment is challenging. The 

development of cloud technology and the fact that enterprises are 

finding that they are dependent on working remotely adds to the 

challenge. The increased adoption of cloud applications and the 

increased accessibility of available security tools encourage the 

adoption of cloud-based security controls. All enterprises should 

study and acquire the best-fit solution to meet their business 

objective, because a service provider and a particular offering that 

may be suitable for one organization may not be for another. 

Although security concerns are still very prevalent, there has 

been a massive surge to cloud adoption. This evolution will continue 

with the arise and adoption of new “as a service” offerings, which 

should be the focus of the upcoming cloud computing security 

researches. It would also be useful in the future the use of common 

cloud computing operation policies. There would be a big opportunity 

to facilitate both easy big data sharing and useful safety tests 

focusing on technical security gaps and not on architectural errors 

resulting from the lack of standards. 

The decision about where to give greater emphasis - to the big 

data security or performance - will depend not only on the target of 

each IT system, but also on the decisions of the organization 

directors. Cloud models are designed to work in order to accomplish 

tasks set by human decisions. 
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Appendix A – Stress test graphs and screenshots 

 

 

 
Figure 14: System Dashboard 

 

 

 

Figure 15: Suricata IDS installation 
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Figure 16: Flooding DNS port 

 

 

 
Figure 17: Ping times during Flood attack 
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Figure 18: Unprotected Cloud Controller Response times 

 

 

 

Figure 19: IDS Protected Cloud Controller Response times 
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