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Abstract 

As the Internet spreads, new web applications come to light. One promising 

sector that is still in its infancy is supermedia applications. Supermedia applications 

manipulate video, audio, haptic and other sensory data. With the word haptic we refer to 

the sense of touch that the user feels when he uses a ―Haptic‖ service. The haptic feeling 

has the ability to increase the sense of reality, to excite the user and improve the quality 

of experience. To carry out this sense through the Internet was, until recently, 

impracticable due to processing inefficiencies and/or protocol performance in 

capabilities, such as throughput and jitter constraints. This thesis presents a survey of 

transport protocols for supermedia applications. It outlines the Haptic data transmission 

characteristics and the necessary QoS requirements for the maximization of the Quality 

of Experience for Haptic users. It also depicts the qualitative features that transport and 

application layer protocols should contain in order to carry haptic data.  

It also describes a Haptic system architecture. A new network adaptive flow 

control algorithm is proposed. The new algorithm combines most of the known flow 

control algorithms while taking into account the network conditions οf the Internet and 

the significant haptic events.  

It analyses the metrics that have to be taken into consideration for the evaluation 

of Haptic transferring. These metrics are the delay, the jitter, the throughput, the 

efficiency, the packet loss and the proposed by the authors, packet arrival deviation. 

Based on these metrics, evaluation of the most commonly used real time transport 

protocols is performed.  

It also presents experiments for real time Haptic data transferring that have been 

carried out by the authors through different networks and locations. Extensive 

simulations and experiments for the performance evaluation of transport protocols for 

real time transferring HEVC streams with supermedia data are carried out. Complements, 

differences and relevancies between simulation and real world experiments are discussed. 

The simulation tests reveal which protocols could be used for the transfer of real-time 

supermedia data with a HEVC video stream. 

As far as video transmission is concerned, this thesis presents the related work on 

High Efficiency Video Coding. It points out the challenges and the synchronization 

techniques that have being proposed for synchronizing video and haptic data. 
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Comparative tests between H.264 and HEVC are undertaken. Measurements for the 

network conditions of the Internet are carried out. The equations for the transferring 

delay of all the inter prediction configurations of the HEVC are defined. Furthermore, it 

proposes a new efficient algorithm for transferring a real-time High Efficient Video 

Coding stream with haptic data through the Internet. 

Furthermore, it presents the design of a novel real time wireless multisensory 

smart surveillance system with 3D HEVC features. The proposed high level system 

architecture of this surveillance system is analyzed. The advantages of the new HEVC 

encoding are presented. The synchronization issues between the multiple streams are 

described and solved. All the available wireless standard are presented and compared. A 

network adaptive transmission protocol for a reliable real-time multisensory surveillance 

system is proposed. Adaptive Packet Frame Grouping and quantization is enforced in 

order maximum Quality of Experience to be fulfilled. Measurements from the proposed 

protocol have given satisfactory results comparing to existing transport protocols. 

It also deals with the wireless transfer of real-time high update rate supermedia 

data over the Internet of Things. It presents the related work on supermedia data 

transferring and QoE requirements. It proposes a high level architectural design for the 

transport of wireless multiple supermedia streams over IoT. The most known 

compression techniques and flow controls for wireless sensory data transferring are 

analyzed. Based on these compression techniques a new network adaptive flow control 

algorithm is proposed. Measurements for multihop wireless transferring of high update 

rate supermedia packets over IoT are presented. 

 

Keywords: Haptics, interactive applications, transport protocols, supermedia, 

sensors, convergence, converging networks, wireless transmission, HEVC, 

synchronization 
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 1 Introduction 

 1.1  Problem Definition  

It is widely accepted that the growth of Internet and the improvement of its 

network conditions helped real-time applications to flourish. Apart from video and 

sound, new kind of real-time data are making their appearance, such as haptic and other 

sensory data, all of them known as supermedia data. Haptics refer to the science of 

manual sensing and manipulation of surrounding objects and environments through the 

sense of touch [1]. With the optimization of telerobotics and the improvement of Internet 

status, there is a constant effort to transfer the sense of touch through the Internet. The 

unstable network conditions, as the end to end delay variation of the Internet, prevent the 

successful transfer of high frequency haptic data and minimize the Quality of Experience 

(QoE) of the user. For the successful transfer of supermedia data, specific transport 

protocols with flow control algorithms should be enforced.  

 

 1.2  Motivation and Scope 

Motivation. As we are heading towards the 5th generation of wireless/ mobile 

broadband networks, numerous devices and networks are interconnected. The Internet of 

Things (IOT) is becoming a reality. Person-to-person, person-to-object, and object-to-

object are continuously exchanging massive real-time supermedia data. The efficient 

transmission of this data is of great importance for the Quality of Service (QoS) that the 

Internet offers.  

Scope. The scope of this thesis is to propose a transport protocol for efficient 

delivery of supermedia data. Flow/congestion control algorithms and synchronization 

techniques should be enforced in order to maximize the QoE of a supermedia user. 

 

 1.3  Thesis’s Contribution 

This Thesis presents a survey of transport protocols for supermedia applications. 

It outlines the related work on these protocols. Moreover, it describes the Quality of 

Service (QoS) requirements for supermedia applications that a network has to fulfill. It 

performs a classification of related protocol capabilities and outlines the flow 

requirements that should be met by protocols designed to carry supermedia data. 
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Synchronization techniques are analyzed and enforced between multiple supermedia 

streams. A proposed Haptic system architecture is presented. The efficient 

synchronization of video, audio, and haptic data is analyzed and performed. The related 

work on High-Efficiency Video Coding is outlined. A novel algorithm for the efficient 

transmission of supermedia streams such as HEVC video, haptics and other sensory data 

is described. A novel network adaptive transmission protocol for supermedia transferring 

is proposed. A novel smart surveillance system that monitors HEVC streams, depth 

video, haptics and multisensory data is presented. All the papers published based on the 

above research are outlined in the appendix A. 

 

 1.4  Thesis outline 

This chapter has discussed the motivation, the scope, and the main objectives of 

our work and outlined the major contributions of this thesis. The remaining chapters are 

structured as follow.  

Chapter 2 presents related work on haptic data transferring. Chapter 3 analyzes 

the high level architecture of haptic data transferring. Chapter 4 discusses the haptic data 

transmission characteristics. Chapter 5 evaluates the most familiar transport and 

application layer protocols for haptic applications based on their qualitative features. 

Chapter 6 performs an evaluation of transport protocols for real-time supermedia data 

with quantity metrics with simulation techniques. Chapter 7 proposes a network adaptive 

flow control algorithm for haptic data transmission over the Internet (NAFCAH). 

Chapter 8 proposes an efficient algorithm for transferring a real-time HEVC stream with 

haptic data through the Internet. Chapter 9 describes a novel real-time wireless 

multisensory smart surveillance system with 3D - HEVC streams for IOT. Chapter 10 

analyses the transferring of wireless high update rate of supermedia streams over IoT. 

Chapter 11 presents experiments for real time haptic data transferring over multihop 

wireless infrastructures. Chapter 12 summarizes the contributions of this thesis and 

outlines future work. 
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 2 Related Work on Haptic Data Transferring 

 

The material in this chapter was presented in [2], [3], and [4].  

 

 2.1  Introduction  

 

In the last decade much interest has been given to Haptic applications. This 

interest is due to the high Quality of Experience (QoE), that a user perceives when he/she 

uses a Haptic service [5]. Until recently, Haptic applications were limited in number and 

found only in High-Speed networks due to high processing and transmission 

requirements of Haptic data. Personal computer processing capabilities and LAN 

network speed improvements, in conjunction with the growth of WWW and development 

of Internet applications, made it feasible to develop applications using a special Internet 

flow-branch called Haptic Internet and operate applications known as tele-Haptics.  

Several interesting studies [6] have shown that the transfer of real-time 

supermedia applications through the Internet is now possible. Several obstacles, such as 

the network delay and jitter, may still impede the flourishing of supermedia applications 

[7]. Apart from delay, the scaling factor in macro-micro teleoperations [8], [9] and the 

difference in inertia between the master and the slave system [10] can also deteriorate 

systems transparency [11]. Time-Delay compensation techniques [12], [13], [14] can 

overcome these barriers while Fuzzy Controller techniques [15], [16] can protect the 

haptic systems from failure when data transmission is insufficient. The high-

computational-cost in Tele-Haptic applications can be moderated with a high-

performance computing environment such as a computational grid [17]. 

Focusing on transmission protocol requirements, studies [18], [19] have shown 

that Haptic applications are sensitive to network conditions such as network delay, jitter, 

packet loss, out-of-order packet delivery and increased network congestion. Many 

methods have been investigated to optimize tele-Haptics transmission. Some of these 

techniques are multiplexing [20], perception-based data reduction [21], prediction-based 

data reduction [22], network prediction or network resource allocation [23], Haptic visual 
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aid decorators [24], wave variables [25] and application-centric data transmission 

protocols.  

 

 2.2  Internet-Based Supermedia Applications  

 

The expansion of Internet has led to the emergence of Internet supermedia 

applications. Tele-Haptics can be used in many areas of our life, like education [26], 

[27], video games [28], [29], military operations [30], tele-surgery [31], [32] and video 

enhancement [33], [34]. Moreover, Haptics can aid people with disabilities [35], 

transform virtual reality to augmented reality [36] and enhance communication between 

people [37]. Furthermore, a motion-copying system (MCS) [38] can be useful for the 

digital preservation of motions by skilled experts as a haptic database. Supermedia can 

also enhance communication between people [37] and upgrade the virtual reality to a 

promising augmented reality [39]. 

Since supermedia refers to the many human senses, it follows that supermedia can 

benefit people with impairments. Haptic devices can help visually impaired people with 

route navigation and neighboring information [40], [41]. With the help of tactile sensors 

[42], impaired people can now visit a Haptic-museum from their home and explore all its 

exhibitions with the sense of touch. Haptic devices can help people with kinesthetic 

disabilities [43], but they can also improve the movement of humanoid robots like the 

haptic sensing foot system [44]. 

 

 2.3  Related Work on Haptic Transport Protocols 

 

Several protocols have been proposed to transfer haptic data. Some of them were 

created purely for this purpose while others were designed for other interactive 

applications such as robot tele-operation [45]. The protocols that specialize in Haptic data 

transmission are SCTP [46], SMOOTHED-SCTP [47], IRTP [48], RTNP [49], ETP [50], 

and RTP/I [51], ALPHAN [52], HMTP [53]. Some of these protocols, such as IRTP and 

RTNP were not created specifically for Haptic applications but for other Robotic tele-

operations and vision, carried out through IP networks. Both Haptic and robotic 
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applications present the same requirements for data transmission, so that these protocols 

can be applied to both applications. 

ALPHAN [52]: It is an Application Layer Protocol for Haptic Networking 

(ALPHAN). It operates on top of UDP and can easily be customized with the help of an 

XML-based description file. It supports prioritization with the help of multiple buffers. It 

uses three types of messages, partially borrowed from MPEG, namely I packets, known 

as "key updates" that are sent reliably and P and B packets, that are sent unreliably, 

known as "normal updates". It includes a timestamp and a sequence number to its 

packets. It also includes a participant and an object ID. All the above properties force the 

protocol to use 16 bytes of overhead at every packet. 

S-SCTP [47]: Smoothed - Synchronous Collaboration Transport Protocol (s-

SCTP) is widely used in haptic applications. It is derived from the SCTP [46] but differs 

in that it includes a buffer at the receiver‘s side to reduce the unwanted effect of jitter. It 

uses two types of packets: the ―key updates‖ which are sent reliably and the ―normal 

updates‖ that are sent unreliably. In order to avoid the implosion problem it applies 

negative acknowledgement. It performs congestion control by scaling the transmission 

rate, depending on the received Ack and Nack messages. It uses interaction streams to 

carry ―differential‖ packets. Key updates are placed especially in the first and in the last 

slot of the stream. 

HMTP [53]: It is an efficient Hybrid Multicast Transport Protocol (HMTP) for 

collaborative virtual environments. It is derived from the combination of four protocols: 

Scalable Reliable Multicast (SRM) [54], Reliable Multicast Transport Protocol (RMTP) 

[55], Selective Reliable Transmission Protocol (SRTP) [56] and Synchronous 

Collaboration Transport Protocol (SCTP). It enforces scalability like RMTP and 

reliability with NACK approach like SRM. Its architecture resembles a multicast tree, 

like RMTP. It has two types of messages, ―key updates‖ and ―normal updates‖ in an 

interaction stream, like SCTP. The packets are sent with three modes of transport 

depending on their type like SRTP. This protocol focuses on collaborative applications 

with a lot of users in which case multicast is necessary.  

IRTP [48]: Another protocol that applies to interactive applications is the 

Interactive Real-time Protocol (IRTP). It is connection oriented and is located at the 

transport layer. For its implementation it imitates the transport protocols TCP and UDP, 

the TCP for the transport of ―crucial data‖ and the UDP for the transport of the 



28 

―remaining data‖. It implements flow and congestion control with the windows size 

scheme, same as TCP, and error control with the help of a buffer at the sender's side and 

two buffers at the receiver's side. The main advantage of this protocol is that it uses a 

very little overhead of only 9 bytes. 

RTP/I [51]: The Real Time Application Level Protocol For Distributed 

Interactive Media (RTP/I) is also a protocol that can be used for haptic applications. It 

also uses UDP for the ―unreliable data‖ and TCP for the ―reliable data‖. It contains a 

participant identifier, a priority field, a sequence number and a timestamp in its packets. 

It has four types of messages: ―event‖, ―state‖, ―delta state‖ and ―state query‖ messages. 

Its main drawback is that it is not designed purely for haptic application but for general 

interactive applications. This means that it has a big overhead of 28 bytes at every 

datagram in order to support a wide spectrum of applications. Taking into account that 

the data rate in haptic applications is near 1 kHz, a 224 kbps bandwidth is required only 

for the overhead information, which is mostly unnecessary. 

ETP [50]: The Efficient Transport Protocol (ETP) is designed especially for 

haptic applications. Its main target is to optimize the available bandwidth by trying to 

minimize the Inter Packet Gap (IPG) and the Round Trip Time (RTT). For this goal it 

has six states: FAST DECREASE IPG, LOOK, INCREASE IPG, SLOW DECREASE 

IPG, STABILITY IPG and STABILITY MAX. By adjusting the IPG it performs 

congestion control. It uses the UDP protocol for transporting its data and it operates the 

control and the feedback channel as two independent data flows. The protocol that has 

almost the same features as ETP is the Bidirectional Transport Protocol (BTP) [57] 

which is specialized in tele-operated robots and has been developed from the same 

authors. 

RTNP [49]: Another protocol for haptic data transmission is the Real Time 

Network Protocol (RTNP). It was designed for teleoperation but its main drawback is 

that it can only be implemented in Unix environments. Its main feature is that it uses 

priority for its packet. The scale of the priority is designated inside the packets. The 

priority changes the queue in which the packets stand at the sender's or in an intermediate 

buffer. If a packet is marked as a ―real-time‖ packet, it gets higher priority.  

STRON [58]: The Supermedia Transport for Teleoperations over Overlay 

Networks (STRON) is a transport scheme that uses forward error correction encoding to 

provide a reliable and fast transmission service. The main attribute of STRON is that it 



29 

takes advantage of multiple disjoint overlay network paths (one of them is the IP path) to 

transport its packets. With the use of Reed-Solomon codes it provides a rather reliable 

transport service without using acknowledgments and retransmissions. For congestion 

control it enforces the TCP Friendly Rate Control (TFRC) [59].  

Apart from the above protocols, a comparative study should be conducted with 

most common transport protocols for real-time applications as UDP, RTP, DCCP and 

SCTP and the generic transport protocol TCP.  

UDP: This protocol is in the transport layer and provides the smallest delay, if no 

congestion occurs in the network. It does not provide reliability and congestion control 

and it is very poor to Inter-Protocol and Intra-Protocol Fairness. It does not use buffer 

and produces large jitter. It creates the smallest overhead, 8 bytes, and it is characterized 

as a ―best effort‖ protocol. 

RTP: The Real-Time Protocol runs over UDP and includes a sequence number 

and a timestamp at its 12 byte header. It is an unreliable protocol with out-of-order 

delivery. It supports multicast and in conjunction with the RTCP (Real-time Transport 

Control Protocol) monitors the quality of service.  

DCCP: The Datagram Congestion Control Protocol runs over IP. It includes a 

sequence number, provides bidirectional unicast connections, it is unreliable and includes 

two congestion control algorithms, TFRC and TCPLIKE. 

SCTP: The Stream Control Transmission Protocol runs over IP. It is reliable with 

an option for order-of-arrival delivery and includes a congestion control algorithm and 

supports multi-streaming.  

TCP: This is a protocol that creates a virtual connection between sender and 

receiver. It is a reliable protocol with a congestion control mechanism. It creates bigger 

delay than UDP and it is TCP-friendly with other connections. It uses a bandwidth 

optimization control with a window size scheme. It creates very big overhead, 20 bytes, 

that is a disadvantage at a very high update rate. As TCP is optimized for accurate 

delivery rather than timely delivery, it is understood that it should not be applied in 

haptic applications. 
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 2.4  Novel Internet Architectures In Regards To Haptic Applications 

The growth of www forced the scientific community to come up with novel 

Internet architectures. Some of these architectures are the IPv6, the HTML5 and the 

―Internet of Things‖ [60]. Haptics can be applied to these architectures and benefit from 

their use.  

 

 2.4.1 Benefits from using IPv6 to Haptic transmission 

 

Enforcement of the new Internet protocol IPv6 can improve the transmission of 

Haptic Data [61]. All clues indicate that IPv6 and QoS will play a major role in 

tomorrow‘s communications. All ISP will have to implement the differentiated QoS in 

their routers and support IPv6.  

 IPv6 header contains an 8-bit Traffic Class field. With the help of this 

octet, Prioritization in data packets can be enforced. This prioritization can 

help differentiated Qos to be implemented. Haptic data should have higher 

priority from other multimedia. This necessity derives from the fact that 

Haptics are real-time data very sensitive to delay, jitter and update rate.  

 A field of the IPv6 header that also enhances the real time flow and the 

management of the QoS [62] is the Flow Label. It is a 20 bit field that 

informs the router in which flow the packet belongs to and what QoS has 

to be enforced to. The concept of flows has already been met in haptic and 

real time protocols as SCTP, S-SCTP, RTP and is known as stream. The 

help of the flow-stream reduces processing time at the routers, helps 

packets to travel on the same path and keeps packets in the correct order. 

Moreover it helps protocols to enforce differential updates, a method that 

has been met in protocols as [46], [47]. 

 Another characteristic of the IPv6 is the explicit support of anycast. This 

feature has already been met in some extensions of IPv4 but it is explicitly 

supported in IPv6. With the help of anycast transmission a packet can be 

sent to a group of nodes of which the nearest one is automatically 

selected. Anycast minimizes the number of hops and the latency of a 

packet to reach its destination.  
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 The Multicast transmission is also supported in IPv6 with better 

bandwidth efficiency than in IPv4. It ensures that all routers support 

multicasting and offers much larger multicast address space. Haptics can 

be applied in scalable architectures with multiple users that collaborate 

with each other. The need of multicast transmission is undoubted. In a 

large–scale virtual environment multicast group members can be added or 

removed dynamically. Specific events as new members log in –log out, 

object acquisition and spam messages should have the ability to be sent to 

all the participants simultaneously.  

 Security and privacy are factors that are being reinforced in IPv6. Haptics 

could be applied in critical operations like military use and tele-surgery. It 

is obvious that a crack in the security of a tele-haptic system can cause 

problems that threat human life.  

 

 2.4.2 The Role of Haptics in the “Internet of Things”. 

 

It is well known that Internet use is growing exponentially. Apart from the growth 

of usage, Internet is changing shape, type and services. A few years ago the meaning of 

―web 2‖ came in sight. The concept of ―web 2‖ wants the Internet to be a user-centric 

platform for information sharing. The social media, blogs, wikis and video sharing are in 

their pick.  

New ideas as the ―Internet of Things‖ and the ―web squared‖ [63] are now 

gaining attention. ‗‗Internet of Things‖ semantically means ‗‗a world-wide network of 

interconnected object uniquely addressable, based on standard communication protocols‖ 

[64]. The word ―object‖ may refer to all things of our ordinary life such as vehicles, food 

packages, paper documents, clothes, furniture, etc. ―Uniquely addressable‖ can be done 

with the help of the Radio-Frequency IDentification (RFID) and the IPv6, since IPv6 

provides 128 bits for IP addressing. In the field of ―interconnection‖ apart from RFID, 

tags, sensors, actuators, semantic technologies and smart phones can provide 

interconnection, cooperation and a new source of data for the new Internet which is 

called ―web squared‖. The ―web squared‖ aims to integrate the ―web 2‖ and the sensing 

technologies in order to provide a more enriched content to users.  



32 

Haptics can play a major role in the future Internet called ―web squared‖. Haptics 

are the key point of entry into a full sensory virtual reality, called ―augment reality‖. 

Haptics can immerse the user and provide the feeling of ―being there‖. If most objects of 

the real world addressed uniquely as the ―Internet of Things‖ mentions and modeled/ 

described with semantic technologies, then with the help of Haptics we can create an 

―augmented world‖ which will resemble our physical world. The gap between the digital 

and physical world will be bridged. 

The benefits from such an implementation would be breathtaking. Education, 

travelling, communications, logistics, robotics and many other areas will change rapidly 

and will obtain another meaning in our daily life. The ―augmented world‖ will change 

our descendants‘ lives as the Internet and the television changed ours and our 

antecessors‘ lives.  

 

 2.4.3 Enforcing the HTML5 technology to Haptic Applications 

 

A new and promising opportunity for supermedia applications to flourish in the 

Web is HTML5. The HTML5 formal supports the java script based Web Graphic Library 

WebGL. The display of 3D graphics using a Web browser is now easier. A HTML5 

Haptics (H5H) Plug-in [65] runs on most popular web browsers, uses HAPI as a haptic 

rendering machine and supports most of the commercially available kinesthetic haptic 

interfaces. The window for easier creation of Web Haptic applications is now opening. 
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 3 High Level Architecture of Haptic Data Transferring 

 

The material in this chapter was presented in [2], [3], and [4].  

 

There are two main categories of system architecture for Haptic data transferring 

[66]: The server based and the distributed architectures. The client-server architecture has 

the advantage of consistency. On the other hand, a peer-to-peer architecture supports 

parallel computation and scalability, and is less dependent on network conditions. The 

scene in a server-based architecture is only updated after a round-trip delay to the server 

while in peer-to-peer architecture the update delay is only one-way. Knowing that haptic 

applications are vulnerable to network delays, in collaborative applications with many 

participants, a peer-to-peer architecture is often chosen. 

A four channel communication architecture for transmitting position and force of 

the master and slave robot is often proposed [67], [68], [69]. Time delay should be even 

smaller in crucial tele-surgery operations where the nonlinear - elastic characteristics of 

soft tissues of the human body complicate system transparency [70], [71]. The 4CH 

architecture is difficult to be applied as it is dangerous to attach force sensors at the tip of 

the slave robot. 

 

 3.1  Haptic System Architecture 

 

The proposed high level Haptic System (HS) architectural is depicted in Fig. 3-1. 
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Fig. 3-1: Proposed Haptic system and equipment high level architectural design. 

 

 3.1.1 Communication channels 

 

It contains four separate communication channels. These are: 

Haptic Control Channel. It carries command queries from the user to the remote 

Haptic equipment. As Haptic data are very sensitive to network delay and jitter, Haptic 

data should be transferred by a specific transport protocol for this purpose. Enforcement 

of strict QoS rules for haptic data should be enforced. 

Haptic Feedback Channel. It carries response queries to commands back to 

Haptic Command Station (HCS) (response info data and sensor data). Response data are 

both response sensor data of remote haptic devises and supplementary sense information 

acquired by haptic sensors located at the remote environment. As it transfers Haptic data, 

strict QoS rules should also be enforced. 

HEVC Video Channel. It carries an HEVC encoded video stream from the 

remote environment back to the user. Depending on the resolution of the video, this 

stream usually occupies the highest percentage of the bandwidth of the communicational 

channel. 

Audio Channel. It carries audio data from the remote environment back to the 

user. It is the channel with the smallest QoS requirements. 
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 3.1.2 Structural Units 

 

Synchronization Unit. All the above streams transfer their data through the 

Internet. Audio, Video and Haptic feedback Media Units (MU) arrive at the 

Synchronization Unit with disrupted time intervals compared to the generation ones at 

the source. The main operation of the Synchronization Unit is to preserve the time 

relation of the original signal as steady as possible and synchronize the three media 

streams with each other. 

Haptic Command Station (HCS). This is the main control station of the HS. It 

includes a knowledge database for the storage of historical information. Such information 

could become handy for future use by the Prediction and Estimation Component (PEC) 

[72], [73]. This PEC component shall either be part of the HCS station or incorporated at 

a separate management station.  

Haptic Equipment Control Station (HECS): It is responsible for managing and 

monitoring all Haptic hardware equipment and also monitoring and receiving feedback 

activity from all peripheral sensors that are included in the Haptic system [74].  

Prediction and Estimation Component (PEC). PEC is either part of the HCS 

system or is maintained in a separate system and manages the HCS knowledge database. 

Its purpose is to monitor the Haptic system commands and provide useful predictions of 

HCS commands based on feedback data. Such a component shall utilize complicated data 

mining and estimation algorithms [73]. Its incorporation to the proposed Haptic system 

and clarification of its requirements and capabilities for certain Haptic system use cases 

is set as a future work. That signifies the dashed line notation. Placement of the 

knowledge database either in the HCS or PEC system, focusing on improving Haptic 

system performance, is also set as a future work. 
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 4 Metrics for the Evaluation of Transport Protocols 

The material in this chapter was presented in [2], [3], and [4]. 

 

In order to evaluate transport protocols for supermedia applications, analysis, 

experiments and simulation tests should be carried out. Measures of the performance of a 

haptic transport protocol should rely both on tangible attributes and on qualitative 

features. 

 

 4.1  Evaluation of Transport Protocols Based on Measurable Metrics 

 

The measurable performance metrics for this evaluation are the packet arrival 

variation, the delay, the jitter, the packet loss, the packet size and the throughput.  

―Packet Arrival Deviation‖ (PAD) is a good metric, proposed by the author, for 

transport protocol evaluation. In most cases a haptic source tries to send packets at the 

given rate of 1000 packets per sec. This means that if no congestion occurs and no 

packets are lost, the packets will arrive at the destination with the same rate. The packet 

arrival deviation can express not only the delay deviation, known as jitter, but also the 

packet loss from packets that are dropped during the transmission, the changes of the 

sending rate of the source and the fluctuations of the Internet bandwidth. The packet 

arrival deviation cannot only be measured as the standard deviation of the gap of time 

between the arrivals but also as the max, min and average values of the time gap between 

the arrivals.  

―Delay‖ is the time needed for a packet to travel from the source to the 

destination. Since the End to End delay can be different for every packet, max, min and 

average delays have to be measured.  

―Jitter‖ is the packet delay deviation which is often expressed as the standard 

deviation of the end to end delay. This metric is very crucial for the stability of the 

system. High values of jitter often result in desynchronization, and as a result, the user 

loses the illusion of ―being there‖ in augmented reality. 
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―Packet Loss‖ is the percentage of packets that fail to reach their destination. The 

number of packets that are lost or dropped during transmission increases when 

congestion occurs. A transport protocol with a congestion control algorithm can 

significantly minimize the packet loss.   

―Throughput‖ is the bandwidth that is consumed from the application in order to 

send its data to the destination. This bandwidth is derived from the multiplication of the 

packet size with the packet rate. The optimum packet rate for haptic applications is 1000 

packets per sec. Some protocols in order to avoid congestion, lower the packet rate. The 

packet size also depends on the overhead of the protocol. Given that the payload of 

haptic applications is relatively small, usually smaller than 64 bytes [48], the lower the 

overhead is, the more efficient the protocol will be. 

―Efficiency‖ [48] is also a metric that has to be measured. The efficiency of each 

protocol depends on the payload that each application passes to the transport layer and 

the overhead of the protocol. If the protocol runs on top of the UDP protocol, then the 

overheads of the two protocols are added. Efficiency is given by Eq. (1). Protocol 

Efficiency plays a major role especially in applications where the payload is relatively 

small and the sending rate is high. Such conditions are met in haptic applications. 

 

Efficiency = payload / (payload + overhead).   (1) 

 

 

 4.2  Evaluation of Transport Protocols Based on Qualitative Features 

 

Using common transport protocol for haptic systems is difficult to successfully 

transfer the haptic feeling over the network. In order to implement such big update 

frequencies (1 kHz) with so little delay (50 ms) and jitter (<2 ms), protocols should meet 

certain constrains and contain some qualitative features. Table 4-1 presents all the 

protocols that could be used in a haptic transmission system. It also depicts the 

qualitative features that a protocol should fulfill in order to successfully transfer haptic 

data through the network. These qualitative features are presented below in a decreasing 

order of importance: 
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Reliability: Some data of the control and feedback channel should be sent 

reliably. The proposed mechanism that reduces feedback amount as much as possible is 

the Negative Acknowledgement (NACK) [75] and the Selective Acknowledgment 

(SACK) [76].  

Prioritization [77]: Haptic transport protocols should give higher priority to real-

time interactive data. If different kinds of data (haptic, video and voice) are transmitted 

simultaneously, priority should be given to haptic data as they are more sensitive to delay 

and jitter. As haptic data contain control commands, they are more crucial than video and 

voice. Video and audio have lower requirements on delay and jitter which means that 

they should have lower priority. This prioritization can be supported with the IPv4 ToS 

octet or the IPv6 traffic class octet in a DiffServ architecture. 

Key Updates [46]: Many interactive protocols divide packets into key updates 

which are sent reliably and normal updates which are sent unreliably with best effort 

techniques. Furthermore, some protocols, like SCTP, support "differential messages". 

They are update messages that carry only the difference between the current and the 

previous state of an entity's. This technique achieves higher compression and faster data 

transmission. 

Interaction Stream [46]: In an interaction stream a series of update messages are 

grouped into one stream. All the messages from the same stream are referred to the same 

interaction. With this grouping, ―differential messages‖ can be applied, higher 

compression can be achieved, less bandwidth can be required and less computational 

power for packet forwarding is needed. 

Minimum Overhead: Haptic protocols have to keep as minimum overhead as 

possible. Haptics require very high update rate, around 1 kHz. This means that each byte 

at the header is being multiplied by a factor of 1000 due to the update rate. The result of 

this multiplication is the required bandwidth. Since the packet payload is quite small, 

usually 32-128 bytes, each byte of overhead sensibly reduces protocol efficiency [48].  

Error Correction and Data Integrity: Reliability is a feature that must be 

supported from a haptic protocol. A small part of the messages, such as the last update 

message, of the control and feedback channel should be sent reliably. A proposed 

mechanism that enforces reliability and reduces network traffic is the Negative 

Acknowledgement (NACK) [75] and the Selective Acknowledgment (SACK) [76]. Both 

of the above mechanisms avoid the Acknowledgement ―Implosion problem‖. 
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Nevertheless both mechanisms increase protocol overhead. A tradeoff threshold should 

be set in order to satisfy minimum overhead requirement, error correction and data 

integrity. 

Jitter Control [78] and Congestion Control [79], [80]: Jitter control can avoid 

long delay and jitter due to network overload. When the network is under congestion, 

data transfer should be reduced or even terminated in order to solve congestion and 

consequently reduce delay and jitter. Algorithms that could be applied for the congestion 

control are the Additive Increase/Multiplicative Decrease AIMD [81], the Rate Based 

Congestion Control RAP [82] and the TCP Friendly Rate Control (TFRC) [59]. 

Real-time Flow Control: In an IP network, packets can be lost, duplicated, or 

delivered out of order. A sequence number and a buffer, at the receiver‘s side will help to 

set these packets in the correct order. Moreover, the sequence number helps in 

understanding if any packet has been dropped so that a retransmission can be required. 

Furthermore, each packet should carry a timestamp. The resolution of the clock must be 

sufficient for the desired synchronization accuracy. It must allow more precise RTT and 

jitter estimation. When a packet delays, it means that the network is congested. 

Synchronization [83]: As mentioned before, different kinds of data are being 

transmitted simultaneously over the same channel. Video, voice and haptic media 

streams have to be synchronized in order for maximum QoE to be achieved. For this 

synchronization buffer schemes, timestamp fields and time adjustment algorithms are 

used. It is worth pointing out that media synchronization control is one of  the key 

techniques for realizing distributed multimedia applications. Media synchronization 

control falls into three types: intra-stream, inter-stream, and group (or inter-destination) 

synchronization control. Group synchronization control, as well as the first two types of 

control, is needed in multicast communications. The purpose of the control is to output 

each MU of media streams simultaneously at different destinations for the fairness 

among the destinations [84], [85], [86]. 

Multicast [53]: In the case of a multiuser-collaboration application, the protocol 

should support Multicast. This property will save users from unnecessary retransmission 

of identical information from the same source to different recipients. Multicast results in 

a better utilization of network resources and avoids network congestion. The multicast 

property can be supported through IP Multicast routing technique. 
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Throughput adaptation [87]: The protocol should reduce the transfer rate if it 

detects network overload so as to avoid congestion. In the opposite case, however, if 

network resources are free for use, it should increase the transfer rate in order to fulfill 

transmission requirements. Methods for determining an appropriate sending rate of the 

transport protocol can be found in [88], [89],[90]. 

Multiplexing [20]: In a haptic application different kinds of data, such as voice, 

video, graphics and haptic data, are being transmitted simultaneously. Each kind of data 

has different Quality of Service (QoS) requirements. The statistical multiplexing of this 

data can achieve better bandwidth utilization.  

Scalability- Adaptability [91]: Since network conditions change quite often, the 

protocol should have the ability to adapt the throughput of the transfer data to the 

network conditions. When conditions allow it, the protocol should send more detailed 

information. When a network is heading to congestion, the protocol should have the 

ability to lower the transferred data either by lowering the data rate or by omitting some 

packets that are not really necessary. 

Receiver Buffer Optimization [83]: Many protocols use buffers to reduce the 

unwanted effects of jitter and the out of order arrival of packets. With the help of an 

intermediate buffer the receiver can use packets at the right order regardless of the time 

of origin. The important drawback introduced by the buffer is that it increases the mean 

time of the delay.  This means that an appropriate receiver buffer length threshold should 

be applied. 

Minimum TCP Friendly Capability: As tele-haptics refer to the Internet, haptic 

protocols should try to be TCP friendly [92], [93]. There should be a tradeoff between 

fair network resource allocation and bandwidth optimization so transmission 

requirements are met.  
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Table 4-1: Haptic data flow requirements and Transport Protocols Capabilities 

Protoco

l Properties 

Protocols 
A

LPHAN 

S

-SCTP 

H

MTP 

I

RTP 

S

CTP 

R

TP/I 

E

TP 

U

DP 

R

TNP 

T

CP 

LAYER APP  TRNSP TRNSP TRNSP  TRNSP APP TRNSP TRNSP  NTW TRNSP 

PRIORITIZATION YES NO  NO NO  NO YES NO  ΝΟ YES NO 

KEY UPDATES YES YES YES NO YES NO NO NO   NO 

PACKET 

HEADER 
(BYTES) 

16    9   28   8   20 

RELIABLE PARTIAL PARTIAL  PARTIAL PARTIAL PARTIAL PARTIAL  NO NO   YES 

CONGESTION 
CONTROL 

  NO 
ACK-
NACK 

NACK Cwnd 
ACK-
NACK 

  
RATE 
BASED 

NO   Cwnd 

BANDWITH 

OPTIMIZATION  
  NO  NO NO YES  NO  PARTIAL YES NO   YES 

SEQUENCE 

NUMBER 
YES YES YES YES YES YES  NO NO   YES 

TIMESTAMP YES YES NO NO NO YES  NO NO   YES 

BUFFERS YES YES YES YES  NO  PARTIAL  NO NO   YES 

CONNECTION 
ORIENTED 

 NO  YES NO YES  NO PARTIAL  NO NO   YES 

TCP FRIENDLY   NO  NO NO YES  NO  PARTIAL  YES NO   YES 

MULTI-

PLATFORM 
 YES  YES YES  YES  YES  YES YES YES NO YES 
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 5 QoS Requirements For Haptic Transmission  

 

The material in this chapter was presented in [2], [3], and [4]. 

 

The transmission of Haptic data has some unique characteristics that distinguish it 

from other transmitting multimedia like video and audio. Since Haptics refer to a human 

sense, it is quite difficult to infer the requirements for transmitting Haptic data. In order 

to establish the requirements for the Quality of Service (QoS) for supermedia 

applications, some rather interesting experiments took place [20], [5], [94], [95], [96]. 

Most of these experiments have as a basic metric the Mean Opinion Score (MOS) [97]. 

MOS merges the gap between the QoS and the Quality of Experience (QoE). MOS 

evaluates the quality of experience that a user receives when he/she uses a service. It is 

observed that the Quality of Experience deteriorates mainly when the network delay is 

relatively high and unstable. More measurable metrics, as the time that is required to 

perform specific tasks [98] and the deviation of the Haptic device from a predetermined 

route [99] have also been used for establishing QoS parameters for Haptic transmission.  

The packet delay deviation, often called jitter, is the main reason for the 

instability of supermedia systems. High values of jitter and delay often occur in best 

effort, heavily congested networks. Such a network is often the Internet. 

Haptic data, as all real-time multimedia streaming applications, require timely 

delivery of information and can tolerate some packet loss to achieve this goal. When 

delay and jitter get values higher than a threshold, then malfunctions such as unpleasant 

sensation of handling, delayed response, oscillations and instability occur. To avoid all 

these unwanted malfunctions and maximize the QoE of the user, network conditions 

should satisfy the limitations of Table 5-1 [20], [5], [94], [95], [96]. It is understood that 

the preferred network conditions vary from application to application. 

 

Table 5-1: QoS Requirements For Supermedia Applications [20], [5], [94], [95], [96]. 

QOS HAPTICS VIDEO AUDIO GRAPHICS 

JITTER (ms) ≤ 2 ≤ 30 ≤ 30 ≤ 30 

DELAY (ms) ≤ 50 ≤ 400 ≤ 150 ≤ 100-300 

PACKET LOSS (%) ≤ 10 ≤ 1 ≤ 1 ≤ 10 

UPDATE RATE (Hz) ≥ 1000 ≥ 30 ≥ 50 ≥ 30 

PACKET SIZE (bytes) 64-128 ≤ MTU 160-320 192-MTU 

THROUGHPUT (kbps) 512-1024 2500-40000 64-128 45-1200 
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The requirements for the control and the feedback channel are exactly the same. 

Comparatively speaking, Haptic systems are more sensitive to network delay and jitter, 

very demanding to high update rate and tolerant to data loss and bandwidth. According to 

Table 5-1 the refresh rate of the video data is much smaller than that of the Haptic data. 

The throughput of a Haptic System is smaller than a Video system and a little bit bigger 

than that of an audio System.  

 

 5.1  End – to – End Delay Requirements 

 

The end-to-end delay of a network specifies how long it takes for a packet to 

travel across the network from the source to the destination. From Table 5-1 it is 

understood that haptic applications are more sensitive to delay than other common 

multimedia applications such as Audio, Video and Graphics. The delay in haptic 

applications has to be smaller than 50 ms while Video, Audio and Graphic applications 

must have network delay smaller than 400, 150 and 100 ms respectively. The effect of 

time delay on bilateral teleoperation system stability has been studied on [100]. In order 

to avoid this difficulty the Impedance-Shaping technique is proposed [101]. One solution 

that reduces the time delay effect in teleoperation systems is passive bilateral control 

using wave variables [13]. As for time delay and jitter, we also need some QoS control 

such as media synchronization control and prediction control [102]. 

 

 5.2  Jitter Requirements 

 

Haptic applications are prone to instability. This instability is caused by the 

Packet Delay Variation (PDV), also called jitter [103]. Jitter has to be so small, less than 

2 ms, that haptic applications often result in system failure due to instability and lack of 

synchronization. One compensation technique that partially overcomes this barrier is a 

buffer that is being put at the receiver‘s side in order to deliver the packets to the receiver 

with a more constant rate. The drawback of this technique is that it raises the mean End 

to End delay.  
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 5.3  Update Rate Requirements 

 

The update rate in Haptic applications should be relatively high, much higher than 

the refresh rate of the video data. In order to have the maximum sensation of ―tele-

presence‖ the update rate should be 1000 packets per second. This high update rate is 

needed especially in situations where users/objects come in contact with each other. The 

harder the objects are, the higher the update rate should be, so that unwanted intrusions 

and oscillations can be avoided [101]. Although interesting studies have been made for 

the reduction of this high update rate [104], [105], [106], it is still considered to be 

significantly high. The reduction of the sending rate is mainly based on Weber‘s Law of 

Just Noticeable Differences (JND) which describes the haptic human perception, and is 

often called the ―deadband control‖ approach [107]. 

 

 5.4  Throughput Requirements 

 

On the other hand, the throughput in Haptic applications is not very demanding. 

The small throughput is based on the fact that the packet size of control commands and 

haptic feedback is relatively small. It is often smaller than 64- 128 bytes [48]. This means 

that for an update rate of 1000 packets per second the throughput is only 512-1024 kbps.  

 

 5.5  Data Loss Requirements 

 

Haptic applications are quite tolerant to packet loss. The data loss in haptic 

applications may be quite high, up to 10%. The high update rate often compensates the 

missing packets and the packet loss event is not understood by users. Some transport and 

the application layer protocol divide packets into normal and crucial updates. Most of the 

packets are ―normal updates‖ and are sent unreliably. Some packets are characterized as 

―crucial data‖ and are sent reliably [52], [47], [48], [51]. The high percentage of the 

packet loss, 10%, corresponds to the ―normal updates‖. 
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 6 The Network Conditions of the Internet 

 

The material in this chapter was presented in [3] and [108]. 

 

A lot of research [109], [110], [111] has been conducted for the network 

conditions of the Internet. Network conditions refer to the amount of traffic that is being 

transferred through the Internet, the End to End delay, the jitter, and the available 

bandwidth for data transport.  

All the above metrics vary in time and space. They depend on the number of the 

online users, the amount of data that is being transferred at the specific moment of the 

measurement, and the available equipment of lines and routers. It has been recorded that 

the amount of data transferred through the web is constantly increasing [112]. Apart from 

that, the number of online users is increasing as well. The growth of data transfer is 

compensated by continuing infrastructure upgrades of computer networks.  

 

 6.1  Network Monitoring Techniques 

 

There are two types of approaches for monitoring the network status. The two 

disciplines of network monitoring are the active and the passive measurements [109]. In 

the active measurement, specific generated probe packets, ICMP messages, are sent to 

specific destinations; measurements for delay, round trip time, jitter and packet loss are 

made. Some common diagnostic tools for active measurements are the ping, traceroute, 

capprobe, pathchar, netem and dummynet [110].  

On the other hand, the passive approach monitoring is based on the observation of 

the traffic that flows on the links. Some passive monitoring tools, commonly called 

sniffers, are the Tcpdump, Wireshark, Ethereal, Netflow and JFlow [109].  

 

 6.2  Internet Network Measurements 
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In order to infer the network conditions of the Internet, measurements of the 

average and the standard deviation of the delay, the packet loss rate, and the number of 

hops of networks between cities, countries, and continents have to be made. 3000 ICMP 

packets were sent through the Internet between destinations in different regions. 

Measurements for the above metrics were also made between Japan and Korea, and 

between Japan and Greece in [113]. A recent measurement that has also been made was 

between two cities of Greece, Grevena and Thessaloniki. The distance between the two 

cities is 170 Km. In order to eliminate the relevance of the time of day, 3000 ICMP 

packets for each of 0, 6, 11, 15 and 19 o‘ clock standard time were sent from one 

destination to the other. In order to eliminate the relevance of the client ISP connection of 

the two destinations, we sent the ICMP packet through two different ISP. In the first 

experiment, the first client connection was a simple adsl connection of 24 Mbps, while 

the other client was connected to a private optical network, GRNET [114], part of the 

pan-European GEANT network with speeds up to 4×10 Gbps. In the second experiment 

both of the clients were directly connected to the private optical network, GRNET. We 

managed to measure the mean end to end Delay between the two destinations, the Jitter, 

the packet loss, and the number of Hops between the two destinations. The results of 

these experiments are shown in Table 6-1 and Table 6-2.  

 

Table 6-1: Internet Network Conditions for intercontinental communication [113]. 

COUNTRIES 

CONNECTED 

AVG. DELAY 

(ms) 

Standard 

DELAY 

Deviation(ms) 

PACKET 

LOSS (%) 
No. HOPS 

JAPAN - KOREA 27.01 0.19 0.02 11 

JAPAN - GREECE 331.10 6.30 1.53 26 

 

Table 6-2: Internet Network Conditions Between Thessaloniki- Grevena, Greece 

CONNECTED CITIES  
AVG. DELAY 

(ms) 

Standard DELAY 

Deviation(ms) 

PACKET 

LOSS (%) 
No. HOPS 

GREVENA – 

THESSALONIKH 

THROUGH GRNET 

[114] 

19.12 1.70 0 5 

GREVENA – 

THESSALONIKH 

THROUGH ADSL 

LINE 

53.19 5.31 0.11 8 
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It is understood that the Internet connection between Japan and Korea satisfy all 

the restrictions of Table 5-1 for transferring supermedia data through the Internet. 

For the Internet connection between Japan and Greece, the values of Table 6-1 

are relatively high because they refer to intercontinental pings. The average delay 

exceeds the limit of Table 5-1. This is due to the fact that the physical distance between 

Japan and Greece is much larger than Japan and Korea. That‘s why the number of hops is 

much bigger in this intercontinental connection.  

For the Internet connection between the two cities of Greece the results are shown 

in Table 6-2. In the case of the simple 24 Mbps Adsl connection the results are slightly 

worse than the limits in Table 5-1 for the average delay and jitter. The packet loss is 

within the limits of Table 5-1. On the other hand in the case of the private optical 

network, GRNET, the results are encouraging. The average delay is only 19.12 ms , the 

jitter is only 1.70 ms and packet loss is 0.00 %. All the above results are much lower than 

the limits in Table 5-1, which means that the transport of supermedia data through the 

Internet is feasible under some circumstances. 

Another important factor that describes the network conditions of the Internet is 

the connection speed of the end user. The recent spread of ADSL and VDSL connections 

provide consumers with connections up to 50 Mbps bandwidth. This bandwidth is very 

sufficient for the requirement of 1 Mbps throughput that is being produced from haptic 

applications, based on Table 5-1.  

We can conclude that the Internet network conditions are now suitable for 

supermedia applications, especially when these applications take place in near regions. 
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 7 Performance Evaluation of Transport Protocols for Real-

Time Supermedia - HEVC Streams Over the Internet 

The material in this chapter was presented in [3]. 

 

 7.1  Introduction 

 

Real-time supermedia streams try to transfer audio, video, graphics, haptics, 

smells and other sensory data over the Internet. As Internet is moving towards the 

Internet of things, supermedia data obtain massive variety and volume. This increase of 

data deteriorates the network status of the Internet. An encouraging sign for the Internet‘s 

future status is the new video encoding standard HEVC. It offers 50% improvement in 

video compression over the existing H.264 Advanced Video Coding standard, keeping 

comparable image quality, at the expense of increased computational complexity [115].  

As already mentioned, quite a lot of research [20], [5], [94], [95], [96] has been 

made on the QoS that a network should support, in order to have the maximum Quality 

of Experience (QoE) [96] in a supermedia application through the Internet. The network 

conditions in the Internet are not yet stable. They are changing from one area to another 

and from one hour to another. Internet network conditions mainly depend on the QoS that 

the Internet Service Provider enforces and the general state of the net. The recent network 

conditions of the Internet might permit supermedia applications to flourish. This chapter 

evaluates the most known, existing transport protocols for the transfer of the real time 

supermedia data, as haptics and HEVC video streams, over the Internet. 

 

 7.2  Simulation Scenario 

 

In order to monitor the metrics of chapter 4 and evaluate the transport protocols 

of chapter 2.3, simulation tests were carried out. The network simulator that has been 

chosen for these tests is the Network Simulator 2 (NS2) [116]. It is an open source, 

discrete event simulator with substantial support for protocol evaluation over wired and 
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wireless networks. A lot of common protocols have already been implemented and tested 

in the NS2. Unfortunately, not many supermedia protocols have been applied in NS2 so 

far. 

One supermedia protocol that has been implemented in NS2 is the ETP. Apart 

from that, a lot of real-time protocols that could be used for supermedia applications have 

been applied in the NS2. Some of them are the RTP, the SCTP, the DCCP and the UDP. 

All the above protocols were attached to different nodes in the NS2 as shown in 

Fig. 7-1. The protocol TCP was mainly applied to the simulation scenario as a traffic 

generator. All the other protocols try to send a stream of packets with a packet rate of 

1000 packets per sec. Most of them have a congestion control algorithm and minimize 

their sending rate in case of congestion. The haptic packet size that every protocol sends 

is 64 bytes of data payload [48] plus the overhead of the protocol.  

The sample video for the HEVC encoding was the mobile_cif YUV series [117] 

with 352×288 resolution at 24 Hz. The data rate of this video sample after the HEVC 

encoding with Quantization Parameter QP= 27 and Low-Delay inter-prediction is 642 

kbps [118]. This data stream was sent over the RTP protocol with a packet size of 1500 

bytes. 

The audio stream was sent over the RTP protocol with 128 kbps bit rate, a packet 

size of 320 bytes and a sending rate of 50 packets per sec. 

 

 7.2.1 Static Network Bandwidth, Delay and Internet Traffic 

 

The square nodes in Fig. 7-1 are routers that are connected with each other 

through the Internet.  

The connection speed between these routers is set to 1, 5, 10, 15 and 20 Mbps for 

each simulation and is stable for the whole simulation period. The Internet bandwidth of 

1 Mbps has been chosen so that a fully congested network can be represented. The 

Internet bandwidth of 20 Mbps corresponds to a network with no congestion. The 

Internet bandwidth of 5 Mbps corresponds to a network with low congestion. The 

connection between the server nodes 6 and 7 is regarded to be the Internet bottleneck of 

the simulation.  

The end to end delay in connection between nodes 6 and 7 was set to 5, 10 ,20 , 

30, 40, 50 and 60 ms for each simulation and was stable for the whole simulation period. 
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The 5 ms delay is a very small delay that rarely occurs in Internet connections. On the 

other hand, 50 ms is regarded to be the upper tolerable limit of delay, based on Table 5-1, 

that‘s why the 60 ms is set as the maximum delay of the simulations. Of course, the end 

to end delay is changing dynamically in the real world connections. The authors 

deliberately kept the end to end delay constant throughout each simulation so as to study 

the behavior of each protocol at the specific delays. This would help the researchers 

decide which protocols are preferable when the characteristics of the network delay are 

known. Most of the diagrams depicted in this chapter are for an Internet delay of 40 ms 

which is an acceptable delay, based on Table 5-1, and commonly encountered in the 

network. The simulations tests undertaken were 5 (scales for the Internet speed) X 7 

(scales for the delay) = for a total of 35 tests.  

 

 

Fig. 7-1: Simulation Environment of NS2. 

 

The connection speed between the nodes 0-5 and server 6 as well as nodes 8-13 

and server 7 is 100 Mbps as they are considered to be in the same local area network. The 

delay in those connections was 1 ms. 

The simulation time for each simulation was 20 sec. At time 0.5 sec the FTP 

application which was attached to node 0 started to send data. At time 2 sec all the other 

CBR applications which were attached to nodes 1-5 started to send packets with a rate of 
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1000 packets per sec. The packet size varied from node to node depending on the header 

of the transport protocol. 

 

 7.2.2 Dynamic Network Bandwidth, Delay and Internet Traffic 

 

An interesting case of study is to examine the behavior of all the above protocols 

in a dynamic environment such as the Internet. In such an environment, the delay of the 

network, the available bandwidth and the packet loss are constantly changing. In order to 

simulate such an environment, the DelayBox [119] and the TMIX [120] modules have 

been added to the ns2 simulator. With the help of these modules, realistic Internet traffic 

is being fed to the network through the inbound (node 14) and outbound (node 17) 

initiators of Fig. 7-2. The delaybox nodes on the other hand, enforce a variable bottleneck 

of 1-20 Mbps, a variable packet delay of 1-20 ms and a packet loss of 0-1% on all the 

TCP packets that pass through them. As the TCP packets dynamically change their 

behavior, all the UDP packets are affected as well. 

 

Fig. 7-2: Topology of NS2 with DelayBoxes and TMIX traffic. 
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 7.3  Results And Analysis  

 

 7.3.1 Protocol Efficiency 

 

Protocol Efficiency was one of the metrics to be analyzed. As supermedia 

applications demand very high update rate, the efficiency of the transport protocol is 

crucial. The small payload should not be overshadowed by big overheads of the transport 

protocols. 

Table 7-1 shows the efficiency of the five protocols that were tested. The protocol 

with the highest efficiency was, as expected, the UDP protocol. This result derives from 

the fact that the UDP is a ―best effort‖, unreliable protocol with no congestion control 

and no packet sorting. Therefore, UDP has the smallest header of only 8 bytes. 

 

Table 7-1: Efficiency Of Transport Protocols 

 ETP UDP RTP SCTP DCCP 

HEADER (bytes) 12+8(UDP) 8 12+8(UDP) 
12+4 

(CHUNK INF.) 
12 

HAPTIC PAYLOAD 

(bytes) 
64 64 64 64 64 

EFFICIENCY 76.19% 88.88% 76.19% 80% 84.21% 

 

 7.3.2 Packet Loss 

 

Fig. 7-3 and Fig. 7-4 depict the percentage of packet loss in relation to the delay 

of the network. This diagram is important as it reveals the correlation between the 

network delay and the packet loss for each protocol. If the characteristics of the End-to-

End delay of the network are known, it can be decided which protocol should be used for 

the transport of supermedia data so as to avoid high values of packet loss. 

In Fig. 7-3 the Internet bottleneck is 20 Mbps for all simulations. The delay was 

set to 5, 10, 20, 30, 40, 50 and 60 ms for each simulation and was stable for the whole 

simulation period. All the protocols present quite a low packet loss, lower than the limit 

of 10 % of Table 5-1. The worst performance is presented by the protocols SCTP and 

DCCP but they still have a packet loss lower than 0.76 %. 
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On the other hand, Fig. 7-4 presents much higher values of packet loss. In this 

scenario, the Internet bottleneck has only 1 Mbps bandwidth for all simulations. It is 

obvious that the network is congested. Six protocols are trying to send a throughput of at 

least 3 Mbps over the network with bandwidth of 1 Mbps. The protocol with the smallest 

percentage of packet loss is the UDP protocol. The protocol with the higher packet loss is 

again the SCTP and the DCCP protocol. 

 

 

 
 

Fig. 7-3: Packet Loss for Internet Bandwidth 20 Mbps. 

 

 

Fig. 7-4:  Packet Loss for Internet Bandwidth 1 Mbps. 
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Fig. 7-5 and Fig. 7-6 depict the correlation between the packet loss and the 

available bandwidth of the Internet. Fig. 7-5 depicts a network with static network 

conditions while Fig. 7-6 depicts a network with dynamic delay and Internet bandwidth 

for the TCP packets. Both charts have similar behavior for Internet bandwidth higher 

than 5 Mbps, where no significant congestion occurs.  From these charts it can be derived 

which protocols behave better in a congested network. It is quite obvious that as the 

Internet bandwidth increases, the packet loss decreases. For Internet bandwidth higher 

than 5 Mbps the packet loss is lower than 1%. This means that there is no congestion on 

the network for available bandwidth higher than 5 Mbps. When the available Internet 

bandwidth is only 1 Mbps, the network is heavily congested and the packet losses are 

unacceptably high. The worst performance regarding packet loss, based on Fig. 7-3, Fig. 

7-4, Fig. 7-5 is presented by the DCCP and the SCTP protocol. This performance 

deteriorates especially in heavy congested networks. The congestion control algorithm of 

the SCTP and the DCCP protocol is a TCP-like Congestion Control, which is similar to 

that of TCP. The sender maintains a congestion window and sends packets until that 

window is full. The response to congestion is to halve the congestion window. This 

means that the DCCP and the SCTP protocol send their packets in bursts. This causes the 

buffers of intermediate routers to overflow and some packets to be dropped. 

 

 
 

Fig. 7-5: Packet Loss for Internet Delay 40 ms. 
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Fig. 7-6:  Packet Loss Vs Bandwidth for Dynamic Network Conditions. 

 

 

 7.3.3 Throughput 

 

One more metric that has to be monitored is the throughput that every protocol 

loads to the network. The higher the throughput is, the higher the possibilities are for 

network congestion. In connections where the available bandwidth is low, protocols with 

small throughput should be preferred. 

Fig. 7-7 depicts the throughput of the protocols for an Internet bandwidth of 20 

Mbps, so that no congestion should occur in the network. The delay of the Internet is set 

to 40 ms, as 50 ms is the maximum accepted delay, based on Table 5-1. TCP throughput 

varies between 1660 Kbps and 3300 Kbps. UDP and RTP protocols pose a steady 

throughput of 576 and 672 Kbps for haptic data respectively. This means that their 

sending rate is constant. The higher throughput of RTP is due to the higher header of the 

protocol. Protocol ETP tries to reach its highest sending rate, but its growth is very slow 

due to its congestion control. After 20 sec of simulation time it had not yet reached the 

sending rate of 1000 packets per sec. The SCTP protocol presents the highest throughput, 

after TCP, among the other protocols. Apart from that, it also presents the highest 

deviation of the throughput. DCCP presents quite a big deviation of the throughput for 

the first 6 sec and it is not stabilized before the 8th second.  
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Fig. 7-7: Throughput for Internet Bandwidth 20 Mbps and Delay 40 ms. 

 

 

Fig. 7-8:  Throughput Vs Bandwidth for Dynamic Network Conditions. 

 

Fig. 7-8 depicts the behavior of the protocols for a dynamic network. The big 

difference between Fig. 7-7 and Fig. 7-8 is the behavior of the TCP, the SCTP, the ETP 

and the DCCP protocol. All the above protocols have a tcp friendly congestion control 

protocol. As the available bandwidth dynamical changes, the above protocols change 

their transmission rate in order for congestion to be avoided. On the other hand the UDP 

and the RTP protocol exhibit the same performance because they don‘t have a tcp 

friendly congestion control. 

Fig. 7-9 displays the throughput of the protocols for Internet bandwidth 5 Mbps 

and delay 40 ms. The bandwidth of 5 Mbps is chosen so that the network is under low 

congestion. TCP has lowered its throughput that now varies from 1660 Kbps to 2160 

Kbps. UDP and RTP protocols display almost the same steady throughput with very 
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small deviations as they do not have a TCP-Friendly rate control. ETP protocol adapts 

the smallest throughput. It cannot increase its sending rate because there is some 

congestion on the network. It can be seen that the congestion control of TCP binds more 

bandwidth than that of ETP. DCCP shows almost the same performance with the 

previous simulation. It adapts almost the same steady throughput, with very small 

deviations, 2 seconds later than in the previous simulation. SCTP still presents the 

biggest deviation and does not manage to obtain a steady throughput.  

 

 

Fig. 7-9: Throughput for Internet Bandwidth 5 Mbps and Delay 40ms. 

 

 7.3.4 Jitter 

 

One crucial metric that has to be monitored is the packet delay deviation. A high 

value of jitter is a crucial factor that often leads to system instability and failure. Based 

on Table 5-1 haptic applications have the lower tolerant limit of jitter of all multimedia 

applications. The jitter effect occurs when there is congestion on the network. 
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Fig. 7-10: Jitter for Internet Bandwidth 20 Mbps. 

 

Fig. 7-10 illustrates the jitter of the protocols for an Internet bandwidth of 20 

Mbps and for delays from 5 ms to 60 ms. At this high bandwidth no congestion occurs. 

Almost all of the protocols show very small jitter, lower than 0.6 ms. 

Fig. 7-11 depicts the jitter of the protocols for an Internet bandwidth of 1 Mbps. It 

is a fully congested network with a lot of packets lost. The jitter is now much higher than 

in Fig. 7-10. The protocols with the highest jitter are the DCCP, the TCP and the SCTP. 

RTP, UDP and ETP protocol have smaller jitter than 6.7 ms, with the ETP exhibiting the 

best performance with a jitter smaller than 2.6 ms. According to Table 5-1, the jitter 

should be lower than 2 ms, a goal that most of the protocols could not achieve due to the 

congestion of the network. An interesting observation is that the protocols TCP, SCTP, 

and DCCP lower their jitter as the delay of the Internet bandwidth increases. All these 

protocols have almost the same tcp-like congestion control algorithm.  
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Fig. 7-11: Jitter for Internet Bandwidth 1 Mbps. 

 

Fig. 7-12 and Fig. 7-13 depict the jitter of the protocols when the Internet 

bottleneck bandwidth varies from 1 Mbps to 20 Mbps. The average Internet delay is near 

40 ms. All the protocols show a different behavior when the Internet bandwidth is 1 

Mbps and the Network is heavily congested. For higher bandwidth values all protocols 

present almost the same behavior. As the Internet bandwidth increases, the congestion 

and the jitter effect decrease. 

 

 

 
 

Fig. 7-12: Jitter for Internet Delay 40 ms. 
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Fig. 7-13: Jitter Vs Bandwidth for Dynamic Network Conditions. 

 

 7.3.5 Packet Arrival Deviation 

 

Packet Arrival Deviation (PAD) is a crucial metric for the performance evaluation 

of supermedia protocols. It shows similar behavior with jitter but it takes also into 

account the packet loss, the changes of the sending rate of the source and the fluctuations 

of the Internet bandwidth. Table 5-1 does not include the PAD, as it is only presently 

proposed by the authors. The upper tolerant limit for PAD should be equal with jitter‘s, 

meaning 2 ms, as they should show almost identical behavior when there is no packet 

loss and no changes in the sending rate and the Internet bandwidth. 
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Fig. 7-14: Packet Arrival Deviation for Internet Bandwidth 20 Mbps. 

 

Fig. 7-14 displays the standard deviation of the packet arrival for different delays. 

The Internet bandwidth is 20 Mbps. The protocols with the higher standard deviation are 

the TCP, SCTP and the DCCP protocols. UDP and RTP and ETP protocols present very 

small standard deviation of packet arrival, lower than 2,5 ms. This difference between 

TCP,SCTP, DCCP and the UDP, ETP,RTP is the way they send their packets. The first 

group sends its packets in bursts inside a Congestion WiNDow (CWND), while the 

second group sends its packets with an almost steady inter packet gap.  
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Fig. 7-15: Arrival Deviation for Internet Delay 40 ms. 

Fig. 7-15 and Fig. 7-16 shows the Packet Arrival Deviation as the bandwidth of 

the Internet varies from 1 Mbps to 20 Mbps. Protocols SCTP and DCCP and TCP are not 

included in the graph for 1 Mbps because they could not perform in such a congested 

network. The conclusions of this graph are similar to those of Fig. 7-14. The protocol 

with the highest standard deviation is the TCP, because it sends its packets in bursts. 

UDP and RTP have almost no arrival deviation as they send their packets with constant 

bit rate with no congestion control. When the Internet bandwidth gets values higher than 

10 Mbps, the performance of all the protocols, except TCP, is similar, as no congestion 

occurs.  

 

 

Fig. 7-16: Arrival Deviation Vs Bandwidth for Dynamic Network Conditions. 
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After analyzing the above results, it is understood that not all multimedia 

protocols are suitable for transferring supermedia data. Protocols such as TCP, SCTP and 

DCCP do not perform very well in heavily congested networks, as they are not designed 

for timely delivery of information. The most stable protocols for real-time data are UDP, 

ETP and RTP. Both ETP and RTP protocols are based on UDP. The UDP protocol is the 

lightest, fastest and most efficient protocol from all. Table 7-1 shows that UDP has 

88.88% efficiency for a payload of 64 bytes. As far as packet loss is concerned, all 

protocols show similar behavior, as shown in Fig. 7-5. The only case that they behave 

differently is when the Internet bandwidth is only 1 Mbps (Fig. 7-4), which means that 

the network is under unacceptable heavy congestion. As far as throughput is concerned, 

Fig. 7-7 and Fig. 7-9 which correspond to 20 and 5 Mbps Internet bandwidth with 40 ms 

delay, UDP and RTP show a steady and similar behavior with UDP consuming a little 

less bandwidth due to its better efficiency. ETP protocol performs rather well in good 

network conditions but it can‘t reach the optimum sending rate of 1000 packets/sec when 

a little congestion occurs. Regarding jitter and Arrival Deviation, UDP and RTP show 

almost the same behavior in all network conditions. Their behavior is better than all the 

other protocols. The only case where ETP shows a little better behavior than UDP and 

RTP is when the Internet bandwidth is only 1 Mbps ( Fig. 7-11, Fig. 7-12), which means 

that the network is unacceptably heavily congested. To avoid congestion, ETP is 

lowering its sending rate, and that‘s why it presents lower jitter and arrival deviation. 

Summarizing, it could be said that RTP and UDP present the best performance with 

similar behavior in most network conditions. The ETP protocol could be used in cases 

with network congestion, due to its congestion control.  

 

 7.4  Complements, Differences And Relevancies Between Simulation 

and Real World Experiments 

 

In section VI, our previous real world experiment is described, while in section 

VII and VIII a simulation experiment has taken place. Anyone would have thought that a 

real world experiment would give more accurate results than a simulation test and a 

simulation test is unnecessary. The truth is somewhere in the middle. The simulation 

tests do not contradict real word experiments but they complement them. 
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The real world scenario helped us understand the status of the Internet and define 

the values of the variables for the simulation experiment. The only variable that is 

difficult to define is the available bandwidth of the Internet for the whole path. It is a 

metric that is changing dynamically and rapidly as it is based on the number of the online 

users and the data that is exchanged. 

The real world scenario revealed that a real teleoperation task through the Internet 

is feasible, while the simulation experiment helped us conclude which protocols are 

better suited for these teleoperation tasks under specific network conditions. 

In the real world experiment, it is understood that the experiment results depend 

on the physical distance between the source and the destination and the ambiguous 

network conditions of the Internet. In a simulation environment, network conditions are 

fully controlled, so more accurate results can be produced. 

The real world experiment helped the authors define the mean end to end delay, 

the standard delay deviation (jitter) the packet loss and the number of hops between 

source and destination. For this experiment the UDP transport protocol was chosen. It is 

the simplest transport protocol and it is being used for most cases of real-time multimedia 

applications. Two completely different pairs of source and destination were chosen, in 

order to examine the dependency between the results on the distance between source and 

destination. 

Despite the ambiguous network condition of the Internet, the simulation results of 

the UDP protocol match the results of the real world scenario for the connection between 

Korea and Japan, Table 6-1. At the specific simulation, the Internet end to end delay was 

set 32 ms. The Internet bandwidth was set to 20 Mbps. These settings depict a network 

with no congestion. Both simulation and experiment transport data over the UDP 

protocol. For the connection between Japan and Greece there were no corresponding 

simulation tests as the results from the real world experiment were outside the acceptable 

limits of Table 5-1. 

Table 7-2: Similarities Between Simulation And Real World Experiments 

 
DELAY 

(ms) 

JITTER 

(ms) 

PACKET 

LOSS (%) 

CONNECTION BETWEEN JAPAN - 

KOREA 
27.01 0.19 0.02 

SIMULATION OF UDP PROTOCOL WITH 

20 MBPS INTERNET BANDWIDTH 
32.10 0.19 0.02 
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 8 Network Adaptive Flow Control Algorithm for Haptic Data 

Over the Internet–NAFCAH 

The material in this chapter was presented in [121]. 

 

 8.1  Introduction 

 

Real time data were considered until recently only video and audio data. With the 

optimization of telerobotics and the improvement of Internet status, a new kind of data 

made its appearance in the last decade. This is tele-haptic data. With the word haptics we 

refer to the tactile and kinesthetic human sense. As human population grows older, the 

need for teleoperation is getting bigger. With the help of tele-haptics some risky jobs, 

such as nuclear disposal and wreckage exploration could be done with great safety. 

Furthermore, applications such as tele-surgery, tele-mentoring, haptic video games, and 

augmented reality are only few examples of the many sectors of our daily life that tele- 

haptics could be applied to.  

The main obstacle that impedes tele-haptics from flourishing is the delay and the 

jitter that is being encountered in the Internet. Several congestion/flow control algorithms 

have been proposed for the limitation of the negative effects of the delay and jitter. Some 

of them are the TCP congestion window [122], the Additive Increase/Multiplicative 

Decrease AIMD [123], the Rate Based Congestion Control RAP [82], and the TCP 

Friendly Rate Control (TFRC) [124], and the variable Inter packet Gap (IPG) [57].  

Apart from the common congestion control algorithms some rather interesting 

techniques intend to reduce the transfer rate of the haptic stream such as the packetization 

intervals [125], the differential coding with quantization [126], the haptic event 

prioritization [127], the dead-reckoning [128] and the perception based compression 

using Kalman filters [129]. 

Furthermore, the adaptive buffering [128], the haptic packet prioritization [130] 

and the wave variables [131] try to mitigate the jitter and the delay of the network. 
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This chapter proposes a network adaptive flow control algorithm for Haptic data 

over the Internet. The rest of the chapter is organized as follows. Section 2 presents the 

related work on congestion/flow control algorithms that could be applied to haptic 

applications and describes network conditions that should be fulfilled for a satisfying 

QoE. Section 3 analyzes the new proposed flow control algorithm for tele-haptic 

applications. Section 4 presents graphical representations of experimental data. Finally 

section 5 identifies conclusions and future work. 

 8.2  Related Work on Congestion/Flow Control Algorithms 

A lot of research has been done for the mitigation of the negative effects of the 

network delay and jitter. One way to avoid congestion is by minimizing the transmitted 

haptic packets when delay and jitter show increasing signs [57]. Another method tries to 

minimize the transmitted packets by forcing the receiver to predict the packets that 

haven‘t been received [129]. A further technique transmits only the packets that produce 

haptic feedback perceptible from human senses [128]. Other methods try to compress the 

haptic data with lossy data reduction techniques such as the quantization and the 

differential coding [132]. Furthermore, some researchers send the haptic packets with 

different priorities [127], the most important packets are sent with higher priority and 

more reliably than other packets. One more method for minimizing the transfer rate is the 

packetization intervals [125], where a number of packets are grouped together in a frame 

and sent to the receiver as a packet.  

Each of the above techniques presents some advantages regarding bandwidth, 

packet loss, and jitter at the expense of precision and average delay. Depending on the 

application, most of the above techniques improve the Quality of Experience (QoE) of 

the user in specific network conditions.  

 

 8.3  The Proposed Flow Control Algorithm-NAFCAH 

 

Since the network conditions of the Internet are time-varying, the algorithm that 

controls the transmission of the packets should be network adaptive. Apart from the 

adaptive transmission rate and bandwidth, priority should be enforced in the haptic 

packets. Some packets are more important than others. These packets should be sent with 
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higher priority and more reliably. If the network conditions are deteriorating some 

packets with lower priority should not be sent at all. Another metric that should be 

network adaptive is the size of the transmitted packets. Techniques such as the 

differential coding and the quantization, should modify their parameters, in order to 

change the packet size, and as a consequence the bandwidth of the haptic stream. The 

transmission rate of the packets should be network adaptive as well. If the network shows 

some little signs of congestion such as increased delay, jitter and packet loss, then the 

transmission rate should be reduced in order for heavy congestion to be avoided. 

Apart from the maximum acceptable values of the network delay, jitter and 

packet loss of Table 5-1, intermediate values should be established, in order to escalate 

the QoE of the users. The maximum values should be escalated into three values. The 

first scale of these values is [0-max/3] that corresponds to perfect network conditions and 

the QoE should increase in order to reach its maximum value. The scale (max/3 –

2*max/3] corresponds to fair network conditions where the QoE should increase slowly. 

The scale (2*max/3 –max] corresponds to acceptable conditions but with high possibility 

of diversion. The flow algorithm should try to avoid this diversion by keeping the QoE 

steady. When network conditions are worse than the maximum allowable value of Table 

5-1, the flow algorithm should lower the QoE rapidly, so as to avoid congestion. Based 

on the above assumptions the Network Adaptive Flow Control Algorithm for Haptic data 

– NAFCAH is proposed. 

 

 8.3.1 Network Adaptive Packet Priority 

 

One way to reduce the transmission rate and bandwidth of the haptic stream is to 

reduce the packets that are being transferred. Packets with lower priority can sometimes 

be omitted in order to reduce the transfer rate and bandwidth. 

 

 8.3.2 Event Priority ep. 

 

In [127] the haptic event priority is introduced. When the Haptic Interaction 

Pointer (HIP) of the haptic interface approaches a virtual object, the haptic packet should 

obtain higher Event Priority ep.  
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When the distance d is between the HIP and the virtual object decreases, the event 

priority ep increases based on the Eq. (2) and depicted in Fig. 8-1. The event priority 

takes its maximum value ep=1 when the HIP touches the virtual object. 

 

ep =  

1                                                              , dnet < 𝑑𝑚𝑎𝑥/3
1/(n ∗ dis + 1)          , dmax/3 < 𝑑𝑛𝑒𝑡 < 2𝑑𝑚𝑎𝑥/3
1/(2 ∗ n ∗ dis + 1)         ,2dmax/3 < 𝑑𝑛𝑒𝑡 < 𝑑𝑚𝑎𝑥
1/(3 ∗ n ∗ dis + 1)                                 , dmax < 𝑑𝑛𝑒𝑡

    (2) 

 

 

Fig. 8-1:  Event priority vs Distance from Virtual object 

 

The higher the priority ep is, the higher the importance of the packet to be 

transmitted. When the priority ep is equal to 1, all the corresponding packets should pass 

the priority check and should be forwarded to the next priority process. The factor n>0, 

is set by the user and represents how steep the curve of Fig. 8-1 and Fig. 8-2 will be. The 

authors suggest n=1. When the factor ep is smaller to 1, the HIP doesn‘t encounter any 

impedance and the user relies on his/her visual sense to handle the haptic interface. The 

update rate in this case could be much lower than 1 KHz, equal to the necessary update 

rate for the vision sense 30 Hz. If network conditions are not adequate, intermediate 

packets should be dropped. Based on this observation, the update rate of packets that pass 

the event priority check pr is described in Eq. (3) and depicted in Fig. 8-2. 

 

pr = 970 ∗ ep + 30       (3) 
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Fig. 8-2: Packet Rate vs Distance from Virtual object 

 

 8.3.3 Perception Priority pep. 

 

Packets that don‘t generate perceptible haptic feelings to the user [128] should 

have lower Perceptible Priority pep. The perceptible priority pep is based on the dead-

reckoning theory [128]. It uses the Weber‘s law of Just Noticeable Difference (JND) 

[133] to calculate the threshold ΔΙ. Eq. (4) calculates the JND based on the stimulus 

intense I, that the haptic interface causes to the user.  The constant κ is called the Weber 

fraction.  

 

ΔΙ=I*κ      (4) 

 

When the haptic packet produces a difference on the stimulus intense dI higher 

than ΔΙ then the packet should transmitted with high priority. If the dI is lower than the 

ΔΙ the packet should have lower priority on the transmission. 

In order for the algorithm to be network adaptive, the Weber fraction κi should 

change according to the network conditions based on Eq. (5). When the network 

conditions deteriorate, the constant κi should increase in order for fewer, but more 

important, packets to be transmitted. The factor 0<h<1 is set by the user and represents 

how rapid the alteration of κ will be. The authors suggest h=0,01. The factor κi will try to 

change its value every time there is a feedback from the network for its network 

conditions. As far as the Weber fraction κ0 is concerned Karadogan et al. in [134] have 
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shown that the Weber fraction should take values from 0.08<κ0<0.3 depending on the 

application. The smaller the Weber fraction is, the higher the QoE of the user. 

 

κi =

 
 
 

 
 
κ0 = 0.08                                                                                     
κi−1 ∗ (1 − 2 ∗ h)                                     , dnet < 𝑑𝑚𝑎𝑥/3 
κi−1 ∗ (1 − h)                    , dmax/3 < 𝑑𝑛𝑒𝑡 < 2𝑑𝑚𝑎𝑥/3
κi−1                                           ,2dmax/3 < 𝑑𝑛𝑒𝑡 < 𝑑𝑚𝑎𝑥
κi−1 ∗ (1 + 2 ∗ h) < 0.3                               , dmax < 𝑑𝑛𝑒𝑡

   (5) 

 

The packets that pass the perception priority filtering pass to the next stage of the 

sorting. 

 

 8.3.4 Prediction Priority pp. 

 

Packets that can be predicted by previous packets [126] should obtain a lower 

Prediction Priority pp. Several Interesting studies [129] have shown that most of the 

transmitted packets could be predicted based on the previous data. If the movement of the 

HIP is linear the prediction is precise. The prediction unit is installed both at the sender 

and at the receiver. If the prediction unit at the sender calculates that the current packet 

could be predicted at the receiver from the last packets that were sent, then the current 

packet is not transmitted. In order for the algorithm to be network adaptive, apart from 

the identical predicted packets, predicted packets that are similar to the real packets could 

be excluded from the transmission. Again this algorithm should be based on Weber‘s law 

of the JND to decide which packets could successfully be predicted at the receiver side. 

If the predicted packet doesn‘t produce greater difference on the stimulus intense dI to 

the users from the real packet than the threshold ΔΙ΄, then the packet is not transmitted, 

but it will be predicted on the receiver‘s side. In this case, the Weber fraction mi could 

have different value from the variable κ of Eq. (4). Again the variable mi should be 

changed according to the network conditions. The equations that decide which packets 

are predicted successfully are depicted in (6) and (7). The factor 0<j<1 is set by the user 

and represents how rapid the alteration of m will be. The authors suggest j =0,01. 

 

ΔΙi΄=I*mi     (6) 
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mi =

 
 
 

 
 

m0 = 0.08                                                                                     
mi−1 ∗ (1 − 2 ∗ j)                                       , dnet < 𝑑𝑚𝑎𝑥/3 
mi−1 ∗ (1 − j)                      , dmax/3 < 𝑑𝑛𝑒𝑡 < 2𝑑𝑚𝑎𝑥/3
mi−1                                             ,2dmax/3 < 𝑑𝑛𝑒𝑡 < 𝑑𝑚𝑎𝑥

mi−1 ∗ (1 + 2 ∗ j) < 0.3                                   ,𝑑𝑚𝑎𝑥 < 𝑑𝑛𝑒𝑡

   (7) 

 

 8.3.5 Adaptive Transmission Rate 

 

Wirz et al. have shown that the network adaptive transmission rate of the haptic 

stream improves teleoperation [57]. The main obstacle in the variation of the 

transmission rate is the stable production of packages in the source. If the haptic interface 

produces update packets steadily and the sender fluctuates the sending rate, a buffer is 

necessary at the sender side to absorb the fluctuation [128]. The negative aspect of this 

technique is that if the haptic interface produces packets at a very high update rate (ur), 

usually 1 KHz [135], the sender should transmit its packets sometimes even faster to 

compensate the previous lower rates. This even higher update rate often results in 

congestion and packet loss. In order to lower the update rate, an interesting proposal is to 

integrate a group of packets in a frame and send them as a unified packet, a technique 

called packetization interval. Fujimoto and Ishibashi [125] have proven that a 

packetization interval of 8 packets that is sent every 8 ms improves the system‘s 

performance in overloaded networks. Another interesting study [130] has shown that the 

number of the integrated packets npi should vary, depending on the network delay, so as 

not to overcome the maximum allowable delay dmax. Every packet that is integrated in the 

frame adds 1/ur sec of delay. If we take into account the network delay di,net, then the 

maximum number of integrated packets npi,max is: 

 

npi,max= (dmax-di,net)*ur      (8) 

 

The delay of the network di,net can easily be extracted if ICMP packets are sent 

over the UDP protocol from the sender to the receiver. The number of integrated packets 

is described at Eq. (9). 
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npi =

 
 
 

 
 

np0 = 8                                                                                  
npi−1 − 2 > 0                                       ,𝑑𝑛𝑒𝑡 < 𝑑𝑚𝑎𝑥/3
npi−1 − 1 > 0           ,𝑑𝑚𝑎𝑥/3 < 𝑑𝑛𝑒𝑡 < 2 ∗ 𝑑𝑚𝑎𝑥/3
npi−1                                    ,2dmax/3 < 𝑑𝑛𝑒𝑡 < 𝑑𝑚𝑎𝑥 
npi−1 + 2 < 8                                            ,𝑑𝑚𝑎𝑥 < 𝑑𝑛𝑒𝑡

    (9) 

 

 8.3.6 Network Adaptive Quantization. 

 

The bandwidth that a haptic stream absorbs, depends on two factors, the frame 

rate, that is determined from Eq. (9) and the size of the frame. The frame size could be 

reduced if differential coding and quantization [132] is enforced on the packets that are 

grouped in the frame. The technique that is recommended is the Differential Pulse-Code 

Modulation (DPCM). In case of a slow motion of the HIP, most of the haptic packets 

have similar values. The differential coding will produce smaller values than the original 

ones. Smaller values mean fewer bits. The quantization of the differentiate values could 

be made with variable quantization step qsi. The Adaptive Differential Pulse-Code 

Modulation (ADPCM) for haptic packets was introduced in [132]. Cyrus et al. proposed 

to alter the quantization step according to the difference size. In this chapter the authors 

propose to change the quantization step according to the network conditions. When the 

network conditions deteriorate, the qsi should increase in order for fewer bits to be 

required for the reconstruction of the original values. The qsi is calculated based on Eq. 

(10). The factor 0<l<1 indicates how rapid the alteration of qsi will be, in accordance to 

the network feedback. The authors suggest l=0,01. 

 

qsi =

 
 
 

 
 

 qs0 = 0.3                                                                           

qsi−1 ∗  1 − 2 ∗ l ,                                    < 𝑑𝑚𝑎𝑥/3

qsi−1 ∗  1 − l         , dmax/3 < 𝑑𝑛𝑒𝑡 < 2𝑑𝑚𝑎𝑥/3
qsi−1                               ,2dmax/3 < 𝑑𝑛𝑒𝑡 < 𝑑𝑚𝑎𝑥

qsi−1 ∗  1 + 2 ∗ l < 1                      ,𝑑𝑚𝑎𝑥 < 𝑑𝑛𝑒𝑡

   (10) 

 

The initial quantization step qs0 in [136] after experiment regarding Mean 

Opinion Score (MOS) is recommended qs0=0.3 mm. 

The flowchart of Network Adaptive Flow Control Protocol -NAFCAH which is 

based on the above priorities and compressions is depicted in Fig. 8-3.  
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Fig. 8-3:  Flowchart of Network Adaptive Flow Control Protocol –NAFCAH 

 

 8.4  Experimental Data 

The authors, in order to infer the network conditions of the Internet, sent 3000 

ICMP packets through the Internet between two cities of Greece, from Grevena to 

Thessaloniki, 170 km away from each other. Both clients were directly connected to the 

private optical network, GRNET [114].The results of these experiments are shown in 

Table 8-1 and in Fig. 8-4.  

 

Table 8-1: A snapshot of the Internet Network Conditions 

CONNECTED CITIES  
AVG. DELAY 

(ms) 

Standard 

DELAY 

Deviation 

(ms) 

PACKET 

LOSS (%) 
No. HOPS 

GREVENA – 

THESSALONIKH 

THROUGH GRNET 

31.66 15.7 0.1 6 
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Fig. 8-4: The network delay between Grevena – Thessaloniki, Greece. 

 

The Weber fractions κ, m of the Eq. (5) and (7) from the above delay is depicted 

in Fig. 8-5. 

 

 

Fig. 8-5: The Weber Fractions κ, m in relation to the network delay. 

 

The Weber fractions start to decrease their value when we set dmax=41 ms. This 

means that 2*dmax/3= 27.33 ms. The condition dnet<2*dmax/3 is being satisfied 972 

times, that‘s why the Weber fractions are decreasing for dmax>41. 

The number of packets np of the Eq. (9) in relation to the network delay are 

depicted in Fig. 8-6. 
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Fig. 8-6: The number of packets np in relation to the network delay. 

 

When the maximum desirable network delay dmax is lower or equal to 40 ms, the 

number of integrated packets is stable at np=8. The np is decreasing when dmax>= 41 ms 

because the condition dnet<2*dmax/3= 27.33 ms is being satisfied 972 times.  

Similarly the quantization step qs is changing according to the network delay 

based on Eq. (9) and is depicted in Fig. 8-7. 

 

 

Fig. 8-7: The Quantization step in relation to the network delay. 

 

The quantization step is decreasing when dmax>= 41 ms because the condition 

dnet<2*dmax/3= 27.33 ms is being satisfied 972 times. Therefore the quantization step is 
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increasing in order to maximize the QoE. When dmax<=40 ms, the condition 

dnet<2*dmax/3 is never satisfied, therefore the quantization step is constantly increasing. 
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 9 Efficient Algorithm for Transferring a Real-Time HEVC 

Stream with Haptic Data Through the Internet 

The material in this chapter was presented in [118]. 

 

 9.1  Introduction 

 

The increasing demand for real-time applications with high and ultra-high 

definition video urged the ITU-T and the ISO/IEC to join their forces to develop the 

next-generation video coding standard. The Joint Collaborative Team on Video Coding 

(JCT-VC) has been created. The new coding standard that has been produced is known as 

High Efficiency Video Coding (HEVC). The proposed HEVC standard fulfilled its target 

to achieve more than 50% improvement in video compression over the existing H.264 

Advanced Video Coding standard, keeping comparable image quality, at the expense of 

increased computational complexity. HEVC targets a wide variety of high definition 

video applications such as the 4k television with screen resolution of 4096 × 2160 and 

the Ultra High Definition Television (UHDTV) with screen resolutions of up to 

7680×4320.  

The 50% of improvement on video compression that HEVC achieves is denatured 

in 50% lower bit rate on video streaming. This reduction together with the improvement 

of Internet network conditions, made the streaming of high and ultra-high definition 

video over the Internet feasible.  

Apart from video, another kind of real-time data which is now trying to travel 

through the Internet is haptic data. The word haptic derives from the Greek ―haptikos‖ 

meaning ―pertaining to the sense of touch‖. 

Since haptics refers to the sense of touch, video refers to the sense of vision and 

audio refers to the sense of hearing, it is becoming clear that all these streams that try to 

travel through the Internet should be synchronized, in order to achieve maximum Quality 

of Experience (QoE) for the users. 

The rest of the chapter is organized as follows. Section 2 presents the HEVC. 

Section 3 describes the synchronization algorithms for inter media synchronization. 

Section 4 analyzes the proposed algorithm for transferring HEVC video stream enhanced 
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with haptic data through the Internet. Finally section 5 identifies conclusions and future 

work.  

 

 9.2  High Efficiency Video Coding (HEVC) 

 

HEVC‘s main target was to increase data compression by 50% over its 

predecessor H.264, while keeping the same image quality, at the expense of 

computational cost.  

The image quality can be measured with two kinds of perspectives, objective and 

subjective. The objective video quality assessment is defined as the signal-to-noise ratio 

(SNR) and peak-to-noise ratio (PSNR) between the original video signal and the video 

signal after the encoding and the decoding process. The subjective method is based on 

the Mean Opinion Score (MOS). Videos are shown to a group of viewers and their 

opinions are recorded and averaged to evaluate the quality of each video. 

Many studies [137], [138], [115], [139], [140] have shown that the increase by 

50% of the data compressions has been achieved. Table 9-1 shows the bit rate reduction 

of HEVC over the AVC for similar video quality, for three videos with different content 

[138]. Similarly, Jens-Rainer Ohm et al. in [137] showed that the average bit rate saving 

for entertainment applications is 35,4% measured with the objective PSNR method and 

49,3% measured with the subjective MOS method. 

 

Table 9-1: Bit Rate Reduction of HEVC Over AVC For Similar Video Quality [138] 

Content 
Objective 

(PSNR) 

Subjective 

(MOS) 

People On the Street 27.5% 50.8% 

Traffic 27.5% 74.0% 

Sintel2 68.0% 74.7% 

Average 44.4% 66.5% 

 

Depending on the application scenario, HEVC offers many configuration modes 

for efficiency, computational complexity, processing delay, parallelization and error 

resilience techniques [141]. 

The two main encoding complexity configurations are the ―High Efficiency‖ and 

the ―Low complexity‖ modes. The former offers a high efficiency encoding at the 
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expense of computational cost while ―Low complexity‖ offers reasonably high efficiency 

while trying to keep the encoder complexity as low as possible [142].  

As far as the temporal prediction structure is concerned, there are three prediction 

modes. The first mode is the ―intra-only‖ configuration, where each picture is encoded 

independently and no temporal prediction is used. The second mode is the ―Low-Delay 

configuration‖, where only the first picture of the video sequence will be used as an 

Instantaneous Decoder Refresh (IDR) coded picture, all the other pictures are encoded as 

Generalized P and B Pictures (GPB), in mandatory Low-Delay test condition, or as P 

Pictures, which is called non-normative Low-Delay condition. The third mode is the 

―Random-Access‖ mode, where the first picture in a Group of Pictures (GOP), which 

lasts for approximately 1 sec, is encoded as IDR picture and all the other pictures inside 

the GOP are encoded as B or GPB pictures. 

Apart from the temporal prediction, HEVC uses inter and intra spatial prediction 

based on the coding unit (CU) structure, the prediction unit (PU) and the Transform Unit 

(TU). Each picture is divided into coding tree units (CTU) of up to 64 Χ 64 luma 

samples. CTUs are split into CUs with the help of a generic quad-tree segmentation 

structure. CUs can be further split into PUs and TUs [143]. 

Another interesting feature of the HEVC encoder is the slice and tile partition 

operation. With the help of the slice partitioning, the HEVC manages to fragmentize the 

encoded pictures near the maximum transmission unit (MTU) size commonly found in IP 

networks. With the help of the tile partitioning, the HEVC exploits the parallel 

processing of independent tiles of a picture in multiple cores and processors of a 

computer [144]. Parallel video coding showed that real-time performance for 

1920×1080p/50Hz (53.1 fps) and 2560×1600 (29.5 fps) video resolutions is possible 

[145]. 

 

 9.3  Synchronization of Media Streams 

 

One of the negative effects that jitter and delay cause is the desynchronization of 

the haptic data with the streams of audio and video. This effect is particularly evident in 

real-time applications that transfer real-time data through the Internet. This is caused 

mainly by the fact that the end to end delay of each MU is not stable. The MU of each 
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stream may arrive at its destination with a different order than when it left its source 

[146]. 

This desynchronization is also accentuated by the following factors: 

Each of the voice, video and haptic data stream has different size of MU. The MU 

of haptic data is usually 40 to 64 bytes. The MU for high efficiency video is usually as 

the Maximum Transmission Unit (MTU) that the IP protocol can transfer, which is 1500 

bytes. The size of the MU for a voice stream is usually 160 to 320 bytes.  

MUs are usually transmitted by the User Datagram Protocol (UDP) and the Real-

Time Protocol (RTP) [147]. Each of the streams has a different MU rate. The voice data 

rate is usually 50 MU/sec and the video MU rate is 30 MU/s. Haptic data have a rather 

big MU rate of 1000 MU/s. 

The average bit rate of each stream is different. The video stream, for a 

1920×1080 at 24 fps video resolution, has transmission rate, for an HEVC Intra –Low 

Complexity encoding 4184 Kbps and for an HEVC Low-Delay – Low Complexity 

encoding 565 Kbps [139]. The average bit rate of the voice stream in case of a linear 

Pulse Code Modulation (PCM) sound is usually 64 or 128 Kbps. On the other hand, 

haptic data have, for MU of 40 bytes, an average bit rate of 320 Kbps [146].  

In order for all these deviations to be compensated, some rather interesting 

synchronization algorithms have been proposed [148]. They are divided into two main 

categories, the Intra-stream and the Inter – stream synchronization algorithms. The 

former try to preserve the time relation inside a single stream, while the latter try to keep 

the temporal relation among multiple streams.  

Moreover, all the synchronization techniques can be divided into preventive and 

reactive techniques. The former try to prevent asynchrony, while the latter try to recover 

asynchrony (skipping, discarding, shortening and extension of output duration, and 

virtual time-contraction and time expansion) [149].  

The evaluation of all the above techniques could be made either subjectively, with 

the help of the MOS of volunteers, or objectively by measuring the average MU rate, 

total pause time, average MU delay, and mean square error of inter-stream 

synchronization [150].  
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 9.4  The Proposed Transferring Algorithm 

 

Quite a lot of research [144], [145] has been done for real-time encoding with an 

HEVC encoder. All the researchers have come to the conclusion that the real-time 

encoding with HEVC is feasible, as long as parallel processing with multiple cores is 

utilized. Apart from the real-time encoding and decoding of the video stream, the audio 

and the haptic stream should be transferred through the Internet as well.  

 

 9.4.1 Synchronization 

 

As mentioned in the previous section, the video, audio and haptic streams have 

different data rates from each other. This means that the streams are loosely coupled. As 

a consequence, all the streams have to be synchronized with each other, in order for the 

maximum QoE to be achieved. Both Intra and Inter-synchronization control should be 

used.  

The intra-stream synchronization keeps the timing relation between MUs of the 

same stream. It outputs MUs to the destination at the same intervals as the generation 

ones at the source. On the other hand, inter-stream synchronization tries to reconstruct 

the temporal relations between the MUs of all the related streams.  

The algorithm that is proposed for the synchronization of the three multimedia 

streams is the enhanced Virtual-Time Rendering (VTR) media synchronization algorithm 

[151]. The main difference that the enhanced VTR has as opposed to the normal VTR 

[152] is that the VTR enforces intra stream synchronization on one stream. The enhanced 

VTR enforces intra stream synchronization on all of the streams separately and an inter 

synchronization control among the streams. The enhanced VTR has already been 

enforced between haptic and voice data streams with encouraging results [151].  

The first thing that should be defined is which stream is the master stream and 

which are the slave ones between haptic, audio and video. This mainly depends on the 

application. If the application is video, audio, or haptic oriented then the master stream 

should be either the video, the audio, or the haptic stream respectively. If the application 

has neutral interest among the streams, then the master stream can be derived from the 

QoS that should be enforced in each stream. From Table 5-1 we can infer that the haptic 
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data are by far more sensitive to delay and jitter than the other streams. This means that 

the master stream should be the haptic stream. The enhanced VTR will firstly enforce the 

intra synchronization on all of the streams with the VTR algorithm. Based on the 

scheduled outputs of the MUs of the haptic stream, it will try to enforce inter 

synchronization with the other streams.  

In the VTR algorithm, the ideal target output time [153] xn of the n-th MU (n = 1, 

2,・ ・ ・ ) is defined as the time at which the MU should be output in the case where jitter 

is always smaller than an estimate Jmax of the maximum jitter (that is, the buffering time 

of the first MU [152]). Let Tn, An, and Dn denote the generation time, arrival time, and 

output time, respectively, of the n-th MU. 

The ideal target output time xn is calculated as follows [153]: 

 

x1 =  
D1 = A1 + Jmax  , if D1 − T1 ≤ Δal

 T1 +  Δal ,              otherwise
    (11) 

 

xn = x1 +  Tn − T1         n ≥ 2 ,    (12) 

 

where Δal denotes the maximum allowable delay.  

When jitter is larger than Jmax, some MUs cannot be output at their ideal target 

output time. Therefore, the target output time [152] tn of the n-th MU is introduced, 

which is calculated by adding/subtracting a delay (i.e., slide time) to/from the ideal target 

output time. Let 𝑡𝑛
∗  and ΔSn denote the modified target output time and the slide time, 

respectively. Then, tn and t*n are given by 

 

t1 = x1,     (13) 

 

tn = xn +  ΔSi        (n ≥ 2)n−1
i=1    (14) 

 

tn
∗ = tn + ΔSn             (n ≥ 2)    (15) 

 

where ΔS1 = 0. 
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By comparing the arrival time An and the target output time tn, the client 

determines the scheduled output time [152] dn (n≥ 2) as follows: 

 

dn =  
tn
∗ ,         if An ≤ tn

 An ,       otherwise
     (16) 

 

In the former case of Eq. (16), the target output time is advancing (i.e., the 

virtual-time contraction, in which ΔSn< 0); when ΔSn = 0, we set Dn = dn. The latter case 

of Eq. (16) delays the target output time (i.e., the virtual-time expansion, in which ΔSn> 

0). In the latter, when multiple MUs have the same scheduled output time, the MU which 

has the largest sequence number among them is outputted and the other MUs are skipped.  

An MU (say the n-th MU) which is not skipped has the output time Dn = dn.  

 

Virtual-Time Expansion 

 

When dn−tn>Th2> 0, we set ΔSn = dn−tn, where Th2 is a threshold value which 

we use so as to decide whether the target output time should be delayed or not [152]. 

 

Virtual-Time Contraction 

 

When An≤tn, the target output time of the n-th MU is advanced. dn =max(tn− r, xn, 

An) and ΔSn = −min(r,  𝛥𝑆𝑖  
𝑛−1
𝑖=1 ) [153] when tn−Tn>Δal, or when a certain period of time 

(say Tnodelay) has elapsed since the last late arrival or the last virtual-time contraction, 

where r is a positive constant. There is a possibility that dn≤Dm (n > m) in the case of the 

virtual-time contraction, where m is the sequence number of the last output MU. In this 

case, the n-th MU is skipped. 

After the calculation of the output time of each haptic MU with the VTR 

algorithm, the inter-synchronization among the other streams should be enforced. The 

inter-synchronization will be made at the timestamp that each MU carries. The stream 

with the highest update rate is the haptic stream, that is 1 KHz, which means that there is 

an output every 1 ms. Audio and Video streams have much lower output time, which 

means that the timestamp of their MU could easily be synchronized with timestamps of 

the haptic MUs.  



88 

 

 9.4.2 Temporal Prediction Structure 

 

An important factor that should be taken into consideration for the real-time 

synchronization of a haptic stream with an HEVC encoded video is the temporal 

prediction structure that has to be used for the video encoding. As mentioned in section 2, 

there are three kinds of temporal prediction structures. The first one is the intra-only 

configuration. Each picture in this kind of configuration is encoded as an Instantaneous 

Decoder Refresh (IDR) picture. This means that no temporal reference pictures are used. 

Each frame is independent of the others. A graphical representation of Intra-only 

configuration is shown in Fig. 9-1. The number next to each frame indicates the encoded 

and decoded order of the frame. It is understood that in a real-time tele-system, as the 

frame is captured from the camcorder, it is instantly encoded; it is transferred through the 

Internet and is decoded from the destination. The negative aspect of this configuration is 

that it produces extremely high bit rates, which are prohibitive for real-time transferring 

of data through the Internet.  

 

 

Fig. 9-1: Graphical presentation of Intra-only configuration 

 

Fig. 9-2: Graphical presentation of Low-Delay configuration 
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Another temporal prediction structure of HEVC is the Low-Delay configuration. 

A graphical presentation of the Low-Delay configuration is depicted in Fig. 9-2. The first 

picture of this configuration is an IDR frame. It is encoded independently. All the other 

subsequent frames are encoded based on this frame. The encoded and decoded order of 

the frames is the same as the display order. This configuration is usually proposed for 

real-time systems as it exhibits the shortest delay of the video transport. The bit rate of 

this configuration is lower than the intra configuration.  

 

If we assume for simplicity that the delay time of the network between the source 

and the destination in a remote system is tnet, the mean computational time for the 

encoding of one frame is ten, and the mean computational time for the decoding of one 

frame is tdec, then the average delay time tLow-Delay for a video transferring of a Low-

Delay configuration is given by the Eq.: 

 

tLow-Delay=ten-LD+tnet+tdec-LD    (17) 

 

The temporal prediction of the Random-Access configuration is depicted in Fig. 

9-3. It is understood that the encoded and the decoded time of the frames is different 

from the display order of the frames.  

 

Fig. 9-3: Graphical presentation of Random-Access configuration 

 

The frames are separated in a group of pictures (GOP). If the first frame of the 

group is encoded as an IDR frame, then the GOP is called closed GOP. If the first frame 

is encoded as a Clean Random Access (CRA) picture then the GOP is called open GOP. 
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The strong asset of this configuration is that it demands less encoding time than the other 

inter-prediction configurations. This feature is very important for applications that 

transfer data through the Internet. The delay time for this configuration is dependent on 

the encoded process.  

If we assume that the size of the GOP is gopsize and the interval time between 

successive frames is tfr=1/fps, the delay time tRandom-Access for a video transferring of 

a Random-Access configuration is given by the Eq.: 

 

tRandom-Access=gopsize*tfr+gopsize*ten-RA+tnet+gopsize*tdec-RA  (18) 

 

If we consider the whole encoding, transferring and decoding process as a 

pipeline, then the delay time tRandom-Access of (18) can be significantly smaller. The first 

thing that should be determined is the encoding order of each frame. The frame that has 

to be encoded first is f0. The second encoded frame is fgop. The third inevitably encoded 

frame is fgop/2. The next encoded frame could be either fgop/4 or fgop3/4. If we want to save 

time, then the frame that has to be encoded next is the fgop/4. This is due to the fact that 

the encoded order is the same with the decoded order. If fgop/4 is encoded first, it will be 

decoded first and it will be available for display on the receiver a little earlier. The next 

frame that has to be encoded is fgop3/4. For gop=4 the graphical presentation of Random-

Access configuration is shown in Fig. 9-4.  

 

Fig. 9-4: Graphical presentation of Random-Access configuration for gop=4. 

 

The delay time for gop=4 is given by the Eq.: 

 

tRandom-Access-4=3*tfr+3*ten-RA +tnet+tdec-RA   (19) 
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The gop should be a power of 2, so that a hierarchical frame prediction structure 

could be made. With the same process, for gop=8 the graphical presentation of the GOP 

is shown in Fig. 9-3. The encoded order of the frames is shown as a number next to the 

frame. 

The system will start to show the first decoded frame f0, D1= tfr sec before the 

second frame f1 of the GOP is decoded. In order for the second frame f1 to be decoded, all 

the frames of the GOP have to appear, which means after D2=tfr*gop time. After all the 

GOP appear, the encoder will start to encode the frames in the exact order f8, f4, f2, f6, f1 

as shown in Fig. 9-3 (The f0 frame will have already been encoded during the D2 

interval). This means that the whole system will wait another D3=5*ten-RA secs. When the 

frame f1 is encoded, it will be sent through the network to the decoder with network delay 

time D4=tnet. The decoder will be ready to show the f1 frame after D5= tdec-RA decoding 

time.  

The summarized delay time for gop=8 is given by the Eq.: 

 

tRandom-Access-8=-D1+D2+D3+D4+D5 

≡ 

tRandom-Access-8=7*tfr+5*ten-RA +tnet+tdec-RA     (20) 

 

The delay time of Eq. (20) may be reduced if we change the order of the encoded 

frames of Fig. 9-3 without changing the correlation between the frames. Since the 

correlation between the encoded frames is not changing, the encoding time and the data 

rate of the whole GOP remains the same.  

If we try to always encode the left ―available‖ frame of the hierarchical structure, 

then the encoded order of the frames is shown in Fig. 9-5.  
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Fig. 9-5: The proposed encoding order inside the GOP=8 

 

The modified delay time for gop=8 is given by the Eq.: 

 

t'Random-Access-8=7*tfr+4*ten-RA +tnet+tdec-RA  (21) 

 

dt=tRandom-Access-8 -t'Random-Access-8=ten-RA   (22) 

 

The delay time is reduced by dt=ten-RA, as given by Eq. (22). This reduction is due 

to the fact that the encoder will start to encode the frames with the exact order f8, f4, f2, f1 

as shown in Fig. 9-5. This means that D3΄=4*ten-RA. 

Eq. (21) is generalized for gop as:  

 

tRandom-Access-gop=(gop-1)*tfr+(log2(gop)+1)*ten-RA+tnet+tdec-RA      (23) 

 

Eq. (23) can be theoretically explained as follows. 

When the GOP starts, the first frame f0 appears. The encoder starts to encode f0. 

When the encoding of the frame f0 finishes, the encoded frame is sent through the 

Internet to the decoder. Until fgop appears at t=gop*tfr=gop/fps, the encoder buffers the 

frames f1, f2,..,fgop-1. When fgop appears, the encoder starts to encode the buffered frames 

with the following order: fgop, fgop/2, fgop/4, fgop/8, …,fgop/gop=1. In the meantime every frame 

that is encoded is sent through the Internet to the decoder. 

At t2, the frame f1 has been encoded, has travelled through the Internet, has 

reached the decoder and has been decoded. 
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t2=gop*tfr+(log2(gop)+1)*ten-RA+tnet+tdec-RA   (24) 

 

The frame f0 should reach the decoder and be decoded at  

 

t1=ten-RA+tnet+tdec-RA          (25) 

 

In case of a real-time encoding we have to accept that 

 

tfr>ten-RA+tdec-RA     (26) 

 

For the Random-Access configuration we have 

 

gop>1       (27) 

 

which means that Eq. (26) and (27) lead to  

 

ten-RA<gop*tfr 

≡ 

ten-RA+tnet+tdec-RA<gop*tfr+(log2(gop)+1)*ten-RA+ 

+tnet+tdec-RA 

≡ 

t1<t2      (28) 

 

The frame f0 has to come out of the decoder buffer at least tfr time before the 

decoding of the f1 at t2. Therefore, we should have 

 

t1<t2-tfr 

≡ 

ten-RA+tnet+tdec-RA+tfr<gop*tfr+(log2(gop)+1)*ten-RA+ 

+tnet+tdec-RA 

≡ 

tfr<gop*tfr+(log2(gop))*ten-RA 
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≡ 

0<(gop-1)*tfr+(log2(gop))*ten-RA   (29) 

 

Inequality (29) is true as both of the totalizers are positive. 

This means that the video stream will start at  

 

tRandom-Access-gop=t2-tfr 

≡ 

tRandom-Access-gop=(gop-1)*tfr+(log2(gop)+1)*ten-RA+ 

+tnet+tdec-RA    (30) 

 

Analyzing Eq. (17) and (30) we come to the conclusion that the temporal 

prediction of the HEVC that will be chosen for a tele-haptic system depends on the 

available bandwidth of the network, the delay of the network tnet, the mean encoding ten 

and decoding tdec time for each configuration, the frame rate (fps) of the video stream, the 

data rate that each configuration produces, and the QoS that the specific tele-haptic 

application requires.  

 

 9.4.3 Computational Cost  

 

In order to estimate the level of the encoding time, a personal pc Intel core i3 

2100 at 3.1 GHz with 4 GB RAM has been used. For HEVC encoding, the HEVC Test 

Model HM 16.2 has been used. The video sample was the mobile_cif YUV series [117] 

with 352×288 resolution at 24 Hz with a duration time of 10 sec. The encoding time and 

the data rate of the video sample are shown in Table 9-2.  

 

Table 9-2: Computational Cost of HEVC (for 10 sec video) 

Inter Prediction QP RAM (MB) Data Rate (Kbps) 

Encoding 

Time 

(sec) 

PSNR 

Intra-Only 32 20.9 3514 341 33.18 

Low-Delay 32 47.8 269 1209 31.18 

Random Access 32 64.5 290 807 31.66 

Intra-Only 27 21.1 5266 374 37.26 

Low-Delay 27 47.4 641 1491 34.60 

Random Access 27 64.7 584 1012 34.76 



95 

 

From Table 9-2 it is understood that the data rate and computational time of 

HEVC are strongly dependent on the Quantization Parameter (QP) and the inter 

prediction configuration. They are inversely proportional. The Low-Delay configuration 

has much higher encoding time ten than the other configurations. The Intra-Only 

configuration has the smallest encoding time but the highest data rate. The Random-

Access configuration has neutral results regarding encoding time and data rate. The 

encoding time ten in all the configurations is much higher than the time gap between the 

successive frames tfr, which means that the real-time encoding is not feasible. The real-

time encoding can only be successfully done with the help of parallel processing, a case 

study that is not in the interest of this chapter. 

The Intra-Only configuration has the biggest output of data rate from all the 

configurations. The Low-Delay configuration outputs a higher data rate than Random-

Access. On the other hand the Intra-Only configuration has the smallest encoding time 

from the other configurations. A more thorough investigation of the HEVC encoding and 

decoding can be found in [141]. 

In order to compare the computational cost and the produced data rate of the 

HEVC with the H.264/AVC, the same video, on the same computer, with the same QP 

for both encoders were used. The configuration of the H.264 was altered in order to 

resemble the inter prediction configurations of the HEVC. The outcomes of the 

H.264/AVC are presented in Table 9-3.  

Both encoders have similar PSNR, which means that the quality of the decoded 

video is similar. The encoding time of the H.264 is, in most of the cases, by far longer 

than the HEVC‘s. It can be noticed that the encoding time of the H.264 is not inversely 

proportional to the factor QP. H.264 uses a lot more RAM from the HEVC. The data rate 

of the HEVC, in most cases, is smaller than the H.264‘s. The only case that the data rate 

of the H.264 is a little smaller than the HEVC is for the random-Access inter-prediction 

with QP 32. In that case, the encoding time of the H.264 is 1181% longer than the 

HEVC, and the RAM usage 173% bigger. For the Low-Delay configurations, the data 

rate of the HEVC is more than 50% smaller than the H.264. 
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Table 9-3: Computational Cost of H.264/AVC (for 10 sec video) 

Inter Prediction QP 
RAM 

(MB) 

Data Rate 

(Kbps) 

Encoding 

Time (sec) 
PSNR 

Intra-Only 32 32.3 3948 1191 33.99 

Low-Delay 32 95.9 652 2983 33.37 

Random Access 32 111.8 270 9528 32.58 

Intra-Only 27 32.3 5974 1416 37.61 

Low-Delay 27 80.3 1490 2702 36.70 

Random Access 27 112.7 644 6487 35.43 

 

 9.4.4 Data Rate Reduction 

In the case of a tele-haptic application that is sensitive to the data rate, the Intra-

Only configuration should be avoided. In that case, apart from video, the data rate of the 

haptic stream should be minimized as well. Most of the haptic interfaces [135] produce 

haptic MU at a rate of 1 KHz. This rather high packet rate is often difficult to transfer 

through the Internet.  

One interesting technique that is proposed for data rate reduction is the dead-

reckoning technique [107]. Dead-reckoning can keep the output rate of the haptic media 

at 1 KHz by prediction and convergence. The haptic source compares the position of the 

haptic interface to the predicted one. If the difference between the two positions becomes 

larger than a threshold value, the real position information of the haptic interface is 

transmitted. This technique has encouraging results in the case of network congestion. 

An additional technique, for packet rate reduction, is the packetization interval of 

the haptic MU [125]. If packetization interval is enforced every P ms on the haptic 

stream, then the packet rate of the haptic stream can be reduced by a factor of P=8 or 

P=16, depending on the delay of the system. To achieve information compression, 

differential coding and quantization is enforced inside the intervals. Each MU has strong 

correlation with its nearby MU. The packet size of its interval could be reduced from 

20+24P bytes to 20+24+3(P-1) bytes. This means that for P=8, the data rate reduction 

will be at 69.34%. Of course, the packetization interval of the haptic MU adds an extra 

delay of P ms to the haptic stream. If the delay of the video stream given from Eq. (17) or 

(23), is longer than the delay of the packetized haptic stream, then a packetization 

interval could be applied. 
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 9.5  Flowchart of HEVC Encoding for Real-Time Transferring of 

Video, Audio, and Haptics 

If all the variables tfr, ten, tnet, tdec are known from the above procedures, then the 

appropriate inter-prediction configuration can be chosen from Eq. (17) and (23) and the 

limits of Table 5-1. All the above procedures are integrated in the flowchart of Fig. 9-6. 

 

Fig. 9-6: Flowchart of HEVC encoding for real-time transferring of video, audio, and 

haptics.
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 10 Real Time Wireless Multisensory Smart Surveillance With 

3D - HEVC Streams for IOT 

The material in this chapter was presented in [154]. 

 

 10.1  Introduction 

 

The Internet has revolutionized computer applications and communications. From 

the simple transfer of text messages we have moved to the Web 2, the Machine to 

Machine (M2M) communications and the transfer of real-time audio, video and other 

multisensory data, all together called supermedia. The new evolution stage of the Internet 

is the Internet-of-Things (IoT). Internet of Things semantically means a world-wide 

network of interconnected objects uniquely addressable, based on standard 

communication protocols [155]. Person-to-person, person-to-object and object-to-object 

communication is now thriving. Humans, sensors, actuators, and smart objects are 

exchanging vast, real-time information. 

One main sector of the IoT is the efficient encoding and transferring of video 

streams over the Internet. The new High Efficiency Video Encoding (HEVC) offers more 

than 50% improvement in video compression over its predecessor H.264 Advanced 

Video Coding standard, with the same image quality, at the expense of the increased 

computational complexity [115]. The 50% improvement of video compression 

corresponds to 50% bit rate reduction for video transferring over the IoT. This reduction 

is crucial, especially in real-time video monitoring for smart surveillance systems. Smart 

surveillance, is the use of automatic video analysis technologies in video surveillance 

applications. Smart surveillance systems often deal with real-time monitoring of 

persistent and transient objects/people within a specific environment. They use image 

processing algorithms for detection, tracking, and understanding of moving 

objects/people of interest in dynamic scenes. The main stages of processing in an 

intelligent visual surveillance system are: moving object detection and recognition, 

tracking, behavioural analysis and retrieval [156]. 
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The smart surveillance systems are divided in two main categories, depending on 

where the video analysis is made. The first category includes cameras with processing 

capabilities. The detection of the event and the storage of the event are made 

autonomously by the camera. Such cameras are called smart cameras [157]. In the second 

category, the video stream is transferred through the network in datacenters where the 

video analysis is made. Large research projects in this category are the Visual 

Surveillance and Monitoring (VSAM) [158], the Annotated Digital Video for Intelligent 

Surveillance and Optimized Retrieval (ADVISOR) [159], and the Smart Surveillance 

System of IBM [160]. In the Third Generation Surveillance Systems (3GSS) [161] a 

mixture of these categories is made, both smart cameras and large datacenters are being 

used. The video analysis often includes image enhancement [162], motion detection 

[163], object tracking [164], and behavior understanding [165].  

Smart surveillance systems can be enhanced with the help of 3D monitoring 

technologies. The 3D camera, also called time-of-flight or depth camera, emits 

modulated infrared light and measures the time the infrared signal takes to travel from 

the camera to the object and back again: the elapsed time is called "time of flight".  

As we are heading towards the 5th generation of wireless/ mobile broadband 

networks, numerous devices and networks are interconnected. The Internet of Things 

(IOT) is becoming a reality. Person-to-person, person-to-object, and object-to-object are 

continuously exchanging massive real-time supermedia data. The efficient transmission 

of this data is of great importance for the smart surveillance systems. The scope of this 

paper is to propose a transport protocol for efficient delivery of supermedia data from 

smart surveillance systems. Flow/congestion control algorithms and synchronization 

techniques should be enforced in order to maximize efficiency of a smart surveillance 

system. 

The rest of the chapter is organized as follows: Section 2 presents a high-level 

system architecture for smart surveillance systems. Section 3 outlines the characteristics 

of an HEVC – 3D depth video monitoring. Section 4 proposes a synchronization 

algorithm for intra and inters media synchronization between RGB video, Depth video, 

audio and other multisensory data. Section 5 presents the wireless network infrastructure 

of the surveillance system. Section 6 analyzes the proposed protocol for transferring 

multisensory data streams through the wireless IoT networks. Section 7 presents a case 
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study for transferring a wireless multisensory 3D - HEVC stream over wireless networks. 

Finally section 8 concludes this paper. 

 

 10.2  Smart Surveillance Systems 

 

As the number of threats of burglary, robbery and terrorist activities increases, 

surveillance systems have become a necessity. The traditional methods for monitoring 

with the use of CCTV cameras are now evolving to smart surveillance systems. Threat 

detection and video analysis is automatically made by information systems. Instant 

notification and alerts produced by smart surveillance systems reinforce public safety and 

security. 

Smart surveillance data collected by cameras and sensors can also provide 

valuable decision support analysis to organizations. Intelligent analytics enhance 

business intelligence. The automatic video analytics help organizations to seize 

opportunities or revise policies. 

Smart surveillance systems form a very important sector of video monitoring, 

video transmission and video analysis. Automated recognition of individuals and objects, 

pre-determined traits and risks lies at the basis of smart surveillance systems. Some of the 

innumerable applications of the smart surveillance systems are:  

 

 Unattended surveillance for security reasons 

 Automated inspection for quality assurance  

 Defect detection and dimensional gauging 

 Non contact measurements 

 Part sorting and identification 

 Code reading and verification 

 Robot guidance and automated picking 

 Biometric recognition and access control 

 Object detection and tracking 

 Environment mapping 
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Apart from video, a smart surveillance system can monitor many more sensory 

data such as: 

 Audio 

 Temperature 

 Humidity 

 Acceleration 

 Luminosity 

 Pressure 

 Chemical Analysis 

 ―Time of Flight‖ depth imaging 

 Radiation 

 Ultrasonic waves 

 Motion 

 

All this sensory information is recorded by sensors which are connected to the 

surveillance system via the net. The Internet of Things is the network which enables 

these sensors to collect and exchange data through the existing network infrastructure. It 

allows sensors to be identified and controlled remotely. The IoT improves efficiency and 

effectiveness. The transport protocols that have already been proposed for the IoT are the 

MQTT, the XMPP, the COAP, and the 6LOWPAN [166]. Energy consumption, safety 

and scalability are the main concerns of these protocols.  

A proposed high level system architecture of a multisensory smart Surveillance 

system is depicted in Fig. 10-1. 
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Fig. 10-1: High Level System Architecture of a multisensory smart surveillance 

system. 

 

In the proposed system architecture three are the main channels that transfer 

information between the monitored environment and the data center. 

The first channel is the Video Channel. It transfers visual information from the 

monitored environment to the data center. In order to lower the bandwidth needed for this 

transmission an HEVC encoder is used to lower the bitrate, while keeping the image 

quality as good as possible. Network adaptive congestion control algorithms can be used 

to absorb all the available bandwidth without forcing the network to congestion [167]. 

The Real Time Protocol (RTP) is often used to transfer information in this transmission. 

Another important channel that is often used in smart surveillance systems is the 

Audio Channel. Advanced Audio Coding (AAC) [168] is usually used for the audio 

encoding, which is a lossy data compression technique for digital audio. The RTP 

transport protocol is also used for this channel. 

The Multisensory Channel is the third data transferring channel. It carries all the 

sensory data from the monitored environment to the data center. A real time, network 

adaptive, proposed by the authors, protocol is used for the transport of this information. It 

is often a channel with low bandwidth requirements but with high update rate 

frequencies. Moreover, algorithms that enhance the reliable transfer of data should be 

applied. 
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The Data Center stores all the information from the remote monitored 

environment. It is often located away from the monitored environment at a secure 

location, connected to the Internet. All the data stored there is analyzed and real time 

alerts are triggered, based on the thresholds set by the surveillance administrators. The 

data center also includes a Prediction and Estimation Unit (PEU). Its main functionality 

is to perform prediction algorithms on historical database records. Future potential risks 

can be avoided with the PEU. Data mining algorithms for statistical model building are 

also applicable.  

 

 

 

 

 10.3  High Efficiency Video Coding (HEVC) With 3D Features 

 

 10.3.1 HEVC Video Encoding 

 

As mentioned in the previous chapter, the HEVC is ideal for real-time video 

transferring through the Internet. It achieves more than 50 % improvement in video 

compression and bitrate over the existing H.264 Advanced Video Coding standard, for 

the same image quality [168]. The 50% reduction of the bitrate together with the 

improvement of Internet network conditions made the real time streaming of high and 

ultra-high definition video over the Internet feasible. 

As smart video surveillance focuses on real time video transmission, the encoding 

time and the data rate are very important factors for the selection of the inter prediction 

mode. Between the Intra-only and the Low-delay mode of the HEVC encoder, the second 

is preferred as it presents much lower data rates. Between the Low-Delay and the 

Random-Access mode, again the Low-Delay mode is preferred because the encoder 

doesn‘t have to wait for the whole GoP to appear in order to start the encoding process 

[118].  

Comparing Table 9-2 and Table 9-3 to the Low Delay mode, it is obvious that the 

data rate with the HEVC encoder is reduced by 58.74 % for Quantization Parameter (QP) 
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=32 and 56.91% for QP=27. This reduction indicates HEVC as a perfect encoder for real 

time video transmission. 

 

 10.3.2 Depth Video  

 

Apart from the ordinary video, another interesting factor that can be used in the 

smart video surveillance is the 3D-Depth camera. These cameras measure the distance 

between the depth camera and an object with the help of modulated infrared light. Given 

that the speed of light is known, the "time of flight" that takes the light to travel from the 

camera to the scattered object and return back reveals the distance between the camera 

and the object. If this distance is measured for every pixel of the video, the ordinary 

video is transformed to a 3D-depth video. The depth video can enhance smart 

surveillance at motion surveillance, object tracking, acceleration and speed monitoring, 

and 3D-environment mapping. ―Time of Flight‖ monitoring is invariant to visible 

lighting and weather conditions. The first widely used depth camera was the Microsoft 

Kinect camera [169] for the Xbox. It produces an 11 bit 640 × 480 depth image at 30 

frames per sec. Its precision is inversely proportional to the distance, and decreases from 

1 cm at two meters to 10 cm at six meters. If no compression technique is enforced, the 

data rate for an 11 bit 640 × 480 depth image at 30 fps is 3379,2 Kbps. For a real time 

transmission over the Internet it is quite a high data rate, which means that intra and inter 

compression techniques should be enforced on the depth stream for the limitation of the 

data rate. 

A sample of an RGB-Depth image is depicted at the right side of Fig. 10-2. The 

depth image, in the middle was produced by a Microsoft Kinect camera [170]. It is 

obvious that most of the objects of the left RGB picture can easily be distinguished and 

surveilled in the processed RGB-D image. 
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Fig. 10-2: Output from the RGB camera (left), preprocessed depth (center) and 

processed RGB (right) for the image [170] . 

 

 10.4  Synchronization of HEVC Streams With Depth Video and 

Multisensory Data 

 

The video camera, the depth camera, the audio and all the other sensors produce 

frames at a different rate, which means that these frames are loosely coupled. In order for 

these frames to be synchronized, a synchronization algorithm should be enforced. The 

proposed synchronization algorithm is the enhanced Virtual-Time Rendering (VTR) 

media synchronization algorithm [151].  

Enhanced VTR enforces both intra and inter synchronization in all streams. The 

intra synchronization tries to keep the outputs media Units (MUs) to the destination, at 

the same intervals as the generation ones at the source. The inter synchronization 

reconstructs the original temporal relations between the MUs of different streams. 

In order for the enhanced VTR to be enforced, one of the multisensory streams 

should be defined as the master stream. As the smart surveillance mostly depends on the 

visual sense, the video stream is often selected as the master stream.  

 

 

 10.4.1 Intra Synchronization 

 

The VTR algorithm enforces the intra synchronization for each stream separately. 

Each Media Unit (MU) that is sent from the source should be an output at the destination 

at an ideal output time. 
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The process of the VTR algorithm for intra synchronization was fully analyzed in 

chapter 9.4.1 . 

 10.4.2 Inter Synchronization 

 

As soon as the intra synchronization for all the data streams is started, the inter-

synchronization among all the streams should be enforced. The inter-synchronization will 

be based on the new scheduled output time dn for each stream.  

As mentioned earlier, the master stream is often the video stream. Let us assume 

that the scheduled output time of the video stream is the dvn, and the scheduled output 

time of the audio, the depth and other sensors stream is dan. 

All the first packets from each stream should get the same output time, which 

means: 

 

dv1=da1     (31) 

 

This means that based on Eq. (13), the first ideal output time for the video xv1 and 

the other sensors xa1 should be: 

 

xv1=xa1     (32) 

 

As the video stream was set as the master stream, its ideal output time should not 

be changed. This means that if xv1 is bigger than xa1, the secondary stream should be 

delayed and have as final output time xa1* 

 

xa1*=xv1     (33) 

 

If the video stream has smaller ideal output time for its first frame xv1 than the 

other streams, the video stream should not be delayed. The other streams should get ideal 

output time for its first frame 

 

𝑥𝑎1
∗ =  

𝐴𝑎1,            𝑖𝑓 𝐴𝑎1 ≥ 𝑥𝑣1

𝑥𝑣1 ,                𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒
     (34) 
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where Aa1 is the arrival time of the first sensor frame.  

All the modified output time for the other frames is based on Eq. (14), (15), (16). 

 

 10.5  Wireless Network Infrastructure 

 

All the data from the remote surveilled environment to the data center are 

transferred wirelessly. All wireless communication standards that could be used for this 

transmission are shown in Table 10-1.  

 

Table 10-1:  Wireless Communication Standards 

 Max 

Range 

(m) 

Max. 

Upload Data 

Rate (MBits) 

Max Power 

Consumption 

(mW) 

Frequency 

(MHz) 

ZigBee [171] 70 0.25 30 2400  

Bluetooth [171] 100 1 100 2400 

802.11ac [172] 150 1300 1000 5000 

4G [173] Cellular 

based 

75 200 900/ 1800/ 

2300  

5G [174] Cellular 

based 

1 GBps Lower than 4G Undifined 

 

The most promising, but not yet available, wireless standard is the 5G (5th 

generation mobile networks or 5th generation wireless systems). Stakeholders claim it 

will be available by 2020. Its target is to provide bandwidth greater than 1 GBps, end to 

end delay smaller than 1 ms, and efficiency higher than its predecessor 4G . 

The prevailed and available standards of Table 10-1 are the 4G and the 802.11ac 

because of the available range and data rate that they offer. The 4G uses the cellular 

network to offer unlimited range. On the other hand, the range of a Wi-Fi network may 

be extended to only some several hundred of meters but is a lot faster than the 4G. If the 

distance between the surveilled environment and the access point of an available WiFi is 

some dozens of meters then the 802.11ac standard is preferred. If the surveilled 

environment is at a distant location, then the 4G standard is used. 
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 10.6  The Proposed Protocol for Multisensory Surveillance System. 

 

In this chapter a new network Adaptive Multisensory Real-time Transmission 

Protocol (AMRTP) is proposed. Its main target is to reliably send, real-time multisensory 

information from the remote surveilled environment to the data center. In order for the 

protocol to be network adaptive, the delay time and the packet loss are recorded at the 

receiver. The protocol changes its sending rate and packet size according to the network 

conditions. Its primary target is to send all the data reliably without forcing the network 

to congestion. 

 

 10.6.1 Adaptive Packet Frame Grouping 

 

One method that the AMRTP uses to avoid congestion is the adaptive packet 

frame grouping [175]. When network conditions deteriorate, the protocol lowers its 

sending rate in order to avoid congestion. Given that a sensor usually produces data 

packets at a steady rate, the protocol should group these packets in bigger frames in order 

to lower the sending rate. The number of grouped packets is changed according to the 

network conditions. When network conditions deteriorate, the number of the grouped 

packets increases, in order for the sending rate to be reduced. 

The maximum number of grouped packets is dependent on the update rate of the 

sensor, the minimum acceptable refresh rate at the receiver and the maximum acceptable 

delay that a service can tolerate in order not to affect its real time feature. Based on the 

Mean Opinion Score (MOS) on the Quality of Experience (QoE) measurements [5], the 

Quality of Service (QoS) requirements for real time services is depicted in Table 5-1. As 

most sensor data are illustrated through graphics, the QoS requirements for the AMRTP 

protocol are depicted in the fourth column of Table 5-1.  

If the sensor update rate is SUR packets per second, and the maximum affordable 

delay is 300 ms, the maximum number of grouped packets npmax per frame is: 

 

npmax=0.3*SUR<512    (35) 

 

which correspond to the minimum sending rate of 33.33 Hz. 
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The minimum number of grouped packets is set to  

 

npmin=SUR/100     (36) 

 

packets per frame, which correspond to a sending rate of 100 Hz, which is a 

perfect refresh rate for the visual sense.  

The number of the grouped packets np changes according to the Eq. (37). The 

delay of the network dnet can easily be extracted if ICMP packets are sent from the sender 

to the receiver every Tping=0.5 sec. The factor dmax is the maximum acceptable network 

delay. For real time graphics the maximum acceptable delay is set to dmax=300 ms. 

 

npi =

 
 
 

 
 

np0 = npmin                                                                             
npi−1 − 2 > npmin                                , dnet < 𝑑𝑚𝑎𝑥/3
npi−1 − 1 > npmin   , dmax/3 < 𝑑𝑛𝑒𝑡 < 2 ∗ 𝑑𝑚𝑎𝑥/3
npi−1                                     ,2dmax/3 < 𝑑𝑛𝑒𝑡 < 𝑑𝑚𝑎𝑥 
npi−1 + 2 < npmax                                      , dmax < 𝑑𝑛𝑒𝑡

    (37) 

 

The delay of the network has been divided into four intervals. The first delay 

interval, dnet < 𝑑𝑚𝑎𝑥/3 , corresponds to perfect network conditions. The protocol tries 

to increase the sending rate rapidly. The second interval,  dmax/3 < 𝑑𝑛𝑒𝑡 < 2 ∗

𝑑𝑚𝑎𝑥/3, corresponds to good network conditions and the protocol tries to increase the 

sending rate slowly. The third interval, 2 ∗ dmax/3 < 𝑑𝑛𝑒𝑡 < 𝑑𝑚𝑎𝑥, corresponds to 

acceptable network conditions and the protocol tries to keep the sending rate steady. The 

last interval dmax < 𝑑𝑛𝑒𝑡 corresponds to unacceptable network conditions and the 

protocol tries to lower the sending rate in order to avoid congestion.  

 

 10.6.2 Adaptive Quantization 

 

Another method that the AMRTP uses to avoid congestion is the network 

adaptive quantization [176]. The quantization levels of the data values change according 

to the network conditions. When the network conditions are good, the quantization levels 

increase and vice versa. The maximum quantization level is set to qlmax = 65536 = 2
16

, 

which demand 2 bytes per data value. The minimum quantization level is set to 

qlmin=256 = 2
8
 which demand 1 byte per data value. An intermediate value of 
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quantization level is set to qlmedium = 4096 = 2
12

, which demands 1.5 bytes per data value. 

The quantization level ql changes according to the Eq. 38. 

 

ql =  

                                                                            
65536           , dnet < 𝑑𝑚𝑎𝑥                                       
4096             , dnet > 𝑑𝑚𝑎𝑥 (𝐹𝑜𝑟 𝑡 > Tmaxdelay )

256        , dnet > 𝑑𝑚𝑎𝑥  (𝐹𝑜𝑟 𝑡 > 2 ∗ Tmaxdelay )

        (38) 

 

If the delay of the network is bigger than the maximum acceptable delay dmax for 

a period of time Tmaxdelay=2.5 sec, then the quantization level is degraded to 4096. If the 

delay of the network remains bigger than dmax for a period of time greater to 2* Tmaxdelay, 

then the quantization level is degraded to 256. 

 

 10.6.3 AMRTP Packet Header 

 

The AMRTP protocol runs over the UDP protocol. The UDP protocol is chosen 

as it is the lightest and faster transport protocol. The AMRTP is used to compensate the 

UDP's lack of reliability and network adaptation.  

The Header of the AMRTP protocol for one packet is illustrated in Fig. 10-3. 

 

Bits 0 - 15 16-17 18-22 23-31 

0 Sequence Number QuanL. SenId NumPack. 

32 Data 

Fig. 10-3: Header of AMRTP protocol 

 

The Sequence Number is used to reinforce the reliability of the protocol through 

the acknowledgment process. 

The QuanL. (Quantization Level) field informs the receiver of the quantization 

level of the data and the length of each data value. 

The SenId (Sensor ID) field informs the receiver of which sensor the data 

corresponds to.  

The NumPack (Number of Packets) field informs the receiver of the number of 

packets that are grouped in this frame. As the NumPack consists of 9 bits, the maximum 

number of grouped packets is 512. 
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 10.6.4 AMRTP Reliability 

 

AMRTP protocol, apart from being efficient and network adaptive, should also be 

reliable. As a real time protocol, it should timely deliver the packets. But as the packets 

include surveillance information that could be used for post processing, all the packets 

should be reliably transferred.  

In order to enforce reliability, a sequence number is used. Every frame has a 

unique sequence number. The method of the cumulative negative acknowledgement 

(CNAK) [177] is applied. The sender sends the frames as soon as they are created. A 

copy of these frames is stored in a buffer at the sender side in case a negative 

acknowledgement is received. A CNAK is sent by the receiver every k= 1 sec containing 

the frames that have not been received. The receiver also sends the last sequence number 

that has been received to help the sender to empty its buffer. 

The packet construction for the cumulative negative acknowledgment is depicted 

in Fig. 10-4.  

 

 

Bits 0-3 4-7 8 - 15 16-31 

0 SensorId 
ACK Sequence 

Number 

Last Received 

Sequence Number 

32 Data ( Dropped Sequence Numbers) 

Fig. 10-4: Header of AMRTP CNAK 

 

This CNAK packet should be sent reliably. An acknowledgment over the UDP 

protocol, containing the lost frames, is sent by the sender as soon as it receives a CNAK. 

If the receiver doesn‘t get this acknowledgment in a specific time period h= 1 sec, a 

CNAK is resent.  

The flow diagram of the AMRTP protocol is depicted in Fig. 10-5.  

 



113 

 

Fig. 10-5: Flow Diagram of AMRTP Protocol 

 

 

 10.7  Measurements for Real Time Transferring of 3D HEVC 

Multisensory Streams. 

 

The AMRTP protocol was tested in two different network topologies, with two 

different sensors and two different network traffic scenarios. In all cases, the 

performance of the AMRTP protocol was compared against the fast but unreliable UDP 

with no adaptive frame grouping and quantization. The performance metrics that were 

measured were the packet loss, the average end to end delay, and the standard variation 

of the delay, also known as jitter.  

 In the first topology, the surveillance sensor sent its data through a 802.11n WiFi 

300 Mbps wireless network. In the second topology, the surveillance sensor sent its data 

through a 3G HSDPA network. 

Two different sensors were used. The first sensor had an update rate of 30 packets 

per second, which is usually encountered in depth cameras. The second sensor was 

producing packets at a rather high update rate of 1000 Hz. The value size of each sensor 

packet was changing based on Eq. (38) from 1 to 2 bytes according to network 

conditions. The packet frame grouping was changing based on Eq. (35)-(37).  
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Two different network traffic scenarios were used. In the first case, no other 

network traffic was sent over the wireless/ 3G network. In the second case a HEVC 

1080p at 30 fps video and a AAC-LC with 96 khz sample rate audio stream was sent 

simultaneously with the sensor stream over the RTSP protocol.  

Three measurements for each case of the above transport protocols, network 

topologies, sensors and network traffic scenarios have been taken. For each measurement 

10000 frames were sent. The best results from each of the above measurements are 

depicted in Table 10-2 and Table 10-3.  

 

Table 10-2: AMRTP and UDP transmission over WiFi and 3G network with no 

other network traffic. 

TOPOLOGY PROTOCOL SENSOR UPDATE RATE 

Packet/sec 

AVG 

DELAY 

ms 

JITTER 

ms 

PACKET 

LOSS 

% 

 

WiFi AMRTP 1000 2.36 1.355 0.15 

WiFi AMRTP 30 4.45 10.58 0 

WiFi UDP 1000 3.74 22.89 0.27 

WiFi UDP 30 4.49 12.74 0.1 

3G AMRTP 1000 70.51 97.64 0.15 

3G AMRTP 30 60.29 88.1 0.99 

3G UDP 1000 248.96 261.58 29.74 

3G UDP 30 57.16 35.83 0 

 

 

Table 10-3: AMRTP and UDP transmission over WiFi and 3G network 

simultaneously with a 1080p video stream. 

TOPOLOGY PROTOCOL SENSOR UPDATE RATE 

Packet/sec 

AVG 

DELAY 

ms 

JITTER 

ms 

PACKET 

LOSS  

% 

WiFi AMRTP 1000 2.88 3.3 0 

WiFi AMRTP 30 3.19 3.58 0 

WiFi UDP 1000 2.85 2.16 0 

WiFi UDP 30 2.50 2.7 0 

3G AMRTP 1000 
172.31 323.29 

0 

3G AMRTP 30 
114.02 213.60 

0 

3G UDP 1000 
570.67 402.39 

26.66 

3G UDP 30 
202.89 332.11 

0 
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It is understood that in both network traffic scenarios WiFi network conditions 

are by far better than the 3G network. The average delay and jitter are smaller to the 

WiFi network.  

Average end to end delay is almost invariant to the enforced transport protocol, to 

the sensor update rate and the traffic network scenario in the case of WiFi network 

topology.   

In the case of the 3G network, the average delay increases when the sensor update 

rate is increased.  

The packet loss in most circumstances is below 1%. The only scenario that shows 

increased packet loss is the UDP transport protocol over the 3G network with sensor 

update rate equal to 1000 packets per sec. The packet loss in these circumstances is 26-29 

%, which is unacceptably high. This high packet loss can be lowered if the sending rate is 

reduced. When the UDP transport protocol is used, and the sending rate changes from 

1000 packets per second to 30, Table 10-2 and Table 10-3 depict that the packet loss is 

reduced from 26.66 and 29.74% to 0%. This means that the 3G network is not capable to 

transfer 1000 packets per second, and many packets are dropped. This observation is 

being exploited by the AMRTP protocol and reduces the sending rate by grouping the 

packets to frames. That‘s why the packet loss in the case of the AMRTP is so small. 

As the packet loss is almost zero in the case of the AMRTP protocol, the 

cumulative negative acknowledgment is the best reliability mechanism, as it reduces 

network traffic from the unnecessary acknowledgments. All the packets that are lost in 

the AMRTP protocol are resent successfully with the reliability mechanism. 

Comparing the AMRTP to the UDP transport protocol, it is understood that they 

have almost the same results as in the case of the WiFi network. The advantage of the 

AMRTP protocol is its reliability, due to the cumulative negative acknowledgement that 

it enforces.  

In the 3G network, the AMRTP protocol outperforms the UDP protocol in almost 

all the performance metrics. As the network conditions of the 3G network are inadequate 

for the transmission of high update rates, the adaptive packet frame grouping and the 

adaptive quantization of the AMRTP protocol enhance the performance of the transport 

protocol. 

Apart from the main performance metrics, delay, jitter and packet loss, the 

adaptive behavior of the frame grouping and the quantization was monitored.  
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In the case of the WiFi network topology, the network conditions were rather 

adequate for the multisensory streams. The number of the grouped packets per frame was 

constantly equal to the minimum number of grouped packets npmin based on Eq. (36). 

Similarly, the quantization level of Eq. (38) remained equal to its maximum level in all 

WiFi experiments. 

On the other hand, the 3G network with video traffic was rather congested. The 

number of the grouped packets and the packet size were fluctuating according to the 

network conditions, in order to avoid congestion. 

Fig. 10-6 depicts the adaptive number of grouped packets per frame for the 3G 

network with and without network traffic.  

 

 

Fig. 10-6: Adaptive number of grouped packets per frame 

 

Based on Eq. (36), when the Sensor Update Rate (SUR) is equal to 30, the 

minimum number of grouped packets is 1. When the SUR is equal to 1000 the minimum 

number of grouped packets is 10. It is obvious that when video traffic is enforced, the 

network is rather congested and the number of grouped packets often increases. 

Fig. 10-7 depicts the adaptive quantization level for the WiFi and the 3G network 

with and without network traffic.   
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Fig. 10-7: Adaptive quantization level 

 

When the 3G Network doesn‘t transfer any video traffic, the quantization level is 

constant at its maximum value 65536. When the 3G network transfers video traffic the 

quantization level fluctuates from 65536 to 256, in order to lower the packet size, and 

avoid congestion and packet loss. 
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 11 Transferring Wireless High Update Rate Supermedia 

Streams Over IoT 

The material in this chapter was presented in [178]. 

 

 11.1  Introduction 

 

Over the last years the Internet has evolved from the WWW, the simple transfer 

of text and static pages to the Web 2, the M2M communication, and the transfer of real-

time supermedia. The new stage of Internet evolution is the Internet of Things. The IoT 

improves efficiency, effectiveness and offers new business opportunities. Apart from 

person-to-person communication, the person-to-object and object-to-object 

communication is now evolving. Apart from humans, sensors, actuators and smart 

objects are now exchanging information. IoT devices have exceeded 30 billion. The 

number of the message transactions is increasing rapidly. One of the challenges that the 

IoT has to overcome is to ensure the Quality of Service (QoS) for all participants and 

maximize the Quality of Experience for all users. New protocols such as the MQTT, the 

XMPP, the COAP, and the 6LOWPAN have already been proposed [166]. These 

protocols take into consideration issues such as energy consumption, safety and 

scalability. The main objective of IoT should be the Quality of Experience of the user. As 

Internet network conditions are constantly changing, transport protocols and flow control 

algorithms should monitor network conditions and modify the supermedia streams of 

data.  

In this massive network, wireless communications are invited to play a major 

role. Most of the end users of IoT transfer their data wirelessly. This gives them the 

ability to move freely with no wire constraints. All wireless communication standards 

that could be used for this transmission are shown in Table 10-1. 

One major part of the data that will be transferred over the IoT regards to sensors 

and actuators. An important segment of this data refers to the haptic human sense. 

Haptics is the science of manual sensing and manipulation of objects through the sense of 

touch. Haptic data play a major role in the Quality of Experience of the user, transform 

virtual reality to augment reality and evolve multimedia to supermedia. The main 
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obstacle that impedes tele-haptics from flourishing is the delay and the jitter that is 

encountered in the wireless IoT. Until 5G is available to the public, flow control 

algorithms should be defined in order to mitigate congestion, latency and packet loss in 

IoT under the available wireless communications. 

 

 11.2  Flow Control Filtering Algorithm for Supermedia Transferring 

Over IoT 

 

Supermedia streams demand different QoS for each media stream. In order to 

fulfill these QoS, different flow control techniques should be enforced in each stream. 

Streams with strict QoS should have higher priority than others. Moreover, since the 

network conditions of the IoT are time-varying, the flow control algorithms should be 

network adaptive. The transmission rate, the packet size and the throughput of each 

stream should be network adaptive. If the network is showing signs of congestion, the 

transmission rate and the packet size should be reduced in order for heavy congestion to 

be avoided. If network conditions are deteriorating, packets with lower priority should be 

filtered and dropped. Adaptive differential coding and quantization should modify the 

packet size according to the network conditions. 

The proposed network adaptive flow control algorithm for supermedia streams 

over the IoT is depicted in Fig. 11-1. Each step of the algorithm is analyzed on the 

following subsections. 

 

 

Fig. 11-1: System model of network adaptive flow control algorithm for supermedia 

streams over IoT. 
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 11.2.1 Network Adaptive Event Priority Filtering 

 

Packets that correspond to significant events/keypoints should have higher 

priority than other simple update packets and should be sent more reliably [127]. When 

network conditions deteriorate, packets with lower priority should be buffered or 

dropped. Such a keypoint could be an Instantaneous Decoder Refresh (IDR) frame of a 

H.264/265 video stream, or a significant haptic event, such as grasping a virtual object. 

 

 11.2.2 Network Adaptive Perception priority 

The perception priority is based on the Weber‘s law of Just Noticeable Difference 

(JND) [133]. Eq. (39) calculates the JND. The factor I is the stimulus intense, that the 

supermedia interface causes to the user. The dead-reckoning theory [128] supports that 

supermedia packets that generate small perceptible feelings ΔI to the user should be 

dropped. The constant κ is called the Weber fraction.  

 

ΔΙ=I*κ      (39) 

 

When the supermedia packets produce to the user difference on the stimulus 

intense dI higher than the threshold ΔΙ, then the packet should obtain high priority. The 

higher the dI is, the higher the priority should be. 

In order for the algorithm to be network adaptive, the Weber fraction κ should 

change according to the network conditions. The constant κ should increase when 

network conditions deteriorate, in order to lower the throughput of the stream. The bigger 

the Weber fraction is, the smaller the QoE of the user.  

 

 11.2.3 Network Adaptive Prediction priority 

 

Packets that can be predicted by previous packets should obtain a lower 

Prediction Priority [126]. The prediction unit is installed both at the sender and at the 

receiver. If the prediction unit at the sender calculates that the current packet could be 

predicted at the receiver from the last packets that were sent, then the current packet is 

not transmitted. In order for the algorithm to be network adaptive, apart from the 
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identical predicted packets, predicted packets that are similar to the real packets could be 

excluded from the transmission. Again this algorithm should be based on Weber‘s law of 

the JND to decide which packets could successfully be predicted at the receiver side. If 

the predicted packet does not produce greater difference on the stimulus intense dI to the 

users from the real packet than the threshold ΔΙ΄, then the packet is not transmitted, but it 

will be predicted on the receiver‘s side.  

 

 11.2.4 Network Adaptive Transmission Rate 

 

The source should adapt its transmission rate according to the network conditions 

[57]. If the supermedia interface produces update packets steadily and the sender 

fluctuates the sending rate, a buffer is necessary at the sender side to absorb the 

fluctuation. The negative aspect of this technique is that if the supermedia interface 

produces packets at a very high update rate, for haptics this is usually 1 kHz, the sender 

should transmit its packets sometimes even faster to compensate the previous lower rates. 

Such a high update rate often results in network congestion and packet loss. In order to 

lower the update rate, an interesting proposal is to integrate a group of packets in a frame 

and send them as a unified packet, a technique called packetization interval. Fujimoto 

and Ishibashi [125] have proven that a packetization interval with 8 packets per frame 

that is sent every 8 ms instead of 1 packet/sec improves system performance in 

overloaded networks. This means that the sending rate could be lowered to the 1/8 of the 

1 kHz. 

 

 11.2.5 Network Adaptive Quantization and differential coding. 

 

The bandwidth that a supermedia stream absorbs depends on two factors, the 

frame rate and the size of the frame. The frame size could be reduced if differential 

coding and quantization [132] is enforced on the packets that are grouped in the frame. 

The technique that is recommended is the Differential Pulse-Code Modulation (DPCM). 

The differential coding transmits not the whole packet but the difference between the 

reference point and the processed packet. Differential coding produces smaller packets 

than the original ones. Smaller packets mean fewer bits. The quantization of the 
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differentiate values could be made with variable quantization step. The Adaptive 

Differential Pulse-Code Modulation (ADPCM) for haptic packets was introduced in 

[132]. The quantization step should be changed according to the network conditions. 

When the network conditions deteriorate, the quantization step should increase in order 

for fewer bits to be required for the reconstruction of the original values. 

 

 11.3  Measuring Performance For High Update Rate Streams over 

WiFi Repeaters. 

 

Network conditions refer to the amount of traffic that is being transferred through 

the Internet, the End to End delay, the jitter between source and destination, and the 

available bandwidth for data transport.  

All the above metrics vary in time and space. They depend on the number of the 

online users, the amount of data that is being transferred at the specific moment of the 

measurement, and the available equipment of lines and routers. The amount of data 

transferred through the web is constantly increasing. The number of the online users is 

increasing as well. The growth of data transfer is compensated by continuing 

infrastructure upgrades of computer networks.  

There are two types of approaches for monitoring the network status. The two 

disciplines of network monitoring are the active and the passive measurements [109]. In 

the active measurement, specific generated probe packets, ICMP messages, are sent to 

specific destinations; measurements for delay, round trip time, jitter and packet loss are 

made. Some common diagnostic tools for active measurements are the ping, traceroute, 

capprobe, pathchar, netem and dummynet [110]. On the other hand, passive approach is 

based on the observation of the traffic that flows on the links. Some passive monitoring 

tools, commonly called sniffers, are the Tcpdump, Wireshark, Ethereal, Netflow and 

JFlow [109].  

The authors actively measured the average, the standard deviation of the delay, 

and the packet loss rate in a WiFi multihop network with wireless access point repeaters. 

Two different topologies were used for these measurements. The first scenario was a 

simple WiFi network with one Access Point (AP). The second scenario was a WiFi 

network with one wired AP and one wireless AP repeater. The access points that were 
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used were the 300 Mbps Tenda A30 Wireless N300 Range Extender. The packet size and 

the update rate of the streams were changing in order to examine whether the transferring 

of high update rate of supermedia streams through wireless multihop networks is 

possible. Two different update rates were used in all network topologies, a stream with 

1000 packets per sec and a stream with 500 packets per sec. The packet size of the stream 

was changed from 64 bytes to 128 and 256 bytes. The results of these measurements are 

shown in Table 11-1. 

 

Table 11-1: WiFi Network Status with/without AP Repeaters 

Network 

Update Rate 

(Packets 

/sec) 

Packet Size 

(Bytes) 

Round Trip 

Time (ms) 

Standard 

Variation of 

RTT (ms) 

Packet 

Loss 

(%) 

WiFi with no AP 

Repeaters 
1000 64 3.65 6.19 0.06 

WiFi with no AP 

Repeaters 
1000 128 3.8 6.59 0 

WiFi with no AP 

Repeaters 
500 128 3.21 5.15 0 

WiFi with no AP 

Repeaters 
500 256 3.78 6.18 0.07 

WiFi with 1 AP 

Repeater 
1000 64 11.18 8.85 0.39 

WiFi with 1 AP 

Repeater 
1000 128 14.97 17.98 0.8 

WiFi with 1 AP 

Repeater 
500 128 7.37 8.20 0.4 

WiFi with 1 AP 

Repeater 
500 256 10.98 15.16 0.42 

 

It is obvious that even the round-trip delay of Table 11-1 is by far smaller than the 

QoS requirements regarding the delay of Table 5-1. On the other hand, the jitter of Table 

11-1 is bigger than the jitter QoS requirement of Table 5-1. This exceedance can be 

limited if a network adaptive buffer is placed at the receiver side to absorb the delay 

fluctuation and diminish the jitter. 

Furthermore, it is understood that when the update rate increases and the packet 

size remains steady, the network delay, the jitter and the packet loss are increased as 

well. This means that the network conditions deteriorate. Similarly, when the packet size 

is increased and the update rate remains the same, the network conditions deteriorate as 

well.  
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An interesting case is when the update rate is minimized to half, from 1000 to 500 

packets/sec, and the packet size doubles its size, from 128 bytes to 256 bytes. This means 

that the throughput of the application remains the same. The network conditions in this 

case are improved. This improvement is more obvious when the wireless network is 

consisted from wireless AP repeaters. The proposed Flow Control Filtering Algorithm of 

Fig. 11-1 takes advantage of this observation and tries to lower the sending rate of the 

stream by grouping the packets into bigger frames, especially when network conditions 

are not adequate. Moreover, compression techniques such as differential coding and 

quantization are enforced to these frames in order to minimize the transferred frames. 

From Table 11-1 it is understood that lower sending rates and smaller transferred packets 

minimize delay, jitter and packet loss.
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 12 Conclusions  

 

 12.1  Summary of the contributions 

Parts of this thesis have appeared in varying forms of conferences and journal 

papers (see appendix A). Particularly, this thesis described the architecture of a Haptic 

System in [2]. It analyzed transmission characteristics and the flow requirements of 

Haptic data [2], [4]. It presents the protocols that are used for the transmission of Haptic 

data and analyzes the qualitative features that these protocols should fulfill [4]. The 

network conditions of the Internet for different networks, geographical position and time 

were measured [3], [108]. 

Moreover it evaluates and compares the most known real-time protocols in a 

simulation environment [3]. To evaluate the behavior of Haptic protocols, specific 

performance metrics were attained. Measures of the performance of a Haptics transport 

protocol relied on tangible attributes. That is, Throughput or Goodput at the receiver end, 

packet loss, network delay, and Packet Delay Variation also called jitter. 

The simulation tests that have been carried out in [3] revealed which protocols 

could be used for the transfer of real-time supermedia data.The simulation produced 

accurate statistical and qualitative data that allowed in-depth evaluation of the reported 

protocols. Taking the above information into consideration, it is possible to suggest 

corrections to the relevant protocols or create a new haptic protocol.  

This thesis also proposed an efficient algorithm for transferring a real-time HEVC 

stream with haptic data through the Internet [118]. The H.264 and the HEVC are 

compared. The transferring delay of all the inter prediction configurations of the HEVC 

were defined.  

If the QoS of the network, the encoding and decoding time of the HEVC are 

known, then the correct temporal prediction of the HEVC could be chosen. It has been 

proven that the encoding order of the frames inside a GOP could play a major role in the 

delay of the system. Comparative tests between H.264 and HEVC have been undertaken. 

The synchronization techniques that are proposed in [118] compensate the barrier 

of the low tolerance that haptic data have to jitter and delay. 
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Also a network adaptive flow control algorithm named NAFCAH is presented 

[121]. It is quite a flexible algorithm where the user can set its sensitivity to the network 

variations. All the known congestion and flow control techniques have been enforced, in 

order to achieve the desired result. Packet priorities such as the event priority, the 

perception priority and the prediction priority are described and defined. Packetization 

Interval technique and lossy compression methods such as the Adaptive Differential 

Pulse-Code Modulation are enforced.  

This thesis also describes the architecture of a real time, wireless, multisensory 

smart surveillance system [154]. All the possible data streams are presented. The data 

center is proposed as a repository for data storage, as well as a data processing and 

prediction unit. Real time alerts produced and future threats are predicted. The 

advantages of a HEVC video stream over its predecessor H.264 for a surveillance system 

are presented. 3D monitoring techniques are proposed. Intra and inter synchronization 

techniques for real time multisensory streams are analyzed and enforced. All the possible 

wireless standards are depicted. The advantages of the 802.11ac/n and the 4G networks 

are analyzed.  

In [154], a novel, reliable, network adaptive transmission protocol, named 

AMRTP, is also proposed. It successfully adapts its sending rate and bandwidth through 

the adaptive packet frame grouping and adaptive quantization in order to avoid 

congestion and packet loss. Experimental tests have shown that the proposed protocol is 

a promising candidate for real-time multisensory surveillance systems over Wi-Fi or 3G 

networks. The reliability and the congestion control mechanism that it enforces, sets the 

AMRTP protocol as a good solution for the reliable transferring of data over time 

varying network conditions. 

The experiment tests that have been carried out in [108] have proven that the 

transfer of real time high update rate supermedia streams over IoT wireless multihop 

networks is challenging. In wired networks the network conditions are sufficient for high 

update rate transferring. In wireless multihop networks high update rates cause increased 

end-to-end delay, jitter and packet loss. This increase is observed especially when the 

update rate is high, or when the transferred packet size is getting bigger or when the hops 

in the wireless network are multiplied. In order to minimize these effects, a flow control 

algorithm for high update rate supermedia data transferring over wireless multihop 

networks is proposed in this paper. Prediction, compression, packet priority and filtering 
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techniques are enforced in order to minimize the update rate and the packet size of the 

supermedia streams. Applying the proposed flow control delay, jitter and packet loss are 

reduced.  

Based on the experiments of [108], [3], [178], [154], it is determined that the 

transfer of the Haptic feeling through the Internet is feasible. It puzzles out the role of the 

Internet Service Providers and the QoS that has to be enforced in their networks in order 

for the user‘s Quality of Experience to be maximized. Τhe role of the distance and the 

number of hops between the source and the destination is clarified. It is also obvious that 

the transfer of Haptic data through WiFi networks is feasible. 

 

 12.2  Future work 

It has already been scheduled to evaluate the algorithm for real-time transferring 

through the Internet of HEVC video, audio and haptic streams in real world experiments.  

It has also been scheduled to evaluate the presented flow control algorithm in 

simulations and real world experiments with haptic data transferring. These experiments 

will have as a primary target to define the proposed values for the factors n, h, j, l, and 

the initial and the maximum values of κ, m, and qs that the user should set for the 

sensitivity of the flow control algorithm of [121]. 

The next step is to propose a transport protocol that is specialized for Haptic 

virtual environment. This protocol should be efficient and partially reliable. Moreover it 

should enforce selective and negative acknowledgment, and contain congestion control 

algorithms. Its main target will be to fulfill the QoS requirements of Table 5-1 for the 

successful transferring of Haptic data over the Internet. 

It will also be important to carry out a comparative study for transport protocol 

evaluation with more real world experiments, in order to further evaluate real-time 

transport protocols and estimate the Quality of Experience (QoE) parameters and the 

Quality of Service (QoS) parameters with a higher degree of accuracy. 

 

 12.3  Closing remarks 

It is worth pointing out that the research area of haptic protocols is fairly new and 

open to research and development. The QoS for transferring haptic data is particularly 
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demanding and challenging in order to achieve the maximum QoE. The protocols that are 

used for haptic transmission are continuously evolving as they are either still in an infant 

stage, or not specialized for that purpose. Specific protocols for supermedia transferring 

should be standardized.  

The network conditions of the Internet are constantly changing. The metrics such 

as network delay, jitter and packet loss are not stable. In such a variable environment a 

flow control algorithm for transferring haptic data is necessary. 

It is now clear that the transfer of real-time supermedia data through the Internet 

is possible. The network conditions of the Internet are continuously improving. The 

Internet Service Providers should integrate the network conditions that are required for 

the transfer of haptic data in their QoS. 

The new HEVC video encoding is offering great improvements in the supermedia 

transferring through Internet. The new HEVC technique shows rather promising results 

as it manages to reduce the bit rate to 50% comparing to its predecessor H.264/AVC. The 

available Internet bandwidth is no longer an obstacle. The reduced by half bit rate of the 

video stream provides congestion avoidance and reduced jitter, delay and packet loss.  

It is obvious that the synchronization of real-time multimedia and other sensory 

streams that travel through the Internet is rather a challenging process. The only obstacles 

in live media streaming is the end to end delay and the jitter of the network. These 

obstacles are rather obvious when one of the media streams is haptic data, as haptics are 

very demanding in low delay and jitter.  

As far as the Internet of things is concerned, the wireless networks are an integral 

part of the IoT. The Internet Service Providers should integrate the network conditions 

that are required for the transfer of supermedia streams in their QoS in order for the IoT 

to flourish. The 5G mobile network is promising for the future of IoT, as its main goal is 

to offer bandwidth more than 1 gigabits per second, latency lower than one millisecond, 

and energy efficiency higher than the 4G.  
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