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Abstract 

The purpose of this MSc dissertation is to examine the adoption of cloud computing in 

eGovernment. An extensive literature review of related research papers and case studies 

was conducted to discover the current state of knowledge in the topic and identify areas 

that need further research. The results of the literature review were used to form a 

theoretical stage model for cloud computing adoption in eGovernment that could help 

governments to identify their progress in the field. The proposed model measures the 

degree of cloud computing adoption and the organizational and technological 

complexity that this involves. It consists of four stages: “Ad-hoc eGov Cloud 

Solutions”, “Cloud-based Public Services”, “eGov Cloud(s)” and “eGov Cloud Policy”.  
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1. Introduction 

1.1. Problem Statement 

Most governments around the world use Information and Communication Technology 

(ICT) to provide services in a more effective way. Although the benefits from adopting 

Electronic Government (eGovernment) are clear, its implementation is restricted by 

some important barriers, such as high costs (Ebrahim & Irani, 2005; Pokharel & Park, 

2009; Tsaravas & Themistocleous, 2011a), absence of experts (Ebrahim & Irani, 2005; 

Pokharel & Park, 2009), heterogeneous and incompatible information systems and 

security and private issues (Ebrahim & Irani, 2005; Tsaravas & Themistocleous, 

2011a).  

With the rise of cloud computing, the first scholars examining the potential use of cloud 

computing in eGovernment appeared. Cloud computing can solve many of the 

aforementioned issues that can limit eGovernment expansion, but has some risks, too. 

That has initiated research in the topic since scholars and government organizations try 

to determine ways to assure the successful adoption of cloud computing in the public 

sector. At the same time, governments make the first steps towards adopting cloud 

computing, with the United States being the first to launch a cloud strategy.  

Since cloud computing is a relatively new concept, the research for cloud adoption in 

eGovernment is novel. At the time this study started, there was no review of the related 

literature. That raised the following research questions: What are the results of related 

research and are there any areas that require further study? Should cloud computing be 

used in eGovernment and how? Are there any governments around the world that have 

adopted cloud computing, and in what ways?  

1.2. Research scope and objectives 

The purpose of this study is twofold. First, to analyze and organize the results of 

research that has been conducted in the field and establish a conceptual framework that 

will map the current research and enable the easy identification of research gaps. 

Second, to propose a stage model that will rank the different uses of cloud computing in 

eGovernment and can be used to evaluate the progress of governments in cloud 

computing adoption.  
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The study is focused exclusively on the use of cloud computing in eGovernment. 

Therefore, the use of cloud computing in relative fields, such as eHealth or eLearning, is 

not examined. Also, subjects that are too technical, such as the establishment of security 

systems based on encryption algorithms or statistical models, are not examined in detail. 

However, there is a short reference to them in case the reader wants to search further 

these subjects.    

The contribution of the dissertation lies to the fact that hitherto it is the only literature 

review of the topic. A previous attempt made by Tsaravas and Themistocleous (2011b) 

was limited to analyzing case studies in which cloud computing was used by public 

organizations, due to the absence of adequate research studies in the field at that time. In 

addition, the theoretical stage model for cloud computing adoption in eGovernment 

presented in this study is the only stage model in the related literature so far.  

1.3. Structure of the thesis 

The overall structure of the thesis takes the form of seven chapters, including this 

introductory chapter.  

Chapter 2 presents the basic concepts of eGovernment and cloud computing. 

Definitions, the types of eGovernment, and the service and deployment models of cloud 

computing are presented so the reader can understand the rest of the study.  

Chapter 3 describes the methodology that was followed in order to conduct the 

literature review. 

Chapter 4 presents the literature review of the studies about the use of cloud computing 

in eGovernment. The conceptual “map” of the literature that was created from the 

analysis of the studies is presented here.  

Chapter 5 can be considered as an extension of the previous chapter since it analyzes 

the case studies that were found during the literature review. It appears as a separately 

chapter though, since it contains some cases that have not presented in literature before 

and were found from further search.  

Chapter 6 includes a brief review of stage models that have been proposed in IT and 

eGovernment research and presents the proposed stage model for cloud computing 

adoption in eGovernment. 
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Chapter 7 is dedicated to the conclusions, recommendations and limitations of the 

study, and the suggestions for further research.  
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2. Theoretical Foundations 

2.1. Introduction 

This chapter presents the basic concepts of eGovernment and cloud computing. Section 

2.2 discusses the definitions and the different services of eGovernment. Section 2.3 

examines what cloud computing is and which are the cloud deployment and service 

models. Finally, Section 2.4 presents the summary of the chapter. 

2.2. The concept of eGovernment 

2.2.1. What is eGovernment? 

Various definitions of eGovernment have been proposed over the years. United Nations 

& ASPA (2002, p.1) defined eGovernment as “utilizing the internet and the world-

wide-web for delivering government information and services to citizens”.  OECD 

(2003) provided a broader definition, according to which eGovernment is “the use of 

information and communication technologies, and particularly the Internet, as a tool to 

achieve better government”. Fountain (2001, p. 4) uses the term of “virtual state” for 

eGovernment and realizes it as the “government that is organized increasingly in terms 

of virtual agencies, cross-agency and public-private networks whose structure and 

capacity depend on the Internet and web”.  

Hu et al., (2009) on the other hand extracted a widely shared definition of eGovernment, 

which is conceptualized by six elements, by analyzing vocabulary frequently used in 

eGovernment literature. According to them eGovernment deals with “(1) the major 

initiatives of management and delivery of information and public services; (2) taken by 

all levels of governments (including agencies, sectors); (3) on behalf of citizens, 

business; (4) involving using multi-ways of internet, web site, system integration, and 

interoperability; (5) to enhance the services (information, communication, policy 

making), quality and security; and (6) as a new key (main, important) strategy or 

approach”.  

2.2.2.  Types of eGovernment    

There are primarily four types of eGovernment services (Alshehri & Drew, 2010; 

UNESCO, 2005):  

 Government- to- Citizen (G2C), refers to the communication and interaction 

between government and citizens that supports accountability, democracy and 
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improvements to public services. Citizens can access instantly and conveniently 

government information and make transactions like obtaining certificates and 

paying taxes, from everywhere, anytime.    

 Government- to- Business (G2B), refers to services exchanged between 

government and businesses. It includes services such as distribution of policies 

and regulations, licenses renewal, payment of taxes and registration of new 

businesses. It can also mean the establishment of e-marketplaces for government 

purchases and e-procurement initiatives.  

 Government- to – Government (G2G), refers to the communication and 

cooperation among government departments, organizations and agencies at 

national, provincial and local level. The services included in this category can be 

sharing of databases, resources and information about benefit policies, training 

opportunities and civil right laws. 

 Government– to - Employee (G2E), refers to the interaction between 

government and civil servants. Services that fall into this category are online 

applications for an annual leave, reviewing of payment records, work guidelines 

and information for employment opportunities.  

 

2.3. Cloud Computing 

2.3.1. Defining Cloud Computing 

One of the most cited definitions of cloud computing comes from U.S. National 

Institute of Standards and Technology (NIST) that defines it as “a model for enabling 

ubiquitous, convenient, on-demand network access to a shared pool of configurable 

computing resources (e.g., networks, servers, storage, applications, and services) that 

can be rapidly provisioned and released with minimal management effort or service 

provider interaction” (Mell and Grance, 2011). Schubert (2010) has given a more 

general definition of “a cloud” as: “an elastic execution environment of resources 

involving multiple stakeholders and providing a metered service at multiple 

granularities for a specified level of quality (of service)”.  

Armbrust et al. (2009), on the other hand, use the term “Cloud” in order to refer to the 

datacenter hardware and software only, while they use the term “Cloud Computing” to 
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encapsulate both the applications delivered as services over the Internet and the 

datacenter hardware and software.  

Klems et al. (2009) focused on the business perspective of cloud computing and gave 

the following definition: “Building on compute and storage virtualization technologies, 

and leveraging the modern Web, Cloud Computing provides scalable and affordable 

compute utilities as on-demand services with variable pricing schemes, enabling a new 

consumer mass market”. 

2.3.2. Cloud Computing Architecture 

As can be seen in Figure 1, Cloud computing architecture consists of four layers 

(Zhang, Cheng and Boutaba, 2010): 

 The Hardware layer, which manages the physical resources of the cloud 

(physical servers, routers, switches, power and cooling systems) and typically is 

implemented in data centers.  

 The Infrastructure layer (also called virtualization layer), which partitions the 

physical resources using virtualization technologies in order to create the pool of 

storage and computing resources.  

 

Figure 1: Cloud computing architecture (Zhang et al., 2010) 

 The Platform layer, which includes operating systems and application 

frameworks so the burden of deploying applications directly into VM containers 

is minimized.  

 The Application layer, which includes the actual cloud applications. 
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In contrast to the traditional computing architecture, the architecture of cloud computing 

is more modular and allows each layer to evolve separately since each layer is loosely 

coupled with its adjacent layers.  

2.3.3. Service Models 

The cloud computing business model is based on services which can be grouped into 

three categories: Software as a Service (SaaS), Platform as a Service (PaaS), and 

Infrastructure as a Service (IaaS) (Mell and Grance, 2011; Zhang et al., 2010). In 2012, 

the International Telecommunication Union (ITU) added two more service models: 

Communications as a Service (CaaS) and Network as a Service (NaaS).  

 Software as a Service (SaaS): refers to on-demand provision of applications that 

run on a cloud infrastructure. The applications can be accessed by cloud service 

users through a web browser or a program interface.  

 Platform as a Service (PaaS): in this model, the cloud service user can deploy 

user-created or acquired applications onto the cloud infrastructure through 

platform tools that cloud service provider supports. Although the service users 

cannot control or manage the cloud infrastructure, they control the deployed 

applications and sometimes the configuration settings of application-hosting 

environment. 

 Infrastructure as a Service (IaaS): refers to on-demand provision of processing, 

storage, network connectivity and other computing resources of the cloud 

infrastructure where the user can run operating systems and applications. Again, 

the user does not control the cloud infrastructure, but the operating systems, the 

storage and the deployed applications.  

 Communications as a Service (CaaS): the cloud service user can use real-time 

communication and collaboration services such as voice over IP, instant 

messaging and video conferencing. 

 Network as a Service (NaaS): on-demand provision of transport connectivity 

services and inter-cloud network connectivity services.  

2.3.4. Deployment models 

Clouds can be hosted and used in different ways according to the requirements of each 

case. There are four deployment models of cloud computing that can be identified (Mell 

and Grance, 2011; Schubert, 2010): 
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 Private Cloud. The cloud infrastructure is dedicated to the needs of one 

organization that consists of multiple units. The Cloud may physically reside on 

or off premises and the owner and operator of it may be the organization itself, a 

third party, or a combination of them.  

 Community Cloud. The cloud infrastructure is dedicated to the needs of a 

community of organizations that share the same interests in terms of mission, 

security requirements, policy and regulatory compliance. The Community Cloud 

does not differ from a Private Cloud in terms of hosting or ownership and 

administration.  

 Public Cloud. The cloud infrastructure is open to general public. The owner and 

operator of a Public Cloud may be a business, academic, or government 

organization, or some combination of them. The Cloud resides on the premises 

of the cloud provider.  

 Hybrid Cloud. The cloud infrastructure consists of two or more distinct cloud 

infrastructures (private, community, public) that although they are unique 

entities, they are closely connected through standardized or proprietary 

technology that enables data and application portability. 

2.3.5. Essential Characteristics    

The basic characteristics of cloud computing that differentiate it from traditional 

computing are (Mell and Grance, 2011; Zhang et al., 2010): 

 On-demand self-service. The provision of cloud services is automatic without 

the need of human interaction with the service provider. 

 Broad network access. Since Clouds use the Internet for delivering services, they 

enable access to cloud services from various thin clients such as mobile phone, 

tablets and laptops.   

 Resource pooling. A pool of computing resources is offered by the infrastructure 

provider so multiple consumers can be served using a multi-tenant model. In that 

way, the providers can assign the computing resources in a flexible way and 

manage their own resource usage and operating costs more effectively.  

 Rapid elasticity. Capabilities can be obtained and released on the fly and are 

often perceived by consumers as being unlimited and available in any quantity at 

any time.  
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 Measured service. Cloud computing offers transparency for both the provider 

and the consumer of the service since the resource usage can be monitored and 

controlled. That allows also the use of a pay-per-use pricing model. 

 

2.4. Summary 

This chapter presented the basic concepts on which the following chapters are based. 

Apart from the definitions, the different types of eGovernment and cloud computing 

models were discussed. The basic characteristics of cloud computing were also 

presented in an attempt to give the reader a better idea of how cloud computing differs 

from the traditional computing.  

Although the above topics are briefly explained, this introductory chapter provides all 

the basic information that a reader, who is not familiar with the field, will need, in order 

to understand the rest of the thesis.  

  



10 

 

3.  Methodology 

3.1.  Introduction  

In an attempt to conduct a complete literature review in the emerging field of “Cloud 

Computing in eGovernment”, the methodology proposed by Webster and Watson 

(2002) was followed. Unlike the author-centric approach that some authors adopt, the 

methodology used in this study is concept-centric, with the concepts determining the 

organizing framework of the review. In the subsequent pages of this chapter, the steps 

taken to indentify relevant literature are presented, along with the results of this 

procedure. A brief review of stage models was also conducted in order to choose the 

appropriate approach to form the stage model, and is presented in a separate chapter 

(Chapter 6) along with the stage model. 

3.2. Literature Selection Strategy  

Based on the approach of Webster and Watson (2002) that suggest that a literature 

review should not be limited to one methodology, set of journals or geographic region, 

in the first phase, the articles were selected by using the most well known databases and 

search tools (Scopus, Web of Science, Science Direct, CiteSeer and Google Scholar). 

Several combinations of the following keywords and phrases were used: “cloud 

computing”, “public sector”, “e-government”, “public administration”, “e-governance”, 

“cloud”, “electronic government”, “government”, “eGov”, “eGovernment”. 

The second step was to review the citations of the articles identified in the first phase, in 

order to find more relevant articles. In this step, apart from articles, there were also 

found white papers published from well known organizations (the White House and 

European Commission were among them). Considering that the topic of the review is 

not just a theoretical concept, but it is of practical application, it was decided that white 

papers should also be included in the review, giving a more complete view of the 

developments in the field. Finally, the Web of Science was used to discover more 

articles related to the topic that were citing the key articles selected in the previous 

steps.  

This procedure resulted in a group of 98 publications. The summaries of them were read 

in order to exclude articles irrelevant to the topic. Articles concerned eHealth and 

eLearning were also excluded since they were beyond the scope of this study. The 

following inclusion criteria were applied to each of the remaining publications: 
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 The articles had to be written in English. 

 The papers should be in international peer-reviewed journals or conference 

proceedings, published by reliable publishing organizations (such as Springer, 

ACM and IEEE association). Papers of poor quality that did not meet 

international standards for scientific journals, and non-scientific articles, were 

not considered in the review.  

 In case of white papers, the publisher should be a well-known organization with 

international presence or impact. 

The 61 publications that matched the aforementioned criteria were used in the analysis 

stage that is described below. A list with the articles that are relevant to the topic, but 

were not eventually included in the review, can be found in Appendix A.  

3.3.  Organizing the literature 

The study of the selected publications and the detection of repeating themes among 

them, led to the identification of several basic subjects in related literature. The subjects 

or “concepts” that were observed are:  

 Benefits of cloud computing in eGovernment  

 Risks and challenges of cloud computing in eGovernment  

 Case studies  

 Focus on specific application of cloud computing  

 Specialized frameworks and models for cloud computing in eGovernment 

 SWOT analysis of different deployment models of cloud computing for public 

sector 

 Cloud computing use cases for  eGovernment 

 Cloud architectures for eGovernment 

 Cloud-based platforms for public services 

 Open data in the Cloud 

 Design of security a system for eGovernment based on cloud computing 

The above concepts were used to organize the papers and create the structure of the 

review. The descriptions of these concepts and the presentation of possible relations 

among them can be found in the next chapter.   
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3.4. Summary 

Following the structured and concept-centric approach proposed by Webster and 

Watson (2002), a number of publications related to the use of cloud computing in 

eGovernment were gathered. Further examination of them led to the detection of 

concepts, in which the structure of literature review was based. 

  



13 

 

4. Literature Review 

4.1 Introduction 

This chapter presents the results of the literature review and the conceptual framework 

that was formed based on them and was the first goal of this study. It also includes a 

discussion section where the various views and opinions of authors are summarized and 

compared.  The chapter closes with the conclusions in subsection 4.7.  

4.2 The Conceptual Framework 

The conceptual map that follows (Figure 2) was designed in an attempt to link the 

concepts that appear in related literature. It is intended to work as a tool for researchers, 

mapping the current research in the topic and facilitating the identification of potential 

research “gaps”. Since the adoption of cloud computing by public organizations is a 

relatively new phenomenon, and research is at an early stage, the proposed conceptual 

map cannot be considered as completed, but rather as a work in progress. New topics 

that might appear can be added as new “branches” in the map.  

Based on the idea that the various topics that can be found in literature, refer to different 

steps of cloud adoption by eGovernment, it is proposed that research topics should be 

grouped accordingly. Thus, “benefits” and “risks and challenges” of cloud computing in 

eGovernment, “case studies” and “focus on specific applications” can be considered as 

parts of the first stage of cloud adoption, which is to examine whether cloud computing 

is suitable for eGovernment or not. “Specialized Frameworks and Models”, “SWOT 

Analysis” and “Use Cases” can be considered as parts of “Migration Strategy”, and so 

on. Furthermore, the security systems that are proposed for cloud-based eGovernment 

systems, are embedded in the cloud architecture, therefore “Design of a Security 

System” is considered to be part of “Cloud Architectures for eGovernment”. 

The arrows that link the different groups indicate the dependency relationship among 

them, since the research in one group/step can promote the research in the next step.  

The present chapter is structured in line with the proposed conceptual map. The only 

exception is that the case studies found in literature are examined in the next chapter 

along with the case study of Greece.  
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4.3. Examining the adequacy of cloud computing in eGovernment 

A basic research question in related literature is whether cloud computing is suitable for 

eGovernment or not (Tsaravas &Themistocleous, 2011a), or in other words, if the 

benefits a government can reap from cloud computing are more than the risks and 

challenges that accompany cloud adoption. Several scholars have addressed the topic of 

adequacy of cloud computing, either in eGovernment generally, or in a specific case 

(i.e. focus on the eGovernment system of a particular country or on a specific service 

model of cloud computing, such as SaaS). 

4.3.1. Benefits 

The benefits of cloud computing in eGovernment fall into four categories: 

1. Agility and adaptability 

 Scalability: cloud computing offers the scalability required to meet growing 

numbers and demands of citizens (Bhishikar, 2011; Das et al., 2011; 

European Commission, 2012b; Liang, 2012; Kundra, 2011; Macias & 

Thomas, 2011a; Tripathi & Parihar, 2011; Zissis &Lekkas, 2011)  

 Speed of implementation: no time spent in purchasing hardware or installing 

software (Das et al., 2011; Frost&Sullivan, 2011; Liang, 2012; Macias & 

Thomas, 2011a) 

2. Cost reduction and control 

 Improvement of utilization of resources: the utilization of IT resources is 

improved and that results in less expenditure  (Bhishikar, 2011; Cellary & 

Strykowski, 2009; Kundra, 2011; Liang, 2012) 

 Auditing and logging/Better manageability: cloud computing can help in 

auditing and logging, detecting fraud and fighting corruption, through 

analyzing huge volumes of data (European Commission, 2012b; Tripathi 

&Parihar, 2011) 

 Professional maintenance and administration: costs that are related to 

maintenance and administration of hardware and software (such as salaries 

of IT specialists) are reduced, since these tasks are undertaken by cloud 

vendor (Bhishikar, 2011; Cellary & Strykowski, 2009; Elbadawi, 2011; 

Pokharel & Park, 2009; Zissis &Lekkas, 2011) 

 Reporting and intelligence: the analyzing capability that Cloud offers, can 

result in better reporting and business intelligence features, that managers in 
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public sector can use in order to make better decisions (European 

Commission, 2012b; Liang, 2012; Tripathi &Parihar, 2011) 

 Higher performance: cloud computing provider offers high performing 

hardware, that a government agency may not afford buying if the need for 

such hardware is not constant and appears only occasionally (Cellary & 

Strykowski, 2009; Das et al., 2011; European Commission, 2012b; Hada et 

al., 2012; Zissis &Lekkas, 2011) 

 Shift from investment cost to operational costs: government pays only for 

the resources that are actually used and there is no need for extensive 

investment in IT field (Bhishikar, 2011; Cellary & Strykowski, 2009; Das et 

al., 2011; Elbadawi, 2011; European Commission, 2012b; Frost&Sullivan, 

2011; Macias & Thomas, 2011a; Pokharel & Park, 2009; Zissis &Lekkas, 

2011) 

 Environmental friendly: cloud computing is considered to be a green 

technology and can help government to reduce its carbon footprint (Das et 

al., 2011; Pokharel & Park, 2009) 

3. Risk mitigation 

 Resiliency and business continuity: according to some authors cloud 

computing can guarantee the availability of services, due to deploying data 

centers at different locations that can act as availability zones, ensuring 

business continuity in case of disaster (Zissis & Lekkas, 2011) 

 Higher security: security could be enhanced in Cloud due to the fact that will 

be implemented by qualified staff (Cellary & Strykowski, 2009; Hada et al., 

2012; Kundra, 2011; Macias &Thomas, 2011a; Trifonov et al., 2010; Wyld, 

2010b; Zissis & Lekkas, 2011) 

4. Better services and collaboration 

 System integration/ interoperability: the heterogeneous systems that different 

government agencies use can be integrated using cloud computing (Kundra, 

2011; Tripathi & Parihar, 2011) 

 Dissemination of good practices/improved collaboration: interoperability can 

lead to better collaboration and dissemination of good practices among 

agencies (Cellary &  Strykowski, 2009; Elbadawi, 2011; European 

Commission, 2012b; Liang, 2012; Macias &Thomas, 2011a) 
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 Location and device independence: applications and services accommodated 

in the Cloud can be accessed anywhere by any device (Bhishikar, 2011; Das 

et al., 2011; Frost&Sullivan, 2011; Liang, 2012) 

 Active engagement of citizens: it is claimed that since cloud computing is 

location and device independent, the barriers that digitally or socially 

excluded groups usually face are brought down and that can increase citizen 

participation (European Commission, 2012b; Zissis & Lekkas, 2011) 

 Enabler for innovation: cloud platforms can promote innovation in public 

services (European Commission, 2012b; Kundra, 2011) 

4.3.2.  Risks and Challenges 

The risks and challenges that a government may face in the process of adopting cloud 

computing can be grouped into five key areas: 

1. Security and privacy 

  Information security and privacy: one of the most important challenges for 

government is to ensure that the government cloud and the sensitive data that 

accommodates, are safe from cyber attacks (AlAjmi, 2011; Clemons & 

Chen, 2011; Craig et al., 2009; European Commission, 2012b; Hada et al., 

2012; Liang, 2012; Macias &Thomas, 2011b; NIST, 2011a; Paquette et al., 

2010; Tahamtan et al., 2011; Trifonov et al., 2010; US Department of 

Defense, 2012; Wyld, 2009; Wyld, 2010b; Zissis & Lekkas, 2011) 

 Isolation failure: risk of failure of mechanisms separating storage, memory 

and routing among different tenants in case the government uses a public or 

a community cloud (Kundra, 2011; NIST, 2011a; Trifonov et al., 2010) 

2. Outsourcing risks 

 Portability of data and vendor lock-in: the risk that government may depend 

on a cloud vendor for services, unable to use another cloud vendor without 

significant switching costs (Clemons & Chen, 2011; Craig et al., 2009; Hada 

et al., 2012; Macias &Thomas, 2011b; Paquette et al., 2010) 

 Control and ownership: questions of control and ownership of data may arise 

with the migration of government data to the Cloud (Craig et al., 2009; 

Macias &Thomas, 2011b; Kundra, 2011) 

3. Availability and performance 
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 Dependence on internet connection: cloud computing depends on internet 

connection, which is not considered as a trusted network (AlAjmi, 2011; 

Tahamtan et al., 2011; US Department of Defense, 2012) 

 Service availability/possible outages: the availability of public services will 

depend on the reliability of the cloud vendor (AlAjmi, 2011; Liang, 2012; 

Macias &Thomas, 2011b; NIST,2011a; Paquette et al., 2010; US 

Department of Defense, 2012; Wyld, 2009; Wyld, 2010b) 

4. Standards and legal issues 

 Absence of standards: since cloud computing is relatively new, standards are 

still being developed (AlAjmi, 2011; Clemons & Chen, 2011; Kundra, 2011; 

Liang, 2012; Macias &Thomas, 2011b; Paquette et al., 2010; Tahamtan et 

al., 2011; Trifonov et al., 2010) 

 Legislation: in many countries storing government data outside of country’s 

boundaries is prohibited, thus compliance with legislation can be considered 

as another important challenge related to cloud computing adoption 

(Clemons & Chen, 2011; Hada et al., 2012; Macias &Thomas, 2011b; Zissis 

& Lekkas, 2011) 

5. Change management and organizational issues 

 Political issues: cloud computing can be considered as a form of 

globalization and as a result, specific political groups may be opposite to its 

adoption (Zissis & Lekkas, 2011) 

 Cultural change: objections may be raised by public organizations that are 

concerned about giving up privatizing their resources (Macias &Thomas, 

2011b) 

 Financial risks: the possibility that cloud adoption might fail to deliver 

expected benefits (Clemons & Chen, 2011; Wyld, 2009) 

 Lack of knowledge about available systems: government should be informed 

for the current state of systems and technologies that are used in different 

agencies before adopting cloud computing, a task that can be quite 

demanding (Tahamtan et al., 2011).  

 Legacy systems and lack of interoperability: the integration of legacy 

solutions with Cloud may be difficult due to lack of interoperability among 

technologies used (AlAjmi, 2011; Clemons & Chen, 2011; Macias 

&Thomas, 2011b; Tahamtan et al., 2011) 
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4.3.3.  Focus on specific cases 

While most authors examine the potential of cloud computing in eGovernment 

generally, some others focus on the eGovernment system of a specific country. 

Tahamtan et al. (2011) studied the potential of cloud computing in Austrian public 

sector, interviewing eight ministries and the office of chancellor. The research showed 

that the most important requirements of the Austrian public sector, related to cloud 

computing adoption, are “Legal compliance”, “Reliability”, “Availability”, 

“Compatibility and connectivity”, and “Scalability”. In addition, “Data security and 

privacy”, “Network security”, “Lack of knowledge of available systems”, “Previous 

investments” and “Business continuity”, were identified as the obstacles for integration 

of cloud computing in the Austrian public sector.  

Khan et al. (2011) focused on the future integration of cloud computing in eGovernment 

of developing countries, using as an example the eGovernment system of Pakistan. 

After reviewing the eGovernment challenges and readiness of the country, the authors 

proposed that cloud computing can be used as a solution to problems such as digital 

divide and inadequate funding that developing countries usually face in the context of 

eGovernment. Cloud computing enables the use of thin clients and implementation of 

“NoPC projects” in government agencies and public organizations, and as a result 

government costs will be reduced and the citizens’ access to online government services 

will be enhanced.  

Stefanou and Skouras (2012) conducted a survey to find whether companies in Greece 

would be positive towards using a government’s payroll information system based on 

cloud computing. The Information Payroll System based on cloud computing that 

authors propose, promises to simplify the bureaucratic procedures related to labor 

inspection, giving to the State the role of administrator of the businesses database, and 

therefore enabling distant control of labor issues. Through a questionnaire, companies 

were asked to choose between the “Integrated Information System” planned by Ministry 

of Labour and the aforementioned “Payroll Information System” provided by public 

sector via cloud computing. According to the results of the survey, half of the responses 

were in favor of the first solution and the other half in favor of the cloud based Payroll 

Information System. Furthermore, it seems that companies have some reservations 

about using the cloud based solution, mainly as regards data security, and connection 

and software issues.  
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On the other hand, there are scholars that narrow the scope of their study to a specific 

service model of cloud computing. Leikums and Cevere (2012) for instance, examined 

the potential use of a SaaS document management system in Latvian public sector. 

According to them, the main advantages that such a solution has are: 

 Avoiding technical decisions – public organizations that lack IT specialists may 

not be able to choose and maintain an equivalent system within premises. In 

case of a SaaS document management system, all the relevant decisions are 

taken by SaaS provider.  

 Short implementation period – the implementation period of a SaaS solution 

may be relatively short compared to a system that is not ready-to-use. 

 Following the advantages of good practices – SaaS developers may help public 

organizations in preparing a transition plan that would cover aspects of 

information safety, life cycle of the documents and potential costs and risks. 

 Document accessibility- SaaS document management system can be accessed 

from everywhere, as long there is internet connection. That would allow 

government officers to access documents they need during meetings or when 

they visit other institutions. 

A SaaS document management system has at the same time some disadvantages, which 

authors identified as:  

 Data safety – public organizations have strict data safety requirements that cloud 

providers are not always ready to accept. 

 Emergency reaction time – In case of an error or failure, the time that is needed 

to report, review and eliminate the problem, is longer when a SaaS system is 

used than it is when the document management system is within premises. 

 Performance – a local software solution is usually faster than software being 

used via public network. 

Janssen and Joha (2011) also focus on the use of SaaS in public sector, but in a broader 

context. The authors examined the possible benefits, disadvantages and challenges of 

SaaS in public sector, using interviews with IT managers, outsourcing and SaaS 

decision- makers and IT experts from a variety of public organizations. The findings of 

their research are presented in Table 1. The benefits and risks of SaaS in public sector 
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are quite similar to the benefits and risks that accompany the use of cloud computing 

generally in eGovernment.  

Table 1: Benefits, disadvantages and risks of SaaS (Janssen and Joha, 2011) 

 

4.4. Migration Strategy 

Governments should plan carefully their migration to the cloud, considering all the 

challenges and risks mentioned above. According to Mauro (2012), United States has 

published more documents for that reason, compared with European Union. Table 2 

presents migration strategies that have been proposed by scholars and organizations. 
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Table 2: Migration strategies for public sector organizations 

References Migration Strategy 

Wyld D. (2010a) Step 1: Learning 

Step 2: Organizational Assessment 

Step 3: Cloud Pilot 

Step 4: Cloud Readiness Assessment 

Step 5: Cloud Rollout Strategy 

Step 6: Continuous Cloud Improvement 

Reza M. (2012) Step 1: Review Mandate  

Step 2: Define Strategic Options 

Step 3: Select Service 

Step 4: Select Cloud Service Model (IaaS, PaaS, SaaS) 

Step 5: Deploy Service 

Step 6: Evaluate/Manage Service 

Craig et al.- 

Cisco (2009) 

 Identify all potential opportunities 

 Ensure that in-house infrastructure complements cloud based 

services 

 Develop a cost/benefit and risk evaluation framework 

 Develop a roadmap 

 Identify which data cannot be held in public cloud 

 Identify and secure in-house competencies 

 Designate a cross-functional team 

 Evaluate technical challenges  

 Ensure that the networking environment is ready 

Kundra V. (2011) Select 

 Identify which IT services to move and when 

 Identify sources of value for cloud migrations: 

efficiency, agility, innovation 

 Determine cloud readiness: security, market 

availability, government readiness, and technology 

lifecycle 

Provision 

 Aggregate demand at Department level where possible 

 Ensure interoperability and integration with IT portfolio 

 Contract effectively to ensure agency needs are met 

 Realize value by repurposing or decommissioning legacy 

assets and redeploying freed resources 

Manage 

 Shift IT mindset from assets to services 

 Build new skill sets as required  

 Actively monitor SLAs to ensure compliance and continuous 

improvement 

 Re-evaluate vendor and service models periodically to 

maximize benefits and minimize risks 
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Frost & Sullivan 

(2011) 

Identify 

 Identify the various workloads that are Cloud ready 

 Determine which can move to Public, Community, Private 

Clouds based on Security, SLA requirements 

Implement 

 Aggregate the demand either at a department level or BU level 

for economies of scale 

 Ensure integration with existing infrastructure 

 Have a “user first” policy. Don’t  compromise on usability and 

simplicity 

 Ensure that the SLA’s are being met by the providers and right 

level of security controls are in place 

Improve 

 Convey the successes and failures clearly to the users 

 Change the mind-set from asset acquisition to utility services 

 Ensure that IT teams are trained in managing vendor 

relationships and SLA management 

 Constantly monitor the service providers for compliance and 

performance improvement 

US Department 

of Defense 

(2012) 

Step 1: Foster Adoption of Cloud Computing 

 Establish a joint governance structure to drive the transition to 

the DoD Enterprise Cloud Environment 

 Adopt an Enterprise First approach that will accomplish a 

cultural shift to facilitate the adoption and evolution of cloud 

computing 

 Reform DoD IT financial, acquisition, and contracting policy 

and practices that will improve agility and reduce costs 

 Implement a cloud computing outreach and awareness 

campaign to gather input from the major stakeholders, expand 

the base of consumers and providers, and increase visibility of 

available cloud services throughout the Federal Government 

Step 2: Optimize Data center Consolidation 

 Consolidate and virtualize legacy applications and data 

Step 3: Establish the DoD Enterprise Cloud Infrastructure 

 Incorporate core cloud infrastructure into data center 

consolidation 

 Optimize the delivery of multi‐provider cloud services through 

a Cloud Service Broker 

 Drive continuous service innovation using Agile, a 

product‐focused, iterative development model 

 Drive secure information sharing by exploiting cloud 

innovation 

Step 4: Deliver Cloud Services 

 Continue to deliver DoD Enterprise cloud services 

 Leverage externally provided cloud services, i.e., commercial 

services, to expand cloud offerings beyond those offered 

within the Department 
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It should be noted that whereas the majority of the strategies presented above, is general 

and can be followed by any government or public organization, the strategy of US 

Department of Defense is adjusted to the department’s needs. It was included though in 

the present study, on the grounds that, not only is it an interesting example of a 

customized strategy, but it can also be adapted to meet any other organization’s needs.  

European Commission (2012a) has adopted a more focused approach too, indicating 

key actions for cloud migration in Europe. Although it cannot be considered as a full 

migration strategy, it clearly helps towards that direction, bringing to the fore the 

following important actions to be taken: “Cutting through the Jungle of Standards”, 

“Safe and Fair Contract Terms and Conditions” and  “Establishing a European Cloud 

Partnership to drive innovation and growth from the public sector”. 

4.4.1. Specialized frameworks and models 

Apart from migration strategies and key steps for cloud adoption by governments, there 

are also specialized frameworks and models in literature, which aim to act as tools for 

IT managers of public sector, in different stages of migration procedure.  

Kurdi et al. (2011) designed a framework for assessing the readiness of eGovernment 

systems, focused on the migration to cloud computing.  The framework, that provides a 

modeling and analysis method to guide the assessment, covers four dimensions:  

 Technological Block, that refers to ICT, network and security infrastructures and 

quality of systems and services 

 Organizational Block, that consists of structure, culture, size and strategy of 

organization, along with strategic planning and human resources issues (such as 

training and staff motivation) 

 People/Stakeholders Block, that includes citizens, businesses and government 

 Environment and Society Block, that refers to demographic characteristics and 

social/cultural, political and economic issues of a country 

Repschlaeger et al. (2012) presented a classification framework for Infrastructure as a 

Service that can be used in eGovernment. The three-level framework, depicted in Figure 

3, supports governments in classifying cloud providers and selecting the proper one, 

based on relevant requirements depending on their own strategy. The authors 

interviewed seven experts from six organizations (including IT service providers, a 

consulting company and a public organization) and conducted a literature review, in 
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order to design the framework. It consists of 19 abstract classification criteria (2
nd

 level) 

and 53 operative classification criteria (3
rd

 level) that are grouped into six target 

dimensions (1
st
 level): “Flexibility”, “Reliability and Trustworthiness”, “IT Security & 

Compliance”, “Scope and Performance”, “Service & Cloud Management”, “Costs”. The 

assessment of different IaaS providers based on these criteria, supports governmental 

decisions about which provider should be chosen.  

Mutavdzic (2012) proposed a decision framework that will help government IT 

managers to choose the proper PaaS implementation. According to this framework, 

there are four general groups of components that can be used to deliver PaaS solutions, 

“Component group: User”, “Component group: Compute”, “Component group: 

Database” and “Component group: Fabric”. Although each group has one or two 

entities that can be used, some entities can produce more than one instance, increasing 

the capabilities of specific component group.  

The component group “User” (Figure 4) contains the possible interfaces that can be 

used for user’s communication with PaaS application: 

 Web Browser: chosen in case the application needs to be accessed by browser 

interface on different computing platforms.  

 Mobile Browser: in case the application needs to be accessible by mobile 

devices 

 Managed Application: in case application has to be hosted on PaaS that supports 

chosen managed language and/or can enable execution in native environment 

without virtualization of code. 
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Figure 3: Classification Framework for IaaS (Repschlaeger et al., 2012) 
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Figure 4: Component Group: User (Mutavdzic, 2012) 

The component group “Compute” (Figure 5) contains computing resources that are used 

to execute applications in PaaS environment: 

 Web Role (Page): in case HTTP-based services will be implemented, that 

generate pages using different execution environments depending on operating 

systems and web services mentioned below 

 Web Role (Service):  when there is a need to have externally published web 

services, accessible by other, third party web services which  can relate and 

communicate the requests for services  

 Worker Role: in case there is a need for internally published web services that 

are accessed by Web Roles, mentioned above 

 Table Storage Service: in case application needs mechanisms that store 

processed information for single request/session in local storage and purge data 

after the session terminates 

 Blob Storage Service: in case application needs mechanisms that store large 

quantities of binary data for single request/session in local storage and purge 

data after the session terminates 

 

Figure 5: Component Group "Compute" (Mutavdzic, 2012) 

 Cache Service: in case application needs a local cache mechanism that will 

enable reuse of the data in multiple requests 
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 Queue Service: in case specific requests and objects must be handled in specific 

order, synchronously or asynchronously 

The component group “Database” (Figure 6) contains entities that can store the data 

used in execution, so they can be manipulated in a number of ways: 

 Application Data: use of a relational, hierarchical or integrated data storage 

model to hold the data for a specified timeframe 

 Data Services: need for web services that will enable communication among 

services and exchange of persisted data 

 Business Intelligence Services: in case an analysis that will return an insight 

into stored data, is needed 

 

Figure 6: Component Group "Database" (Mutavdzic, 2012) 

 

The component group “Fabric” (Figure 7) contains entities that facilitate the connection 

and exchange of data between the applications implemented in the Cloud and on-

premises applications. 

 Connection Bindings: in case there is a need for mechanisms that will enable the 

connection between different protocols and application instance 

 Identities and Roles: indicate that security mechanisms are needed that will 

enable identity management 

 

Figure 7: Component Group "Fabric" (Mutavdzic, 2012) 
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 Services Bus: indicates that service bus mechanism is needed to access and 

share services and data through platform 

Depending on the application model and scenario, IT managers combine components 

from different groups to decide what type of architecture should be applied for a 

specific government application scenario. Figure 8 shows an example, where the 

application scenario is a Government Portal that can be accessed both by web and 

mobile browsers and is built on PaaS, used for high scalability and availability of 

services and applications. The arrows show the interactions among the different entities 

that the application uses.  

 

Figure 8: Application pattern: Government Portal. An example of how proposed 

decision framework works (Mutavdzic, 2012) 

 

Similarly, in Figure 9, another example of the proposed framework is presented. In this 

case, the aim is to extend the existing on-premises applications of eGovernment through 

services that are built on PaaS.  
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Figure 9: Application pattern: Software+Services. An example of how proposed 

decision framework works (Mutavdzic, 2012) 

 

Deussen et al. (2011) have followed a more theoretical approach, identifying public 

sector business models that can be used to refine usage scenarios of cloud computing by 

governments: 

 Government to Cloud (G2Cloud) – citizens are aware that some back-offices 

services are running in the Cloud, when they use public sector services provided 

by government agencies (Figure 10). 

 

Figure 10: Government to Cloud (Deussen et al., 2011) 
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 Government to Cloud to Enterprise (G2Cloud2E) – Electronic procurement, 

applications, notifications, access to open data, processes, and workflows 

between government and enterprises are performed in the Cloud (Figure 11). 

 

Figure 11: Government to Cloud to Enterprise (Deussen et al., 2011) 

 Government to Cloud to Citizen (G2Cloud2C) – Electronic applications, 

notifications, eParticipation, eCollaboration, access to open data, tax return, and 

complaint/concern management are performed in the Cloud (Figure 12). 

 

Figure 12: Government to Cloud to Citizen (Deussen et al., 2011) 

 Government to Cloud to Government (G2Cloud2G) – Electronic support for 

federated, cross- governmental process, shared repositories and information 

systems and the electronic collaboration between public sector agencies in 

general are performed in the Cloud (Figure 13). 

 

Figure 13: Government to Cloud to Government (Deussen et al., 2011) 
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4.4.2. Use Cases and SWOT Analysis 

While scholars present specialized frameworks and models in order to facilitate cloud 

computing adoption by eGovernment, institutes and organizations employ common 

techniques, such as SWOT analysis and business use cases, for the same purpose. The 

recommendations and conclusions, formed from the analysis of the use cases, can be 

used in the preparation stage of migration procedure, in order to familiarize public 

organizations with cloud computing. At the same time, the use case templates that some 

authors proposed, can be used in the planning stage by organizations and agencies that 

want to identify the specific organizational and technical issues that appear in case they 

migrate to the Cloud. SWOT analysis can also be used in the planning stage of 

migration strategy, facilitating the decision making related to the choice of the suitable 

deployment model of cloud computing.  

Deussen et al. (2011) designed three different use case templates for public sector (can 

be found in Appendix B), for describing and analyzing legal, organizational and 

technical issues that arise from governmental use of cloud computing. The authors 

conducted interviews with eGovernment service providers and used the templates to 

define a number of use case scenarios about German public sector that served as a basis 

for the evaluation of benefits and challenges of cloud computing: 

 Scenario 1: Open and protected data – this scenario shows that separating 

between personal and non-personal (open) data, can resolve data privacy issues. 

Governmental processes that do not rely on personal data can be hosted in a 

public cloud.  

 Scenario 2: Citizen Support Service – illustrates how the employment of a cloud 

service for storing data in a secure way, can make easier the interaction among 

administrations, enterprises and citizens, achieve optimization of governmental 

processes though delivering documents on time, and enable cross-administration 

processes by the electronic exchange of documents.  

 Scenario 3: Business Incubator for SMEs – describes how the interconnection 

between governmental and enterprise business processes via cloud computing 

can provide a business incubator for enterprises. 

An example of a legal use case, used in Citizen Support Service scenario is illustrated in 

Figure 14. This use case examines the legal issues that emerge with the governmental 

use of cloud computing for storing citizens’ electronic documents.   
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Figure 14: An Example of a Legal Use Case (Deussen et al., 2011) 

 

The following recommendations were deduced from the analysis of the use cases: 

 Methodology based on use cases can assist the progress of standardization of 

technical, legal and organizational aspects of cloud computing 
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 The suitability and feasibility of a specific migration approach planned for a 

particular application of cloud computing should be instigated with actual 

demonstrators using existing technology and current related experience 

 A better way to demonstrate the benefits of cloud computing is to start the cloud 

adoption with novel, innovative applications, instead of migrating into the 

Cloud existing applications that are still functional.    

NIST (2011b) has also defined cloud computing business use cases
1
 (candidate 

deployments to be used as examples) to identify business and technical operational 

scenarios and requirements. These use cases focus on assessment and prioritization of 

technical and procedural gaps in order to suggest recommendations for mitigation that 

US government agencies can follow:  

 Recommendation 1 - Contribute Agency Requirements: “Agencies should 

contribute clear and comprehensive user requirements for cloud computing 

standards projects.” 

 Recommendation 2 – Participate in Standards Development: “Agencies should 

actively participate in cloud computing standards development projects that are 

of high priority to their agency missions.” 

 Recommendation 3 - Encourage Testing to Accelerate Technically Sound 

Standards-Based Deployments: “Agencies should support the concurrent 

development of conformity and interoperability assessment schemes to 

accelerate the development and use of technically sound cloud computing 

standards and standards-based products, processes, and services.” 

 Recommendation 4 - Specify Cloud Computing Standards: “Agencies should 

specify cloud computing standards as a factor in procuring cloud services and 

assess cases when multiple vendors offer standards-based implementations and 

there is evidence of successful interoperability testing. In such cases, agencies 

should ask vendors to show compliance to the specified standards.” 

 Recommendation 5 – USG (US Government)-Wide Use of Cloud Computing 

Standards: “To support USG government requirements for interoperability, 

portability, and security in cloud computing, in coordination with and under the 

cognizance of the federal Enterprise Architecture program, the Federal 

                                                 
1
  Examples of business use cases that NIST used for the analysis can be found in Appendix B.  
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Standards and Technology Working Group should recommend specific cloud 

computing standards for USG-wide use.” 

 Recommendation 6 - Dissemination of Information on Cloud Computing 

Standards: “A listing of standards relevant to cloud computing should be posted 

and maintained.” 

European Network and Information Security Agency (ENISA, 2011) has presented 

SWOT analysis for each cloud model (public, private and community cloud) as far as 

security, resilience and compliance to legislation are concerned. By comparing the 

Strengths, the Weaknesses, the Opportunities and Threats of each cloud deployment 

model, agencies can choose the one that addresses their needs.  

Table 3: SWOT analysis for Public Cloud (ENISA, 2011) 

Public Cloud for Governmental Organizations – A SWOT analysis 

Strengths 

 Availability and reliability 

 Tolerance and elasticity 

 Patch management 

 Response time 

 Business continuity 

 Physical security 

 Intrusions prevention and detection 

 Delay possible subpoenas and e-

discovery from law enforcement 

agencies of other countries 

Weaknesses  

 Lack of control over the 

supply chain 

 Logging capabilities 

 Difficulties in accessing 

forensic data 

 Lack of bargaining power 

when negotiating terms of 

transparency with providers 

 Legislation that in some 

countries force public 

organizations to keep data 

within the national territory 

 Degraded performances due to 

poor quality in the 

connectivity 

 Limited local distribution of 

data centers in EU territory, 

which can have an impact on 

the performance of service 

 Difficulties in transferring data 

back to the user   
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Opportunities 

 Risk analysis and assessment 

 Security testing  

 Real- time security monitoring 

 Forensics 

Threats 

 A large public cloud is an 

attractive target for threat 

attacks 

 The impact of attacks from 

insider threats may be rather 

large due to the amount of 

information stored in the 

Cloud 

 Isolation failure can open the 

door to information leakage 

 Poor definition of 

requirements and of 

classification of assets may 

result in the exposure of assets 

to other users of the Cloud 

 Multiple jurisdictions may 

apply when the sites of the 

provider are distributed across 

several nations 

 A change in the control of the 

provider may result in the 

adoption of distinct security 

strategies 

 In SaaS or PaaS a proprietary 

format may be adopted to store 

data in the Cloud. Moving to 

another provider can be almost 

impossible if there is no tool to 

automatically translate data 

into the new format 

In Table 3 the SWOT analysis for using Public Cloud for government applications is 

presented, whereas Table 4 and Table 5 present the SWOT analysis for Private and 

Community Cloud respectively. Hybrid cloud was not considered by authors in SWOT 

analysis, since it is a combination of public and private clouds. As can be observed, the 

strengths and opportunities of a Public Cloud result from the abundance of resources 

and from their geographic distribution, while the strengths and opportunities that a 

Private Cloud can offer to public organizations, are related to control. As far as threats 

and weaknesses are concerned, in case of a Public Cloud they are related to the lack of 

governance, the large number of users in the cloud and the strong negotiating power that 

cloud provider has in the definition of the contract, while in a Private Cloud are related 

to lack of flexibility and the exclusively use of the cloud by the government. The 
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strengths and weaknesses of Community Cloud fall in theory, between those of a public 

cloud and those of a private one.  

Table 4: SWOT analysis for Private Cloud (ENISA, 2011) 

Private Cloud for Governmental Organizations – A SWOT analysis 

Strengths 

 Select the risk assessment practices 

 Schedule patching 

 Access control 

 Control logging 

 Auditing 

 Control over availability, 

scalability, reliability and elasticity 

 Availability of the management 

interface 

 Business continuity plan 

 Full transparency and control over 

legal requirements such as data 

location 

Weaknesses  

  The beneficial effect of the 

economies of scale is likely to be 

much less compared to public 

clouds 

 The possible lack of adequate scale 

also represents a weakness in the 

purchase and implementation of 

security mechanisms 

 There is potentially less tolerance 

of malicious attacks than in public 

cloud, since the available resources 

may be less adequate  

 Less flexibility for meeting 

unanticipated peak demands 

 The redundancy regime is highly 

unlikely that will be equal or better 

than the regime offered by public 

cloud 

 Lack of geo-redundancy is a 

problem as far as continuity is 

concerned 

 Sensitivity of reputation 

Opportunities 

 Monitoring 

 Access control 

Threats 

 Politically motivated attacks 

 The fact that government will be 

collecting and managing 

information about citizens could be 

perceived from end-users as a way 

to put a surveillance system in 

place 

 High volatility in resource 

utilization could force a private 

cloud to scale out to into a public 

cloud 

 Poor planning 

 Inadequate definition of contracts 

with business partners 
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Table 5: SWOT analysis for Community Cloud (ENISA, 2011) 

Community Cloud for Governmental Organizations – A SWOT analysis 

Strengths 

 Common requirements and 

constraints and risk profile that 

results in lower overall cost 

 The configuration of mechanisms 

and tools to protect applications is 

simplified due to the common risk 

profile 

 Users have more bargaining power 

as a group 

 Ability to set the entry criteria for 

the cloud  

 Larger scale and better response to 

high peaks in resource demand 

(compared to a private cloud) 

Weaknesses  

 More resource competition between 

the partners since they have 

common goals 

 Compared to a private cloud, a 

community is a more attractive 

target for motivated attackers due 

to larger visibility achieved by 

successful attacks 

 Access control and authentication 

are weakened compared to a private 

cloud due to the larger number of 

users 

 Degraded performance due to poor 

quality in connectivity may reduce 

the quality of service for some 

users in the community 

Opportunities 

 Similar requirements across the 

community could allow improved 

security policies, baselines and 

standards 

 Common and shared incident 

management systems can simplify 

the adoption of mechanisms to 

store and manage forensics 

evidence 

 Larger diffusion of best practices, 

fine tuned by the most expert 

community members 

 Stricter security since security 

policies and the design and 

implementation of cloud are shared 

only within the community 

Threats 

 Lack of agreement on security 

baselines and security mechanisms 

 Communities may either grow 

quickly, which will eventually 

decrease the advantages related to 

flexibility, or grow slowly, which 

will eventually affect dynamic 

scalability 

 Harder to predict resource usage 

(than in a private cloud) 

 Failure of isolation mechanisms 

may result in the leaking of 

information which is more difficult 

to control because of the large 

number of users 

 It is difficult to identify the legal 

entity that is responsible for acting 

against a member of the community 

when super-national issues are 

involved 
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4.5. Implementation 

4.5.1. Cloud architectures for eGovernment 

Many scholars have proposed cloud based architectures particularly for eGovernment. 

Zhang and Chen (2010) defined the Cloud architecture for eGovernment as a stack of 

the following layers: Hardware, Visualization, IaaS, PaaS and SaaS. The stack is 

illustrated as a pyramid, with the layer “Hardware” being the base and SaaS being the 

top. Using their proposed architecture, they designed the conceptual framework of “C-

government” (Figure 15) that aims to enhance productivity, efficiency, transparency, 

participation and collaboration of traditional eGovernment. 

 

Figure 15: The C-Government concept (Zhang and Chen, 2010) 

The cloud architecture for eGovernment introduced by Sharma and Kanungo (2011) has 

three main entities (Figure 16): 

 Master/slave data center: Master data center is located at Cloud provider’s 

administrative premises, where user’s accounting on pay-as-you-go basis is 

completed. Slave data- center are geographically scattered to serve user’s 

requests in minimum physical distance. 
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 Users/Brokers: Users communicate directly or via brokers to submit requests 

that automatically reach master data center.  

 Service Level Agreements (SLAs): Quality of Service and pricing are settled 

through SLAs. Master data center scans SLA each time to host needs of the 

users. 

Experiments that were carried out on cloud simulator showed that the suggested 

architecture based on distributed data centers is energy efficient, eco-friendly and cost-

effective for governments. 

 

Figure 16: Proposed cloud architecture (Sharma and Kanungo, 2011) 

A cloud computing architecture for eGovernment that consists of three parts 

(eGovernance systems, automation/manual monitoring system and central cloud data 

center) is discussed by Chuob et al. (2010) (Figure 17). The requests for services from 

users in each ministry/agency go though the monitoring system that forwards them to 

the central cloud data center. The Resource Manager searches for the requested services 

and communicates with the Access Control Management System to authenticate the 

users. If authentication succeeds the process will continue with the Application 

Manager. 
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Figure 17: eGovernment with cloud data center (Chuob et al., 2010) 

 

The same authors, in their subsequent work, suggested that a cloud based on Eucalyptus 

architecture will be more suitable for eGovernment data center, since Eucalyptus 

platform offers the option to keep the critical government data in private and general 

data in public (Chuob et al., 2011).  

An architecture based on Hadoop (an open source cloud computing environment) can 

also be found in related literature (Mukherjee and Sahoo, 2010; Patil and Lolage, 2011). 

Hadoop undertakes tasks like authentication of users, mapping and fetching web 

services and scheduling the jobs of Passive Commodity Hardware (that consists of 

volunteer nodes
2
). After the computation process is completed, Hadoop sends the results 

to users’ thin clients/mobiles. In addition, the proposed eGovernment system embodies 

a Knowledge Base and an Inference Engine (Figure 18) that act as an expert system 

within one particular field of knowledge.  

Kim et al. (2011) on the other hand, used Hadoop to design and implement a Mobile 

Cloud E-Gov system that aims “to provide high level of integrated e-Gov service to 

many users, by bringing Web service of each government organization distributed into 

virtualized Mobile service space”. 

                                                 
2
 The idea of volunteer computing is to allow users on internet to donate their idle computing resources to 

one or more intensive tasks. 
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Figure 18: Proposed eGovernment architecture based on Hadoop (Mukherjee and 

Sahoo, 2010) 

The architecture that Chanchary and Islam (2011) recommended for enhancing 

eGovernment (Figure 19), works in a similar way with the architecture of Mukherjee 

and Sahoo (2010), with the knowledge-based expert system reducing processing time in 

major cases and limiting manual workloads in organizations of public sector.  

 

Figure 19: eGovernment based on cloud computing with Knowledge-based expert 

system (Chanchary and Islam, 2011) 

Hung et al. (2011) presented the cloud-based eGovernment architecture that they 

designed for consolidating IT services and data centers across different agencies of 
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“Environmental Protection Administration” (EPA), the government department of 

Taiwan that handles environmental issues (Figure 20). The Private Cloud they built, 

joined the nine different data centers of the department into the two data centers shown 

in Figure 21 (the “GSN’s Wen-Sin Data Center” is in charge of backing up the data), 

resulting to the reduction of servers from 130 to 25. According to the authors, due to the 

employment of the Private Cloud, common devices, such as firewalls and intrusion 

prevention equipment, were reduced, server management was enhanced and better 

utilization of resources was achieved.  

 

Figure 20: Cloud Computing Architecture of Taiwan EPA (Hung et al., 2011) 

 

 

Figure 21: The Private Cloud of Taiwan EPA (Hung et al., 2011) 
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Breil et al. (2012) analyzed cloud architectures deployed for data integration in 

eGovernment.  The authors examined two possible solutions for data integration:  

 Materialized Data Integration, which employs an ETL (Extract, Transform and 

Load) layer that after it extracts the operational data from their different sources, 

it transforms it into the DHW- schema and finally loads the transformed data 

into the Data Warehouse (DWH), and 

 Virtual Data Integration, based on Mediator- Wrapper- Architecture that consists 

of a) wrappers (unique for each source) that transform the source data into a 

wrapper schema and overcome interface, technical, and schematic heterogeneity, 

b) the mediator responsible for integrating the different wrapper schemas to 

global schema, and c) the schema that can be queried by applications that need 

data from the integrated view. 

The cloud-based architectures that the authors presented are shown in Figure 22 and 

Figure 23. In Figure 22, a cloud- based architecture for Materialized Data Integration is  

 

Figure 22: Architecture for a DWH in the Cloud (Breil et al., 2012) 
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Figure 23: Architecture for a Mediator- Wrapper based data integration in the 

Cloud (Breil et al., 2012) 

presented. In that case, the operational systems and Business Intelligence tools remain 

on premise, while the Cloud is deployed for the execution of ETL process and storing 

the data. Figure 23 on the other hand, shows the Mediator- Wrapper architecture. 

According to this approach, data is retrieved by BI applications through the global 

schema of the Mediator hosted in the Cloud. 

Both approaches follow the Data-as-a-Service design, but in the case of Mediator- 

Wrapper data is not persisted in the Cloud. For that reason, only in the case of a cloud-

based DWH the type of cloud that the organization/agency has deployed, may raise data 

ownership issues. In case of a private cloud, data ownership is not affected, but if the 

organization uses a public cloud, data ownership will be lost for all sources. In a 

community cloud, the data owners are the participating organizations, since the cloud 

belongs to all of them. 
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You et al. (2012) introduced a cloud-based architecture for sharing information among 

agencies (Figure 24).  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 24: Sharing Cloud Architecture for eGovernment (You et al., 2012) 
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The IaaS layer provides cloud storage and cloud management services, whereas PaaS 

provides middleware for all types of eGovernment systems. The SaaS layer includes a 

variety of sharing application services such as “Common Information Sharing Service” 

and “E-Government Application Store”, where applications as services for different 

government departments can be found (related to education, transportation, health, 

social security etc). 

According to the authors, this architecture supports network, system, data and 

application platforms of information resource sharing, resulting to full integration of IT 

resources dispersed at different government agencies. 

An architecture based on cloud computing that can be used to transform Election 

Polling in India was suggested by Vidhya (2013).  

 

Figure 25: Cloud Polling System (Vidhya, 2013) 
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The proposed architecture (Figure 25) deploys a private cloud to host infrastructure 

(IaaS) and database (DaaS) services and replaces the polling application with a SaaS 

polling service. The polling service can be accessed by voters the day of the election via 

internet. For citizens that do not have internet access at home/office, there will be 

supervised limited booths where they can vote. The author believe that among other 

benefits, the proposed cloud-based polling system will offer the needed scalability for 

the expanding voting population and significant cost reduction.  

Massonet et al. (2011) dealt with the problem of data location compliance that 

governments face when governmental data are kept in the cloud. They showed that their 

logging architecture can enable data location monitoring without compromising Cloud 

isolation. According to their approach, collaboration between the cloud infrastructure 

provider and the service provider (government agency), with the infrastructure provider 

monitoring the virtual machines on the service provider’s behalf and making the 

infrastructure level monitoring information available to him, can enable the creation of 

audit logs required for compliance auditing.  

Last but not least, there are scholars that proposed systems that aim to enhance the 

security of eGovernment in cloud computing environment. Mukherjee and Sahoo 

(2011) proposed an algorithm for encryption of sensitive governmental data that are 

stored in the Cloud. Likewise, Guan (2009) introduced a framework for the construction 

of an intrusion detection system, using statistical modeling. The system is intended to 

protect privacy in cloud- based eGovernment systems. The aforementioned algorithms 

are particularly technical, thus a further examination of them is considered to be beyond 

the scope of this study.  

4.5.2. Cloud–based Platforms for Public Services 

Considering the fundamental role digital public services have for eGovernment, the 

particular interest that scholars have shown for cloud-based platforms is understandable. 

Yeh et al. (2010) have provided a detailed analysis of the values and issues, that 

accompany the use of cloud- based platform for delivering public services, and affect 

not only government and society but environment, too.  

Marasso et al. (2010) suggested a citizen-centric model based on cloud computing that 

enables citizens to self-compose their services in a simple way. The authors argued that 

by following the concept of “mashup” (allow users to deal with content retrieved from 

external data sources) and principles of Service Oriented Architecture, public 
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organizations can allow citizens to create services that are tailored on their needs, 

regardless of their level of familiarization with new technologies.  

Taher et al. (2011) designed a cloud- based platform, called “T-Shaped”, that aims to 

support public service organizations in developing and delivering services without the 

help of experts. The platform consists of two different views: 

 Horizontal view:  proposes that a reduction in the transparent cost can be 

achieved by exploiting a number of generic Reusable Services in the public 

service domain. A Reference Guideline is embedded in the platform to support 

the customization of reusable services 

 Vertical view: proposes that public administrators or service providers may use 

the Reference Guideline to customize generic public services without the need 

of being informed about the processes and its related technologies. 

Likewise, Charalabidis et al. (2011) introduced a cloud-based platform that follows the 

principles of Open Innovation. The examined platform should work as an active 

collaboration workbench for cloud and public administrators, public services and other 

stakeholders that are interested in creating and delivering public services. It consists of 

the following main components: 

 Composite Services App Store – is a repository where the designed and 

deployed services that users created, will be stored 

 Service Blueprint Registry – stores blueprints of all atomic services deployed in 

the Cloud. A fully documented catalogue of the building block services that are 

operated by public administrations can be found there. That allows third parties 

to re-use these services in order to develop new ones.  

 Cloud Registry – a searchable catalogue of all registered clouds that can 

cooperate with each other and that will contain a list of the deployed public 

administrations and composite services per cloud. That will help users to locate 

the services they are looking for.  

 Collaborative Design studio – that allows the creation of the composite services 

A more “market oriented” cloud-based platform for eGovernment services is presented 

by Hobson et al. (2011). The “Municipal Shared Services Cloud”, as it is called, is an 

IBM- operated platform that enables independent software vendors to provide services 

for local governments. The players of this ecosystem (Figure 26) are: 
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 IBM, the creator and operator of the platform 

 Independent Service Vendors (ISVs),  that create and manage the software 

applications running on the platform 

 Clients, such as towns and villages that choose to subscribe to application 

bundles 

 Client Relation Owners (CROs) that coordinate the business requirements 

between clients and the platform owner. Among others, they are responsible for 

identifying clients that want to subscribe to the platform and for enabling 

selection of ISV software by clients.  

 

Figure 26: Municipal Shared Services Cloud Ecosystem (Hobson et al., 2011) 

 

4.5.3. Open Data in the Cloud 

Apart from the other benefits cloud computing can offer to eGovernment, it seems that 

it can support the spreading of Open Data policies. Hobson et al. (2011) claimed that the 

“Municipal Shared Services Cloud”, that is mentioned above, can be leveraged as an 

architecture to collect, aggregate and manage Open Data for governments. Moreover, 

Open Data may encourage the participation of new Independent Service Vendors in the 

proposed platform, giving them the opportunity to increase the range of services and 

their quality.  Thus, the collaboration between Open Data and a cloud-based platform 

for delivering public services can be considered as mutually beneficial.  

Similarly, Jiricek and Massimo (2011) discussed the “European Open Government Data 

Initiative” (OGDI), an open source cloud-based collection of software assets that 

governments can use, and how cloud computing can generally promote Open 

Government initiatives. The data repository of European OGDI is based on Windows 

Azure Platform and aims to offer availability, transparency and added value to 
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eGovernment services. As the authors point out, the scalability and interoperability that 

cloud platforms can offer, make cloud computing an ideal solution for hosting 

government data. In addition, government Open Data is non- Personally Identifiable 

Information and hence it is not constrained by the legislation that protects sensitive data. 

Consequently, Open Data can be stored in clouds located internationally.  

In the same way, Zhang (2010) suggested that cloud computing is the best choice in 

order to achieve Open Government and presented a Cloud for Open Government 

(Figure 27).  

 

Figure 27: Open Government Data Cloud (Zhang, 2010) 

In the author’s opinion, the Open Government Data Cloud will enhance visibility, 

collaboration and participation since it will contain standards based on descriptions of 

processes, services, information, policies and related government architectures, schema 

and models. The citizens will have access to information that government and industries 

publish, along with raw and analytical data that can also be used by other government 

agencies. Additionally, through social networking technologies, the proposed cloud will 

operate as a two-way communication channel between citizens and government, 

facilitating citizens’ participation.   

4.6. Discussion 

The examination of the literature reveals the different aspects from which researchers 

view the use of cloud computing in eGovernment. Beginning with the examination of 

suitability, it is interesting to look at the studies focused on a specific case of potential 

use of cloud computing (Table 6). 
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Table 6: Summary of studies focused on specific use 

Reference Focus Method  Results  

Tahamtan et al. 

(2011) 

Austrian public 

sector 

Interviews with 

ministries and 

office of chancellor 

Identification of 

requirements and 

obstacles related 

to cloud adoption 

Khan et al. (2011) Developing 

countries 

Review 

eGovernment 

readiness of 

Pakistan 

Cloud computing 

can solve issues  

of digital divide 

and inadequate 

funding 

Stefanou and 

Skouras (2012) 

Government’s 

payroll information 

system for 

companies in 

Greece 

Questionnaire, 

focused on a 

specific area of the 

country 

Half of the 

respondents 

positive towards 

cloud solution, 

Data security and 

connection/softw

are issues the 

main challenges. 

Leikums and 

Cevere (2012) 

SaaS document 

management system 

Review advantages 

and disadvantages 

of SaaS 

Suggestion of 

advantages and 

disadvantages of 

such a solution in 

Latvian public 

sector 

Janssen and Joha 

(2011) 

SaaS Interviews with IT 

managers and 

experts from 

various public 

organizations 

Benefits and 

risks of SaaS  

 

What the studies in Table 6 have in common, although they are focused on a different 

application of cloud computing, is that their results are consistent with the advantages 

and disadvantages that have been presented generally in literature. However, they differ 

in the methodology followed, since some of them are not based on primary research but 

on related literature. This does not necessarily imply misleading results, but since the 

use of cloud computing is examined in a narrow context, primary research would be 

preferable. It is also interesting that only the study of Stefanou and Skouras (2012) 

concentrates on how the eGovernment service recipients view the cloud computing 

adoption. The rest of the surveys examine the opinions of public administrators and IT 

experts, but it would be useful to discover what the other stakeholders think, too.  

Differences can be found in the migration strategies presented in this chapter, too, 

although they share the same aim. One basic difference is that the first two strategies of 



53 

 

the Table 2 (Wyld, 2010 and Reza, 2012) consist of more generic steps, while the others 

are more detailed. In addition, the first two strategies along with the strategy of US DoD 

(2012), seem to cover the topic from a broader scope, including steps from the 

beginning of migration procedure (such as the steps of familiarizing organization with 

cloud computing and reviewing organization’s IT needs), to the end of it (such as the 

steps of evaluation and continuous improvement). On the contrary, the rest of the 

strategies either consist exclusively of actions that should be taken before the Cloud 

adoption (the strategy of Craig et al., 2009), or they give emphasis to the 

implementation stage and the steps that follow (Kundra, 2011; Frost& Sullivan, 2011).  

In an attempt to bridge these different approaches and summarize the steps that have 

been suggested, the basic steps of each strategy were gathered and grouped under four 

generic categories:  

 Preparation – steps that should be taken to “prepare the ground” and support 

adoption of cloud adoption 

 Learn about/ Familiarize government IT staff with cloud computing 

 Assess government’s IT needs – assure that these needs justify migration 

to the Cloud 

 Planning – tasks related to readiness assessment and selection of services and 

service models 

 Present strategic options for adopting cloud computing along with 

cost/benefit analysis that will help decision making 

 Determine cloud readiness and decide which data and services should be 

moved to the Cloud 

 Contract  effectively to ensure that organization’s needs are met 

 Designate a cross-functional team to monitor new services, providers and 

standards 

 Management – steps that aim to ensure that new procedures run smoothly 

 Monitor SLAs to ensure compliance and performance improvement 

 Change mind-set from assets to services 

 Ensure integration with existing infrastructure 

 Evaluation and improvement – steps dedicated to the evaluation of the 

outcome and continuous improvement 

 Continue to assess the proper use of cloud computing, moving 

accordingly, data and applications to the Cloud 
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 Re-evaluate vendor and service models regularly to maximize benefits 

and minimize risks 

The frameworks and models, on the other hand, do not share the same purpose, so an 

extensive comparison among them would probably be pointless. However, it is 

important to identify the situations in which they can be used.  Table 7 summarizes the 

frameworks and models found in literature and indicates in which steps of the migration 

strategy that discussed earlier, they can be deployed. As can be noticed, the use of some 

frameworks is not limited to one step of migration strategy, but they can be used at 

different steps in both Planning and Evaluation stages.  

 Table 7: Specialized frameworks and models 

Reference Aim 

Focus on 

specific service 

model 

Step of migration 

strategy in which can 

be used 

Deussen et al. 

(2011) 

Identify public 

sector business 

model 

- Preparation: Learn 

about cloud computing 

Kurdi et al. 

(2011) 

Assess the 

readiness of 

eGovernment 

systems 

- Planning: Determine 

cloud readiness 

Mutavdzic 

(2012) 

Choose PaaS 

implementation 

PaaS Planning: Decide which 

data and services 

should be moved to the 

Cloud 

and/or 

Evaluation and 

Improvement: Continue 

to assess the proper use 

of cloud computing 

Repschlaeger et 

al. (2012) 

Classify cloud 

providers 

IaaS Planning: Present 

options for adopting 

cloud computing 

and/or 

Evaluation and 

Improvement: Re-

evaluate vendor 
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As can be seen from the literature review, a significant number of researchers have 

worked on technical aspects of cloud computing adoption in eGovernment. The studies 

focused on cloud architectures could be divided into two main groups: a) the first one 

would include studies that present an architecture framework on how cloud computing 

can generally provide the basis for eGovernment, and b) the second one would include 

studies that examine potential cloud architectures by detail. While the majority of them 

aim to enhance the whole eGovernment system, the cloud architecture proposed by 

Vidhya (2013) is designed to support an eVoting system.   

Table 8 presents the main cloud solutions presented in this chapter. All the cloud 

architectures seem to have mainly advantages, which are in agreement with the benefits 

suggested in literature. It is quite remarkable though, that no disadvantages were noted. 

This might be related to the fact that only the architectures proposed by Sharma and 

Kanungo (2011) and Hung et al. (2011) have been tested, the first one through 

experiments on cloud simulator and the second as an actual implementation (the private 

cloud of Taiwan’s EPA).  

Table 8: Comparison of cloud architectures/frameworks suggested for 

eGovernment 

Reference Presented as  Special 

characteristics 

Potential 

advantages 

Zhang and Chen 

(2010) 

A framework based 

on cloud computing 

layers 

- Enhance 

productivity, 

efficiency, 

transparency, 

participation 

and 

collaboration of 

traditional 

eGovernment   

Sharma and 

Kanungo (2011) 

Master/slave model Distributed data 

centers 

Experiments 

showed the 

architecture is 

energy 

efficient, eco-

friendly and 

cost-effective  

Chuob et al. 

(2011) 

Deployment of 

Eucalyptus 

architecture 

Central cloud data 

center owned by the 

government 

Data privacy 

Mukherjee and 

Sahoo (2010) 

Deployment of 

Hadoop 

Volunteer nodes, 
Knowledge Base and 

Inference Engine 

Can act as an 

expert system  
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Kim et al. (2011) Deployment of 

Hadoop 

Mobile Integrated 

eGovernment 

services to 

many users 

Chanchary and 

Islam (2011) 

Knowledge-based 

expert system 

Knowledge-based 

expert system 

Reduce 

processing time 

and limit 

manual 

workloads in 

public sector 

You et al. (2012) A framework based 

on cloud computing 

layers 

- Full integration 

of IT resources 

dispersed at 

different 

government 

agencies 

Vidhya (2013) Private cloud Polling system Scalability and 

cost reduction 

Hung et al. (2011) Private cloud Distributed data 

centers 

Reduction of 

common 

devices, 

enhancement of 

service 

management 

and better 

utilization of 

resources 

 

Finally, Table 9 presents the cloud based platforms that have been proposed in 

literature. The platform that Hobson et al. (2011) examine is the only one that is based 

on a commercial solution and aims to facilitate the provision of cloud based services to 

governments. The rest of the platforms are supposed to be used for developing digital 

public services, without the need of specialized IT personnel. In case of the platform 

proposed by Marasso et al. (2010) citizens have also an active role in the creation of 

services. Advantages such as cost reduction, active engagement of citizens and 

innovation that have been suggested in theory, seem to apply in the case of cloud-based 

platforms. Of course, the number of studies is small, so further research should be 

conducted to come to firm conclusions.  
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Table 9: Comparison of cloud-based platforms 

Reference Purpose Characteristics 

Marasso et al. (2010) Enable citizens to self-

compose their services  

Citizen-centric, 

Based on the “mashup” 

concept, 

No special IT skills 

needed 

Taher et al. (2011) Enable public organizations 

to develop and deliver 

services  

No help from IT experts 

is needed, 

Reusable services 

 

Charalabidis et al. (2011) Work as an active 

collaboration workbench 

for developing public 

services 

Open Innovation 

Hobson et al. (2011) Enable independent 

software vendors to provide 

services for local 

governments 

Agency-centric, 

Based on IBM’s 

platform 

 

4.7. Conclusions 

The examination of “Cloud Computing in eGovernment” literature has shown that 

researchers have identified many benefits and challenges of cloud computing in 

eGovernment, with some benefits being also mentioned as a challenge/risk and the other 

way  around (security for example). This is mainly due to the different approaches of 

the topic since cloud computing can be applied in several ways in eGovernment 

(different deployment and service models), and each application can have different 

effects. Therefore, the general approach of the topic is more useful for intriguing further 

research on the area, rather than giving an exact answer to the question of cloud 

computing suitability in eGovernment.  

Cloud computing seems to be able to support digital public services and Open Data, but 

since published studies in this direction are limited, more research is needed. Further 

research should also be conducted to develop more frameworks and models that will 

cover the several applications of cloud computing in eGovernment.  

It can also be noticed that although “Cloud Architectures for eGovernment” is the topic 

that so far has drawn most attention among the concepts presented in Figure 2, only few 

scholars dealt with designing systems that will secure governmental clouds. Considering 

the important role that security issues play in the Cloud adoption process, more research 

in this field would be welcomed.   
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5. Case Studies 

5.1. Introduction 

As it was mentioned in the previous chapter, one of the key areas in which scholars 

have focused, is cases of governments or agencies that have already used cloud 

computing. It was decided that a separate chapter should be dedicated to these case 

studies, mainly for two reasons. Firstly, there were several case studies found in 

literature and a separate chapter would allow a more extensive examination of them. 

Secondly, examining the case studies separately from the rest concepts found in related 

literature, would permit the comparison with other cases that have not been presented in 

literature yet (such as the case of Greece) or are only briefly mentioned in the 

publications used in literature review (so further information was sought from 

organizations’  reports in the official websites).  

5.2.  Case Studies from North America 

5.2.1. US Government- USA.gov 

The challenge 

USA.gov is the official Web portal of US government, designed to facilitate the 

communication between citizens and the government. It also operates as a channel for 

online government services, such as tax forms, driver’s license renewal, voter 

registration and student financial aid (Staten et al., 2009). Due to significant variations 

in portal traffic users suffered longs delays and downtime. The Federal Government was 

unable to handle the demand using its own infrastructure, so it was decided to move the 

platform to the Cloud (Spanish National Institute of Communication, 2012; Tsaravas & 

Themistocleous, 2011b).  

The solution and the benefits 

The solution chosen was Terremark’s Enterprise Cloud Service since it was estimated 

that the move to that platform would cut costs by 90%. The other benefits that 

accompanied that decision were (Spanish National Institute of Communication, 2012; 

Staten et al., 2009): 

 Flexibility and service availability 

 Shorter migration period (ten days) 
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 At normal levels of traffic, only the contracted baseline fee was paid, and 

additional fees were only charged when there was a need to accommodate large 

traffic. 

 Enhanced security, by using additional security services for system access, 

communications and platform security monitoring. 

5.2.2. US Government- Apps.Gov 

The challenge 

In order to modernize Information Technology of US Government, President Obama 

launched in 2009 the Federal Cloud Computing Initiative. The General Services 

Administration (GSA) participated in this Initiative by implementing projects for 

planning, deploying and utilizing cloud computing solutions for the Federal 

Government. One of the aims of GSA was to create a cloud computing “storefront” that 

will allow agencies to find cloud computing solutions provided by prequalified vendors 

that had been certified in terms of quality, security and privacy (Wyld, 2010a).  

The solution and the benefits 

In September 2009, the portal “Apps.Gov” was launched (Figure 28). The portal 

enabled public sector agencies to acquire cloud services and applications (Frost & 

Sullivan, 2010; Spanish National Institute of Communication, 2012; Wyld, 2010a):  

Figure 28: Apps.Gov Portal (https://www.apps.gov/cloud/main/start_page.do)  

https://www.apps.gov/cloud/main/start_page.do
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 From a wide variety of services that fall into four basic categories (Business 

Apps, Cloud IT Services- IaaS solutions, Productivity Apps and Free Social 

Media Apps) 

 Without the need of any infrastructure implementation or maintenance costs 

 With charge based on pay-per-use model 

 From verified vendors 

The Apps.Gov Portal closed in December 2012 and all of its services are now available 

from GSA Advantage
3
, the official marketplace of GSA for applications and services. 

Earlier, in February 2012 GSA had announced the establishment of a new cloud 

marketplace (Miller, 2012).  What will happen and how this new marketplace will 

operate, it remains to be seen in the future.  

5.2.3. Department of Defense (DoD), Defense Information Systems Agency 

(DISA) – USA 

The challenge 

The aim of Defense Information Systems Agency (DISA) is to support US and allied 

fighting forces by providing them with global infrastructure services. Since the 

computing workload of the agency is variable and occasionally unpredictable events 

emerge, that need to be handled at once by deploying large scale infrastructure, DISA 

decided to build its own private cloud infrastructure (Kim et al., 2012; Kundra, 2011).  

The solution and the benefits 

The private cloud (named Rapid Access Computing Environment -RACE), changed the 

focus of DISA from asset management to service provisioning. It offers the following 

benefits (Kim et al., 2012; Kundra, 2011; Paquette et al., 2010; Wyld, 2009):  

 Serves more than 3 million DoD users with 18 processing centers, 1400 

applications and 4500 servers 

 Access to various IT resources within 24 hours of funding approval 

 Provides a fast, secure, and automated self-service computing infrastructure 

5.2.4. National Aeronautics and Space Administration (NASA) - USA 

The challenge 

                                                 
3
 https://www.gsaadvantage.gov/advantage/main/start_page.do 
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NASA needed a flexible computing solution that would improve performance, security 

and availability of the agency’s web platforms and at the same time would promote 

transparency and public involvement with space projects (Wyld, 2010a). 

The solution and the benefits 

Nebula is an open source, cloud computing platform that was developed by NASA 

Ames Research Center based on Eucalyptus cloud platform. Apart from offering SaaS 

applications, Nebula can also provide PaaS and IaaS solutions (Wyld, 2010a). The 

benefits gained are (Spanish National Institute of Communication, 2012; Wyld, 2010a): 

 Greater flexibility, use and cost savings 

 Reductions in infrastructure operating and maintenance costs 

 Significant power savings, environmental sustainability 

 Allowing NASA to provide cloud computing services to other federal agencies 

 Promoting collaboration and research 

5.2.5. City of Edmonton- Canada 

The challenge 

Following the principles of Open Government, the city of Edmonton in Canada decided 

to offer census data and other public information online. The need for storing large 

volumes of data led the municipal government to deploy a cloud computing solution 

(Tsaravas & Themistocleous, 2011b).  

The solution and the benefits 

The City’s council decided to join the Open Government Data Initiative (discussed 

earlier, in chapter four) that uses Windows Azure Platform (Jiricek and Massimo, 2011) 

not only for storing open data, but also for the creation of “mash-ups” and web-based 

analytics tools (IBM, 2011). An example of a “mash-up” map that depicts Edmonton’s 

Public Schools is presented in Figure 29.  By deploying cloud computing, the municipal 

government (IBM, 2011; Tsaravas & Themistocleous, 2011b): 

 Had a fast and a low cost solution 

 Enhanced transparency, flexibility and services provided to citizens 

 Increased the speed and effectiveness in which the City disseminate information 
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 Decreased IT procurement cycles, enhanced analytics application lifecycle 

management (build/test/deploy) and automated the scaling efforts of analytics 

applications 

 

 

Figure 29: A "mash-up" map in Edmonton's Open Data Catalogue 

(http://data.edmonton.ca) 

 

5.3. Cases Studies from Asia  

5.3.1. Japan 

The challenge 

In 2009 Japan’s Ministry of Internal Affairs and Communications launched the 

Hatoyama Plan that aims to create new Information and Communications Technology 

(ICT) markets and support technological management in public sector. This plan 

includes the creation of a nation- wide Cloud Computing Infrastructure, temporarily 

called the Kasumigaseki Cloud (Chandra& Malaya, 2011; Frost&Sullivan, 2010; 

Spanish National Institute of Communication, 2012). 

The solution and expected benefits 

http://data.edmonton.ca/
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The Kasumigaseki private cloud (Figure 30) will incorporate services, platforms and 

infrastructures of Japanese Ministries, promoting information sharing, and supporting 

standardization and consolidation in Government’s IT resources (AlAjmi, 2011; Wyld, 

2010a). The benefits that Japanese government expects to gain by 2015, when the 

project is completed are (Frost&Sullivan, 2010; Spanish National Institute of 

Communication, 2012; Wyld, 2010a): 

 Reduced eGovernment- related development and operating costs 

 More environmental friendly IT operations 

 Better collaboration  

 No need to maintain individual systems for different ministries 

 

Figure 30: The Kasumigaseki Cloud (Wyld, 2010a) 

 

5.4.  Case studies from Europe 

5.4.1. United Kingdom 

The challenge 

The adoption of cloud computing by public sector has been one of the objectives of UK 

Government since 2009. For that purpose, the Government launched G-Cloud program 
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that has as an ultimate objective the development of a government cloud computing 

infrastructure (Kim et al., 2012). 

The solution and expected benefits 

One of the first steps of G-Cloud program was the establishment of a Government 

Application Store. The CloudStore, as it is called, operates as a marketplace for British 

public organizations where they can procure, use and review ICT services offered by 

certified suppliers. The concept of this digital marketplace is quite similar to 

“Apps.Gov” US portal, yet in UK’s case is still in beta phase (Figure 31). 

 

Figure 31: CloudStore of G-Cloud (http://gcloud.civilservice.gov.uk/cloudstore/) 

 

 

Figure 32: Components of G-Cloud (Cabinet Office, 2011) 

http://gcloud.civilservice.gov.uk/cloudstore/
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As it can be seen in Figure 32, the G-Cloud program will include all kind of services 

(IaaS, PaaS, SaaS) that will be developed and managed from different public 

organizations (Foundation Delivery Partners) along with the G-Cloud Authority. 

According to the UK Government, the G-Cloud program will result in savings of £200 

million by 2015. Other significant benefits of the program are (Cabinet Office, 2011): 

 Rationalization of existing provision 

 Reduced bureaucracy, cost and management overheads 

 Greater level of understanding and awareness of the services and how to exploit 

them 

 Transparency and comparison of suppliers 

5.4.2. Germany 

The challenge 

In order to provide a business incubator for small and medium enterprises (SMEs), 

German Government decided to facilitate the creation of a cloud based business/public 

sector process integration platform (Deussen et al., 2011). 

The solution and expected benefits 

The “goBerlin” project, which is being funded by German Government as a part of 

“Trusted Cloud” initiative, aims to develop a secure and trusted, cloud-based services 

marketplace for citizens, by enabling the cooperative provision of public and related 

commercial services. By joining the platform either as a user or as a provider, and 

extending existing or implementing new processes, a SME can be integrated into 

eGovernment value chain (Germany Trade& Invest, 2012). The benefits that can be 

gained from this project are (Fraunhofer-FOKUS, 2012; Germany Trade& Invest, 

2012): 

 Development of various innovative apps and new online services for citizens 

 New forms of collaboration between public sector and companies 

 Guaranteed interoperability between different services 

 Trustworthy and safe IT services 

 Promoting open government idea 

5.4.3. Greece 

The challenge 
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Low utilization of IT resources, the need for specialized personnel and high energy 

consumption were the basic reasons that the eGov ICT Group guided by Cabinet Office 

of Greece decided to virtualize the old physical systems that were used up until then 

(Karounos et al., 2012; Prnjat, 2011). 

The solution and benefits 

The virtualization, for which servers of Greek Research and Technology Network 

(GRNET) were deployed, resulted to increase of server utilization from 5% to 90%. The 

next step was the adoption of cloud computing, and more precisely the creation of 

OpenGov Private Cloud in 2010. So far the Cloud has accommodated 164 “physical” 

and “virtual” machines and various applications and sites, such as the site of Greek 

Presidency Office, the site of Cabinet Office and the information system of “Diavgeia” 

program (Karounos et al., 2012). The full list of the Ministries and agencies supported 

by OpenGov Private Cloud can be found at List of supported services.
4
  

The benefits of cloud computing adoption by Greek Government are (Karounos et al., 

2012; Prnjat, 2011): 

 Savings of more than € 1,5 million 

 Easier migration and disaster recovery procedures 

 Improved energy efficiency 

 Rapid development of new services 

5.5. Findings of the Case Studies 

Table 10 summarizes the findings of the Case Studies presented above, indicating the 

service models that are deployed in each case, along with the chosen solution and the 

benefits. 

 

 

 

 

 

 

 

                                                 
4
 https://docs.google.com/document/d/1ZV7LSE1YCRZ3yFivvR_8ySXuYXk3GwGM_PklTUbawfs/edit 

https://docs.google.com/document/d/1ZV7LSE1YCRZ3yFivvR_8ySXuYXk3GwGM_PklTUbawfs/edit
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Table 10: Case Studies - Findings 

Case study Service Model Solution Benefits 

US Government- 

USA.gov 

IaaS Terramark 

Enterprise 

Cloud 

 90% saving in 

operating costs and 

infrastructure 

 Shorter migration 

period 

 Charges based on the 

use 

 Enhanced security 

US Government-

Apps.Gov 

SaaS, IaaS Various  Wide variety of cloud 

services 

 No infrastructure 

needed 

 Pay-per-use model 

 Verified vendors 

DoD- DISA IaaS RACE  Serves a large number 

of users 

 Fast access to resources 

 Secure and automated 

self service 

infrastructure 

NASA SaaS, PaaS, 

IaaS 

Nebula  Flexibility 

 Cost savings 

 Power savings, 

environmental friendly 

 Promote collaboration 

and research 

City  of Edmonton – 

Canada 

PaaS OGDI, 

Windows Azure 

 Fast and low cost 

solution 

 Enhancement of 

transparency, 

flexibility, and digital  

public services 

 Fast and effective 

information 

dissemination 

 Decreased IT 

procurement cycles, 

automated scaling 

efforts of analytics 

applications 
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Japan IaaS, PaaS, 

SaaS 

The 

Kasumigaseki 

Cloud (In 

progress) 

 Reduced costs 

 Environmental friendly 

IT operations 

 Better collaboration 

 No need for individual 

systems 

UK IaaS, PaaS, 

SaaS 

G-Cloud (In 

progress) 

 Savings of £200million 

 Rationalization of 

existing provision 

 Reduced bureaucracy 

and management costs 

 Greater level of 

awareness of services 

 Transparency and 

comparison of supplies 

Germany PaaS, SaaS goBerlin (In 

progress) 

 Development of 

innovative apps and 

new digital public 

services 

 New forms of 

collaboration between 

public sector and 

companies 

 Guaranteed 

interoperability 

between different 

services 

 Trustworthy and safe IT 

services 

 Promoting open 

government data 

Greece IaaS OpenGov 

Private Cloud- 

GRNET 

 Savings of more than € 

1,5 million 

 Easier migration and 

disaster recovery 

procedures 

 Improved energy 

efficiency 

 Rapid development of 

new services 
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5.6. Conclusions 

The examination of the case studies in this chapter showed that cloud computing has 

already been adopted by some governments and agencies around the world. Despite the 

risks that accompany its adoption, most governments do not seem to hesitate to fully 

incorporate it and they do not limit their use to only one service model or application. 

On the contrary, some of them promote the overall application of cloud computing in 

public sector by establishing specialized market places for their agencies (cases of USA 

and UK).  

What can also be noted, is that cloud computing has been employed as a solution for 

different eGovernment delivery models. For example, in case studies of “Apps.Gov” 

and “G-Cloud”, cloud computing is used for delivering services to government’s 

agencies (G2G), while in cases of Edmonton and “USA.gov” for delivering services to 

citizens (G2C). There is also the case of “goBerlin”, where cloud computing is used for 

facilitating collaboration between government and companies (G2B). 

The benefits that governments and agencies have gained or expect to gain from cloud 

computing are in agreement with the benefits mentioned in literature, with “costs 

reduction” being the most common. As far as deployment models are concerned, there 

is a tendency for public sector to prefer private clouds over public (only city of 

Edmonton is the exception), mainly for the security and control they offer.  

Last but not least, the fact that many projects are still in progress (case of Japan and 

UK) or have just begun (case of goBerlin) shows that cloud computing adoption by 

public sector is still in early stages and the full results would be known over time.   
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6. A Stage Model for Cloud Computing Adoption in 

eGovernment 

6.1. Introduction 

From the examination of literature and case studies presented in the previous chapters, it 

is eminent that there are various ways to apply cloud computing in eGovernment and 

each country is more or less advanced in that field. The purpose of this chapter is to 

develop a theoretical stage model for cloud computing adoption in eGovernment that 

could help governments to figure their progress in the field and decide their next steps. 

The proposed model is based on the identification of qualitative variables, which delimit 

the stages by indicating the most likely characteristics of each of them.   

In the next sections, a brief review of stage models in IT and eGovernment research is 

presented, followed by the proposed stage model, the description of its stages and the 

conclusions.  

6.2. Stage models in IT and eGovernment research 

Many stage models have been proposed over the years in order to describe various 

phenomena such as organizational life cycle, product life cycle, change management 

etc. They are based on the assumption that there are predictable patterns in the growth 

of organizations, IT maturity, and the growth of living organisms that can be presented 

as stages or phases (Gottschalk & Solli-Sæther, 2009, p.109). According to King and 

Teo (1997) these stages are sequential in nature, describe a hierarchical progression that 

is not easily reversed and include a wide variety of organizational activities and 

structures. 

One of the first stage models presented in IT research is the stage hypothesis of Nolan 

(1973) which suggested that the activities related to managing the computer resource 

follow a pattern of growth correlated to four stages of the computer budget: Stage I- 

computer acquisition, Stage II – intense system development, Stage III- proliferation of 

controls, and Stage IV- user/service orientation. Individual tasks for managing computer 

resources were related to each stage in order to describe them. 

A model for the stages of growth of end user computing was presented by Huff, Munro 

and Martin (1988), where the extent of interconnectedness among applications was 
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considered as an index of growth, defining five different stages: “Isolation”, “Stand-

alone”, “Manual integration”, “Automated Integration”, and “Distributed Integration”.  

Earl (2000) suggested a six-stage process that corporations are likely to experience 

during the transition period of becoming e-businesses. The model, which is based on 

observations and studies on start-ups and companies that wanted to transform into e-

businesses, consists of the following stages: “External Communications”, “Internal 

Communications”, “E-commerce”, “E-business”, “E-enterprise”, and “Transformation”.  

Teo and Pian (2004) introduced a model for Web adoption that consists of five levels, 

by examining organizations’ Internet strategies and the functional characteristics of their 

Web sites. On the other hand, there are stage models in IT research that were developed 

by using benchmark variables in order to define each stage of the model. Such examples 

are the stage models of data warehousing growth (Watson, Ariyachandra and Matyska, 

2001), intranet implementation (Damsgaard & Scheepers, 2000) and IT outsourcing 

relationships (Gottschalk and Solli-Sæther, 2006). 

Stage models are quite common in eGovernment research too. Layne and Lee (2001) 

presented a four-stage model of eGovernment development based on observations of 

eGovernment initiatives at United States. The model uses the key dimensions 

“Technological and Organizational Complexity” and “Integration” to explain the four 

stages of eGovernment growth: “Catalogue”, “Transaction”, “Vertical Integration”, and 

“Horizontal Integration”. Andersen and Henriksen (2006) proposed an extension of the 

stage model of Layne and Lee, named Public Sector Process Rebuilding (PPR) model. 

In contrast to Layne and Lee’s model, the PPR model uses “Activity centric 

applications” and “Customer centric” as dimensions for explaining the four stages of the 

model, which are: “Cultivation”, “Extension”, “Maturity”, and “Revolution”.   

The European Commission (2009) presented a five-stage maturity model that indicates 

how public organizations interact with citizens and businesses. The stages that are used 

to describe governments’ service delivery processes are: “information”, “one-way 

interaction”, “two-way interaction”, “transaction” and “targetisation”.  

West (2004) identified the following stages of eGovernment transformation: “the 

billboard stage”, “the partial-service-delivery stage”, “the portal stage” and “interactive 

democracy”. Deloitte Research (2000) on the other hand, suggested that eGovernment 

transformation goes through the stages of “Information Publishing”, “Official Two-Way 
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Transactions”, “Multi-Purpose Portals”, “Portal Personalization”, “Clustering of 

Common Services”, and “Full Enterprise Transformation”. Another stage model for 

eGovernment is the one proposed by Hiller and Bélanger (2001), consisting of five 

stages: “Information”, “Two-way communication”, “Transaction”, “Integration” and 

“Political participation”. Lee (2010) followed a “qualitative meta-synthesis” approach 

by reviewing and translating the stages of twelve eGovernment stage models. The 

framework that was synthesized by this procedure has as dimensions the 

“Citizen/Service Perspective” and the “Operation/Technology Perspective” and as 

stages the “Presenting” stage, the “Assimilating” stage, the “Reforming” stage, the 

“Morphing” stage and the “e-Governance” stage. 

Stage models are less frequently found in cloud computing research, since the topic is 

relatively new. Dowell et al. (2011) suggested a maturity model for cloud computing 

interoperability based on US Department of Defense’s LISI Maturity Model. The model 

focuses on the characteristics of interoperability in cloud computing and aims to assess 

its maturity. It consists of five levels: “Level 0 – Domain-based interoperability”, 

“Level 1- Enterprise interoperability”, “Level 2 – Portability interoperability”, “Level 3 

–Security interoperability” and “Level 4 – Mobile interoperability”. A “Cloud Maturity 

Model” was presented in a white paper by Oracle (2011) that aims to help companies 

measure the progress of a Cloud initiative and identify specific capabilities that are 

needed in order to adopt cloud computing successfully. The model, which measures 

both maturity and adoption levels of cloud capabilities (Figure 33), defines different 

levels of adoption (“No implementation”, “Discrete Resources”, “Across Collections”, 

“Across Pools”, “Across Units”, “Across Clouds”) and maturity (“None”, “Ad Hoc”, 

“Opportunistic”, “Systematic”, ”Managed”, “Optimized”).  

 

Figure 33: Plotting the Cloud Maturity Model (Oracle, 2011) 
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6.3. The Proposed Stage Model 

The stage model presented in this section, has been developed by following the general 

principles of stage modeling procedure suggested by Solli-Sæther and Gottschalk 

(2010). According to them, a suggested stage model evolves to its final state (Revised 

Stage Model), through a process that has the following intermediate states: “Conceptual 

Stage Model”, “Theoretical Stage Model” and “Empirical Stage Model”. While 

“Conceptual Stage Model” and “Theoretical Stage Model” are based on analyzing case 

studies and defining benchmark variable respectively, “Empirical Stage Model” is based 

on survey results. It should be noted that the proposed stage model has not been 

empirically tested, thus it should be considered as a theoretical model. Its aims are to 

help governments define their progress in adopting cloud computing and to promote 

further research in this field. 

As can be seen in Figure 34, the proposed model consists of four stages. The horizontal 

axis represents the degree of cloud computing adoption in eGovernment (in how many 

agencies/public organizations cloud computing is used and to what extent), and the 

vertical the organizational and technological complexity of the solutions included in 

each stage.  

 

Figure 34: A Stage Model for Cloud Computing Adoption in eGovernment 

It should be noted that the model neither depends on time nor presents a “must-go” 

path. Different agencies or public organizations in a country may use cloud computing 
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in various ways that fall into different stages of the model, but what this stage model 

examines is the further a government has gone in adopting cloud computing.  

A number of variables have also been defined based on the literature review and the 

comparison and analysis of case studies. The variables, which are used in order to 

describe the basic characteristics of each stage, are: 

 Type of services – examines whether the services provided with the use of cloud 

computing are internal (the recipients are government agencies) or public (the 

recipients are citizens or businesses).  

 Provider – examines whether the provider of cloud services is an individual 

vendor or  government department 

 Decision level – examines whether the decisions related to cloud computing use 

are made at municipal/agency or government level  

 Degree of engagement – indicates how difficult it is for the agency/government  

to reverse the decision to adopt cloud computing 

 Main change in – indicates the main change that occurs in a stage and 

differentiates it from the others. 

Table 11 shows the main differences among the stages of the proposed model. The 

detailed description of each stage can be found in the subsections that follow.  

Table 11: Main differences among stages 

         Stages 

 

 

 

Variables 

Stage 1: 

Ad-hoc eGov 

Cloud 

Solutions 

Stage 2: 

Cloud-based 

Public Services 

Stage 3: 

eGov Cloud(s) 

Stage 4: eGov 

Cloud Policy 

 

Type of 

services 

Internal 

(agencies) 

External 

(citizens and 

businesses) 

Internal and 

External 

Internal and 

External 

Provider Individual 

vendors 

Individual 

vendors 

Government Government and 

Individual 

vendors 
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Decision 

Level 

Agency/ 

Municipal 

Agency/ 

Municipal 

Agency/ 

Government 

Government/ 

Federal 

Degree of 

engagement 

Very low Low High Very High 

Main change 

in 

Procurement 

of IT services 

for 

government 

Provision of  

public services 

Architecture of 

eGovernment 

systems 

Government IT 

strategy 

 

6.3.1. Stage 1: Ad-hoc eGov Cloud Solutions 

At this stage agencies or public organizations use cloud computing only for covering 

their needs in IT resources and enhancing collaboration with other agencies, and not for 

providing digital services to citizens or businesses. Since there is no Government Cloud, 

the cloud services (basically SaaS and IaaS) are entirely provided by individual vendors. 

In an absence of an official government policy, each agency or municipality decide how 

and to what extent it will use cloud services on its own. This is the reason why the 

adoption of cloud computing in this stage is assumed to be sporadic. With no central 

guidance or familiarity with cloud computing concept, there will be few agencies/public 

organizations that will attempt to use cloud computing, and probably this use will be 

limited to a number of pilot services. Thus, the degree of adoption in this stage should 

be low.  

The organizational complexity of this stage is expected to be low too, considering that 

the change that happens is internal and limited. As for the technological complexity, the 

organization continues to operate in the way it used to, without any technological 

change. The provision of cloud services in this stage can be considered as a form of 

outsourcing. For this reason, the degree of engagement is also assumed to be very low 

and the agencies can return to the previous situation quite easily. The low degree of 

adoption combined with the low technological/organizational complexity places this 

stage of the model near the origin of the axes.  

An example of this stage would be the implementation of the “Government to Cloud” or 

“Government to Cloud to Government” business model (described at §4.3.1.), proposed 

by Deussen et al. (2011). A more tangible example that belongs in that stage is the case 
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of “Apps.Gov” portal of US Government. Although in that case there was an 

involvement of the central government, the agencies were the ones that decided whether 

they would use cloud services for their internal operations and which services they 

would procure. The fact that the portal was closed in December 2012 is consistent with 

the low engagement which characterizes this stage, and shows that that kind of 

initiatives alone are not enough for the consolidation of cloud computing in 

eGovernment.  

6.3.2. Stage 2: Cloud- based Public Services 

At this stage, cloud computing is used by agencies and municipalities in order to 

provide digital public services to citizens and businesses. The public services are based 

on PaaS provided by individual vendors and the decisions related to cloud computing 

are still made at agency or municipal level. The degree of engagement is still low since 

the government holds also in this stage only the role of the customer of cloud services, 

but the fact that there are more stakeholders (citizens and businesses) in this case makes 

the return to the previous state more difficult.  

This is the stage where cloud computing can promote Open Innovation and Open Data 

Initiatives (Charalabidis et al., 2011; Jiricek and Massimo, 2011; Zhang, 2010). Since 

cloud solutions that appear at this stage are more sophisticated and are not limited to use 

of SaaS or storage services, there is an increase in technological complexity. 

Organizational complexity is also increased due to the use of cloud computing for 

interaction with citizens.  

Furthermore, the decision to deploy PaaS solutions for providing eGovernment services 

implies a higher degree of awareness of cloud computing on the part of government 

officials. The cloud based platforms for eGovernment services that have been proposed 

in literature (Charalabidis et al., 2011; Taher et al., 2011) require the active participation 

of organizations’ administrators in the designing process of the services. This 

involvement of agencies’ personnel should result in further familiarization with cloud 

computing and make agencies less reluctant to use it to a greater extent. It should also 

not be forgotten that the presence of agencies in a government that deliver public 

services through PaaS, does not prevent the existence of agencies whose cloud use falls 

into the first stage. It is therefore proposed that the degree of adoption for governments 

that have reached the second stage is higher than the degree that corresponds to the first 
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stage. The increase in both organizational/technological complexity and degree of 

adoption that occurs in this stage places it above and to the right of the first stage.  

The business models “Government to Cloud to Enterprise” and “Government to Cloud 

to Citizen” suggested by Deussen et al. (2011) describe possible examples that fall into 

this stage. Moreover, as was discussed in the Case Studies section, the City of 

Edmonton in Canada has already used cloud computing platform in order to offer 

census data and other public information online.  

6.3.3. Stage 3: eGov Cloud(s) 

The main change in this stage is the development of one or more government clouds. 

These private clouds can belong either to the central government or more often, to 

agencies or government organizations. They are used in order to replace the former 

eGovernment information systems that the organization had and can support the 

provision of both internal and public services. The fact that a private cloud offers more 

security and control than the other deployment models may encourage the organization 

to use cloud computing more broadly. There are also some cases where the agency 

handles sensitive government data and the development of its own private cloud is the 

only way to adopt cloud computing.  

The turn of the government from customer of cloud services to owner of a Cloud, 

increases the organizational complexity along with the degree of engagement. Although 

it is not impossible in theory to quit the use of cloud computing in the future, it is highly 

unlikely that the organization will leave its own cloud to turn again to traditional 

computing. While in theory a private cloud can be operated by a third party, in practice 

the public organizations choose to build an on-premises cloud. This can be attributed 

either to their distinctive security requirements, or to the fact that government 

organizations usually have their own data center and want to utilize its resources.  

A lot of technological changes take place in this stage, with the virtualization of the data 

center being the most significant. The organization is also responsible for the security of 

the virtualized data center, so technological changes will probably occur in this field 

too. These changes, which are not found in the previous stages, increase the 

technological complexity of this stage.  

A typical example of a government cloud is the OpenGov Private Cloud of Greek 

Government that accommodates various applications of eGovernment. At the agency 
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level, the cases of US DoD and NASA illustrate how cloud computing can be 

incorporated in public organizations with special needs in terms of security and control.  

As the above examples indicate, private clouds are usually developed either by large 

public organizations that their considerable needs in IT resources justify such a decision 

or by governments that intend to use cloud computing for hosting their central 

information systems but they want to have the control of the IT resources they use. In 

either case, the government or organization will have to follow an organized approach 

or strategy in order to move its information systems to a cloud environment (the US 

DoD’s Cloud Computing Strategy presented in literature review is such an example). 

The degree of adoption in this stage is expected to be higher than the previous due to the 

organized effort and the number of units/agencies that large organizations/governments 

include. 

6.3.4. Stage 4: eGov Cloud Policy 

At this final stage cloud computing adoption is fully supported by the central 

government of a country. While in the other stages the use of cloud computing is 

usually a result of individual initiatives of agencies and municipalities, here the central 

government promotes cloud adoption in eGovernment through policies and roadmaps. 

The coordinated effort for integrating cloud computing in eGovernment that takes place 

at this stage has as a result a very high degree of engagement.  

 A special IT strategy is developed to facilitate cloud deployment by all departments of 

the government, and the government clouds that in Stage 3 were sporadic at this stage 

are becoming common. In addition, the government encourages smaller agencies and 

public organizations that have not developed private clouds to procure cloud services 

from individual vendors, by establishing a cloud marketplace for public sector. In that 

way, the quality of cloud services can be ensured and the procedure of IT procurement 

can be easier for agencies. Successful initiatives in this stage should lead to the highest 

degree of adoption for a government. Even small agencies will be motivated to try cloud 

computing through the information and guidelines that central government provide. 

 The diffusion of cloud computing in the whole eGovernment system of a country raises 

also complexity since the organizational changes that happen in this stage are 

significant. At this point, the change of mindset from assets to services, which is a step 

of many cloud adoption strategies (Frost & Sullivan, 2011; Kundra, 2011; US DoD, 

2012), occurs. In contrast to the previous stages, the change here refers to the IT culture 
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of the government. The government should also take steps in order to resolve the legal 

issues that according to many scholars (Clemons & Chen, 2011; Hada et al., 2012; 

Macias &Thomas, 2011b; Zissis & Lekkas, 2011) hinder the adoption of cloud 

computing in eGovernment. 

Another important issue that should be resolved in this stage is the absence of standards. 

As NIST (2011b) recommended, cloud computing standards should be developed and 

used widely from government agencies to support government’s requirements for 

interoperability, portability and security. In the previous stages, cloud computing is 

adopted for covering the needs of individual public organizations or central 

governments and the related decisions do not affect other organizations or agencies 

outside of organization’s/government’s direct authority. In this stage, for the diffusion 

of cloud computing in the whole government, standards are necessary to insure the 

interoperability of the different information systems.  The development of technological 

standards characterizes the technological complexity of this stage, which is considered 

to be very high.   

Although there are no countries that have reached this stage yet, it seems that United 

States and United Kingdom, which both have launched cloud initiatives, aim at this 

direction. EU has also made steps towards establishing a cloud strategy by publishing 

cloud related roadmaps (European Commission, 2012a). 

6.4. Conclusions 

In this chapter a stage model for cloud computing adoption in eGovernment is 

presented. The model measures the degree of cloud computing adoption and the 

organizational and technological complexity this entails, and defines the following four 

stages: “Ad-hoc eGov Cloud Solutions”, “Cloud-based Public Services”, “eGov 

Cloud(s)” and “eGov Cloud Policy”. Unlike other stage models, this one does not 

suggest that its stages are necessarily sequential in nature. It presents a hierarchical 

progression in cloud adoption by public sector, as the sophistication and extent of cloud 

computing use raise. The model can be used by governments to define their progress in 

cloud computing adoption and decide their next steps. Also it aims to trigger further 

research at the topic, since it is a relatively new field.  

A limitation of the model, which at the same time can be considered as a suggestion for 

future work, is that it is not validated through empirical work. Further research might 



80 

 

also investigate how the general benefits and challenges of cloud adoption in 

eGovernment differ from stage to stage.  
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7.  Conclusions and future work 

As the research related to the use of cloud computing in eGovernment started quite 

recently, the number of studies published in this topic is relatively limited. This 

dissertation presented an extended literature review in order to promote further research 

in the topic, by mapping the areas in which scholars have already published studies and 

identifying the areas that are still unexplored. The conceptual map that is presented in 

Chapter 4 and was the first goal of this dissertation indicates the main areas of current 

research, which are: the examination of suitability of cloud computing for supporting 

eGovernment, strategies for adopting cloud computing successfully and implementation 

of cloud solutions in eGovernment. While some sub-areas have drawn the attention of 

many researchers, such as the identification of benefits and risks of cloud adoption in 

eGovernment and the development of cloud architectures for eGovernment, there are 

other sub-areas that clearly need further research. The frameworks and models that have 

been proposed so far obviously do not cover all needs of governments. The discussion 

about open data has been intensified lately, so further examination of how cloud 

computing can promote open data initiatives would be welcomed. The development of 

secured cloud architectures for eGovernment is also important, since security is one of 

the main challenges in cloud adoption by governments. 

In regard to the question of whether cloud computing should be used in eGovernment, 

the unique characteristics of each case should be taken into consideration. The 

researchers draw attention to the following issues: 

 Governments should take steps towards standardizing and ensuring quality of 

services.  

 Although the general migration strategies that have been presented can be 

applied almost in any situation, it is advisable that each organization develops a 

strategy that covers its own requirements.  

 Cloud computing is not “all or nothing”. Organizations can choose from the four 

deployment models the one that best suits their requirements. A SWOT analysis 

can help in that direction.  

 Cloud computing will probably bring about more or less changes in the way 

some services are delivered. The stakeholders should be properly informed in 

order to accept these changes.  
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The case studies examined in Chapter 5, answered the other question of the introduction 

about the ways that governments around the world deploy cloud computing for 

supporting eGovernment. The analysis of the cases showed that the complexity of the 

cloud solutions and the extent to which these are applied in eGovernment system, differ 

from country to country. This finding, in conjunction with the different aspects from 

which the topic has been viewed in literature, led to the proposal of a stage model that 

classifies the different ways of adoption. The proposed stage model, which was the 

second goal of this study, can be used to determine the progress of a government in 

cloud computing adoption, but is also intended to start a discussion in the topic, since it 

is the first stage model of this kind. 

Limitations 

This study is limited in the following aspects:  

1. Although there was an attempt to keep pace with new studies that were 

published after the process of literature research was over, it is possible there are 

new published papers that have been missed.  

2. As it was mentioned in the relative chapter, for the time being the proposed 

stage model is theoretical and has not been validated by any primary research. 

3. The proposed stage model takes into account the government as a whole and 

realizes the agencies and other government organizations as parts of it. 

Obviously, an agency could never reach the fourth stage of the model since it 

does not make centralized decisions and does not publish policies that affect 

other agencies. Thus, the proposed stage model cannot be used to evaluate cloud 

adoption at agency level.  

Suggestions for further research 

Apart from the research gaps that were identified by the literature review and were 

mentioned at the beginning of this chapter, there are also other topics that can be 

subjects of further research. The validation of the proposed stage model is one of them. 

Also, the case studies that can be found in literature come from secondary sources. A 

primary research, which would include questionnaires or interviews with public 

administrators, would probably provide more information about the use of cloud 

computing in the government that would be studied. In that way, the benefits and risks 
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of cloud computing in eGovernment that have been suggested in literature could be 

validated too.  
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Appendix Β: Cloud Computing Use Cases  

B.1 Business use case templates (Deussen et al., 2011) 

 

Legal Use Case Template (Deussen et al., 2011) 

Organizations Use Case Template (Deussen et al., 2011) 
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Technical Use Case Template (Deussen et al., 2011) 

B.2 Business use cases defined by NIST (2011b) 

 USAID Office Productivity: 

Delivery Model: Community Cloud  

Service Model: SaaS  

Agency: US Agency for International Development  

FISMA Impact Level: Moderate Internal, Low External 

USAID OCIO plans to use Google Apps service for government to provide 

cloud-based email and document management service for USAID users. This 

service is expected to be deployed in an outsourced community cloud and 

accessed through the VDI or directly through the Internet. The other business 

applications are expected to be deployed in an on-site private cloud at the 

beginning and will later be migrated into an outsourced private cloud. These 

cloud-based applications will be accessed through the cloud-based VDI. The 
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security infrastructure that enables single-sign-on, two-factor authentication, and 

identity management is an essential part of the solution and will be deployed in 

the same on-site private cloud. 

 FGDC Geospatial Cloud 

 Delivery Model: Community Cloud, Public Cloud  

Service Model: PaaS  

Agency: Federal Geospatial Data Committee  

FISMA Impact Level: Moderate and Low, depending on need. 

The Federal Geographic Data Committee and the General Services 

Administration (GSA) Cloud Computing Program Management Office operate 

the GeoCloud project on behalf of a wide range of federal agencies to explore 

the impact and possibilities of a geospatial computing-oriented cloud. The 

initiative seeks to define and investigate cloud savings, best practices, and 

lessons learned by migrating, benchmarking, and operating a set of ten existing 

public-access geospatial projects from six currently participating agencies –US 

Geologic Survey (USGS), National Oceanic and Atmospheric Administration 

(NOAA), Bureau of the Census, Environmental Protection Agency (EPA), 

Department of Agriculture (USDA), and Department of the Interior (DOI) with 

interest from the Department of Homeland Security (DHS).  

 

The overall plan is to define, construct, and maintain a set of common geospatial 

platforms to support the project, using a joint agency platform model. Once 

platforms are in place and under maintenance, each project team will evaluate 

their application on its matching platform, document the steps needed to ensure 

security and performance, and track lessons learned along the way. To date, two 

platforms have been defined; one has been hardened and constructed and 

operates on Amazon’s AWS public cloud. The project teams are beginning their 

exploration and sandbox phase to discover and document the processes needed 

to maintain these existing applications in the cloud.  

 

Some agency geospatial applications, targeted for the public cloud, have data 

storage or processing needs that appear to make them more cost-effective in a 

community cloud setting. These applications will be piloted on similar shared 

platforms in a community facility housed in the US Geologic Survey. 


